AN NINH MAY TINH
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MAI VAN PHUONG VU
EMAIL: VUMVP@HCMUP.EDU.VN
KHOA: CONG NGHE THONG TIN
MON: AN NINH MAY TiNH
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BAI GIANG HOC PHf\N AN NINH MAY TiIiNH
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CHU PE 1: TONG QUAN MANG MAY TiNH :’é‘i‘%““%

Khai quat mang may tinh

e Trién khai mang Lan

M hinh tham chi€uva a P

TONG QUAN VE MANG MAY. TiNH
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Pong luc thic day MMT

dNeén kinh té ngay nay
 San xuat, phan phéi va ban 1é
« Ma con tao ra va cong bo théng tin
o publishing
o banking
o film making...

Nen kinh té trong twong lai c6 thé sé
bi chi phoi b&i théng tin!

4 / 5 / ZOZIlguongThanCong.com M al Vé n P h won g Vmps://fb.com/tailieudi entucntt


http://cuuduongthancong.com
https://fb.com/tailieudientucntt

Information?

ASw dai dién cho kién thirc
Vi du:
Sach, bao
CDs, Video
* Audio
Q Thé hién trong 2 cach
« Analog (atoms)
* Digital (bits)
dCéach mang ky thuat s6
« Chuyén d6i théng tin tir analog -> digital
« Dung network trao doi bits thay vi atoms
4/5/201gm=ceon Mai Van Phuong v oemseses:
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Mang ngay nay rat phic tap 5%«%

P

JdHosts

JRouters

dLinks of various media
dApplication
JProtocols

JHardware, software
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Twong lai s€ phtre tap hon nlra
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Khai quat mang may tinh

d 1dung
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Computer Network
Network Hardware
Network Software

Examples Network
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Computer Network

dBusiness Application
dHome Applications
JMobile Users
dSocial Issues
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Business Application o3l

dPhan phoi chia sé tai nguyén.
* Chuong trinh, thiét bi, dit licu.
AWng dung danh cho Business
« Web Application
e Email
* |P telephone
 Desktop Sharing

dThwong mai dién tw
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MO hinh cho Business

dSo do hoat déng

Client machine

Request

Server machine

4

Client process
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Home Application 5%

Qinternet cung cap cho ngwéi ding
kha nang truy cap tai nguyén tw xa
dGiao tiép v&i moi ngwdi, mua sam
trwe tuyén va str dung e-commerce
* St dung Web application
 Poc bao online
* Chat, email, game...
 Audio, video
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MO hinh danh cho Home

MO hinh peer-to-peer
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Home Network (single machine) 2%

Wall Jack

vé

—

DSL/Cable Q
Modem
USB/Ethernet
Cable

L

_\ / y
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Home Network (multiple machines) 5:%&

=3

7

Wall Jack

AY TINH

vé

‘ ‘ Ethernet Cable

DSL/Cable
Modem

Hub/Switch/Router

\‘ﬁ
&

4 / 5 / 2 6IL9uongThanC0ng.com M a | Vé n P h won g Vmps://fb.com/tai lieudientucntt 1 3

>N

&

=

TONG QUAN VE MANG V]

X
\E
-
b
!
=
XL
=
r 4
<
=l
r 4
=
X
By
o
O.
=
(O)
4
=
o
<
o1]



http://cuuduongthancong.com
https://fb.com/tailieudientucntt

Peer-to-peer 5% ﬁ%

C6 nhiéu mé hinh peer-to-peer,
dién hinh la BitTorrent
MO hinh peer-to-peer thwong
dung chia sé audio va video
1Gilra peer-to-peer va truy cap
thong tin ta c6 mang xa hoi
» Facebook, Twitter, Wiki, Wikipedia
JdIP television
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Mobile User 5%‘

dLaptop, PDA, Tablet, SmartPhone.
» Thiét bi mobile thuong dung doc email, choi
game, luot web, xem phime hay nghe nhac.
ANho cong nghé khéng day phat
trien nén thiét bi mobile that sw
pho bién
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TONG QUAN VE MANG MAY. TINH

dCéng nghé wifi pho bieén HotSpot.

Mobile User

dMac du wifi va mobile liéen quan

nhau nhwng van khéng hoan toan

giong nhau.

Wireless | Mobile Typical applications

No No Desktop computers in offices

No Yes A notebook computer used in a hotel room
Yes No MNetworks in unwired buildings

Yes Yes Store inventory with a handheld computer

4 / 5 / 2 6IlguongThanCong.com
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Céng nghé cho mobile 3o

3G (42Mb/s), 4G (gap 4-10 3G).
JGlobal Positioning system (GPS)

JdM-Commerce (mobile commerce)
JNear Field Communication (NFC)
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TONG QUAN VE MANG MAY. TiNH
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Cong nghé cho mobile S

=

£ I

= = LTE VS WI-FI SPEED COMPARISON
~: : LTE speed compared to other moblie technaoligles (2G & 3G) and WA-FI Globally
— \<[

<4

= = " OpenSignal

4 % g 126
2 <E ¥

- = 3

> gw

Aé "Lu 2

o ; g

o [ -

O < g 5

L = &

0] o’ 3.2

U]

L= ong

‘D“O 2 0.1

g H WiFi 2G 3G 4G LTE
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Cong nghé cho mobile

Cac qudc gia, vung I&nh thd cd tde dd trung binh mang 4G LTE nhanh

=
& nhat thé gidi:
F Z A x £
b ‘I_: | ||G|un|:: gia, vung lanh tho ||T|:n|:: do trung binh
é > 1 ||New Zealand 36 Mb/gidy
i \<§E 2 ||Singapore 33 Mb/giay
= O 3 ||[Romania 30 Mb/gidy
z > 4 |[Han Quéc 29 Mb/gidy
E <§E 5 |[Ban Mach 26 Mb/gidy
r 4
:<:E '<L>IJ Cac qudc gia, ving ldnh thd cd viing phu séng tot nhat:
« B
8_ <Z,: : Quoc gia, vung lanh tho|| Ty Ié ving phu séng
E 8, 1/|Han Quéc 97%
20 2||Nhét Ban 90%
- Z -
9.0 3/|Hong Kong 86%
< 1 |Kuwat 6%
5/|Singapore 84%
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Cong nghé cho mobile
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Mang 5G sé nhanh hon 4G 40 lan
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Cong nghé cho mobile %‘5&%

Két ndi Li-Fi - cdng nghé nhanh gap 100 lan Wi-Fi

7

Chuan két noi méi truyen div ligu bang cach sir dung giao tiép anh sang va
co the truyen tai 28 GB dir liéu moi giay.
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Cong nghé cho mobile

=

£ T

= \Z

> ; L 4 * #F

<El z Gia cudc goi 600 MB (USD)

T 14
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B Gid cudre goi 600 MB (USD)
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Social Issue

dGay nghién

dBao lwc, khiéu dam
dPanh cap dir liéu

dGia dang, spam, virus,...
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Network Hardware

JdPersonal Area Network
JdLocal Area Network
JdMetropoltan Area Network
JdWide Area Network
dinternet Network
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Personal Area Network 5%‘,‘3%

AThiét bi ket noi trong khu vwe ca nhan
e Wireless
* Bluetooth
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Local Area Network (LAN) 3o

=3

dLan: mang cuc bo, xay dwng
cho cong ty, co quan , trero'ng

hoc...
* Bang thong 16n
e Chi phi thiét bi mang tuwong d6i ré

* Quan tr1 don gian

dGiéi han pham vi hoat dong
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Local Area Network (LAN) 3o

2

dThiét bi str dung: Wireless,
Switch, Router, ADSL, Server

To rest of
network
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Mang do thi (MAN) o3l

Q Mang MAN gan giong nhw mang LAN nhwng gié
han cua né la moét thanh pho hay mét quoc gia.
0 Mang noi két cac mang LAN vé&i nhau ciing xem
nhw la mang MAN
* Pham vi1 hoat dong rong hon
* Quan li tuong d6i phtc tap
e Thiét bi mang dat tién hon LAN
* Bang thong ¢ mirc trung binh
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Mang dién rong (WAN)

dMang WAN bao phu vung dia ly rong I&n co
thé 1a mét quoc gia, mot luc dia hay toan
cau.

dMang WAN thwong 1a mang cua cac céng
ty da quoc gia hay toan cau, dién hinh la
mang Internet.

Do pham vi rong I&n cua mang WAN nén
thong thwong mang WAN la tap hop cac
mang LAN, MAN nai lai vé&i nhau bang cac
phwong tién nhw: vé tinh (satellites), séng
viba (microwave), cap quang, cap dién
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Mang dién rong (WAN) o3l

OdPac diem mang WAN

* Bing thong thap, thuong chi phu hop véi cac tng dung
nhu e-mail, web, ftp
* Pham vi hoat dong rong 16n khong gi61 han.

AY. TINH

vé

* Mang rat phtrc tap va co tinh toan cau nén thuong la co
td chirc quoc té duirng ra quan tri.

=
>

» Céac thiét bi va cac cong nghé mang WAN rat dat tién.
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Mang internet 52%;«%

=3

dMang Internet la trieoong ho'p dac biét
ctia mang WAN, né cung cap cac dich
vu toan cau nhw mail, web, chat, ftp va
phuc vu mién phi cho moi ngwi.
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___________________
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Network Software 5%&

2

JProtocol Hierarchies

JdConnection-Oriented Versus
Connectionless Service
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Protocol Hierarchies 5‘%&%
-

d Giam do phuec tap

 Chia theo layer hay level

[ Moi cap layer goi la interface

0 Mot bo layer va protocol goi la kién triic mang

Host 1 Host 2

Layer 5 protocol
Layer5 |= — — — — yera e _ -| Layer 5

Layer 4/5 interface t

Layerd = - — — —— —— — — — — — -| Layer 4

Layer 3/4 interface r

Layer3 = - - - - — — — — — — — — = Layer 3

Layer 2/3 interface I

Llayer2 |« - — —————— 2 — — — | Layer 2

Layer 1/2 interface I

Layer] j#¢ - ———————— — — — — = Layer 1

| |

‘ Physical medium
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Connection-Oriented Vs Connectionless Servi%wi e

< ud

EIQO hal loai dich vu quan trong trong
tang transport

AY. TINH

vé

L
=
=
2
= A, Keogi A
z> e Ke&t no1tin cay
— ) 14 14 ~ .
4 A A kh A

Z * K&t no1 Knong tin cay
4 < .
z>
<
s
T "L>u Service Example
Gy
3 <ZE Connection- _ Reliable message stream Sequence of pages
O oriented Reliable byte stream Movie download
T = ik
(L) d Unreliable connection Voice over IP

'

ﬂ<zt LZD Unreliable datagram Electronic junk mail
| .
2 «O Gunnectllengé < | Acknowledged datagram Text messaging
'g . Request-reply Database query
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Examples Network

dinternet

dMobile Phone Network
JWireless LANs: 802.11
ARFID va Sensor Network
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Internet 52%»1‘%

ATien than mang ARPANET do quén
doéi My xay dwng vao cuoi thap nién
1950.

Cuoi thap nién 1970 NSFENET két noi
dir liéu cac trwworng dai hoc cho viéc
nghién cuu

dCuoi thap nién 1990 nhiéu nwéc

nghién ctru xay dwng hé thong mang
dwa tréen ARPANET

Qinternet that sw phat trién khi WWw
ra dévi vao dau thap nien 1990
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History 1980-1990: new protocols, proliferation of E%%
networks " g

1983: deployment of TCP/IP
1982: SMTP e-mail protocol defined
1983: DNS defined for name-to-IP-address translation
1985: FTP protocol defined
1988: TCP congestion control
early 1990°s: ARPAnet decomissioned
early 1990s: WWW
hypertext [Bush 1945, Nelson 1960°s]
HTML, http: Berners-Lee
1994: Mosaic, later Netscape
late 1990°s: commercialization of WWW
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Internet: Users 3o
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Technology: Modem speed 5:’:5“‘31%
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Lich su internet Viét Nam %&5

dRob Hurle, gido sw tai Pai hoc Qudc
gia Australia (ANU), duwoc xem la nguoi
dau tién dat nén mong cho sw phat
trién Internet tai Viét Nam

dRob Hurle cung v&i 6ng Tran Ba
Thai, Vién Cong nghé thong tin tai Ha
No&i (10IT) tién hanh thi nghiém két noi
cac may tinh & Uc va Viét Nam thong
qua dwong day dién thoai

dThi nghiém thanh cong 1992
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Lich stf internet Viét Nam

d Nam 1994, vai tién taj tro ciia Chinh phu
Uc, 6ng Rob va cac dong nghiép tai ANU
mua tang Khoa Lich st Trirong Pai hoc
Tong hop Ha N6i 1 chiéc may tinh dau
tien tai Viet Nam va modem va thuc hién
viéc két ndi Internet qua cong.au

d Dén ndm 1995, nhu cau st dung Internet
tai Viet Nam tang qua lon va tien tai tro tw
Chinh pha Uc khong con du chi dung, 6
Rob va cac dong nghiép & IOIT bat dau
hop tac v&i Tong cong ty Bwu chinh Vién
théng Viét Nam (VNPT) dé phat trién dich
vu

TONG QUAN VE MANG MAY. TiNH
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Cau truc mang internet
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Mobile Phone Network 3o

2

JGSM (Global System fpr Mobile
communication) bat dau 1991 vano la
mot hé thong 2G

dVao nam 2001 hé thong 3G dwoc xay
dwng
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Cu tric 3G 3o
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Wireless LANs: 802.11 s

QXuat hién cu6i ndam 1990 khi nhirng
thiet bi hoat dong bang tan 900Mhz.

dToc dé ban dau 1Mbps

ONam 1992 xuat hién san pham v&i tan
s0 2.4Ghz

1997, IEEE cho ra doi chuan 802.11
danh cho wifi
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MO hinh wireless 5‘%&%
>

=3

Access | To wired network
point

—
AR J N\
- %ﬁj@

Eﬁz Non-faded signal
*

Wireless :
transmitter W

= Faded signal
Reflector LT@EJ Wireless 4 signa
F

receiver
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RFID va sensor Network o3l

-
dRadio Frequency Identification(RFID):
Nhan dang séng vo tuyén tir xa, cho
phep dir lieu trén chip doc qua sdng

vO tuyén
ARFID c6 2 phan
» Thé tir (vai cm) c6 gan chip silicon cling dng ten
radio

» B0 doc cho phép giao tiép véi thé tir va truyén
dir liéu té61 may tinh
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RFID va sensor Network

Antenna

Reader System
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RFID va sensor Network
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CHU BE 2: TONG QUAN MANG MAY TiNH 35 5
.

o Trien khai mang may tinh
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Trién khai mang may tinh o3l

dMuc tieu
* Phan biét cac mdi truong truyén dan
» Céac thiét bi phan cing cho mang may tinh
e M5 hinh thiét ké mang lan
dNOI dung
* Lan Media
 Lan Hardware
 Lan Design
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Ethernet -

QEthernet dwoc phat trién b&i cac hang
Xerox, Digital, Intel vao dau nhirng nam
1970

dPhién ban dau tién cia Ethernet dworc
thiet ké i 2,94 Mbps dé no6i hon 100
may tinh va 1 1 Km

dSau do6 cac hang I&n da thao luan va
dwa ra chuan danh cho Ethernet 10
Mbps
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Ethernet(cont) %%‘3%

JC u ¢ ng: bus hoac star.

JPhwong phap chia sé moi trwong
truyen: CSMA/CD.

dQuy cach ky thuat IEEE 802.3

dVan toc truyén: 10 — 1000 Mbps.

Cap: cap dong truc manh, cap dong
truc Io'n, cap UTP.
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Unshielded Twisted-Pair (UTP) 5%%
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Shielded Twisted-Pair (STP) 25"

(P]astic ctweﬂ [Metul shie]dJ [ Insulation } [ Copper )
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Optical fiber 5%‘3%
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. et e
n ieee 802.3  %a

&~ £ g
E - Loai cap Chiéu dai téi da
"; = 10Base2 Thinnet 185m BNC
: — 10Baseb5 Thicknet 500m AUI
s 10Base-T UTP cat 3-4-5, 2 cap 100m RJ45
E 100Base-TX UTP cat 5, 2 cap day 100m RJ45
)
= = 100Base-FX Cap quang Multimode, 400m MIC, ST, SC
<zt < 15i 62.5 hodc 125
> E micro
«:<I:t L 1000Base-CX STP 25m RJ45
o. > 1000Base-T UTP cat 5, 4 cap day 100m RJ45
8_ <ZE 1000Base-SX Cap quang Multimode, | 62.5 micro thi dwoc SC
T D 161 62.5 hoac 50 micro 275m
@] 50 micro thi dwoc
g ) 550m
< P 1000Base-LX Cap quang Multimode, | 62.5 micro thi dwgc SC
o '®) 16i 62.5 hoac 50 micro 440m
< Cap quang 50 micro thi dwoc
[11] Singlemode, 16i 9 550m
micro 9 micro thi duwoc 3-
10Km
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C 5-4-3

dQuy tac nay cho phép két
hop dén nam doan cap dwoc
noi b&i 4 bé chuyén tiép

Chi c6 3 doan la noi tram.
Theo hinh trén ta thay doan
3, 4 chi ton tai nham muc
dich 1am tang tong chiéu dai
mang va cho phép may tinh
trén doan 1, 2, 5 nam cung
tren mo6t mang.
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Hardware
Z
> E JRepeaters
= OHubs
e |
;<Z:- ABridges
%UEJ dSwitches
g% dRouters
=8 Olayer 3 switches
20
¥
E -
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NI
Repeaters %,
dLa thiéet bi dung de khuéch dai tin hiéu

=

Z =

=) trén cac doan cap dai

E\>- ” > " A ” N " A ~ ~
=4 QN6 chi hiéu tin hiéu dién nén khong loc
=2 dwoc dir liéu & bat ky dang nao
2 . : :

<

=

,(<=("Lu

« B > —

0 Z /-K

L

25 A

0

5.5 IS

- = = ==/

[41]

Host A

Maximum Distance from Host A to Host Z

nts, 4 Repeaters Host Z
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Hubs

\‘A.

LA thiét bi giong nhw Repeater nhwng
nhiéu port ho'n cho phép nhiéu may
tinh noi tap trung vé thiét bi nay

dHub hoat dong & Iop 1 (Iép vat ly)

dToan bo Hub (hoac Repeater) dwoc
xem la mot Collision Domain.
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Bridges 5%%

“ud
QL& thiét bi cho phép noi két hai nhanh mang
QC6 chire nang chuyén, chon loc cac gai tin dén
nhanh mang chtra may nhan gai tin

dBridge hoat déng & I&p hai (I&p Data link)
trong mo hinh OSI.

-2282 § | ~

vé

=

TONG QUAN VE MANG MAY: TiNH

X
\E
-
b
!
=
XL
=
r 4
<
=l
r 4
=
X
By
o
O.
=
(O)
4
=
o
<
o1]

4 / 5 / 2 6IlguongThanC0ng.Com M a | Vé n P h won g Vmps://fb.com/tailieudi entucntt 6 6


http://cuuduongthancong.com
https://fb.com/tailieudientucntt

Bridges PSS

>

QWu diém cua Bridge: cho phép mé réng
cung mét mang logic vé&i nhiéu kiéu
cap khac nhau. Chia mang thanh nhiéu
phan doan khac nhau nham giam lwu
lwo'ng tren mang.

dKhuyét diém: cham hon Repeater vi
phai xw ly cac goi tin, chwa tim dwoc
dwérng di toi wu trong trwérng hop cé
nhiéu dwérng di. Viéc xtr ly goi tin dwa
trén phan mém.
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Switchs

dThiét bi giong nhw bridge nhwng nhiéu
port hon cho phép ghép noi nhiéu doan
mang v&i nhau.

dSwitch ciing dwa vao bang dia chi MAC
deé quyét dinh goi tin nao di ra port nao

dNham tranh tinh trang giam bang théng
khi s6 may tram trong mang tang lén

dSwitch cliing hoat dong tai I&p hai trong
mo hinh OSI
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Switchs 5}%

Nén moi Port cta Switch 1a mét
Collision Domain

dToan bo Switch dwo'c xem la mot
Broadcast Domain

A Modern Ethernet Network

Backbone
Ethernet Switch

0ot

Lo o s |
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Collision Domain, Broadcast Domain 5};‘?

[ Collision Domain: day la mét vung c6 kha
nang bi dung do do hai hay nhiéu may tinh
cung g&i tin hiéu Ién méi trirdng truyen théng.

d Broadcast Domain: day la mot vung ma goi tin
phat tan (géi tin broadcast) cé thé di qua
dworc. Trong ving Broadcast Domain cé thé Ia
viing bao gom nhiéu Collision Domain.
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< Broadcast Domain »
(IP Subnet)
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ng switch
dTrunking

* Tinh r}éing Trunl‘dng duoc hiéu 1a tinh ning giup
tang toc do truyen gitra har Switch

* Nhung chu y 1a ha1 Switch phai cung loai

* Trong thiét bj Switch cua Cisco, Trunking duogc

hiéu 1a duong truyén dung dé mang thong tin cho
cac VLAN.
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Vian .

dTao cac mang riéng 4o, nham dam
bao tinh bao matcho ng lan.

M6i vlan c6 the dworc xem 1a mot
Broadcast Domain

dKhi chia vlian giup ta sé phan vung
broadcast nham cai tien toc dé va
hiéu qua cta hé thong

NOoI cach khac, vian la mét nhém logic
cac thiét bi hodc ngwi str dung
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Vlan 3wl

\‘A R
Chi ¢é cac thiét bi trong cuing vian méi
lién lac dwoc v&i nhau
dNéu mudn cac vian cé thé lién lac du’o’c

v&i nhau thi phai str dung Router dé
Ilen ket cac vlan lai

7 VLAND=1 VLANID = 2
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Engineering Marketing
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Router :
dLa thiét bi dung noi két cac mang logic
vei nhau
Elklem soat va loc cac goi tin nén han
ché dwoc lwu Iu’o’ng trén cac mang
logic (thong qua co ché Access-list)

dCac Router dung bang dinh tuyéen
(Routing table) dé lwu triv théng tin ve
mang dung trong tru’o’ng ho’p tim
dwérng di toi wu cho cac goi tin
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Router 3wl

\‘A.

QBang dinh tuyén chira cac thong tin ve
dwong di, thong tin ve wéc lwong thoi
gian, khoang cach...

dBang nay c6 thé cau hinh tinh hay tw
dong

dRouter hieu dwoc dia chi logic IP nén
théng thwong Router hoat dong & 16p
mang (network)
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Router 5%%

2

Do cach hoat dong cua Router nhw da trinh

X

L
4
= 5 bay, nén moi port cua Router la mét Broadcast
A Domain.
>
E \< A Router Connects LANs or WANS to the Internet
>
25 (oo
=
22 NN =]
‘z‘§ Q\ Qi Ji
,(<=( "Lu
o ; — LAN =
8. < \ﬁ LAN
L
o O
<2
L ©)
- =
m
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Switch Layer 3 3o

=3

4 c nh nang switch layer 2
nhwng thé nh N P 3

4 thé C n nh nva
trao 1 1 c neighboring router.

dSwitch layer 3 c n chirc nang
cuaca p datalink va network. Moi
port la mét mién collision domain.
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Ll

« Mang danh cho ca nhan: trién khai mang tai nha.

7

* Mang danh cho cong ty nhé:

AY TINH

vé

« Trién khai tai cong ty chi c6 1 phong lam viéc.
« Trién khai tai cong ty chi c6 mot co sé, trong co sé ¢O
nhiéu phong lam viéc khac nhau (twong (g voi timg

#

X
=
-
b
'
=
XL
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r 4
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r 4
<
X
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o
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=
(O)
4
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o
<
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=
>

phong ban).
* Mang danh cho cong ty lém:
e CO nhiéu co sd/chi nhanh, cic co sd duge ndi mang thué
kénh riéng (lease line).

=

TONG QUAN VE MANG V]

e CO nhiéu co sd, cac co sd duogc nodi mang internet (khong
thué kénh riéng) - VPN.
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Mang danh cho ca nhan (home) %5

LI

PC3

"Mang danh cho ca nhan don gian
"Dé quan ly ,
=Thiét bi twong doi ré
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Kéet noi ADSL

4

=
2 mL Inside Wire (CAT 3)
~I: = et Muitiple PC Application Using DSL Modem
| Pe—
> - Network Interface Data Wire
' >~ Device (NID) »
> \<T DSL Spilitter Inside
= § L Vm/ G;“ New Wall Plate
< 7 e~ .— With RJ-11 and
— ) GguR RJ-45 Jacks
> RJ-11 w
=2 Cable =
2 <E RJ-45
g = Connector
= > ADSL Cable
,(<=( A1 (Straight)*
a — |1
(&) = —
%. <D[ o |rﬂ
TO I i
O’ Telephone ﬁ
g Company
<< O Ethemet Cable
- 2 (Straight) S
0 =
e (@) 7 ——
g
[41]

S &hﬂ_ " *Asterisk denotes item included in the DSL modem packaae.
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TONG QUAN VE MANG VI

AY TINH

Cau hinh ADSL

TP-LINK

Quick Start - PPPoE/PPPoA

Enter the PPPoE/PPPoA information provided to you by your ISP. Click NEXT to continue.

Username:
Password:
VP
VI

Connection Type:

4 / 5 / 2 O’JIl.guongThanCmg.com

S726508154@1639d

8 | (0~255)

35 (1~B5535)

PPPoE LLC v

| Back || Nex {ExT |

Mai Van Phuong v/ emialiedeent
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Mang cong ty nho (cont) 5:%«“‘%

P.KY THUAT

83

DATAFARM

=KET NOI ISP: LEASE LINE HAY FTTH
»Thiét bi twong d6i dat tién
=Quan ly phirc tap
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Van dé quan tam cong ty nho nhiéu phong ban 5%%

. E,
~ -
s

=3

MO hinh theo dang Domain. Phan
chia theo dang chu khach.

ADich vu trién khai
* Dich vu ftp (FTP service)

Web server (Web service)
» Cung cap IP (DHCP service)

e Dich vu in 4n
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Van dé quan tam cong ty nho nhiéu phong ban 5}%
« CONg cu trién Khai
o Switch layer 3
o Switch layer 2
o May server
« Hang cung cap thiét bi
o Cisco: switch (layer 2,3), router
o Hp: switch (layer 2,3)
o 3com: switch (layer 2,3)
o Server: IBM, Dell, HP.
»C0 hang gia ré hon nhu Linksys ( hang con
Cisco)
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ng Large-Building 3o

d anha hon 200
user

dAMOG nh3 p

 Core: switch core hay
layer3

« Distribute: switch layer 3
 Access: switch layer2
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vé

= AV TINH

=

TONG QUAN VE MANG VI

ng Enterprise Campus

Building A

Building B

1/

i —

71N

Building C

Campus Backbone
GE or 10GE Links

Building D

5k

Building E

1/

A S —

I

Building F

4 / 5 / ZGIItguongThanCmg.com
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Campus LAN Design

dPac tinh (rng dung mang: cac loai trng
dung khac nhau

QDac diem thiet bi co s& ha tang: switch
I6p 2 va I&p 3, hé thong phan cap

OPic diém méi trworng: Dia ly, hé thong
day dién, khoang cach, khong gian,
nang lwong, so lwong cac nut
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MO hinh phan cap

M hinh phan cap ap dung cho ca
mang Lan va mang Wan
» Tiét kiém chi phi
» Dé hicu
e Phat trién mang ludi Modular
» Nang cao cd 1ap 16i
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T
£ T
=
\: :
> Workgroup
=g . Access
§ >
> O icy- T
Z = Lzz',',‘f,ye;',?f@d Distribution
<<
: E D s S S — T Edge Distribution
<A High-Speed Core Modke
a = Switching
O =
- <L
% L) Server Farm Departmental
o O Switch Block
2
< (ZD
(O) '®)
<
o
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p (cont)

QL&p 16i cung cap van chuyén nhanh
chong gitra cac switch phan phoi
trong mang campus.

dL&p phan phoi cung cap két noi dwa
trén chinh sach.

dL&p truy cap cung cap nhom lam
viéc va nguwei str dung truy cap vao
mang
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LSp Core 5:%«“‘%

—ast transport

High reliability

Redundancy

—ault tolerance

_ow latency and good manageability

L CC O
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LGp Distribution 3o

2

JPolicy-based connectivity
JRedundancy and load balancing
JAggregation of LAN wiring closets
JAggregation of WAN connections
J1Q0S
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LGp Distribution (cont) 5:%3%

2

dSecurity filtering

JAddress or area aggregation or
summarization

JdDepartmental or workgroup access
JRouting between virtual LANs (VLAN)

JdMedia translations (for example,
between Ethernet and Token Ring)

TONG QUAN VE MANG MAY. TiNH
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Access Layer

dLayer 2 switching
dHigh availability

dPort security
dBroadcast suppression
dRate limiting/policing
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Access Layer (cont) 3o

2

JAddress Resolution Protocol (ARP)
Inspection

dVirtual access control lists (VACL)
dSpanning tree

JdPower over Ethernet (PoE) and
auxiliary VLANSs for Vol
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Enterprise Campus
Building 1 Building 2

BELP  83DP

{#.TEI_.QQ Backbone

Imternet

I
il it S i-J"ui

ne | i = g Firewall Web Internet
| | m o Server Router Enterpri
E E Universal

Gateway -
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Van dé quan tam cong ty Idn

\‘A.

MO hinh theo dang Domain,
subdomain. Phan chia chinh sach va
quyéen han theo dang chu - khach

dDich vu trién khai
e Dich vu DHCP

Dich vu DNS

 Dich vu WEB

 Dich vu FTP

* Dich vu EMAIL
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TONG QUAN VE MANG V]

Van dé quan tam cong ty I6n

« Cong cu trién khai
o Switch Core layer 3
o Switch layer 3
o Switch layer 2
o May server
o Router
o Firewall
o IPS/IDS
o WAP
« Hang cung cap thiét bi
o Cisco: switch (layer 2,3), router
o Hp: switch (layer 2,3)
o 3com: switch (layer 2,3)
o Server: IBM, Dell, HP.
o Firewall: Barracuda, Palo Alto, CheckPoint,..
o IPS/IDS: SoureFire,...
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K&t ni hai chi nhanh s

7

vé

AY TINH

Site to Site VPN Viin phong tir xa L!

=
Miy chi truy ciip \-

—

Tunnel - ciii Ong do \fﬁ

router
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>N

router

IP

iy !) Vin phong chinh
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TONG QUAN VE MANG V]
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1SP VNPT e ]

® Pfense Firewall sé dwoc thay thé

—ﬁ‘k_| bing Baracuda F800
Lease Line DMZ .

Isa Firewall s& duoc thay th& bang
Baracuda F500

4

7

”

AY TINH

7

Iilllii ' SERVER FARM

l—

e
ADSL =
! ADSL ‘ E
—  ©
Database
ADSL Server

-

TONG QUAN VE MANG VI

Switch Distribute(L3) Switch Distribute(L3)
Building M + Cisco 3560 Building G — Cisco 3560

s Switch Distribute(L3)
Building A~ Cisco 3560 Building C - Cisco 3560 Building H -+ Cisco 3560

St
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K P — P — —
Switch AccessL2 Switch Access L2 Switch Access L2 Switch AccessL2 Switch Access L2 Switch Access L2
[/ 1 |
4 \ 4 A 4 Y \ 4
Office Room Office Room Office Room Office Room Office Room Office Room

| ] | e w0 HE =E

Py
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M6 hinh tham chicu OSI 5}\‘ f,%-

il

dMuc tiéu
. Két th1"1c bai hoc nay cung cap hoc vién kién
thirc vé giao thurc, mq hinh OSI, TCP/IP va qua
trinh xtr 1y, van chuyén cua mot goi tin ...
1 NOi dung
* MO hinh osi
e Qua trinh van chuyén va xur 1y géi tin
* MO hinh TCP/IP
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MG hinh tham chiéu OST &5

MO hinh OSI (Open System
Interconnectlon) de xuat ttr 1977 va
céng bo l1an dau vao 1984.

MO hinh OSI la mgt khuon mau giup
chung ta hiéu div Ileu di xuyéen qua
mang nhw the nao dong thoi cung giup
chung ta hiéu dworc cac churc nang
mang dién ra tai moi 1&p.

EITrong mo hinh OSI co bay |&p, moi 1&p
mo ta mot phan chirc nang déc lap.

TONG QUAN VE MANG MAY. TiNH
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Tai sao chung ta can mo hinh OSI 5%
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Layer Functions 3o
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Layer Functions %’%
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Layer Functions

7 Application =
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Layer Functions o3l

7 Application — =
6 Presentation ==——>
5 Session apre 1
4 Transport e p—
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End-to-end connection reliability

Quan tam v&i cac van dé van chuyén
dr liéu gilra cac may

Truyén tai dir lidu do tin cay

Thiét 1ap, duy tri, va chdm dit mach &o
Phat hién 16i va phuc hoi

Kiém soéat dong chay théng tin
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Layer Functions o3l

7 Application — =
6 Presentation ==——>
5 Session apre 1
4 Transport e p—
3 Network — =
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Addresses and best path

= Cung cap két ndi va lwa chon con
dwdng gitra hai hé thong két thac

= DPinh tuyén
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Layer Functions o3l
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Access to media

=Cung cap chuyén giao dang tin cay cta dir
liéu trén cac phwong tién truyén théng

=Dia chi vat ly, topo mang, thdng bao 16i,
diéu khién luéng
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Binary transmission
e D3y, khong day, vé tinh,...
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dKhai niém
 Tranmission control protocol/Internet protocol

» Puoc phat trién boi Defense Advanced Research
Projects Agency (DARPA).
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TCP/IP vs the OSI Model ~ #5gs"
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TCP/IP vs OSI Model (cont) 5

= -L
=
— OSI  TCP/IP
s > Application  Applications
' o - Telnet| |FTP| |SMTP| |DNs| |snmp
Presentation ayer i < T ‘
Session \\ \/
Transport Transport layer TCP UDP

(host level)

>N

ICMP
Network Internet layer |

(gateway level)

ARP IP

Data link
ata i Network

Physical interface layer

>

=

TONG QUAN VE MANG V]

Y

L
-
-
Su
g
=
L
=
<
<
=l
<
<
X
By
O
O.
L
(O)
<
=
o
g
&

4 / 5 / 2 (fltguongThanCmg.com M a | Vé n P h won g Vmps://fb.com/tai lieudientucntt 1 2 0


http://cuuduongthancong.com
https://fb.com/tailieudientucntt

Tang van chuyén (Transport)

QCung cap viéc van chuyén div liéu
trong suot gitra cac hé thong dau
Cuoi

vé

End System Intermediate System End System

Tranaport [ ™ Tranaport

M ebwirk

Datalirk

Mebwork

]
-l
B

Fhryaical

Y¥yYyY

Datalirk

Phyaical

A

M etwirk

Dalalink

N ebwirk

T}

P frysical

e
g
-

Datalirk

Physical

Packel
5 routed

[T
s T

=

TONG QUAN VE MANG MAY. TINH

Peerdo-Peer
Communication

Peerdo-Peer
C O WRICa on

=
=
=
D=
'
=
=
<
r 4
4
<
r 4
<L
=
(«
Q
O.
=
L)
4
=
(L)
<
[11]

4 / 5 / 2 OZIguongThanCong.com M a | Vé n P h won g Vv mps://fb.com/tai lieudientucntt

121


http://cuuduongthancong.com
https://fb.com/tailieudientucntt

Tang van chuyén trong TCP/IP 5%3‘5

=

AE I

= 2

: \|: Transmission Control

s \z Application Protocol (TCP)

E = Transport

— User Datagram
)

= - ——|_protocol (uDP)

E < Internet
=

<4

= ¢ Data-Link

- =

a =

= <ZE Physical

A

% %) - Huéng két noi

o “CZ) - Két noi tin cay

<

m

- Phan manh théng diép va rap lai & dich

- Hoat déng hai chiéu dong th&i

4 / 5 / 2 Ot:tlguongThanCong.Com M a | Vé n P h won g Vmps://fb.com/tailieudi entucntt 1 2 2


http://cuuduongthancong.com
https://fb.com/tailieudientucntt

TCP vs. UDP PSS
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Port numbers 0
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CP Three-Way Handshake/Open Connecti@%ﬁ%
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Internet Layer Overview
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Khai niém giao thuc (Protocol)

dLa quy tac giao tiep (tiéu chuan giao
tiep) gitra hai hé thong gitp chung hieu
va trao doi dir liéu dwoc véi nhau.

Vi du: Internetwork Packet Exchange
(IPX), Transmission control protocol/
Internetwork Protocol (TCP/IP), NetBIOS
Extended User Interface (NetBEUI)...
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Khai niém giao thuc (cont)
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< Windows running IPX
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IP protocol
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Address Resolution Protocol (ARP) 5:%&5
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JARP hoat dong & I&p Internet TCP/IP
AN6 dwoc str dung dé tim dia chi MAC vé&i
sw gitip d& cia mét dia chi IP dworc biét

den.
Tat ca giai quyét dia chi MAC dwoc duy tri
trong bang ARP cache.
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Ethernet
address o

172.16.3.1 172.16.3.2
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> IP: 172.16.3.2 = 7?7
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Address Resolution Protocol a4

\‘A.

| need the
Ethernet

address of
176.16.3.2.

| heard that broadcast.
The message is for mé.
Here is my Etherng

172.16.3.1 172.16.3.2

> IP: 172.16.3.2 = 7?7
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| need the
Ethernet

address of
176.16.3.2.

| heard that broadcast.
The message is for mé.
Here is my Etherng

> IP: 172.16.3.2 = 7?7

IP: 172.16.3.2
Ethernet: 0800.0020.1111

[
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Address Resolution Protocol a4
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| need the
Ethernet

address of
176.16.3.2.

| heard that broadcast.
The message is for mé.
Here is my Etherng
address.

> IP: 172.16.3.2 = 7?7

IP: 172.16.3.2
Ethernet: 0800.0020.1111

[
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RARP (Reverse ARP) 3wl
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Reverse ARP
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» Ethernet: 0800.0020.1111 IP = ?7??
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Reverse ARP o3l

\

| heard that
broadcast.
Your IP

address is
172.16.3.25.

NNH MAY TIiNH

BAI GIANG HOC PHAN 4

=

» Ethernet: 0800.0020.1111 IP = ?7??

=
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Reverse ARP PSS

\

| heard that
broadcast.
Your IP

address is
172.16.3.25.

NNH MAY TINH

BAI GIANG HOC PHAN 4

=

» Ethernet: 0800.0020.1111 IP = ???

Ethernet: 0800.0020.1111
IP: 172.16.3.25 o

=
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Reverse ARP PSS

\

”

=t MAY TINH

| heard that
broadcast.
Your IP

address is
172.16.3.25.

What is
my IP

BAI GIANG HOC PHAN

>N

s

» Ethernet: 0800.0020.1111 IP = ???

Ethernet: 0800.0020.1111
IP: 172.16.3.25 ‘

=

TONG QUAN VE
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Internet Control Message Protocol 5}\‘,’5

P hig
T
S
'; E MP messages are carried in IP datagrams and used to send error
=83nd control messages.
= <
T
< = -
= g Application |
E <§E Transport Destination
- w (1) Unreachable
2 ICMP
O = Echo (Pin
o < Internet \ (Fing)
L N
o O Other
<z( O Data-Link
= 2
G“O
< Physical
o
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ICMP Ping o3l

=

T
£ T
=
=
L :
= \<E
T
Z >
z 2
Z .
<3
Z
A< "LIJ
T > ICMP Echo
b
o = *——(ICMP Echo nepl,{d ¥
=
g @)
< (ZD
L ©
<
)
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DNS (Domain name system) &g

h] Cisco Emgloyee Connection - CEC - Ceco Conlidential - Microsolt Internel Explarer provided by Cisco Sysbems, Inc

_E"’ Edt  Yiew Fgoorites oo  Hel
e e S - (Y ) G| Dteath Wfovorres @eds B | B O ] 0L

7

Rgdress | 1] et [vwemiin, cisca com)

alualn
cI15CO

AY TINH

vé

What is the
|IP address of
WWW.CISCo.com?

i

L
\E
-
Su
!
=
L
=
<
<
=l
<
<
X
By
O
O.
L
(O)
<
=
o
<
&

>N

MP_131

development This RED
investment anables Cisco to furards
maintain 3 healthy product * Campug Melwork
pipling for fulure growin Cragacized Hetro
'\-.-ml'u;‘.rrarfﬂ " Togupls Cyperi

=

TONG QUAN VE MANG V]

= Application specified in the TCP/IP suite

= Away to translate human-readable names into IP addresses
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IP Addressing V4

‘ 32 bits >
Dotted
Decimal

Maximum

=

TONG QUANIVE MANG MAY. TiNH

L
=
—
e
!
=
L
=
4
<
g
<
<
L
Gy
(&)
O.
L
O)
4
=
o
<
m
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IP Addressing

7

v

« 32 bits

AY TINH

7

Dotted
Decimal

aximum

-

X

=
O
Z
<E.
=
L1
=
=z
<
=
g
O
2
O
—

BAI GIANG HOC PHAN AN NINH MAY TIiNH
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=
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=
+=
£
4
<
<
4
<L
- =
(« 8
Q
O ‘
=
L)
4
=
(L)
<
[11]
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IP Addressing

32 bhits

ted
imal Network Host
imum 255 255 255 255

1 8 9 16 17 24 25
ry 0 R I A e e I e e I I I v
mple
imal 172 16 32 204
Qﬁﬁ'e 10101100 |00010000 | 00100000 11001100
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IP Address Classes

7

AY TINH

8 bits 8 bits 8 bits 8 bits

vé

eClass A: |nNetwork | Host Host Host

*Class B: | nctwork | network | Host Host

-
>

*Class C: |Network | Network | Network | Host

*Class D: Multicast

=

TONG QUAN VE MANG V]

=
=
=
D=
'
=
=
<
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<
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<L
=
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Q
O.
=
L)
4
=
(L)
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*Class E: Research
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IP Network Address Classes a5

L
£ I
';é Class # Networks # Hosts | Example
\< >
= \ZT A 126 16,777,214 | 01111111 00000000 00000000 00000000
>
<
— U
z > B 16.384 65,534 10111111 11111111 00000000 00000000
Z <- ’
:>
,(<z,: 11 C 2.097.152 254 11011111 11111111 11111111 00000000
: ’ ’
2
Q
235
e N\
< LZD Class A 35.0.0.0 Host Address Space
O,
ERSY  Class B128.5.0.0
m
Class C 132.33.33.0 Network Address Space

" -/
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Public IP Addresses o3l

\‘A i

Class Public IP Ranges

1.0.0.0 to 9.255.255.255
A 11.0.0.0 to 126.255.255.255

128.0.0.0 to 172.15.255.255
B 172.32.0.0 to 191.255.255.255

192.0.0.0 to 192.167.255.255
C 192.169.0.0 to 223.255.255.255

L
=
-
b
!
=
X
=
4
r
-
<
=
=
Gy
o
O.
=
L)
<
-
o
<
1]

TONG QUAN VE MANG MAY. TINH
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Private IP Addresses oS0

\‘A ’

L

S

-2

> =

£ .

T = Class  Private Address Range

z2 2

Z

i~ A 10.0.0.0 to 10.255.255.255
,(<=): '<Lu

T >

O =

o B 172.16.0.0 to 172.31.255.255
o O

Z 0

“_‘:«'C_) C 192.168.0.0 to 192.168.255
0
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a Variable-Length Subnet Mask? 5%,%

< ud

7

172.16.14.32/27

AY TINH

172.16.14.132/30

vé

-

172.16.1.0/24

[

% 172.16.0.0/16

I 172.16.2.0/24

172.16.14. 64/27

l@I172.16.14.136/30

172.16.14.96/27 172.16.14.140/

&

#

L
\E
-
Su
!
=
L
=
<
<
=l
<
<
X
By
O
O.
L
(O)
<
=
o
<
&

>N

=

TONG QUAN VE MANG V]
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Calculating VLSMs %%%

7

Subnetted Address: 172.16.32.0/20
In Binary 10101100. 00010000.00100000.00000000

vé

AY TINH

VLSM Address: 172.16.32.0/26
In Binary 10101100. 00010000.00100000.00000000

>N

=

TONG QUAN VE MANG V]

X
\E
-
b
!
=
XL
=
r 4
<
=l
r 4
=
X
By
o
O.
=
(O)
4
=
o
<
o1]
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Calculating VLSMs (cont.) %‘%

X

“ud
T
S
==
Z =Subnetted Address: 172.16.32.0/20
=i=n Binary 10101100. 00010000.00100000.00000000
>
; GNVLSM Address: 172.16.32.0/26
-~ <ZE Binary 10101100. 00010000.00100000.00000000
=
z=
¥t subnet:  [10101100 . 00010000 | .0010 [0000.00 172.16.32.0/26
Q= Network Subnet VLSM  Host
- subnet
o O
22
°0
e
o
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Calculating VLSMs (cont.)

7

NG MAY. TINH

3inary

dinary

BAI GIANG HOC PH}\N AN NINH MAY TiNH
= MA

subnet:
subnet:

=

TONG GUANV

ynetted Address: 172.16.32.0/20

10101100. 00010000.00100000.00000000

SM Address: 172.16.32.0/26

10101100. 00010000.00100000.00000000

10101100 . 00010000 |.0010 {0000.00
172 16 .0010 | 0000.01
172 16 .0010 | 0000.10
172 16 .0010 | 0000.11
172 16 .0010 | 0001.00

Network Subnet VLSM

4 / 5 / 2 Ol:tlguongThanCong.com

Subnet

Host

e
‘%;g'ﬁ{'g

-
"

A

172.16.32.0/26
172.16.32.64/26
172.16.32.128/26
172.16.32.192/26
172.16.33.0/26
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vé

=

TONG QUAN VE MANG MAY: TiNH
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=
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=
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4
=
o
<
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A VLSM Example

Derived from the 172.16.32.0/20 Subnet
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A Working VLSM Example (cont.)

7

vé

= AY. TINH

=

TONG QUAN VE MANG V]

X
\E
-
b
!
=
XL
=
r 4
<
=l
r 4
=
X
By
o
O.
=
(O)
4
=
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Derived from the 172.16.32.0/20 Subnet

@) 172.16.32.0/26

172.16.32.64/26

@/I/-

172.16.32.128/26

—

172.16.32.192/26

-—

26 bit mask
(62 hosts)
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A VLSM Example (cont.) 3o

=
Z =
- \Z
> =
s Derived from the 172.16.32.0/20 Subnet
L=
— 172.16.32.0/26
z 2 ==
4 -
<S
4
«<L A1 172.16.32.64/26
T '—
o = /
O =
O <L
L 172.16.32.128/26
4
< (ZD
(O] r<O 172.16.32.192/26
< Derived from the —
[41] 172.16.33.0/26 Subnet

30 bit mask 26 bit mask

(2 hosts) (62 hosts)
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A VLSM Example (cont.)

< ud

Ve

7

”

AY TINH

Derived from the 172.16.32.0/20 Subnet

@) 172.16.32.0/26

vé

172.16.33.0/30

2 1633430 @S 172.16.32.64/26
172.16.33.8/30
l@ 172.16.32.128/26

>N

172.16.33.12/30

>

172.16.32.192/26

Derived from the ~_

172.16.33.0/26 Subnet

=

TONG QUAN VE MANG V]

Y

L
-
-
Su
g
=
L
=
<
<
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<
<
X
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O
O.
L
(O)
<
=
o
<
&

30-Bit Mask 26-Bit Mask
(2 Hosts) (62 Hosts)
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Bai tap 1 3ot

.
dNgw¢oi ta ghi nhan dwoc dia chi IP cua
mot host nhw sau:
172.29.32.30/255.255.240.0, hay tra loi
cac cau hoi sau:

« Hay cho biét mang chtra host g’[(’) cO chia mang con
hay khong? Néu c6 thi cho biét c6 bao nhi€u mang
con tuong tu nhu vay? Va co bao nhi€u host trong
moO1 mang con?

» Hay cho biét dia chi broadcast dung cho mang d6?

=

TONG QUAN VE MANG MAY. TINH

L
=
-
b
!
=
X
=
4
r
=
<
=
=
Gy
o
O.
=
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<
-
o
<
1]

» Liét ké danh sach cac dia chi host nam chung
mang con vo1 host trén.
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Bai tap 2 3wl

il

dCho host c6 dia chi 10.8.100.49/109.

« Hay cho biét mang chira host d6 c6 chia mang
con hay khong? Néu co thi cho bi€t c6 bao nhiéu
mang con tuong tu nhu vay? Va co bao nhi€u
host trong mo1 mang con?

» Hay cho biét dia chi broadcast dung cho mang
do?

» Liét ké danh sach cac dia chi host ndam chung
mang con vo1 host trén.

TONG QUAN VE MANG MAY. TINH
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[11]
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Bai tap 3 3o

(dChia 192.48.24.0/25 thanh 2 subnet c0
30 host, 1 subnet cd 14 host, 2 subnet
cO 6 host

dChia 178.90.64.0/21 thanh 1 subnet co
500 hosts, 1 subnet co 100 hosts, 2
subnet c6 50 hosts
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TONG QUAN VE MANG MAY. TiNH
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