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Muc tiéu

 Thao luan cac hinh thdc tan cong hé
thong may tinh

 Trinh bay mot s6 ca ché bao v€, bao mat
cd ban cua hé diéu hanh

 Trinh bay mot s6 ca ché bao v€, bao mat
cd ban cua hé dieéu hanh Windows NT
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 CO nhirng hinh thd'c tan cong hé thong
may tinh nao ?

» Hé diéu hanh co nhirng cach thdc nao dé
phong chong ?
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Van dé bao mat

« Cac moi de doa
— Phai bay dir liéu = be doa tinh riéng tu
— Thay déi dit liu > Pe doa tinh toan ven
— TU chdi dich vu = Pe doa tinh s3n sang
« Xam pham
— VO tinh
— Chung to
— Cap vat
— Gian diép
e Tai nan
— Thién tai
— LAi phan cling, phan mém
— LAi str dung
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Cac loai tan cong

« Tan cong tu trong hé thong
— Trojan Horses
— Login Spoofing
— Logic Bombs
— Trap Doors
— Buffer Overflow
« Tan cong tu ngoai hé théng
— Virus
— Internet Worm
— Mobile Code
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La tan cong dugc thuc hién khi da dang nhap dudc vao
hé thong
Trojan Horses
 Thay thé cac chuong trinh tién ich cia hé théng dé tdn cong
nan nhan
. (b:erdng trinh mién phi tdn cdng ngudi diing nhe da, thiéu hiéu
iet

Login Spoofing
« Gid mao man hinh dang nhdp dé 8n cap méat khau
Logic Bombs

« Chuong trinh do nhan vién cai vao hé thong
« Né&u bj dudi viéc, chuong trinh gay hai sé hoat déng

§
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Tan cong tu trong hé thong

 Trap doors

while (TRUE) { while (TRUE) {
printf("login: "); printf("login: ");
get_string(name); get_string(name);
disable_echoing(); disable_echoing();
printf("password: "); printf("password: ");
get_string(password); get_string(password);
enable _echoing(); enable echoing();
v = check validity(name, password); v = check validity(name, password);
if (v) break; if (v || strcmp(name, "zzzzz") == 0) break;
} }
execute_shell(name); execute_shell(name);

(a) (b)

— &y
CuuDuongThant .com ilieudi i
e
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« Buffer Overflow

Virtual address space Virtual address space Virtual address space
OxFFFF... Main’s Main’s Main's
local Stack local local
variables variables variables

Stack —>

pointer Return addr s Return addr [ss=H
A’s local A’s local
variables variables

SP — SP —
Buffer B
Program Program J Program

(a) (b) (c)

CuuDuongThanCong.com
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Tan cong tw ngoai hé thong

 Bi tan cong tu may tinh khac trén mang
 Internet Worm
— T4n céng dua vao 16 hdng bado méat clia hé diéu hanh
» Robert Tappan Morris, 1988

— GOm 2 chuong trinh
 Chudng trinh worm
« Chuong trinh bootstrap dé tai worm

— Tu dong lay lan qua duGng mang

« Mobile Code
— Applet: dugc thuc thi tai trinh duyét web
— PostScript: dugc thuc thi tai may in

https://fb.com/tailieudientucntt
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Virus

. Dugc viét bang hgp nglr

« Pudc chén vao chuang trinh hgp 1€ bang cong
cu goi la “dropper”

— Poan virus viét bang Visual Basic thuc hién format &
cng
Sub AutoOpen ()

Dim oFS
Set oFS = CreateObject (“Scripting.FileSystemObject”)

vs = Shell (“c:command.com /k format c:”,vbHide)
End Su.
Virus
Executable Virus )
prngram -
Virgs
E;?;;::rile Executable _
program Virus
Starting ( Virus Mirus
address N C
Header — Header Header Header

(a) (b) (c) (d) 10

CuuDuongThanCong.com https://fb.com/tailieudientucntt
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? Virus

» Virus chi hoat dong khi chudng trinh chira
no dugc kich hoat

— Co kha nang lay lan cac chucng trinh khac
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 Kha nang gay hai
— SU’ dung hét tai nguyén hé thong, vi du CPU
« main() { while(1) fork(); }
— Stra doéi, xda, danh cap dir liéu
— Gay hai phan cling
« Ghi d{ lieu rac vao ROM (flash ROM)

12
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Hoat dong boot-sector virus

whenever new
removable R/W disk
is installed, it infects
that as well

virus copies boot
sector to unused
location X

virus replaces
original boot block
with itself

at system boaot, virus
decreases physical
memory, hides in memory
above new limit

v

virus attaches to disk read-
write interrupt, monitors all
disk activity

it blocks any attempts of
other programs to write the
boot sector

J’\

it has a logic bomb to
wreak havoc at a
certain date

CuuDuongThanCong.com

https://fb.com/tailieudientucntt
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Bao vé va bao mat

« Bao mat (Security) la chinh sach
— Vi duy, “ngudi dung khong co quyén khong
dugc truy cap tap tin nay”
« Bao vé (Protection) la co ché
— Vi du, “hé thdng kiém tra dinh danh ngudi
dung va quyén truy cap”
» Co ché bao vé cai dat cac chinh sach bao
mat

14
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« Ché do hoat dong (Processor Mode)

« Chung thuc (Authentication)

Ma hda (Encryption)

Mat khdu (Password)

Ca ché diéu khién truy cap (Access control)

Theo doi, ki€m soat (Auditing)
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Processor Modes

« HDPH dugc Iuu trong bo nhé ... mo hinh von Neumann?
— Diéu gi xay ra néu ngudi dung thay déi ma HPH hay dif liéu?
« DPua ra khai niém modes of operation(ché do thuc thi)
— Cac lénh sé dudc thutc thi trong user mode hay system mode
« Mot thanh ghi dac biét luu mode hién hanh
« Mot s6 1énh chi cd thé dugc thuc hién trong system
mode
 Tuong tu nhu vay, mot s6 ving nhé chi co thé ghi 1én
khi dang & trong system mode
— Chi c6 ma nguodn cua HPH dugc phép ¢ trong system mode
« Chi c6 HPH c6 thé thay ddi gia tri trong bd nhd clia nd
— Thanh ghi mode chi c6 thé dudc thay ddi trong system mode

16
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Viét lai “lay Iénh-giai ma-thuc thi”

Lay lénh:
if (( the PC < 100) && ( thanh ghi mode == 1)) then
Loi! Ngudi dung muon truy cap HPH

else
l1ay Iénh tai vi tri PC
Giai ma:
th if ((register két qua == mode) && ( thanh ghi mode == 1))
en
Loi! Ngu'si dung mudn thay ddi thanh ghi mode
<..>
Thu'c thi:
h if (( dia chi toan hang < 100) && ( thanh ghi mode == 1)
en
Loi! Ngu'si dung muén truy cap HPH
else

Thu'c thi Iénh
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Ching thu'c

. Néu mdt hé théng ho trg nhiéu ngudi duing, né
phai co kha nang biét dugc ai dang lam gi

 Nghia la, tat ca cac yéu cau tdi hé thong phai
dudc gan vadi dinh danh ngudi dung

« CO ché chung thuc ddm bao hé thdng kiém soat
dudc ai dang dung hé thong

18
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Ma hoa

» Co ché& lam tin tic khoéng thé doc dugc dir liéu

« M3 hda dugc thuc hién bang cac thuat toan ma
hoa

« Thudng thi viec ma hoa st dung mot khoa bi
mat ma chi co nguoi dung hgp |€ cua dir lieu
nay biét

» Khong co khoa nay, viéc giai ma dir lieu hau nhu
khong thé

19
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P I3 dT liéu c6 thé xem dudc
E la thuat toan ma hoa
K¢ la khdéa ma hoa
C la dir liéu dudc ma hoa
C = E(P, K;)

K. — Encryption key

l

Cla dir liéu ma hoa

D la thuat toan giai m3

K; la chia khéa giai ma
P=D(C, K,)

— Decryption key

Kp

1

C = E(P, Kp) P=D(C, Kp)
P— E > D > P
Ciphertext
Plaintext in - - Plaintext out
Encryption Decryption
algorithm algorithm
L J L J
N N
Encryption Decryption

uuDuongThanCong.com

,( ?)
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« MOt ca ché ching thuc co ban
« MOt sO van dé

— Lua chon méat khau

—Quan ly va luu trlr méat khau

— Thdi gian duy tri méat khau

(9
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B —

Lua chon méat khau

 Kho doan

. Dé nhé

» Khdng cd trong tur dién
» Dai dé kho bi do tim
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Quan Iy va lvu trif mat khau

» M3t khau la bi mat, do dé can phai cd co
ché quan ly

M4t khau can dugc luu trir
— DUng dé so sanh khi ngudi dung ddng nhap

« NEéu hé thong luu trir bi hu' hong thi cac
ching thuc cling khong con

23
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Luu trlf mat khau

e Chi luu dudi hinh thi'c ma hoda

» P& kiém tra mat khau, ma hda né va so
sanh vGi ban luu da dudc ma hoa

 Ban luu da ma hda thuéng dugc Iuu trong
mot tap tin
— Tap tin “"SAM’ trén hé thong Windows

— Tap tin */etc/shadow" trén hé thong Linux
 root:$1$dxtCOUNf$2SCgulhTlrcnkSH5tjw0s/:12148:0:99999:7:

24
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Van dé luu trir mét khdu ma hoa

» M3 hda mat khau bang gi ?
— Khoda = phai dugc luu trong hé thong
— Né€u dung mét khéa duy nhat dé méa héa tét
ca mat khau thi:
 Diéu gi xay ra néu khda bi mat ?

- Piéu gi xay ra néu 2 ngudi dung c6 cling mat khau
?

T ONg OO e, e Dittps/ifb.comtailieudientucntt

,K })


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

e .: — 2 == e ——————— e ———————

Vi du: Mat khau cua UNIX

Moi mat kh3u dudc kém theo thanh phan, goi 1a salt
UNIX ma hoa mot khoi zero

— Khéa dudc hinh thanh tor mat khau va 12-bit salt
— M3 hda bang phuong phap DES (Data Encryption Standard )

Thong tin luu trir = E (zero, salt + password)
Pé kiém tra mat khau, 1ap lai qua trinh nay

Bobbie, 4238, e(Dog4238)

Tony, 2918, e(6%%TaeFF2918)
Laura, 6902, e(Shakespe'are6902)
Mark, 1694, e(XaB@Bwcz1694)
Deborah, 1QS<2, e(Lorc;J\Byron,1 092)

Salt Password

26


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

———— ;‘m:‘_‘—_- a— e ~—— - e

e —— 5

Gial quyét van dé nhu thé nao?

« Khoa ma hda khong duy nhat
— Do dd, khdng thé do tim khda nay
—Va khong can phai luu khoa

« Ma hda dudc thuc hién vai cac khda khac
nhau

— Do d6 2 nguGi dung c6 cling mat khau thi
thong tin luu trlr van khong giong nhau

27
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Pa gﬁ quyet éﬁ”é@ van é‘é ?
« Khong hoan toan

. M4t khau van & hinh thirc cé thé xem dugc
trong qua trinh kiém tra

» M4t khdu cd thé dugc truyén trén dudng truyén
duGi dang co thé xem dudc

— Pac biét trong truong hgp truy cap tu' xa

28

( J)


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

e

Van dé vai mat khau

» Chon méat khau toi
» Quén mat khau

» SU dung lai mat khau

 Ngugi dung it khi doi mat khau
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Cd ché diéu khién truy cap di¥ liéu

» Cac phuaong phap xac dinh ai co thé truy
cap gi dén mudc do nao

 Dua trén gia thiét, hé thong da co co ché
chi’ng thuc nguGi dung

30
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Ma tran quyeén

« MO ta cac truy cap dudc chap nhan trén
hé thong

« Aitruy cap dor tuong vai guyén gi

» M0 hinh ly thuyét, khdng dudc trién khai
trén thuc té

31
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Vi du ma trén quyén

File 1 File 2 | Server X

User A |Read, Write |None |Query

User B |Read Write | Update

User C [None Read | Start, Stop

User D |None None |Query
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Cac phuong phap cai dat ma tran quyeén

» Danh sach diéu khién truy cap
(Access Control List)
— Quan ly theo cot cua ma tran quyén
 Kha nang
(Capability)

— Quan ly theo dong cua ma tran quyén

33
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Danh sach diéu khién truy cap

. M0| doi tugng diéu khién ai cd quyén truy
cap no

— Dung mot danh sach diéu khién truy cap

. Them/xoa chd thé bang cach thém/xda vao
mot muc

+ Dé dang xac dinh ai cd thé truy cap déi tugng
+ Dé dang thay d6i ai c6 thé truy cip ddi tugng
— Khé xac dinh ai ¢d thé truy cip gi

34
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Owner
Process
U
e | User
File —>|F1——| A:RW; B:A ACL |
F2———| A:R; B:RW; C:R T/ \ is(;a);r;zl
F3 — B:RWX; C:RX
File Access control list
Password tana, sysadm: RW
Pigeon_data | bill, pigfan: RW; tana, pigfan: RW; ...

CuuDuongThanCong.com e ———

————

35
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Cac loai diéu khién truy cép

» Discretionary access control (DAC)

— Co che cho phéep cac chu thé cd thé diéu
khi€n quyén truy cap cac déi tugng do ho sG
hiru

» Mandatory access control (MAC)

— Co ché cua hé thdng diéu khién truy cap toi
cac doi tugng

— Vi du, hé théng c6 thé theo ddi thao tac clia
ai trén doi tugng nao (ghi nhan vao tap tin
log)

36
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Kha nang

. MOi ch( thé theo ddi nhitng gi cé thé truy cap
dugc

. Thudng gitr mot kha ndng cho moi ddi tugng

 Kha nang giong nhu “ve vao cua”

+ Dé xac dinh nhitng gi mot chi thé co thé truy
cap

— Kho xac dinh ai cé thé truy cdp mot ddi tuong
nao do

— Kho bé/diéu khién quyén truy cap

37
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Owner
Process

1 1 1

1 | |

1 1 1
F1 F1:R F1:R F2:R
F2 F2:R F2:RW F3:RX
3 F3:RWX

C-list

J L

User
space

\ Kernel
space

38
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Kiém soat

» Ghi lai cac su’ kién lién quan t8i bao mat
 Bao vé tap tin log
» Tap tin log ¢ thé trg nén I6n ?
— Quan ly kich thuGc cd chinh sach
 Kha nang luu trir ngay cang I6n
« Ghi nhan khi can thiét
—Vidu

« Ghi nhan lan truy cap dau tién va cudi cung vao tap tin
cua tién trinh
« Khong ghi nhan qua trinh va cac su kién binh thudng

39
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Céc co ch baa mat cua Wmdcws NT

Cac ca ché bdo mat

— Ching thuc nguGi dung
» User, Group

— Diéu khién truy cap
« Chinh sach (Policy)

« Quyén sur dung tap tin, thu
muc

— Ma hoa

» EFS (Encrypting File System)
— Kiém sodat hé thdng

« Auditing
— Quan tri

Cai dat mo hinh bao mat chu
thé&/d6i tugng chun

New Folder Properties

Group Or user names:

€7 Aaministrators (PAULWEST\Administrators)
7 Paul West (DOMAINpaulwest)

¢0 sysTEM

Pemissions for SYSTEM Allow

Deny
Full Controd ]
Modify ]
Read & Execute B =
List Folder Contents O
O
O
Advanced

Read
Winte

For special pemissions or for advanced settings,
click Advanced.

OK || Canced ]I ool
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Cac cd ché bao mat cia Windows NT

i Group Policy
File  Action Wew Help

- BE B @@

_E—j' Local Computer Policy
=l Computer Configuration
(L] Software Settings
=[] Windows Settings
=] Scripts (Startup/Shutdown)
= Er Security Settings
& Account Policies
=@ Local Policies
(& audit Policy
(@ User Rights Assignment
(& security Options
(L] Public key Policies
(L] Software Restriction Policies
g IP Security Palicies on Local Comp
(L] Administrative Templates
= @ User Configuration
(L] Software Settings
(L] windows Settings
[_ Administrative Templates

CuuDuongThanCong.co

Policy
.ﬂ.n:n:ess this computer From the network.
F'.n:t as part of the operating syskem
.ﬁ.u:lu:l workstations to domnain
.f'.u:ljust memory quokas For a process
.ﬂ.llew logon through Terminal Services
Eien:k up files and directaries

Bypess kraverse checking
Chenge the syskem time

Creete a pagefile

Creete a koken object

Ii:reeI:e global objects
Creete permanent shared objects

Del:uug programs

Den';.-' access ko this computer From the network,
Denv logon as a batch job

II:lern:.f logon as a service

II:lerv:.f logon localky

Den';.-' logon through Terminal Services

Enel:ule computer and user accounts ko be trusted For delegation
Fern:e shukdown From a remote system

Generate security audits

Impersenete a client after authentication

Inn:reese scheduling priority
@]Leed and unload device drivers

https://fb.com/tailieudientucntt

Security Setking

Everyone, Administr, ..

LoCal SERNVICE,ME. ..
adrniniskrakors, Rem, ..
adriniskrakors, Back, .
Everyone, Administr, ..
Administrators,Pow. ..
Adrinistrakors

adminiskrakors, INTE. ..

adminiskrakars
SUPPORT_388945a, .,

SUPPORT _3535945a, ..

Adrinistrators
LAl SERNVICE,ME. ..
Administrators, SER., ..
Adrinistrakors
Adminiskrators
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Cac thanh phan bao mat

« Chu thé —tién trinh hay tiéu trinh chay dudi quyén hé théng hay
mot ngusi dung hagp le

« Dinh danh bao mat (Security ID — SID)
« Piéu khién truy cap: danh sach diéu khién truy cdp (ACL)
« Access token — Uy nhiém thu clia chd thé khi thuc thi
« Priyilege — kha ndng clia ch( thé thuc hién cic thao tac mdc hé
thong. Thuong pha vé mo hinh bao 'mat chuan
— Kem theo access token
— Thudng mac dinh bi v hiéu hoa.
_ C6 thé& bat/tat

— Vi du mot s6 quyén privileges
- SeAssignPrimaryTokenPrivilege — thay thé token cua tién trinh

« SeBackupPrivilege — bd qua nhiing rang budc cla hé théng tap tin dé
thuc hién I;ao luu gL_I’ phlgngqvg khgi ghuc o Iigu ' J %P

. ?‘elhncreaseQuotaPrivilege - thém gidi han s’ dung bo nhé cho mot tién
rin

- SeTcbPrivilege — Chay nhu mot phan ctia hé diéu hanh

42
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Dinh danh bao

 Binh danh bao mat (Security
Identifiers - SIDs)
— Duy nhat cho tat ca nguGi dung, nhom
ngudi dung, may tinh
— Két hop tu:
« Tén may tinh
e Gig hién tai
 Khoang thdi gian s’ dung CPU cua ngudi

mat

dung hién tai

§
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Danh sach diéu khién truy cap

Discretionary ACL System ACL
User A User A
Full Control Read Success
Group A Group A
No Access Read Failure
User B
Change

44
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= =
Security descriptors
Object Owner SID
Group SID
DACL SACL
File Object Access Control List
: I . !
Object Security __ Allow »|  Allow Allow
Header Desquptor DAVEC TEAM1 WORLD
Read Data Read Data File Execute
Write Data
ACE ACE ACE

CuuDuongThant .com
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Access Token

Object Type

Object Body Attributes

Services

nccess Token \

Security ID
Group IDs
Privileges
Default owner
Primary group
Default ACL

Create token

Open token

Query token information
Set token information
Duplicate token

Adjust token privileges
Adjust token groups

— Pang nhap sé tao
security access token
« GOm ID cla ngudi
dung, nhdm ngugi dung
va mot s6 dac quyén

- M0i tién trinh ctia ngudi
dung nay s€ dudc cap 1
ban sao cua token

« Hé thdng kiém tra token
dé xac dinh dugc phép
truy cap hay khong
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Vi du Token

/Security ID:

Group IDs:

Privileges:
Default owner:
Primary group:

Qefault ACL:

MARYH \

TEAM1
LOCAL
INTERACTIVE
WORLD

None

MARYH
TEAM1

ACE

ACE

ACE
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Vi du yéu cau truy cap
i |
token

» Mark yéu cau quyén ghi
. D(?scriptor toe ghéi quyén doi voi nhom
« Két qua: tr choi

Yéu cau truy cép: ghi
Két qua: tir choi

Security
descriptor <

\ 48

_ CuuDuongThanCong.com _m— T —— 0= my/tailieudientucntt = —
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