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Internet Protocol

= Giao thirc IP
— Chuén hoa bai IETF, RFC 791 (9/1981)
— Chuan héa bdi DoD, MIL-STD-1777

= Phwong thuwc hoat dong

— Connectionless:

« Giao thtre IP khéng chuyén céac théng tin diéu khién trwdc khi truyén div liéu
— Unreliable

« Giao thirc IP khdng c6 kha ndng phat hién va khac phuc 16i

 Khéng quan tam dén viéc div lieu c6 dén dich mot cach chinh xac hay khong
— Best effort delivery

« Truyén cac Datagram cang nhanh cang t6t
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IP Addressing

= Hosts and Routers
— interface trén host va router déu c6 thé gl va nhan IP datagram, nén moi
giao dién phai co mét IP address = IP Address c6 tinh duy nhat!
= |P Address
— IPv4: 32 bit, IPv6: 128 bit
— Yéu cau: phai co ciu trac, cho phép dinh tuyén > dia chi IP gém 2 phan
théng tin:
* Network address: dia chi man
» Host address: dia c.hi may tr.ari X ) X i X i X
— Biéu dién: I

8 bit (0 - 255)

Binary: 11000000}101010000000000100000001

™ | Fe
11T 4 ! LA I | I |

15t octet :Zml :J:"rrz":: 3rd :J:*trsr: 4th octet
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IP Addressing

u NetworkS Router Interface IP Address
223.1.14
223.1.2.9

3 223.1.3.27

3
9931 1 1 14 Router
a 7
LAN 3
LAN 1
LAN 2 e
5
C 299131 S
993112

293113 D 103139
29531 2.1 = e

223 122
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IP Addressing

Nguyén tac danh dia chi: ..
— M6i mang LAN cé dia chi mang 221.1.2 ...,
riéng biét va dwo'c ngan cach bdi o

router ) ] 223.1.1.3

— Cac may tram (ké ca router) nam
trong moét LAN c6 chung dia chi
mang, con dia chi may tram khac
nhau

Cach xac dinh Network

— Ngat (detach) méi giao dién cla 223.1.9. 9931 7.1
router ra khoi router va moi giao 223.1.8.1 223.1.8.2
dién host ra khdi host (ngat cac link
gilra host va router)

— MOi isolated networks 1a mét
network

223 1.3.27

2

223.1.2.1 223.1.2.2 293.1.3.1 223.1.3.2

6
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IP Addressing

= |P Address Classing

CuuDuongThanCong.com

4 8bits g 8bits 9 8bits ><8bits N

Class A Tbit H H H

Class B 6bit N H H

Class C Sbit N N H

Class D Multicast

Class E Reserve for future use

Range for first byte
# of network # of hosts Class A 0-127
Class A 2°7=128 2724 - 128 - 191
Class B 2"14=16384 2"16=65536 Class C 192 - 223
Class C 2721 2°8=256 - 224 - 239
240 - 255
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IP Address Classifying

= Public IP Address
— IP thwc va duy nhéat

= Private IP Address
— str dung cho nhirng host trong cac mang LAN

A 10.0.0.0 to 10.255.255.255 255.0.0.0 1 16,777,214 16,777,214
B 172.16.0.0to 172.31.255.255 255.255.0.0 16 65,534 1,048,544
C 192.168.0.0 to 192.168.255.255 255.255.255.0 256 254 65,024

= Loopback Address

Loopback address 127.0.0.1/127.1.*

Multicast address
(RFC5771)

224.0.0.0~239.255.255.255
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IP Address Classifying

= Multicast Address
— Dia chi dinh danh (logic) cho mét nhém cac host tréen mang may tinh co kha
nang x& ly datagrams hoac frames cho mét s6 dich vu mang dwoc chi dinh

* Broadcast Address
— Dia chi c6 céac bit phan HostID bang 1
« S dung khi mudn phat quang ba dén toan bo host trong cung mang
— Vi du: Mang con: 180.13.0.0 sé co dia chi quang ba: 180.13.255.255

= Default Mask/Subnet mask
— Dia chi ding dé che phan host ID cua dia chi IP > dé xac dinh network ID

Default Mask
255.255.0.0

i

141.14.72.24 AND 141.14.0.0

IP address Network address
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Assigning Addresses

= Manual configuration
— IP address is configured into the host by the system administrator
— Windows: control panel->network->configuration—>tcp/ip-> properties
— UNIX: /etc/rc.config

Internet Protocol Version 4 (TCP/IPv4) Properties| ? |- &2

General

‘You can get IP settings assigned automatically if vour network suppaorts
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Select Use the () Obtain an IP address automatically

following ®) Use the following IP address: Enter the
IP address, || Ip
IF address: 192,168, 1 . 89 address,
Subnet mask: 255 , 255 , 255, 0 Subnet
mask and
Default gateway: 192 168, 1 . 1 Default
gateway.

Obtain DMS server address automatically e
Enter a

(@) Use the following DNS server addresses:
Preferred
Preferred DNS server: 206 . 196 . 151 . 153 DNS
Alternate DS server: server IR
address,

[ validate settings upon exit Aclvecadie

Carel
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Assigning Addresses

= Dynamic Host Configuration Protocol (DHCP)

— Giao thirc ciu hinh dia chi déng [RFC 2131]
— “plug-and-play”: Cho phép host nhan mét dia chi IP déng khi két n6i mang

1) DHcP
%

IP address
sent

IP address i) 128.12.3.45
Request

CuuDuongThanCong.com

time

DHCP server: 223.1.2.5

1

0

DHCP discover ar‘r‘lwmg
client
src - 0.0.0.0 {qw
desi.. 255 255 255 255 E--' l
yiaddr: 0.0.0.0 | =
transaction 1D: 654
a’/—;—c-;_ offer
src: 223125, 67
dest: 255 2558 255 255
T——— | yiaddm 223124
transaction 1D 654
Lifetime: 3600 secs -
DHCP request
src: 0.0.0.0
dest;; 255265 255 255 &7
yiaddrr 223.1.2 4 —
fransaction ID: 655
f—_ Lifefime: 3600 secs
DHCP ACK
T | sc223125
dest: 255 255 255 255
yiaddrr: 223.1.24 —
transaction 1D 655
Lifetime: 3600 secs
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Nhan xet

= Panh dia chi c6 phan I&p cé6 mot s6 nhwoc diém
— Clrng nhac, 1&p C qua nhd, I1&p B qua Ién (1 khdng tan dung hiéu qua mién
dia chi
— Céc router trong mang ndi bd can phai co dia chi mang (network ID.) riéng
biét cho tirng giao dién
= Cach giai quyét
— CIDR: Classless Inter Domain Routing
— Phan dia chi mang sé c6 do dai bat ky

12
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Subnetting

= CIDR

— Dia chi IP: a.b.c.d/x, trong d6 a.b.c.d la dia chi mang, x (mat na mang) la sb
lwong bit trong phan rng véi dia chi mang

= Phan chia mang con
— Mé& réng dia chi mang sang cac bit cua dia chi host

16 24

32

211

77 20

+ Host ID
+ (8 bits)

Class C Network
211.77.20.0

Fewer Subnets,
More Hosts/Subnet

2 Subnets 4 Subnets
126 Hosts | 62 Hosts /
Subnet Subnet

CuuDuongThanCong.com

.

& Subnets
30 Hosts /|
Subnet

16 Subnets

14 Hosts /
Subnet

. More Subnets,
Fewer Hosts/Subnet

32 Subnets 64 Subnets
6 Hosts | 2 Hosts |
Subnet Subnet

13
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Subnetting

= Vidu:
— Bia chi mang class C: 203.160.9.0 va subnet mask: 255.255.255.0 (dia chi
mang 24 bits)
— Chia thanh 4 mang con = lay thém 2 bit cho dia chi mang (26 bits)
— 203.160.9.0/26

255

Dia chi mang 1 : 203 160 7 0
! N9 L° 97001011 | 10100000 | 00001001 | 00000000
S . 203 160 9 64
lachimang <= ™47001011 | 10100000 | 00001001 | 01000000
i i . 203 160 9 128
lachimang > 47001011 | 10100000 | 00001001 | 10000000
Dia chi mang 4 : 203 160 7 192
! N 1711001011 | 10100000 | 00001001 | 11000000

255

255

Mat na cua cac mang con nay la : 255.255.255.192

192

11111111

11111111

11111111

11000000
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= Subnet mask

Subnetting

— CA4c gia trj co thé co clia subnet mask

1

1

1

1

1

1

1

111

1

1

1

1

1

1

1|11111111|111DDDDO

255

255

o 255.255.255.224
o /27

o OXFFFFFFe0

255

Sé la mot
trong céac sb:
0 248

128 252

192 254

224 255

240

15
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Subnetting

= Kich thwéc mang

Tt gty 11111414141(1(0(0(0(0|0

2995 295 2955 192
e Kich thuwéc e [rong trvong hop /26
» Theo liy thira 2 « Phan may tram = 6 bits
. o 2°=64 1
» Dai dia chico thé gan:
0-63
64 - 127
128 - 191

192 - 255
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IP header

version

header
length

type of
service

packet length (bytes)

16 bit identifier

flags

13-bit fragmentation offset

time-to-live

upper layer

protocol

headerchecksum

32 bit source IP address

32 bit destination IP address

options (if any)

data
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32 bits
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IP Fragmentation and Reassembly

+ |dentification identifies a particular packet

* Flags = (unused, don’t fragment/DF, more fragment/MF)

+ Fragment offset identifies the location of a fragment within a packet

Source

Fragment
at source

CuuDuongThanCong.com

Fragment
at router

Router

i
|
:

Reassemble
at destination

Destination

A

I
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IP Fragmentation and Reassembly

* Fragmentation
— Phan manh st dung cac trwdng: identification, flags, fragment offset
e Identification: 16 bit - cac offset cia cung 1 géi I&én c6 cung mét ID.
* Flags: 3 bit
+ #1 bit: khéng st dung
+ #2 bit — Don’t fragment (DF) bit:
» DF=1: Khéng duwoc phép phan manh
» DF=0: Bwgc phép phan manh
+ #3 bit — More fragment (MF) bit: néu DF=0
» MF=1: hay con phan manh tiép theo
» MF=0: phan manh cudi cling
— Offset: 13 bit
« Vi tri cGia goi tin phan manh trong gai tin ban dau
* Theo don vi 8 bytes

19
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Vi

* Vidu 1:

du

4,000 byte
o ooram
[segment sEe
= 3980 bwtes)

Router

B ———

Example

i

MTU = 1500 Entes

3 datograms

‘ ‘Ieng?h‘ID‘fmgﬂag‘offsef‘ I
=4000[=x| =0 =0

@ 4000 byte
datagram

O MTU = 1500 bytes

One large datagram becomes
several smaller datagrams

length|ID |fragflag |offset I
______ 1500 [=x | =1 =0
1480 bytesin "
data field length|ID |fragflag |offset I
=1500 |=x|--—=1—""1"=185
offset= i -
1480/8 length | ID |[fragflag [offset I
=1040 |=x| =0 =370
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* Vidu 2:
— Consider sending a 3000 byte datagram into a link that has a MTU of 500
bytes. Suppose the original datagram is stamped with the identification

number 422. How many fragments are generated? What are their
characteristics?

21
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Homework:

1. Supernetting
2. ARP (Address Resolution Protocol), RARP

3. ICMP
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