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Chwong 7: Mang khéng day cuc b6 (Wireless LANS)

Chuong nay sé mé ta nhirng xu hwéng va chuan ky thuat gap phai trong viéc phat trién mang LAN khong
day (WLAN)

Muc tiéu
Sau khi hoan tat bai hoc, SV ¢ kha nang mé ta nhirng yéu to anh hwéng va
nhirng tiéu chuan hé thong mang LAN khong day qua cac nhiém vu sau:

1. M6 ta nhirng nhu cau thwc té can dén dich vu WLAN

2. Mo ta sw khac biét gitra viéc thwec thi mang WLAN va LAN

3. Xéac dinh cac dac tinh cla viéc truyén dan st dung song radio trong mang
WLAN

. X&c dinh cac t6 chlrc dinh ra cac chuan cho mang WLAN

. M6 t& hé thdng 3 bang tang khéng dang ky dwoc st dung cuc bd trong mang
khéng day FCC béi to chirc ITU-R

. So sanh nhirng sy khac biét gitba nhirng chuan trong IEEE 802.11

. M6 ta vé hé thdng chirng nhan Wi-Fi
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XU HUONG CUA WIFI TRONG TUONG LAl

1. Pinh tuyén bang tan don (Single-band Router) sé tré nén xwa
cli. Muc dich cla truy cap mang wifi 1a dé st dung céc video truc
tuyén (vé&i YouTube hay cac (rng dung trén dién thoai...) vi thé
dung truy cap & bang tang don 2.4 GHz sé khdng t6t nhat va phan
tadc dung trong viéc trai nghiém video streaming téi wu.

Khi bang tan 2.4 GHz mac vao nhiéu rac rbi va bj nghén mang,
yéu cau dwoc nhiéu hon tir két ndi mang wifi thi bay gi&r sw khac
biét gitka bang tan don va kép sé hién ra cu thé nhéat.

Do nhu cau cla ngwdi dung ngay cang Ién, dién hinh [a xem hay
Xt ly video, kiém soat thong tin ca nhan nang trén nhirng rng
dung lwu trir dang ngay cang théng dung.

2. Loai bé chuan Legacy 802.11x

Phan I&n phan cing va hé théng mang phu hop véi Wi-Fi 802.11n

B& dinh tuyén tin hiéu wifi st dung chuan 802.11n sé& cung cap dung lwong bang théng nhanh hon va sé hop
ly d& nguoi str dung khai thac tdi wu va cé ndng suéat cao nhivng dung cu dung truy cap khéng day méi nhat
(ké c& may tinh xach tay va may tinh bang).



3. Thiét bi chuén 802.11AC ra mt
802.11ac la chuan khong day méi vaoi kha nhiéu tinh nang manh ¢6 kha nang cung cap van toc lién két dir liéu tho 1én t61 1
Gbps. Chuan 802.11ac trén 1y thuyét chi chay trong pho tan 5 GHz nén su thong suot cao hon va ciing it bi sy c6 hon.

Chuan nay con dugc goi 1a VHT (viét tat ctia Very High Throughput — tam dich 1a siéu thong luong), t6t cho giai tri nhu
xem video HD, c6 trén thi trudng nam 2012 véi ¢ kha niang phuc vu tAm phu song tot hon, van toc nhanh hon gap 2 1an so
v6i chuan 802.11n.

Redpine Signals vao thang 12/2012, mo-dun Quali-Fi 802.11ac, ¢ do tiéu thu nang luong thap nhu di dong.

Wi-Fi 5G (vi 802.11ac 1a tiéu chuan IEEE doi thtr 5 cho cong nghé mang Internet khong day pho bién).

4. Thiét bi dung chuan Wi-Gig:

WiGig du’O’c phat trién dé c6 thé hd tro cho hai chuan chuan 802.11n va 802.11ac. Vé Iy thuyét, WiGig c6 dung luong bang
thong dat toc d6 nhanh gap bay lan so voi nhu’ng thiét bi dung chuan 802 l1n Va 802.11ac. Cong nghé nay s€ duoc sur dung
dé phu song Wi-Fi cho toan bd can nha va co thé dugce dung cho mot s6 yéu cau riéng, yéu cau niang suit cao nhu giai tri &
nha, xem video truc tuyén c6 d6 phan giai cao.

5. San pham gia dinh c6 san Wi-Fi gia ting

Véi cong nghé va tinh nang hién dai nhu HomePlug Gree ctia Qualcomm (tén day du Qualcomm Atheros QCA7000
HomePlug Gree) s€ dem lai cho khach hang v&1 mure tiéu thu dién nang nho.

Puoc cai dit trén 6 to dién, ning luong thong minh, nhimng thiét bj giam sat tir xa qua Smartphone.



6. Diéu hanh nha tlr xa ngay cang pho bién

Diéu khién trén dién thoai thong minh, laptop dé gitp d& khach hang c6 thé giam sat an ninh
hay diéu khién tir xa moi thir xay ra trong can nha tir bat c&r dau, c6 thé tat dén, bat may nudc
néong hay kich hoat hé théng bao dong... va an nhe Ién cac chlrc nang trén man hinh dién thoai
v&i két noi Wi-Fi.

7. Tin hiéu Wi-Fi mo rong rong hon

Cac dia diém phéat song Wi-Fi dang c6 & khap nai, du lugng ngudi két n6i khéng nhiéu hodc b
bao mat. Du doan, sap tdi sé la nam xuat hién séng Wi-Fi cong cong (khdng mat phi va kinh
doanh), phan b6 nhiéu tai cac thanh phd I&n va trung tdam thuong mai.

8. Dé dang thuc hién

Cac thiét bi da don gian héa viéc cai dat mot hé théng mang khéng day. Thuc su,
nhiéu doanh nghiép san xuat da nhan ra két luan, hau hét khach hang cla ho
khéng can va khéng c6 y dinh hiéu bat ké budc gi phirc tap cdia 802.11n, giao
ti€p RF, dinh hudéng hay cac thong s6 khé nhd ma chi can cam - chay. Cisco
Linksys, Netgear, D-Link va Belkin da khién tat ca van dé bién thanh don gian
hon, chi can vai ba budc nhan chuot.



9. Téc dd van vai trd chinh

106c d6 ctia mang Wi-Fi ngay cang cao tr mirc 300 Mbps va tang Ién dén mirc dd 600
Mbps vao cudi ndm 2011. nhirng router phuc vu hai bang tan dat mic téc dd 900
Mbps, twong trng v&i 450 Mbps cho mdi bang tan.

, 802.11ac Channel Allocation (N America)
10. Cong nghé — thiét bi choi tro

5 b s IR
Mot s6 bd dinh tuyén khong day , o Weather :
“siéu nhanh”, san phAm ma&i nhat - € el . \ f>§
n . . - X o WiFi ngmmmnqmwmgg;
trén thi trvong sir dung dén ba ang- Channel # 18 Q § %“ negy S38HIRIRHAES
ten phat séng, st dung bd Channel Width ' :
20 MHz

truyén/nhan 3x3 dé khuéch dai tin

h|éu dU’O’C nhanh hon va nh|‘éu C(’jng 40 MHz .‘.. .‘...‘
nghé khac ntra. Cac router duoc 80 MHz -- --
tung ra chi c6 tbc d6 300 Mbps hoac o AT A |

600 Mbps v&i 2x2 ang-ten.

*Channels 116 and 132 are Doppler Radar channels that may be used in some cases,



2. M6 ta sw khac biét gitra viéc thwe thi mang WLAN va LAN

- Mo1 truong WLAN, song radio duoc st dung tai 16p vat 1y (trong mo hinh OSI).

- WLAN str dung phuong thitc truy nhap CSMA/CA thay vi CSMA/CD trong mang LAN
Ethernet. Kha nang phat hién xung dot khong dugc trang b1 trong he théng WLAN b61 vi mot
may khi goi s& khong dong thoi nhan tin hiéu vao tai thoi diém do. Thay vao do, hé thong
WLAN str dung tin hiéu RTS (Ready to send — san sang goi) va CTS (Clear to send — san sang
nhén) dé tranh xung dot trong qua trinh truyén dan.

- Pinh dang khung dit 1li¢u ma hé théng WLAN str dung khac dinh dang khung dir li€u trong hé
thong Ethernet LAN. WLANS ¢6 thém mot s6 yéu cau trén phan dinh dang khung 16p 2. Séng
radio s& tao ra mot s6 van dé khong gip nhu trong moi truong LAN.

- Van dé két noi trong mang WLAN xay ra thuong 1a lién quan dén van dé tam phu song, qua
trinh truyén song radio, méo dang séng va nhiéu tir nhitng dich vu khong day hay nhitng hé
thong WLANS khéc.

- Van dé dam bao su riéng tu ciling 1a mot thir thach bai séng radio co thé lot ra ngoai tam kiém
soat vat 1y.

Trong mdi truong WLAN, nhiing nguoi dung di dong két noi vai hé thong mang thong qua diém
truy cap (Access Point ), dugc xem nhu twong tu vo1 HUB trong moi truong Ethernet LAN



2. M6 ta sy khac biét gitra viéc thye thi mang WLAN va LAN

- Nguoi dung di déng khéng co két néi vat ly vao méi treong mang.

- Nhitng thiét bi di déong thwong sir dung pin lam nguén nang luvgng chinh.

- WLAN phai tudn theo mét sé quy dinh vé tan s6é & nuwdc so tai.

- Muc tiéu cQa viéc chuan hoa dé dua ra cac tiéu chuan nham giup mang WLAN cé
mat rong khap trén toan thé gigi. Bai vi mang WLAN st dung tan so radio, do vay phai

tuan theo quy dinh vé tan s6 va codng suat phat & nwdc so tai. Yéu cau nay khéng xay
ra trong hé thong mang LAN c6 day.



3. Xac dinh cac dac tinh cua viéc truyén dan st dung soéng radio trong mang WLAN

a. Tan so6 radio duoc birc xa vao khéng khi qua cac anten tao thanh séng radio
- Tan s6 radio trdi tlr dai bang tan AM dén dai tan s6 sir dung cho dién thoai di
dong (cell phone). Cha dé nay nham xac dinh dac tinh cla tan sb radio dwoc st
dung truyén dan trong mang WLAN.

-Tan s6 radio dwoc blrc xa ra khong gian nho cac anten, va anten la noi tao ra
cac song radio. Khi song radio truyén, né co thé bi hap thu (b&i vat ngan tré nhw
blrc twdng,...) hay bi phan xa (b&i bé mét kim loai,...). Nhirng nguy@n nhan nay
sé khién vung phi séng bi thiéu séng hay chat lwong tin hiéu thap.

b. Cac vat thé c6 thé lam anh hdrong séng radio:

- Phan xa: xay ra khi tan s6 séng radio bi ddi ra trén bé mat cta cac vat thé nhw bé
mat cua kim loai hoac gwong.

- Tan xa: xay ra khi tan s6 séng radio va phai nhirng bé mat gd ghé va bi phan xa ra
nhiéu hwéng khac nhau.

- Hap thu: xay ra khi tan s6 song radio bi hut vao cac vat thé nhw bl twong.



c. Tan sé6 cao cho phép truyén téc dd6 nhanh nhwng khoang cach truyén lai ngan.

- Toc do dir liéu cang cao thi khodng cach truyén cang ngan béi thiét bi nhan
yéu cau mot tin hiéu manh phai c6 théng s6 SNR (Signal-to-Noise— ty s tin hiéu
trén nhiéu) tot dé co6 thé nhan dwoc thdng tin.

- Cong suat truyén cang cao, tam phl séng cang xa. Dé tang gap doi tam phu
séng, cbng suat phat sé phai tang 1én 4 lan.

- Toc do truyen cao yéu cau nhiéu bang thdng. Viéc tang bang thong cé thé
dwoc thwe hién qua viéc tang tan so hoac str dung mét sd6 phwong phap diéu
ché phuc tap.

- Tan s0 truyén cang cao khodng cach truyén cang ngan béi né dé dang bi hap
thu va suy hao. Van dé nay cé6 thé duwoc giai quyét b&di mét sd anten thich hop.



4. Cac t6 chirc dinh ra cac chuan cho mang WLAN

ITU-R:
International Telecommunication Union-Radiocommunication Sector
Chi ra cac tan so6 song dugc sir dung trong WLAN

IEEE:

Institute of Electrical and Electronic Engineers
802.11 Ia tai liéu vé cac chuan ky thuat

Wi-Fi Alliance:

T6 chire phi lgi nhuéan

Thuc day su phat trién cda WLAN qua cac chirng nhéan lién van hanh giira cac
hang trén dong san pham cho WALN



Co mdt vai bang tan radio khong can ding
ky tan s6 khi hoat dong. Chu dé nay mo ta
3 ddy bang tan khong can diang ky duoc sir
dung cuc bd trong mang khong day FCC
ctia to chirc ITU-R

ITU-R v&i FCC Wireless

Fhorteayys Amgic FM Brcadoanst
Thivhir's b Irfrased Wiliiiad LAN
Gl (240 KHz|
HPCE 1 5 GHE)

S OHz

Bo2 1la
F e s ity E
wilh Euslamri 7

" |SM: industry, scientific, and
medical frequency band

* Khong can dang ky sif dung

* Khong dudic danh riéng
* Cé kha ning bi can nhiéu

*C6 3 bang tan khong can ding ky tan so6 khi sir dung: 900 MHz, 2.4 GHz va 5 GHz. Day
bang tan 900 MHz va 2.4 GHz duoc biét dén nhu diy bang tan dung cho Cong nghiéo, Khoa
hoc va Y té, trong khi d6 ddy bing tan 5 GHz thi thuong duoc biét dén nhu diy bang tan
UNII (Unlicensed National Information Infrastructure).



*Nhirng tan sé nam trong trong nhirng dai bing tan trén bao gém:
- Bang tan 900-MHz: 902 MHz dén 928 MHz

- Bang tan 2.4 GHz: 2.400 MHz dén 2.483 MHz (tai Nhat, dai bang tan nay dugc maé rong dén
2.495 MHz)

- Bing tan 5GHz: 5.150 MHz dén 5.350 MHz, 5.725 MHz dén 5.825 MHz, mét sé nuéc hé trg
viéc sir dung cac day bang tan gitra 5.350 MHz va 5.725 MHz. Khéng phai tat cac cac quéc gia
déu cho phép str dung chuan 802.11a v¢i day bang tan 5GHz.

» Ké tiep day tan so ctia WLAN trong day pho trén Ia tan so cla nhirng dich vu khong day khac nhuw
dién thoai di ddng va day bang tan hep c;ho cac dich vu giao tiép ca nhan (PCS — Eersonal
Communication Services). Nhirng tan s6 str dung cho mang WLAN la nhirng day tan cua ISM.

\Van hanh céc thiét bi khéng day trén nhirng tan s6 khdng can dang ky thi khdng can sw cap phép.
Tuy nhién khéng mot ngudi ding nao dwoc ddc chiém bat ky mot tan sd nao. Vi du, bang tan 2.4
GHz duoc s

dung cho mang WLAN, truyén hinh, Bluetooth, vi ba va cac hé thdng dién thoai khéng day
(cordless).



 Mac du 3 day bing tan khong can diang ky thi khong can phai dugc cap phep de Van
hanh c4 thiét bi, tuy nhién chung cling pha1 duoc tuan theo qui dinh ctia mot s6 quoc gla
sO tai trong mot soO linh vuc nhu cong Suat truyen, do lo1 anten, tong suy hao trén: thiét bi
truyén dan, cap, va do lgi cta anten.

» Cong suat birc xa vo hudng hiéu dung (EIRP) 1a don vi cudi cling cia viéc do luong
duogc giam sat boi cac to chire quan 1y noi tai. Do dd, can can trong trong viée thay doi cac
thanh phan cua thiét bi khong day nhu

viéc thém vao hodc nang cap anten dé mo rong tam phu soéng. Két qua cé thé lam cho hé
thong WLAN khong con hop phap theo nhitng quy dinh ctia co quan quan 1y ndi tai nia.

EIRP = cong suat phat + do loi anten — suy hao trén cap dan.



6. So sanh nhirng sw khac biét gitra nhirng chuan trong IEEE 802.11

So sanh cac chuan IEEE 802.11

B02.11b 802 802.11q
Bang tam 2.4 GHz 2.4 GHz

Sa lrong
kénh
Orthogonal
Frequency
Division
Multiplexing

Direct Orthogonal Direct
Sequence Frequency | Sequence

Truyen phat Spread Divigion Spread
Spectrum | Multiplexing | Spectrum
(DSSS)

Toc 45 [Mbfs]




.Cac tiéu chuan ctia IEEE dinh nghia trén 16p vat Iy va phan 16p MAC cua 16p lién két
dir liéu theo tham chiéu trong mo hinh OSI. Nhitng chuan khong day 802.11 nguyén goc
da duoc hoan tat vao nim 1997. Vao nim 1999 cac chuan nay da duogc diéu chinh lai dé
tao ra chuan 802.11a/b va sau d6 mét 1an nira duoc xac nhan lai & chuan 802.11 g vao
nam 2003.

*]1 kénh truyén va trai dit liéu qua tat ca cac tan s6 duogc dinh nghia trén kénh truyén do.

«Chuan IEEE 802.11 chia bang tan ISM 2.4 GHz thanh 14 kénh truyén, tuy nhién mot so
co quan quan 1y nhu FCC s€ chi dinh kénh truyén nao dugc sur dung, vi du nhu viec su
dung kénh truyén tir s6 1 dén 11 tai M§. Mdi kénh truyén trong diy biang tan 2.4 GHz ¢6
bang thong 1a 22 MHz va chi cach nhau 5 MHz trén pho tan s6, do d6 pho ctia mot kénh
truyén s& bi chong mot phan vdi pho cua cac kénh truyén lién trude va sau nd. Vi vy,
cac kénh truyén can duoc cach nhau qua 5 kénh truyén khac dé khong xay ra hién tuong
chong pho nay. Vi du, khi ta str dung 11 kénh truyén FCC, c6 3 kénh truyén khong trung
nhaula: 1,6 va 11.



*Mang khong day st dung co ché truyén ban song cong (half-duplex), do vy
thong luong truyén dan co ban chi vao khoan mot nita toc do dir liéu. Do d6, muc
tiéu chinh cua chuan 802.11b 13 nhiam dat duoc toc do truyén cao hon ¢ bang tan
ISM 2.4 GHz dé tang thi phan khach hang va khuyén khich sy chao nhén ciia
khach hang cua hé thong ching nhan Wi-Fi.

«Chuén 802.11b dinh nghia viéc str dung DSSS véi thuat toan diéu ché mgi CCK
(Complementary Code Keying) cho mot tdc do truyén cao hon 1a 5.5 va 11 Mbps
trong khi d6 van gitt kiéu diéu ché cii Barker & toc do 1 va 2 Mbps. Chuan
802.11b van dung bing tan ISM 2.4 GHz nhu chuan 802.11 trude do, muc tiéu
nham dua vao chuan 802.11b kha ning twong thich 1ui vdi chuan cii 802.11 & toc
d6 truyén lién quan 1a 1 va 2 Mbps.



JEEE d3 phat trién mot chuan khac 1a 802.11a. Pong co thuc day 802.11a 1a st dung mot kiéu
trai pho (OFDM — Ortogonal Frequency Division Multiplexing) va cong nghé diéu ché tin
hiéu khac. 802.11a str dung day tan s6 rong hon trén diy tan 5 GHz UNIL.

Chuan 802.11a khong duogc chép nhan rong rai1 boi Vl cac tai liéu dé san xuat cac chip hd tro
chuan 802.11a it pho bién va diéu nay cing tao ra tién dé dan dén gia thanh cao trong viéc
phét trién hé thong mang sir dung chuan 802.11a.

Nhiing chuan médi day duoc phat trién boi IEEE déu duy tri viée sir dung chuan 802.11 MAC
voi toc d6 cao hon trén bang tan ISM 2.4 GHz. IEEE 802.1 g ra do1 voi su cail thién vigc su
dung kiéu trai phé OFDM tir chuan 802.11a dé dat duoc tdc do cao hon va twong thich voi
chuan 802.11b sir dung kiéu trai pho DSSS. 802.11g hoat dong trén biang tan ISM 2.4 GHz.
Tbc d6 dir litu DSSS 14 1, 2, 5.5 va 11Mbps va toc do dir liéu OFDM 14 6, 9, 12, 18, 24, 48 va
54Mbps déu duoc hd tro boi chuan 802.11 g. IEEE chi yéu cau trén 3 toc do dir liéu bat budc
1a 6, 12 va 24Mbps ma sé& khong quan tdm dén céc thiét bi hd tro chuan 802.11a hay 802.11g
OFDM.



7. Chirng nhan Wi-Fi

Wi-Fi Alliance chirng nhan kha nang lién van
hanh
gitta cac san pham.

Cac san pham bao gém 802.11a, 802.11b, 802.11g, dual-
band
va kiém tra vé bao mat.

Cisco la mét thanh vién sang lap cua Wi-Fi
Alliance.

Nhirtng sam pham duoc chirng nhan co thé tham
khao tai

http://www.wi-fi.com.

Wi GD)

CERTIFIED

C Interoperable with:

24 GHz pard 11 M V]
54 Mbos [7]

5GHZ pand 54 Mbos [¥]

Wi-Fi Prolected Access™ [¥]



*Wi-Fi Alliance la t6 chirc toan cau va phi loi nhuan ra doi nham cai thién sy
phat trién va kha niang dugc chap nhan cda WLAN. Mét trong nhirng lgi diém
lén nhat caa Wi-Fi Alliance la nham dam bao kha nang lién van hanh giira
cac san pham 802.11 tir cac hang khac nhau bang cach cung cap cac chirng
nhan.

Nhitng hang duoc chirng nhan kha nang lién van hanh nay mang lai kha
nang chac chan cho ngudi sir dung cac san pham cta ho. Chirng nhan Wi-Fi
bao gom trén ca 3 cong nghé cua IEEE ciing nhw nhirtng chuan mai dang
phat trién nhuw chuan vé bdo mét.

Wi-Fi Alliance cling da chirng nhan chuan bao mat IEEE 802.11i |a WPA (Wi-
Fi Protected Access), va sau nay duoc chinh stra lai thanh chirng nhan
WPA2 sau ban ra doi cudi cua chuan IEEE 802.11i.



Tom tat
Con nguoi ludbn mong doi mét két néi tai moi Iic moi noi, tuy nhién loi diém Ién nhat cda WLAN la giam
thiéu chi phi.

Ca WLAN va LAN déu dung phuong thirc CSMA nhuwng WLAN thi tranh con LAN thi dung phuwong phap
phat hién dung do.

Tan s6 radio dugc birc xa ra khdi khéng trung nhe anten, noi né cé thé bi phan xa, tan xa, hay hap thu.
IEEE dinh nghia cac chuan cho WLAN

Céc tan so quy dinh cho WLAN béi ITU 1a khdng can dang ky.

Chuéan 802.11 la mét bd chuan dinh nghia vé tan s6 va bang tan cho WLAN.

M6t trong nhwng loi diém ctia Wi-Fi la mang lai chirng nhan sy twong thich gitra cac sén pham 802.11
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Muc tiéu

Sau khi hoan tat bai hoc, SV ¢6 kha nang mo ta cac van dé lién quan dén viéc bao mat
trén moi truong WLAN va nhirng tinh ning san sang nham ting kha niang bao mat trén
hé théng mang. Kha nang nay duogc thé hién qua cac nhi€ém vu sau:

- M6 ta nhitng nguy co trong cac dich vu WLAN

- M6 ta nhitng phuong phap lam giam nhe cac moi nguy hiém trong dich vu WLAN
- M6 ta su tién trién cla céc cong ngh¢ bao mat trong WLAN

- M0 ta qua trinh lién két ctia cac WLAN Client

- M6 ta qua trinh tang cuong kha nang bao mat cua IEEE 802.1X

- M6 ta céc kieu WPA



Cac moéi de doa trén moi trirong WLAN

“WAR DRIVERS” HACKERS EMPLOYEES
: T ” Explnit Weak Plug Consumer-
Nﬂvf;gs'?.liin‘l'h Srie Privacy Measures to Grade APs/Gateways
e b e View Sensitive into Company
WLAN Info and Even Ethernet Ports to

Internet Access

Break into WLANSs Create Own WLANSs

THE WALL STREET JOURNAL.

Hackers Can Penetrate Wireless MNetwork

gl & iy e .
R I B smw prwe e

] Bl & Al




Vé&i nhirng hé thong IEEE 802.11a/b/g, chung ta khdng thé tranh
dwoc kha nang hacker sé co thém nhirng hé thong WLAN khong
bado mat dé lwa chon. Ta c6 thé dung kha nhiéu nhirng phan mém
ma ngudn mé& dé thu thap vao khai thac nhirng diém yéu trong
phwong thirc bdo mat WEP (Wired Equivalent Privacy) ctia chuan
802.11.

Mot s6 pham mém sniffer cho phép nhirng kj sw mang cé thé thu
thap dir liéu dé& phan tich, kiém tra va chinh sira nhirng van dé ton
tai trong hé thdng mang cutia ho. Tuy nhién ciing chinh nhirng phan
mém nay co thé sé dwoc st dung b&i nhirng hacker dé do tim va
khai thac cac 16 hong bado mat trén mang.



Thuat ngl “war driving” ban dau dwoc dung véi nghia 1a dung mot thiét
bi quét sb dién thoai di dong (cell phone) nham tim ra mét sb dién thoai
nao dé dé khai thac. Gio day, thuat ngi nay lai lai dwoc hiéu nhw viéc
dung mét laptop nhw mét Client dé do tim mot hé théng WLAN 802.11b/g
nao do.

*Hau hét cac thiét bi dwoc ban ra hién nay déu dwoc tinh hop san kha
nang WLAN. Nguwei ding dau cudi thwérng thi cling khédng chinh nhivng
théng s6 méac dinh ctia nha san xuat hodc chi st dung chuan bao mét
WEP, diéu nay khéng t6i wu hoa dwoc qua trinh bao mat trong mang
WLAN. Véi viéc kich hoat chuan ma héa WEP co ban hay tham chi la
khéng bdo mat, viéc bj thu thap va lay di mét sé thdng tin nhay cdm nhw
thdng tin dang nhap, sb tai khoan va mét s théng tin riéng tw khac 1a
hoan toan cé thé.



*Mot rogue Access point Ia mot Access point dat trong moi trwdng
mang WLAN, Access point nay dwoc sir dung dé can thiép vao sw van
hanh binh thwdng cia hé thdng mang. Néu mot rogue Access point
dwoc thiét 1ap véi tr khoa WEP ding dang dung trong mang, di liéu
phia ngwdi dung co6 thé bj nghe Ién. Mot rogue Access point cling ¢
thé dwoc cau hinh dé cung cap cho nhirng ngudi dung khéng c6 quyén
trén hé thong nhirng thong tin nhw dia chi MAC cua cac ngudi ding
khac trong mang cd mang khéng day va cé day, hay c6 thé thu thap va
tao ra nhirng goi di¥ liéu gid, hay tham chi 1a chiém quyén vao truy xuat
vao cac may chu. Kiéu théng dung va don gian nhat dé thiét 1ap mot
rogue Access point la dwgc cai dat béi nguwdi dung hop 1€ trong hé
thdng. Nhirng ngudi dung thiét 1ap cac Access point dé st dung cho
muc tiéu gia dinh trén hé thdng mang doanh nghiép ma khéng quan
tam dén van dé bao mat sé tao ra nhirng nguy co bao mat kha 1on.



Giam nhe cac méi de doa

: Privacy and Protection and
Control and Integrity Confidentiality Availability

Xac thue Ma hoa

Pam bao nhirng client

hop 18 lién két vOi Bao vé di liéu khi
nhirng access point tin truyén va nhan.
cay.

Ngan nglra xam
nhap (IPS)
Theo doi va giam
nhe nhirng truy xuat
khong duoc phep
hay nhirng truy xuat
khong hop l&.



Chi d& nay mé ta qua trinh I[dam gidm nhe cac mébi nguy hiém vé van
dé bao mat trén hé théng WLAN

Dé bao vé hé théng WLAN, yéu cau phai thwc hién thédng qua cac
bwd&c sau:

- Xac thye ngudi dung, muc tiéu nham dadm béo nhirng ngwi ding
hop phap cé thé truy xuat vao hé théng mang théng qua nhirtng Access
point tin cay.

- Ma héa, muc tiéu nham tao s riéng tw va bi mat

- Trién khai hé théng phat hién xam nhap (IDS — Intrusion Detection
System) va hé thdng ngan chan xam nhap (IPS — Intrusion Prevention
System) dé bao vé hé thdng mang trudc nhirng nguy co bdo mat

*Mbt gidi phap co ban cho van dé bao mat mang khong day la trién khai
tinh nang xac thwc va ma héa dé bao vé dir liéu. Hai giai phap nay co
thé dworc trién khai theo tirng cap dd tuy thudc vao quy mé hé thong
mang. Nhirng hé thdng mang doanh nghiép I&n hon can cé thém
nhirng cap dd bdo mat dwoc mang lai b&i nhirng thiét bi nhw IPS. Hién
tai IPS khéng nhirng cé kha nang phat hién cac cudc tan cdng vao
mang khéng day ma con c6 thé béo vé hé thdng mang trwdc nhirng
ngwoi dung khéng hop phap.



Qua trinh phat trién cac chuan bao mat trén
mang LAN khong day

1997 2001 2003 2004 hién tai

802.1x EAP 802.11i / WPA2




Hau hét ngay khi cac chuan bao mat méi ra doi, cac hacker sé cb gang
khai thac nhitng diém yéu trén nhivng chuan nay. D& chéng lai qué trinh
do, cac chuan bao mat lai lién tuc dwoc nang cap dé tang cwdng kha
nang bdo mat. Chi dé nay sé mé ta qua trinh phat trién ctia van dé bao
mat trong mang WLAN.

Ban dau, bdo mat trong mdi trurng WLAN dwoc dinh nghia dwa trén to
khéa WEP 64 bit cho ca 2 tién trinh ma hoa va xac thyc. Tir khéa WEP
64 bit bao gdm 40 bit cho tlr khoa thuc sw va 24 bit cho Vector khéi tao.
Phuwong phap xac thwe nay thye sy khong manh va tham chi co thé bi
dan xép tlr khoa gitra cac ngwdi dung. Béi vi cac tlr khoa dwoc quan ly
mot cach tht céng do vay phwong phap nay khéng thé mé réng mot cac
linh ddng trén cac hé théng mang I&n dwoc. Cac cdng ty cd gang khac
phuc yéu diém nay v&i mot sé ki thuat SSID va loc dia chi MAC.

-SSID la tén dung dé xac dinh hé thdng mang WLAN va 1a théng sb ¢c6
thé cau hinh dwoc. Ca Client va Access point phai cung st dung giong
nhau gia tri SSID nay dé giao tiép. Néu Access point dwoc cau hinh dé
broadcast gia tri SSID trén toan hé théng mang, Client sé lién két voi
Access point do béng gia tri SSID nhan dwoc. Access point cé thé duwoc
cau hinh dé khéng broadcast gia tri SSID ra ngoai (SSID cloaking), diéu
nay mang lai cip d6 bao mat dau tién trén hé théng mang WLAN bdi cac
hacker sé gap kho khan hon dé xac dinh sw ton tai cla Access point nay.



dwoc cau hinh bang tay trén Access point dé cho phép hodc khéng cho
phép dwa trén dia chi vat ly cua cac client. Tuy nhién dia chi MAC co6
thé dé dang bi gid, do d6 phwong phap loc dia chi MAC khéng con
dwoc xem la moét dac tinh bao mat nira.

*Trong th&i gian ma dy ban 802.11 bat dau tién trinh nang cap kha
nang bao mat trén hé théng WLAN, cac hang doc 1ap da sdm trién khai
cac chuan bao mat trén hé théng mang WLAN cua ho. Cisco da sém
phat trién chuan ma hoa WEP trén viéc cai thién thuat toan RC4. Cisco
thwe thi chuan TKIP (Temporal Key Integrity Protocol) @& ma hoa trén
tirng goi div liéu va Cisco MIC (Message Integrity Check) dé bao vé tr
khda WEP. Cisco ciing da dung chuan xac thwc 802.11x t&r mdi trudng
day dan sang méi trwérng khéng day va tw ddng hoa cac tir khoa st
dung bang Cisco LEAP (Lightweight Extensible Authentication Protocol)
nham tap trung hoa co s& di liéu.

Ngay sau khi Cisco trién khai cac chuan bao mat trén mang WLAN,
Wi-Fi Alliance da dwa ra chuan WPA (Wi-Fi Protected Access) nhw mot
chuan tam thdi cho mot phan ctia chuan bao mat 802.11i dang dwoc
mong doi ding chudn xac thwe 802.1x va cai thién qua trinh ma hoa
WEP. Chuan TKIP m&i ra doi twong tw nhw Cisco TKIP va Cisco MIC
nhwng cac chuan nay khéng twong thich véi nhau.

Ngay nay, 802.11i da dwoc phé chuan va chuan bao mat AES
(Advanced Encryption Standard) da thay thé WEP va dwoc xem nhw
mot chuan bao mat nhat d& ma hoa di liéu. Nhirng hé thdng IDS trén
WLAN ciing dwoc trién khai d& xac dinh nhirng cudc tan cdng va bao
vé hé thdng mang. Wi-Fi Alliance chirng nhan cac thiét bj 802.11i dwdi



Qua trinh lién két Client khong day

= Access point goi ra cac beacon théng

bao SSID, toc do va cac thong tin
khac. . w Probe
= Client do tat ca cac kénh Responses

= Client lang nghe beacon va phan hoi
vOi access point.

= Client sé lién két v&i access point nao
c6 séng manh nhat.

Probe
= Client van lang nghe cac beacon khac [ Requests
dé c6 thé thwe hién tién trinh roaming

= Trong suot qua trinh lién két, SSID, dia _
chi MAC va céac théng sb bao mat sé
dwoc glri dén access point.



Trong qua trinh lién két véi Access point, cac Access point sé gai ra tin
hiéu beacon dé théng bao moét sé thong tin bao gém SSID, téc d6 dir liéu,
va cac thong tin khac. Cac Client quét tat ca kénh truyén, Iang nghe céac
beacon va phan hoi lai cho cac Access point. Client sé lién két vai Access
point nao co tin hiéu sdbng manh nhat. Néu tin hiéu séng yéu di, client sé&
l3p lai qua trinh quét dé lién két vai Access point khac (tién trinh nay duoc
goi la roaming). Trong suoét qua trinh lién két, cac théng sé SSID, dia chi
MAC va cac théng so6 bao mat sé duoc goi Ién Access point tir client va
cac Access point sé kiém tra cac théng sé nay.

Qua trinh lién két tir client dén Access point thuc su chi la qua trinh thi 2
trong tién trinh 2 budc. Tién trinh dau tién la xac thyc, ké dén la lién két,
cac client phai trai qua ca 2 tién trinh nay dé co thé trao déi dir liéu vai cac
client khac théng qua Access point. Qua trinh xac thyc client xay ra tai tién
trinh dau tién khéng giéng nhu qua trinh xac thyc trén mang (nhap vao tén
nguoi dung va mat khau dé truy cap vao mang). Qua trinh xac thuc client
& day chi don gian la buwdc dau tién (ké theo la qua trinh lién két) gitra
client va Access point dé co6 thé thiét |ap két néi. Chuan 802.11 chiduwa ra
2 phuong phap dé xac thyc, xac thuwc mé (open authentication) va xac
thec dung khda chia sé (shared key authentication). Chirng thwec mé don
thuan chi la qua trinh trao déi 4 goéi dir liéu hello ban dau ma khéng can
phai kiém tra bai client hay Access point nham cho phép két néi dugc dé
dang thyc hién.



Cach van hanh cua 802.1X trén mang LAN
khong day

802 11 Network Enterprise Enterprise

Edge Network

Supplicant Authenticator - Authentication Server

rl%

Operates on client Access point EAP plug-in
' acts as ! goes in RADIUS
authenticator. ? Server.

802.1X Traffic Only

P_anz



*Access point dong vai trd nhu nguoi yéu cau xac thuc cho phép client
thuwc hién lién két qua chuan xac thwc mé. Access point sé dong goi tat
ca dir lieu 802.11x yéu cau xac thuc va goi dén server xac thyc. Tat ca
cac cac dit lieu khac truy xuat vao tai nguyén mang sé bi khoéa lai.

«Sau khi nhan duoc dit liéu tra vé tir RADIUS server, Access point sé
ddéng goi lai va chuyén veé client. Mac dau tién trinh xac thuc nay nham
dé xac dinh nguoi dung hop 1é trén hé théng mang nhung né ciing ¢co
nghia la cac client cling dang xac thuc server dé dam bao client khéng
truy xuat vao mot server gia mao.

*Trong khi mét hé thng mang Ién sir dung mot server xac thuc tap
trung, cac mang doanh nghiép nho sé don thuan chi dung Access point
vai tir khoa chia s& nhw mét server dé xac thyc cho cac client.



Mode WPA va WPA2

Enterprise mode Xac thue: Xac thuece :

(Kinh doanh, gido duc, ' EEE 802.1X/EAP IEEE 802.1X/EAP

chinh phu) Ma héa: Ma hoa:
TKIP/MIC AES-CCMP

Personal mode Xac thuye: Xac thwe:

(SOHO, st¥ dung tai PSK PSK

nha hay ca nhan) Ma hoa: Ma hda:
TKIP/MIC AES-CCMP




«Chuin WPA cung cap kha ning xac thuc dugc hoé tro thdng qua chuin 802.1x

va khoa chia sé (Pre-shared Key). WPA cung cap kha ndng ma hoa dwoc ho tro
thong qua chuan TKIP. Chuan TKIP bao gém MIC va PPK (Per-packet Keying) st
dung théng qua “initialization vector hashing” va broadcast key rotation”.

Khi so sanh v&i WPA, qua trinh xac thyc cda WPA2 thi van khong thay dai
nhwng qua trinh ma hda duoc thyc hién bai AES véi giao thire AES-CCMP (AES
Counter with CBC MAC Protocol).

*Enterprise mode

“Enterprise mode” la thuat ngir danh cho nhirtng san pham da duwoc kiém tra vé
kha nang lién van hanh & ca 2 kiéu PSK va 802.1X/ EAP cho chic nang xac thuec.
Chuan 802.1X yéu cau phai co mot AAA server khi dugc st dung. “Enterprise
mode” dugc dua ra nham dap ng nhu cau trong moi trudng mang doanh nghiép.
*Personal mode

“Personal mode” la thuat ngir dwgc st dung cho nhirng sdn pham da dwoc kiém
tra vé kha nang lién van hanh duy nhat kiéu PSK cho chic niang xac thuc. Qua
trinh nay yéu cau cau hinh PSK bang tay trén cd Access point va client. PSK xac
thec nguoi dung thdng qua mat ma hoac ma dinh danh trén ca client va Access
point. Trong trwvong hop nay khéng can phai s&r dung dén server xac thuec.
“Personal mode” dwoc dwa ra nham dap &ng nhu cau trong méi truong SOHO.



Tom tat
M6t diéu chac chan la cac hacker sé xam nhap vao mang WLAN khéng
bao mat.
Giai phap co ban nhat dé bdo mat WLAN la xac thyc nguwdi dung va ma
héa dir liéu.
Nhirng chuan WLAN bao gém cac chuan bao mat.
— WEP
— 802.1x EAP
— WPA
— 802.11i/WPA2
Access point g&i ra cac beacon thédng bao SSID, toc dd va cac thdng tin
khacVai chuan 802.1X access point déng vai tro nhu moét nguoi doi
xac thuyec.
WPA cung cap xac thuc qua IEEE 802.1X va PSK va bao géom
hai mode
— Enterprise mode
— Personal mode



Mang khong day cuc b6 (Wireless LANs)

Muc tiéu

Sau khi hoan tat bai hoc, ban cé kha ndng md ta nhirng
nhan t6 anh hwéng dén

viéc thye thi mang WLAN théng qua cac nhiém vu sau:

- M6 ta mé hinh IEEE 802.11

- M6 ta dich vu WLAN BSA

- M6 ta anh hwdng cda khoan cach va téc do trén dich vu
WLAN

- Mb ta cac nhan td can quan tam trong viéc thuwc thi trién
khai cac Access point

- M& ta céach trién khai mang WLAN co ban

- Mé ta cac phuwong phap dé dwa mang khéng day vao
laptop

- Mé ta cac van dé phd bién gap phai va phwong phap
khac phuc trén mang

WLAN



Xay dwng khéi moé hinh 802.11

Ad hoc mode:
= Independent Basic Service Set
(IBSS)
— Céc client di déng két néi ma
khéng cén access point & gilra.
Infrastructure mode:

= Basic Service Set (BSS)

— Céac client di déng dung mot
access point dé giao tiép voi
nhau va v&i mang co day.

= Extended Service Set (ESS):

~ Hai hay nhiéu kiéu BSS duoc két
néi v&i nhau .

SR0P 140



*Chuan 802.11 cung cap moét s6 mo hinh (mode) cé thé sir dung dé xay
dung cac khéi mang WLAN

*Ad hoc mode: IBSS (Independent Basic Service Set) la m6 hinh ad
hoc mode. Cac client di déng két gang truc tiép véi nhau ma khong
théng qua thiét bj Access point trung gian & gitra. Mét sé hé diéu hanh
nhu Windows ciing da giup cho mé hinh peer-to-peer nhu thé nay
duoc dé dang thiét 1ap hon. Kiéu thiét 1ap nay cho thuong dwoc sk
dung cho céac van phong nhé, noi ma cac laptop coé thé néi khéng day
véi cac PC hay cac laptop khac dé don thuan la chia sé dit lieu. Moi
trvong nay co tam phu gidi han, tat ca moi nguoi déu phai thay nhau.
M6t yéu diém trong moi truong nay la khoé khan trong van dé bao mat.
Infrastructure mode: trong mode nay, cac client sé néi théng qua
Access point. Infrastructure mode t6n tai dudi 2 hinh thic:

- BSS (Basic Service Set): Trong mode nay, tat ca cac client chi st
dung mét Access point dé noi véi nhau hodc dé noi vé mang co day.
BSSID (Basic Service Set Identifier) Ia dia chi MAC cua card radio trén
Access point trong mode nay. Trong khi BSS la mode co ban dé xay
dung mé hinh WLAN va BSS Access point dwgc duy nhat xac dinh
thong qua BSSID thi ban than nguyén ca hé théng WLAN sé dung
SSID dé quang ba su ton tai cia nd vai cac client. SSID dwgc xem nhu
tén cda hé thong WLAN, cé thé duoc ciu bai nguoi dung va duoc tao
tir 32 ky ty c6 phan biét chir hoa va chir thuwong.



- ESS (Extended Service Set): La hé théng mang WLAN
dugc mo rong

véi hai hay nhiéu hon cac BSS gan két véi nhau thong qua
hé théng

két néi trung gian hodc moi truéng day dan. ESS thong
thuong ciing

str dung chung gia tri SSID dé cung cap kha nidng roaming
gitra Access

point nay va Access point khac ma nguoi dung khéng can
phai thiét 1ap

lai cau hinh.

*Trén la nhirng mo6 hinh chuan duwoc dwa ra badi 802.11, tuy
nhién cac

mo& hin khac nhu repeater, bridges va workgroup bridge la
nhirng mo

hinh mé réng duoc dua ra tir cac hang.



M6 hinh BSA — Tam phu co’ ban

Internet
b
- —-4 -

Channel 6

Wireless Cell



BSA (Basic Service Area) la mét khu vire vat ly ctia tdm phd séng séng
radio dwo'c cung cap béi Access point trong mode BSS. Dién tich khu
virc nay tuy thudc vao nang lwvong soéng radio ma Access point phat ra.
Nhirng nang lwong nay lai phuc thudc vao cac yéu té nhw cong suat
phat, loai anten, va cac vat thé xung quanh anh huwéng dén séng radio.
Khu vie phd séng nhw vay dwoc biét dén nhw mot cell. Vay khi BSS 14
kiéu md hinh thi BSA lai dwoc biét dén nhw mét dang vang phid séng va
hai thuat ngl» nay co thé dwoc dung qua lai trong mét khai niém khong
day co ban.

Access point sé dwg'c gan vao backbone mang Ethernet va giao tiép voi
tat ca céac thiét bi khdng day khac trong khu ve cell. Access point dwoc
xem la master trong cell va diéu khién tat ca cac lwu lwong ludng dir liéu
dén va tir hé thdng mang. Céc thiét bj tir xa sé& khéng giao tiép truc tiép
v&i nhau ma chi giao tiép truc tiép voi Access point. Access point ¢o thé
dwoc diéu chinh vé thdng s6 kénh truyén va tén SSID duy nhat trén hé
thdng mang.

Access point broadcast tén ctia hé thdng mang trong cell thédng qua gia
tri SSID qua cac beacon. Cac beacon duoc Access point broadcast
nham théng bao s ton tai cta dich vu khéng day. Céac gia tri SSID dwoc
st dung dé cach ly vé mat luan ly cac hé thdng WLAN. Gia tri nay phai
hoan toan gidng nhau gitra Access point va céac client. Tuy nhién, cac
client cé thé ciu hinh khéng can gia tri SSID (SSID réng) dé cé thé phat
hién tat ca cac Access point va nhan gia tri SSID cua mot Access point
cu thé nao doé.



M6t vi du phd bién cla tién trinh do tim la qua trinh do tim
dwoc sty

dung bé&i (rng dung tich hgp san WZC (Wireless Zero
Configuration) khi

ma moét laptop dwoc sir dung tai mét vi tri méi. Nguwoi
dung sé duoc

hién thj thong tin cda dich vu khédng day mai va duwoc yéu
cau dé két

ndi hodc dwoc cung cap cac thdng sb vé tir khoa dé truy
cap. Qua trinh

broadcast SSID c6 thé dwoc ngwng kich hoat trén Access
point, nhwng

sé& l[am ngwdi dung khéng con thay dwoc SSID trong
beacon nira.



M6 hinh ESA — Tam phit mé rong

Internet

Channel 6

Wireless Cell Wireless Cell



«Néu mdt cell khdng cung cap dd vang pha séng, co thé
dwa thém bat ky

cac cell nao vao hé théng mang dé mé réng tdm phd
séng. Tam phu

song duwoc tao tw nhiéu cell dwoc goi la ESA (Extended
Service Area).

«Cac chuan khuyén nghij rang gitra cac cell trong ESA nén
phd 1én nhau

khodng ttr 10% dén 15% dé gitp ngwdi dung cé kha nang
roaming ma

khédng mat song. Trong hé thong mang khéng day st
dung cho voice, d6

phu 1ap gitra cac cell tv 15% dén 20% dwoc khuyén nghi.
Céc cell nam

tai bién nén dwoc thiét 1ap hoat déng tai nhirng tan sb
khéng chong 1ap

nhau dwoc dat dwoe kha nang van hanh tot nhat.



Téc do dir liéu 802.11b

1-Mb/s DSSS

2-Mb/s D555

5.5-Mb/s DSSS

11-Mb/s D555

Greater range for lower data rates



«Cac client WLAN c6 kha nang d5ich chuyén téc d6 khi di
chuyén. Ky thuat nay cho phép cung mét client hoat dong & toc
d6 11 Mbps chuyén sang téc d6 5Mbps sau d6 dén 2Mbps va
cudi cuing van co thé giao tiép & vling ngoai cling véi téc do6
1Mbps. Qua trinh dich chuyén téc d6 nay xay ra ma khong lam
mat di két néi ma nguoi dung dang cé va nguoi dung khéng
phai can thiép gi vao qua trinh nay. Su dich chuyén téc dé xay
ra trén tirng qua trinh truyén dan moét, do dé Access point co
kha nang ho trg nhiéu client hoat dong tai nhiéu téc dé khac
nhau tuy vao vi tri dang c6 cua tirng client.

*T6c do truyén cao yéu cau tin hiéu manh tai ngay dau nhan, do
vay toéc d6 cang thap thi tam truyén cang xa.

Cac client khdng day ludn ludén cé gang giao tiép vai téc do
truyén cao nhat.

«Cac client s& chi giam téc d6 néu xay ra 16i trong qua trinh
truyén.

*Qua trinh nay cung cap thong luvgng truyén dan téi da trong
mot cell mang khoéng day. Hinh trén biéu dién cho chuan
802.11b, khai niém nay ciing twgng tv cho chuan 802.11a va
802.11g.



CAau hinh Access Point

Thdng s6 co ban:

Dia chi IP, Subnet mask, va default gateway

Giao thirc khéng day (chi 802.11¢g, 802.11a/b/g, 802.11a)
Diéu chinh kénh truyén — kénh 1, 6, hay 11

Diéu chinh céng suat, hay thay thé anten

Théng s6 bao ma:

Xac dinh mang qua SSID

Phuong thic xac thyc, thuong la WPA hay WPA2 PSK
Phuong phap ma hoa, thuwong la TKIP, hay AES néu phan
cuwng

hé tro



«Access point ¢ thé dwoc ciu hinh dung giao dién dong Iénh (CLI) hay
bang phwong phap phd bién hon la giao dién d6 hoa (GUI). Tuy nhién
cach cau hinh Acess point & nhirng théng s6 co’ can la gibng nhau cho
cé hai phwong phap. Cac théng sb co ban dé cau hinh Access point
bao gdm cau hinh SSID, kénh truyén RF di kém véi cac thdng sb tuy
chon nhw cdng suat, xac thuec,... Cac client can it thdng s6 cau hinh
hon vi cac card khéng day co thé quét tat ca cac tan sb co thé (nhirng
card thudc chuan 802.11b.g khdng thé quét dwoc song & tan sb6 5GHz)
dé dinh ra noi cung cép dich vu. Thwdng thi cac client sé khai tao két
ndi v&i gia tri SSID réng. Do vay vai thiét ké cta chuan 802.11b, néu
st dung chuan xac thwe mé@, qua trinh sé 1a “plug-and-play”. Khi chuan
bdo mat dwoc cau hinh dung kiéu tr khoa chia sé (PSK) hay cii hon la
chudn WEP hodc nhw hién tai & chudn WPA, cac t&r ma budc phai
khdp gilra hai bén (Access point va client) dé co thé giao tiép.

-TUy vao phan cing cta Access point dwoc lwa chon ma Access point
c6 thé hoat déng trén ca hai bang tan ISM 2.4 GHz va UNII 5 GHz v&i
sw ho tro clia ca ba chuan 802.11a/b/g. Khi cac client chuan 802.11b
st dung chung véi cac client chuan 802.11g, thédng lwong truyén div
liéu sé giam badi vi Access point phai duy tri thwc thi giao thirc
RTS/CTS. Do vay mot méi tred'ng chi cé mot loai client sé théng lwong
truyé dir liéu sé nhanh hon.

«Sau khi cdu hinh co’ ban cac thdng sb khéng day cho Access point,
mot s6 théng sb co ban khac lién quan dén méi trwérng day dan ciing
phai dworc thiét 1ap nhw default router hay DHCP server. V&i mét hé
thdna mana LAN t0n tai s3n ta phai cd mot aia tri default router dé ra



Access point don gian s& déng vai tro trung gian chuyén
cac gia tri nay

cho cac client khéng day khi két néi vao. Va vi hé théng
dugc mo rong

thém nhu, do vay phai dam bao tam dia chi DHCP dd réng
dé cap cho

tat ca cac client.



Ca budc ciu hinh hé thong mang khong day
Budc 1: Kiém tra sy van hanh mang cé day, DHCP, ISP.
Budc 2: Cai dat access point.

Budc 3: Cau hinh access point — SSID, khéng bao mat.
Budc 4: Cai dat mét client khdng day — khéng bao ma.
Budc 5: Kiém tra sy van hanh mang.

Budc 6: Cau hinh bao mat — WPA véi PSK.

Budc 7: Kiém tra sy vdn hanh mang



*Qua trinh co ban dé thuc thi mé hé théng mang khéong day
(cling nhu

véi tat ca cac hé théng mang co ban khac) la tirng buéc
cau hinh va

kiém tra.

*Trudc khi thye hién bat ky cau hinh nao vé yéu t6 khéng
day, kiém tra

hé thng mang c6 san va céac thire truy cap vao Internet
cho cac client

trong mang dung day.Thyc thi mang khéng day véi chi mot
Access

point, mét client va khéng coé bat ky chuan bao mat nao.
Kiém tra rang

client co thé nhan IP tir DHCP server, ping duoc default
gateway va co

thé truy cap Internet. Cuéi cung, cidu hinh Access point vdi
cac chuan

bao mat WPA. Chi sir dung WEP trong truong hop phan
cing khéng

ho tro WPA.



Cac client khong day
Wireless Zero Configuration (WZC):

Mac dinh trén hé diéu hanh Windows

Nhitrng tinh nang han ché cho PSK

Kiém tra client dung dung ki€éu ma hoéa va password
Cisco Compatible Extensions Program
Tang téc nhirng dac tinh trién khai cho cac client bén tha
3

Duoc trién khia béi nhiéu hang khac nhau

Cisco Secure Services Client

Chdrc nang client day du cho doanh nghiép

Cho mang c6 day va khéng day



d Bt~ Bt A e~ e
va ma hoa dir

liéu. Nhitng laptop mai hién gio co nhiéu hinh thic khac
nhau giup truy cap

vao mang khong day. Nhirng hé diéu hanh mai cua
Windows duoc trang bi

dich vu WZC cho phép kha nang “plug-and-play” bang
cach tim ra cac SSID

va nguoi dung chi don gian nhap vao cac tir khda trong
trwong hop su

dung PSK, WEP hay WPA. Cac tinh nang co ban cua
WZC thich hop cho

cac giai phap van phong nho.

*Mét s6 hé théng mang Ién yéu cau cac client dau cudi co
nhiéu tinh nang

hon la nhirng tinh nd3ng dugc cung cap san trong hé diéu
hanh. Bang sau

day da tom tat mot sé phién ban va tinh nang ma Cisco
dwa thém vao trong

chuong trinh chirng nhan cda minh t&r nam 2000:

Version 1 (Security): Wi-Fi compliant, 802.1x, LEAP, Cisco
Key Integrity

Protocol.

Version 2 (Scaling): WPA, access point assisted roaming.

Version 3 (Performance and Security): WPA2, Wi-Fi
Miiltimadia (\WRR)



*Cho dén khi Cisco mang lai cac tinh nang day du goi la
Cisco Secure

Service Client cho ca cac client trong mang khéng day va
c6 day thi

trwac d6 quan ly cac client khéng day va cé day theo
nhirng bé chuan

khac nhau. Loi ich cho nguoi dung la chi sir dung mot
chuong trinh

client duy nhat cho van dé két néi va bao mat trén mang
khéng day va

co day



Stra 16i mang khéng day

bat access point ngay tai vi tri trung tam.

Tranh dat gan cac vat thé kim loai.

Kiém tra két néi khi chua kich hoat tinh nang bao mét.
Tranh nhiéu séng véi cac thiét bj khac (bluetooth, viba,...)
Néu cam phat song trong pham vi réng, can dung nhiéu
hon mot

access point.

Pam bao rang access point sir dung kénh truyén duy nhat,
khéng

trung kénh vai cac thiét bi gam dé.



radio. Bat dau bang qua trinh kiém tra co so ha tang va cac
dich vu

trén moi trwong day dan. Bam bao rang cac may trong moi
treong

Ethernet c6 kha nang nhan dai chi t DHCP server va cé
thé truy cap

Internet.

*Ké tiép, thuc hién két noi gitra Access point va client tai
cung moét dia

diém nham kiém tra c4u hinh va loai trir cac van dé vé séng
radio. Ludn

ludn bat dau tir chuan xac thyc ma dé thiét 1ap két néi. Sau
do thyc thi

cac chuan bao mat mong muan.

*NéEu cac client c6 thé két néi tai diEm nay, van dé con lai
chi lién quan

dén cac van dé vé song radio. Trudc tién phai xem xét thir
co bat ky

vat thé kim loai nao dat trong khu vuc phat séng hay. Néu
co, ta co thé

chuyén vat thé di hoac thay d6i vi tri cia Access point. Néu
khoang

cach truyén la qua Ién, lvu y la phai dung thém cac
Access point khac

véi cung gia tri SSID nhuwng truyén véi tan sé khac nhau .



*Néu kha nang van hanh cda hé thong mang cé vé nhu lién quan dén
mét s6 khoang thoi gian trong ngay thi nguyén nhan la do hé thong
mang bj can nhiéu tir cac thiét bj khac. Vi du nhu kha nang van hanh
cua mang cham lai vao gio trua vi bi anh huang bai tan sé caa 10 vi
séng do cac nhan vién st dung. Mac dau hau hét 16 vi séng chi anh
hudng dén kénh truyén sé 11 thi mét so 10 vi séng khac lai anh huéng
dén toan bo cac kénh truyén. Mot van dé khac anh hudng dén séng
truyén la khi gap cac thiét bi sir dung cdng nghé diéu ché kiéu nhay tan
(FHSS) nhu cordless phone. Do d0, c6 kha nhiéu nguén nhiéu khac
nhau anh huang dén hé théng WLAN, bdi vay ban dau, ludn ludn dat
Access point va client tai cung mét vi tri, sau d6 di chuyén client xa dan
cho dén khi co thé phat hién dugc nguyén nhan. Hau hét cac phan
meém phia client déu cung cap kha ning khac phuc sy ¢6 bang céach
thé hién d6 manh yéu va chat lwgng cta séng doéi véi cac tan sé lién
quan.


















