Module 15
Tan Cong Trén Mang Khong Day

Nhitng No1 Dung Chinh Trong Chuong Nay

Gidi Thiéu Vé Mang Khéong Ddy

Nhitng Riii Ro Khi Sur Dung Mang Wifi
WEP, WPA Va Nhitng Ky Thudt Bé Khoa
WEP - Wired Equivalent Privacy

WPA - Wifi Protected Access

Cdc Dang Tan Céng Trén Mang Khéng Ddy



Gidi Thiéu Vé Mang Khong Day

Wireless Network hay mang khong day ma ching ta cling thuong thay thong qua thuét
ngit Wifi dd dem dén mot cudc cach mang thyc su trong van dé két ndi va truyén thong.
Nho c6 mang khong day ma ngay nay chung ta co thé vuot qua nhitng tré ngai thuong
gap phai trong mang sir dung cap truyén thong va c6 kha ning online tir bat cir noi dau.
Chinh vi vy ma trong nhitng cong ty hay t6 chirc thuong hay lap dat cac tram két nbi
khong day nhu 1a mot diém truy cap mo rong day thudn tién cho nguoi dung.

Véy mang khong day la gi ? Do la h¢ thong mang khong dya trén vat dan 1a cac day noi
hay h¢ thong cap ma sir dung céac loai song vo tuyén (RF — Radio Frequence). Hau hét
cac mang khong day duya trén tiéu chuan IEEE 802.11 nhu 802.11a, 802.11b, 802.11g,
va 802.11n.

IEEE la tén viét tit cua t6 chirc phi loi nhudn Institute of Electrical and
Electronics Engineers c6 nghia 1a Vién Cac Ky Su Dién Va bién Tu, dugc thanh
lap vao niam 1963 IEEE 1a mdt noi chuyén banh hanh cac tiéu chuan dugc g
dung rong rai trong nhiéu linh vuc cua cong nghé thong tin. Nho cac tiéu chuan
ndy ma cac hé thong phan ctmg hay phan mém co thé tuong thich va két ndi dé
dang cho dii duge san xuat boi nhitng nha cung cap khac nhau.

Nhirng cong ngh¢ nay déu ton tai mot 16 hong bao mat lon lam cho h¢ thong mang khong
day tré nén th1eu an toan hon bat ki hé thong mang nao, d6 1a do co ché phat song vo
tuyén dua trén nén tang truyén thong broadcast ma ¢ do bat clr may tinh ndo ciing c6 thé
nhan dugc tin hiéu ciia nhau, mién 1a chiing cting nim trong mot 16p mang. Bén canh do,

cong nghé ma hoa va xac thuc dya trén WEP cua céc tiéu chuén trén da dugc ching minh
1a khong an toan, c6 thé bi hacker bé khoa va xdm nhip vao hé thng trong vong 15 phat.
Vi vay to chirc Wi-fi Alliance da tao ra mot tiéu chudn nang 1a WPA (Wi-Fi Protected
Access) va sau d6 14 WPA2. Chiing ta s& thao luan vé nhitng khai niém nay trong phan
sau.

Tap chi mang seek4media da dua ra mot thong ké c6 dén 50 % cac mang Wifi trén toan
thé gi6i co kha ning bi tn cong trong vong 5 gidy. Didu nay c6 v& cuong diéu nhung néu
tinh ca nhitng mang wifi khong c6 sir dung co ché bao mat nio (thuong duge danh dau la
Unsecured) chiém dén 25 % thi ti 1& trén khong phai 1 qua cao. Nhung cho di nhitng rili
ro hay céc ti 1€ thong ké& nhu nao thi cling khong thé phu nhan dugc tinh tién lgi ma mang
Wifi mang lai. Nhu vao luc nay day, khi bién soan tai li€u nay toi cling dang st dung
mang Wifi trong quan ca phé Nhat Nguyén nhin xudng bd hdé Xuan Huong day tho mot
cua Da Lat ngan hoa. Trong khi tdn hudng nhiing tién nghi ma sy tién bo ciia cong nghé
mang lai thi t6i ¢6 nhitng mdi nguy hiém nao khi dang dung mang khong day ?

Trudc tién, day la hé thong mang dugc bao vé bang mat khau ung dung cong ngh¢
WPA2 nén cé thé an tdm phan nao, vi voi ky thuat ma hoa nay rt kho cho hacker c6 kha
ning bé khoa, tuy nhién nhitng mdi nguy hiém lai dén tir nhitng khach hang khac vi ho
cing gia nhdp cung 16p mang do d6 c6 kha ning chin bat dir liéu ma may tinh ching t6i



truyén trén mang gom tai khoan Paypal, hop thu dién tir, tai khoan quan trj trang web
www.security365.vn va bat ctr thong tin nao khong dugc ma hoa.

Va néu nhu may tinh cua t6i khong duoc cap nhat cac ban va 16i day du thi kha nang bi
tan cong va chiém quyen diéu khién tir xa 1a c6 thé xdy ra. Tuy nhién, nhirng moi nguy
trén da dugc han ché kha nhiéu vi t6i dang dung hé diéu hanh Windows 7 Ultimate c6
ban quyén day du, di duoc cdp nhat cac ban va 16i. Toi kiém tra hop thu ctia minh thong
qua mot dia chi gmail trung gian (st dung tinh ning forward tir hop thu khac vé hop thu
trung gian nay), va dia chi email trung gian t6i dang st dung cé tén la
dongduongict@gmail.com da duoc bat chirc nang bao vé 2 16p, vi vy ngay ca nhing
hacker mil den c6 danh cap dugc mat khau thi ciing khong lam gi dugc, do ho can phai
danh cap mot trong hai chiéc dién thoai dugc dung dé nhan ma xéac minh.

Google tai khoan

Nhap mé xac minh dwoc glvi dén sé dign thoai cd két thic 39 cia ban.

Nhap ma: *ac minh

MNh& may tinh nay trong vong 30 ngay.

Ban khdng nhan dwoc tin nhan van ban?
e Goi s dién thoai cd két thic 39 clia ban )
Troang mdét s4 trwdrng hep, cac cudc goi thoai cd thé hiku ich khi viec gli SMS khdng dang tin cay.
* Ban khéng co dién thoai?

Huy

Hinh 15.1 — Xac minh hai 16p trén Gmail

Mic du vay, khi t61 da dang nhép hop thu cua minh hay déng nhép vao cac trang mang xa
hoi thi vAn c6 kha ning bi hacker tin cong session hijacking dé chiém lay quyén kiém
so4t bang nhitng cong cu nhur ferret va hamster, vi vay dé an toan t6i chon Luén sir dung
https nhu hinh minh hoa sau day.



Gmail ~ Cai gat

SOAN Chung MNhan Taikhoan Béloc Chuyén tidép va POP/IMAP  Tro chuyén  Boar

H@p thwr dén Ngén ngir: Ngén ngi hién thi cho Gmail: T1éng Viét
Thw gén diu sao )
Quan trong Kich thir&e trang t6i da: Hiénthi 50 ~ cudc hoi thoai méi trang
Thw d3 gl Hién thi 250 ~ dia chilién hé méi trang
Thw nhap L. e .

Phim tat: @ Tat phim tat
Vana két nAi Tim higu thém ) Bat phim tét
Tro cl:{é:r_é N&i dung bén ngoai: @ Luén hién thi néi dung b&n ngoai (nhw hinh &

oz . B ©) Hai trée khi hién thi ndi dung bén ngoai

Tim kiém, tré chuyén he

®

im hiéu thém 80Khng sie dung https thiryng xuyén

Hinh 15.2 — Thiét 1ap st dung https trén toan bo phién truyén

Vi cac cdu hinh trén day thi t6i chi mdi bdo ddm duge sy an toan cho viéc s dung
email, con cac hé thong khac nhu ding fip hay dang nhap trang web quan tri ching ta can
sir dung mot két ndi an toan hon d6 1a VPN, c6 réat nhiéu tmg dung VPN mién phi ma
chiing ta c6 thé dung khi can thiét nhu Hot Pot Shield — mot giai phap ma chung ta thiy
quang cdo rat nhiéu trén mang khi sir dung Wifi hay mudn truy cap vao Facebook lic bi
chin. Do d6, khi can truy xuét nhitng dir liu cAn su an toan cao & mdi truong public thi
cac ban nén tng dung VPN, néu 1a VPN ctia co quan thi cang tdt, con néu khong thi phai
chon nhitng nha cung cép dich vu uy tin, dang tin cay.

Hinh 15.3 - Céc hé théng mang khong day cong cong nhu san bay, nha ga, quan ca phé

Nhirng Riii Ro Khi Sir Dung Mang Wifi

Trude day, t6 chirc an ninh mang BKIS da timg canh bao cac h¢ thong wifi & nha hay
mot sO doanh nghi¢p sir dung cac cau hinh mac dinh cho h¢ thong quan ly truy cap Wifi



14 WAP (Wireless Access Point), voi cic thong tin mic dinh nay thi hacker c6 thé dé
dang doan dugc mat khau quan tri cia WAP va thay ddi cac thong tin cAu hinh din dén
nhitng muc tiéu nguy hiém hay chin bit thong tin nhay cam cua ngudi ding théng qua
phuong phap nghe Ién. Do do, trong vai tro CEH hay chuyén gia bao mat thong tin hé
thong chung ta c¢é trach nhiém thay d6i cac cdu hinh mdc dinh nhiam nang cao tinh an
toan cho mang wifi.

Céc giai phap cho vin dé trén gdm co xac thuc ngudi diung véi WPA/WPA2 (tuyét dbi
khong st dung WEP), kiém soét viéc gia nhap hé thdng dwa trén dia chi MAC cua thiét
bi mang hay sir dung certificate cho qua trinh xac thuc, yéu cau phai gia nhap domain
méi két ndi duge vao mang wifi ...

WEP, WPA Va Nhing K§ Thuét Bé Khoa

C6 hai mo hinh xac thuc thuong dugce ing dung trong cdc moi truong mang khong day 1a
Open System va Shared Key Authentication. V&i dang Open System thi cac may tinh
client c6 thé gia nhap vao mang khong day ma khong phai trai qua qua trinh kiém tra nao.
Nhu trong hinh minh hoa bén dudi ta thiy khi ngudi dung tim ra mot hé théng mang
khong day dwa trén SSID cua ching va gdi yéu ciu két ndi dén Access Point (AP) s&
duoc hdi dap bang mot thong tin xac nhan (authentication verify frame) dia trén SSID
ma client can két ndi. Sau d6 may tinh client co thé gia nhap vao hé théng mang dé sir
dung dich vu hay truy cap internet.

Client sends an 802,11 authentication

= B frame that ¢ ins its SSID
= 1
( AP checks the client’s SSID and sends
- back an authentication verification frame 2
I -.. 5 'l_ 3 Client connects to network
i &)

Client attempting
to connect

Hinh 15.4 — X4ac thuc mang khong day véi Open System

Internet

Nguoc lai, voi md hinh Shared Key Authentication khi ngudi sir dung goi yéu cau két ndi
dén AP s& nhan duoc thong tin phan hoi 1a mot chudi ki tu thir thich voi WEP key.
Client s€ ma hoa gia tri thi thach nay va goi lai cho AP, két qua nay s& dugc AP giai ma
va so sanh néu co su trung khop (nghla 1a client nhap vao dung mat khau két nbi) thi qua
trinh xac thuc hoan tat, client két ndi vao mang thanh cong.
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Hinh 15.5 - X4c thuc mng khong day voi Shared Key Authentication

WEP - Wired Equivalent Privacy

Trong md hinh trén chung ta thdy AP sir dung WEP cho qué trinh xac thuc. Vay WEP la
gi 2 Pay la viét tit cia tir Wired Equivalent Privacy, giai phap bao mat dau tién duoc tng
dung cho mang khong day dua trén tiéu chuan 802.11 dung cho viéc mi hoa dit lidu trén
mang WLAN (Wireless LAN) ciing nhu md hoa khoa chia s& (pre-shared key) dung dé
xac thyc cac WLAn Client. WEP sir dung khéa ma héa RC4 c6 do dai 64 bit hoac 128
bit dé ma hoa dir liéu tai 16p 2 trong mé hinh OSI. Tuy nhién, trong 64 bit hay 128 bit nay
thi c6 24 bit duwgc danh cho viéc tao cac gia tri Initialization Vector (IV). Tién trinh ma
RC4 xir dung cac gia tri IV dé tao ra cac khoa chia s& chinh 1a diém yéu cua WEP va
khién cho no6 c6 kha nang bi bé gay. Cac ban co thé hinh dung gia tri cua IV dugc tao tu
su két hop 24 bit do d6 no d& bi tan cong brute-force néu nhu hacker tong hop da mot
lwong cac goi tin tir Access Point (t6i da khoang 150.000 goi tin). Trudce day viéc chd doi
dé thu thap du cac gbi tin ndy s& mat nhidu thoi gian nhung véi cac ky thudt goi cac yéu
cau gia mao dén Access Point s& gitip cho hacker c6 thé nhanh chong tong hop du dit liéu
va bé khoa WEP trong thoi gian chua day 5 phit. Mot trong nhitng cong cu thudng duoc
sir dung cho dang tin cong nay la Backtrack 5 (phién ban méi nhat hién nay) nhu video
minh hoa tai dia chi sau : http://youtu.be/AY WmlwHr5g0

Vi du hacker c6 thef: dung Cain két hop v6i Airpcap hodc nghe 1én bang Wireshark va
dung véi AirPcap dé bé khda nhu hinh minh hoa sau :

K (Untitled) - Wireshark
File Edt View Go Capture Analyze Statistics Help

Beoew oE@x"a RBesoF s EE QAL & E

Eiker: iMan.sa contains 00:12:0 * Expression... Clear Apply
Frersmsrnananssaransnnnny
Currert Wireless Interface: #00 | 802.11 Channel: 6 * | FCSFilter: All Frames ~ | Decryption Mode: Wireshark ¥ I Viireless Settings... Decryphion Keys...a
. H
No Time: Source - Destination Protocol | Info i
508 22.910070 192.168.1.11 63.236,73.139 HTTP  GET /wifi/analyzer/1171476318.hkm]1 HTTP/1.1

605 23.042623 192.168.1.11 63.236.73.139 TCP 1585 > http [ACK] Seq=546 Ack=J720 win=14800 Len=0

] D«:tyption'lfeys Management
|
|

Decryption Keys -
646 24.131037 192.168.1.11 63.236.73.139 :
651 24.222365 192.168.1.11 63.236.73.139 wireshark [ 7 | Select Decryptiontode W'

659 24.231224 192.168.1.11 63.236.73.139 | Type Key -
661 24.232742  192.168.1.11 63.236,73.139 WPAPWD. your passphwase here  your ssid ‘
666 24.337447 _ 102.168.1.11 63.236.73.130 | T ‘

Hinh 15.6 - Hinh minh hoa khoa WEP bi bé v6i WireShark va Airpcap.



Luwu y : Céc chuong trinh chuyén dung cho viéc bé khdéa mang khong day nhu
WEP do6 hoi phdi c6 nhitng card mang tuong thich, do doé khi st dung ching cac
ban nén xem qua danh sach card mang khong day dugc hd trg bo cac tmg dung
nay nhu aircrack-ng, kismac. DAy 1a danh sich cac chipset dugc hd trg :
http://www.aircrack-ng.org/doku.php?id=compatibility drivers

Do WEP 13 mot thuat todn md hoa yéu nén nd con dugc goi bang tén Weak Encryption
Protocol, tuy nhién trén cac hé thdng phan cimg cii van sit dung WEP cho nén cac router
hay modem wifi ngdy nay van phai hd trg giao thirc nay nham bao dam cho véan dé tuong
thich. Ngoai ra, d6i v6i nguoi sir dung thong thuong thi WEP va WPA khong goi 1én cho
ho ¥ nghi giao thirc ndo s& bao mat cao hon, chua ké dén WEP con 1a giao thirc dwoc xép
trén theo thir ty bang chit cai cho nén van c6 rat nhiéu lya chon cho giai phap kém bao
mat nay.

Va thir hinh dung, chiing ta 1a nha cung cdp cac diém truy cap Wifi c6 tra phi danh cho
ngudi dung, thi viée hd trg WEP 1a mot diéu bat budc vi khong biét dugc khach hang sir
dung cac hé thong phan cirng nao, vi vay ngay nay Wired Equivalent Privacy hay “Weak
Encryption Protocol” van dugc nhiéu noi sir dung.

WPA (Wifi Protected Access)

Nhim khic phyc nhirng yéu diém ciia WEP, vao nam 2003 Wi-fi Alliance da xay dung
mot giao thire moi la WPA nhu 1a giai phap thay thé cho WEP ma khong can phai c6 sy
thay d6i vé phan ctng, tuy nhién nhiing thay d6i nay chi 1a mot phin bd sung cia
802.111.

C6 hai ché duoc sir dung trong WPA 1a Personal va Enterprise nhung ché do thuong
dung 1a WPA Personal hay con goi la WPA Preshared Key (PSK). V61 WPA Personal h¢
thong sir dung mot chudi ky tu ASCII dé xéac thuc nguoi dung con WPA Enterprise st
dung hé thong xéac thuc tap trung RADIUS, néu nhu cac ban mudn trién khai hé thong
Wifi xéc thuc dua trén thong tin tai khoan cua nguoi dung trong Active Directory thi phai
su dung ché o nay. Mac du WPA Enterprise an toan va manh m€ hon so véi WPA
Personal nhung do van dé trién khai phirc tap nén trong cac hé théng thong thuong hay
ung dung WPA Personal.

WPA sir dung giao thirc TKIP dé ma hoa dir liéu va xac thyc nguoi ding (cac mdy tinh
cua nguoi s dung) cho ca hai truong hop WPA Personal va WPA Enterprise , TKIP la
viét tit ctia Temporal Key Integrity Protocol (giao thirc toan ven khoa thoi gian) c6 d6 an
toan hon RC4 rat nhidu. Dé mi hoa mot mang voi WPA Personal (hay PSK), ta cin cung
cap mdt mat khau co do dai tir 8 dén 63 ky tu. Mat khéu nay sau do6 sé duoc Kkét hop voi
SSID thong qua thuat toan TKIP dé tao cdc khoa md hoa duy nhét cho timg may tram
khong day. Cac khoa da dugc ma hod nay dugc thay d6i thudng xuyén giup loai bo cac
diém nhay cam ma WEP mang lai.



Dén nim 2004, Wi-Fi Alliance dd cong bd diy du tiéu chuan IEEE 802.11i vdi co ché
xac thuc WPA2 nhu mot so mé rong cia WPA nhung su dung giao thirc ma hoa nang
cao AES, day 1a mét giao thire duge xem nhu 13 “khong thé bi bé khoa”, WPA2 c6 thé su
dung két hop TKIP hay AES trong ché d6 mixed mode security cho qué trinh ma hoa di
lidu. Ca& WPA Personal va WPA2 Personal st dung mot chudi chia s& trudc goi la
passphare dé xac thirc WLAn Client, con WPA Enterprise va WPA2 Enterprise xac thuc
WLAN client qua may chu RADIUS sir dung chudn 802.1X/Extensible Authenti-cation
Protocol (EAP).

Béang Cac Tiéu Chan 802.11 Va Giai Phap WPA Cung Diém Yéu

Mi Hoa Co Ché Xac Thuc | Diém yéu
Original IEEE WEP WEP Piém yéu cua IV
802.11 standard lam cho WEP dé bi
bé khoa. Ngoai ra,
chi c¢6 mot khoa
ding cho tat ca cac
WLAN client
WPA TKIP Passphrase hay | Passphrase hay pre-
RADIUS shared key yéu co
(802.1x/EAP) thé bi tdn cong va bé
khoa theo dang do
tir dién.

WPA2 AES (c6 thé st dung | Passphrase hay | Passphrase hay pre-
TKIP trong mixed | RADIUS shared key yéu co
mode) (802.1x/EAP) thé bi tdn cong va bé

khoa theo dang do
tir dién.

IEEE 802.111 AES (c6 thé st dung | Passphrase hay | Passphrase hay pre-
TKIP trong mixed | RADIUS shared key yéu c6
mode) (802.1x/EAP) thé bi tdn cong va bé

khoa theo dang do
tir dién.

Céac Dang Tan Cong Trén Mang Khong Day

Hinh thirc tan cong thong dung trén cac mang khong day (WLAN) la eavesdropping hay
sniffing, mgt hinh thirc nghe 1én va danh cap thong tin rat dé tlen hanh trén cac hé thong
Access Point dugc c4u hinh mic dinh vi cac goi tin s& dugc truyén theo cach thirc khong
an toan voi co ché truyén broadcast ma khong c6 bién phap md hoa nao. Do d6 nhing
mat khiu va tai khoan ctia ngudi dung trong cac giao thirc nhu FTP, POP3, SMTP dé
dang bi hacker dénh cap.

Cac mang WLAN duoc xac dinh thong qua tén cua chung la SSID, tén nay dugc goi dudi
dang khong ma hoa trong céc goi tin beacon, do doé hacker sé de¢ dang phat hién dugc tén




nhitng hé thdng mang WLAN. Mic du hau hét cac AP c6 kha ning cau hinh dé 4n céac
SSID nham han ché sy tan cong nhung day khong hin 1a mot chirc ning dem dén sy an
toan cao, vi c¢o kha nhidu cong cu c¢6 thé phat hién ra cac SSID thong qua nhing géi tin
khic ma chung bat dugc trén mang. Sau dy 1a mot s6 hinh thirc tn cong thong dung
khéac ma céc hacker thuong sir dung.

AP masquerading hay spoofing : Trong tinh hudng nay cac hacker gia mao lam mdt tram
phat song véi thong tin ciu hinh giéng nhu cic AP hop 18, néu nguoi dung két ndi den
cac AP spoofing nay thi thong tin cta ho s& hoan toan chuyén dén cho nhirng ké tan
cong. Trén cac hé thong may tinh MAC ngay nay c6 chic nang cho phép mot may chia
s& két ni véi nhung hé théng MAC khac, diéu nay ciing c6 thé bi cac hacker loi dung dé
tao ra cac AP gia mao.

MAC spoofing 1a hinh thirc tan cong giai mao dia chi MAC dé vuot qua sy kiém soét &
muc vat Iy cia Access Point (AP). Vi du khi AP xac thuc cdc mdy tinh dya trén dia chi
vat Iy cuia card mang thi hacker s€ 4p dung hinh thirc giad mao nay.

Denial of Service : Tan cong tir chdi dich vu khong loai trir dbi voi bat ki hé théng hay
dich vu nao, va cac mang Wi-fi cling vay. Mot trong nhiing déc trimg cua hé thong mang
khong day 1a ¢ tan sb song gan véi cac dii song cua thiét bi viba va cac thiét bj cam tay
khéc, va hacker c6 thé tan dung diéu nay dé lam nhidu loan méi truong ctia mang khong
day lam cho chung khong hoat dong dugc. Ngoai ra, co nhiéu cong cu ¢ kha ning goi
nhiéu yéu cau xac thyc dén AP lam cho cac may tinh hop 1& khac khong thé gia nhap
hodc tham chi lam té liét toan bd AP dé hacker dung mot hé thong gial mao nhu AP
masquerading hay spoofing da trinh bay ¢ phan trén v&i muyc tiéu danh cip thong tin cua
nguoi dung.

Tong Két

Nhu vdy, qua chuong nay ching ta dé tim hiéu vé& cic hé théng mang khong day va
nhitng diém nhay cam cia chung. Dé bao dam an toan cho cac tram phat song Access
Point ciing nhur moi truong mang khong day cac ban can Iuu ¥ nhitng diém sau day

- Str dung co ché loc dia chi MAC dbi voi cac WLAN néu kha thi.

- Ap dung WPA / WPA2 hay 802.11i cho cic mang khong day.

- Ddi véi cac dir lidu quan trong can c6 mot kénh truyén thong an toan chung ta
nén sir dung cac co ché mi hoa tai 16p 3 trong mo hinh OSI (network layer) nhu
IPSEC, SSL VPN.

- Bdo v€ chit ché cho dir liéu mat nhu tai khoan quan tri, tai khoan mail thong qua
cac phuong phap mi hoa tai tang ing dung nhu HTTPS, FTP/SSL (FTP), Secure
Shell (SSH).

- Va, tuyét ddi khong sir dung WEP. Do d6, can nang cép cac hé thong phan cling
hay may tinh xach tay sir dung cong nghé cii dé dua toan by hé thdng mang khong
day vao hoat dong & muc an toan cao hon, ng dung nhiing phuong phap bao vé¢
tai Layer 2 nhu WPA/ WPA2, 802.111
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