Bai giang: Truyén sb liéu Chuong 9: Phat hién va stra 16

CHU'ONG 9:
PHAT HIEN VA SUA LOI

Viéc phat hién va sira 16i dugc thiét 1ap o 16p két ndi dir liéu hodc 16p van chuyén
trong mo hinh OSIL.

9.1 CAC DANG LOI

C6 2 dang 15i: LSi mét bit va 15i nhiéu bit (burst)

| Errors I

| Single-bit I | burst I

+ L8i mét bit: Chi c6 mot bit bi sai trong mét don vi dir liéu (byte, ky tw, don vi dir
liéu, hay goi)
Vi du: thay d6i tir 1 > 0 hodc tr 0 > 1.

00000010 (STX: start of text) khi bi sai 1 bit dit liéu nhan dugc 00007010 (LF: line
feed)

0 thay déi thanh 1

[oJoJoJoJtJoJt]ok——roo0JoJoJoJoJoJt]oO]

nhan goi
Léi mét bit it xudt hién trong phwong thirc truyén néi tiép. Thuong xudt hién trong
truyén song song.
+ Ldi bét: ¢6 hai hodc nhiéu bit sai trong don vi dir li¢u.
Nhiéu bét khong c6 nghia la cdc bit bi 16i lién tuc, chiéu dai ciia bét tinh tir bit sai dau

tién cho dén bit sai cudi. Mét sé bit bén trong bét co thé khong bi sai.

Length of burst
error (5 bits)

Sent Hinh 3

[o T 1+ To o J o] 1 JToTo o [ 1+ JToJoJoJol] 11T 1]
Bits corrupted by burst error

LoJ 1t JTofl + T+ +JTofJ 1o 1fofJofJofJol1]¢1]

Received

Hinh 9.1

Nhiéu bét thuong xudt hién trong truyén néi tiép.
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9.2 PHAT HIEN LOI

+ Ma thira (Redundancy)

Data
| 101000000001010101010 |

Checking Hinh 4 Generating

function function

l

Redundancy check

A

Receiver Data & redundancy check Sender

101000000001010101010 (1011101 |

e Y twong thém cdc thong tin phu vao trong bdn tin chi nham muc dich giip
kiém tra loi.

o Ma thira sé dwoc loai bo sau khi da xdc dinh xong d¢ chinh xdc cua quda trinh
truyén.

C6 bdn dang kiém tra 18i co ban ding ma thira trong truyén dit liéu:

e VRC (vertical redundancy check): kiém tra tinh chin 1¢ cua téng bit ‘1° trong mot
don vi dir liéu.

e LRC (longitudinal redundancy check): kiém tra tinh chén 1& cua tong cac bit <1’
trong mot khoi.

e CRC (cyclic redundancy check) : kiém tra chu ky du.
e Checksum: kiém tra tong.

Ba dang dau, VRC, LRC, va CRC thuong duoc thiét 1ap trong 16p vat Iy dé dung trong
16p két noi dir lieu. Dang checksum thuong dugc dung trong cac 16p trén.

| Detection methods I

[ vve | [ wrc ] [ crc | [ Checksum ||

9.3 VRC (kiém tra parity (chan/lé)
Thém mét bit (0 hodic 1) vao don vi dit liéu sao cho téong sé bit ‘1’ la mot sé chén.

Pic diém: Mot bit thira (bit parlty) duoc gan thém Vao cac don vi dit liéu sao cho tong
sd bit “1” trong don vi dif liéu (bao gom bit parity) 1a mot sé chan (even).

e Gia st ta mudn truyén don vi dit liéu nhi phan 1100001 [ASCII 1a a (97)];
1100011 [ASCII 14 ¢ (99)];

e Ta thiy tong sb bit 1 1a 3 (a), tirc 1a mot s6 1&; téng sb bit 1 1a 4 (c), tirc 12 mot sd
chan.

e Trudc khi truyén, ta cho don vi dir liéu qua bo tao bit parity, dé gin thém vao don
vi dir liéu mot bit, lam tong so0 bit 1 14 so chan.
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o Hé théng truyén dit lidu v6i parity bit ndy vao dudng truyén: 11000017,
11000110

e Thiét bi thu, sau khi nhan s& dua don vi dit liéu sang ham kiém tra parity chin.

e Néu dir liéu nhan duoc c6 tong sd bit 1 13 s6 chan thi chap nhan.

e Néu dir liéu nhan dugc c6 téng sb bit 1 13 s6 1¢ thi loai toan don vi dit liéu.

1100001 | Data

Checking function .
1100001 Even-parlty

Is total number of 1s even? N generator
- Hinh 6
Receiver
VRC
Sender
Hinh 9.2

+ Mach tao bit Parity chin (VRC):
Vi du: Mach tao bit VRC ctia mot dix liéu 7 bit: 1100001

iDﬁD?D?D?D?D

d5
dé

+ Mach kiém tra bit Parity chin (VRC):

o

[l [®)[e]

Vi du: Mach kiém tra VRC ctia mot dix liéu 8 bit: 11000011 .

d4
d5
d6

Néu E=1 dir liéu sai, E=0 dit liéu ding.
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) >° DOF)DQPDQPD?D?DO ? |

LED

[allalle)[=][e]

N
\-
o

Vidu1:

Gia st ta mudn truyén tir “world” trong ma ASCIIL, nim ky tu nay duoc mi hoa nhu
sau:

<4mmmmmmmme 1110111 1101111 1110010 1101100 1100100
w o r I d

Bén ky tu dau co sb bit mot 1a chin, nén co bit parity 1a 0, con ky tu cudi c6 sb bit 1 1a
1€ nén c6 bit parity 1a 1 (cac bit parity dugc gach dudi)

S 11101119 1101111Q 1110010Q 11011009 11001004

Vidu 2:
Gia su ky tu tao dugc tir Vi du 1 dugc may thu nhan dugc nhu sau:
— i 10r1m  A1eaa11m A1aco1em  11oiicem  1iooieod
May thu dém sb bit 1 va nhan ra c6 sb bit mot 1a chin va 1¢, phat hién c6 15i, nén loai
ban tin va yéu cau goi lai.
+ Hiéu nang:
e VRC cé thé phdt hién 16i 1 bit.

e Dong thoi ciing c¢é thé phdt hién cdc 16i bét ma tong soé bit sai la sé 1é (1, 3, 5,
vV....)

Vidu:
1000111011,

- Néu c6 ba bit thay ddi thi két qua s& 1a 1¢ va mdy thu phat hién ra duoc:
17/7111011: 9 0/100111011:7

- Trudng hop hai bit bj 16i: 1770111011:8  1700011011:6  1000011010:4
May thu khong phat hién duoc ra 18i va chdp nhan.
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9.4 LRC
LRCKiém tra mdt khdi bit. Khoi bit dugc sap xép thanh bang (hang va cot).
+Tao LRC:
Vi du: Goi mot khéi co 32 bit
- Sap xép dir liéu thanh 4 hang va 8 cot.
- Tim bit VRC cho mdi cot
- Tao mot hang méi gdm 8 bit, d6 1a LRC

- G6i kém LRC vao cudi dir li¢u.

Original data
11100111 11011101 00111001 10101001
»| 11100111
»| 11011101
»| 00111001
»| 10101001
Hinh 7 LRC — 10101010

v

<—— 11100111 11011101 00111001 10101001 10101010
Original data plus LRC

+Kiém tra LRC

Vi du: Thu mét khéi c6 40 bit
- Sap xép dit liéu nhan dwoc thanh 5 hang va 8 cot (gidng bén phat).
- Tim bit VRC cho mdi c¢ot, néu VRC bang 1 thi dir liéu bj sai.
- Néu VRC cua mdi cot bang 0 thi dir liéu dung.

- Néu LRC bén thu 1a zér6 thi dit liéu dung. Nguoc lai dir liéu bi sai.

D{ liéu nhan
11100111 11011101 00111001 10101001 10101010 | =
»| 11100111
»{ 11011101
»1 00111001
» 10101001
10101010 |age
LRC ——3 00000000
Bén
thu 5 lidn A
< D@ liéu dung
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Dir li€u nhan bi
sai 2 bit
00100111 11011101 00111001 10101001 10101010 E—

VRC hang

00100111} O
11or1101| 0
00111001) O
10101001 O
10101010] O
LRC ey 11300000

Bén

thu

lVVV

Dir liéu bi sai

Dt liéu nhan bi
saj 1 bit
01100111 11011101 00111001 10101001 10101010

VRC hang

01100111
11011101
00111001
10101001
10101010

LRC ey 1 0100000

lVVV

;OOO—

Dir liéu bi sai,
phat hién vi tri
sai
Dir liéu nhén bi
sai 4 bit
\ 01100110 01011100 00111001 10101001 10101q10

01100110
01011100
00111001
10101001
10101010] -~
OOiOOOOO

—
2 =
S
l YVVYVY

thy D liéu bj sai,
khong phat hién
duoc
Vidu 3:
Gia str khéi bit truyén di la:

4mmmmmme 10101001 00111001 11011101 11100111 10101010
(LRC)

Tuy nhién, c6 nhidu bét do dai tam bit xuat hién, lam mot s bit bi 15i:

TEEEEENNS 10100011 100010071 11011101 11100111 10101010
(LRC)
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Khi may thu kiém tra LRC, mét sb bit khong theo diing parity chin va toan khéi bi loai
(cac gia tri sai dugc in dam)

<mmmmmme 10100011 10001001 11011101 11100111 10101010
(LRC)

+ Hiéu nang:
- LCR cho phép phat hién 16i bét.

- Khi hai (s6 chiin) bit ciing sai & cac vi tri giéng nhau trong mét don vi dir
liéu thi LRC khong phat hién duge.

Thi duy, hai don vi dit liéu: 11110000 va 11000011. Néu bit ddu va bit cudi cta hai don
vi déu bit 18i, ttrc 1a dir liéu nhan dugc 1a 01110007 va 01000010 thi LCR khong thé phat
hién duoc 16i.

9.5 CRC (CYCLIC REDUNDANCY CHECK):

+ So' d0 khéi ciia Bén phat va Bén thu ciia phuwong phap CRC:

e Divisor: sb chia (da thuc sinh), c6 s6 bit 14 n+1; Dit kién cho trude, giéng nhau ¢ bén
phat va bén thu.

e CRC: sb du cua phép chia bén phat, co s bit 12 n.

e Remainder: s6 du phép chia bén thu. Néu s6 du nay zérdé >dir liéu thu khong bi sai,
nguoc lai dit li€u thu bi sai.

e Data: Dit liéu can ma ho4 16i CRC.

Hinh 8

n bits

«—] Data | CRC |a— n + 1 bits
Remainder
Zero, accept bi
Nonzero, reject n bits
Receiver Sender
Bén thu Bén phat
m bits n + 1bits m bits n + 1 bits
[ Data [ CRC] S6 chia [ Dam  J00.0] | [ Séchia]

n bits n bits

Thuwong sb Thwong sé
n bits n bits

Sé dw

Sé dw bang zéré thi di¥ liéu thu
dung, ngwoc lai di¥ liéu bi sai

Céc bit thira trong dang ma hoa CRC c6 dugc bang cach chia don vi dit liéu véi mot sb
chia (divisor) cho trudc va du s6 la CRC. Yéu cau doi véi CRC gom hai yéu to:

e C6 sb bit nho hon sb bit bd chia mot bit.

e Dugc gin vao cuoi chuoi dir licu
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+Cac buéc tim CRC:

* Thém n bit ‘0’ vao don vi dit liéu, sd n nay nhd hon mdt so véi (n+1) bit cia bd
chia (divisor).

= Dit liéu m&i nay dugc chia cho sé chia ding phép chia nhi phan. Két qua c6
duoc chinh 1a CRC.

= CRC véi n bit ctia budc hai thay thé cac bit 0 gin & cudi don vi dit liéu (CRC c¢6
thé chtra toan bit ‘0”).

+Tai may thu:

e Pon vi dir liéu dén may thu v6i phan dau 1a dir liéu, tiép dén 1a CRC. May thu
xem toan chudi nay 1a mot don vi va dem chia chudi cho cung s6 chia da duogc
dung tao CRC.

o Khi chudi dit ligu dén may thu khong 13i, thi b kiém tra CRC c6 s6 du 1a 0 va
chép nhén don vi dit liéu nay.

e Khi chudi bi thay dbi trong qua trinh truyén, thi s6 du s& khac khong va bo thu
khong chap nhén don vi nay.

9.5.1 B¢ tao CRC

Bo CRC dung phép chia modulo—2. Trong budc dau, bd chia bdn bit duoc trir di. Mdi
bit trong bd chia dugc trir véi cac bit tuong ing ma khong anh hudng dén bit ké ti€p. Trong
Vi du nay, bg chia 1101, dugc trtr tir bon bit cta s6 bi chia 100, cd duge 100 (bit 0 dau bi bd
qua).

Budc ké tiép, 14y 1000 — 1101, thuc hién twong tw nhu phép chia.

Trong qua trinh nay, bd chia ludn bat diu véi bit 1; va hé thong thwe hién phép
chia theo cach trir nhi phan khong ¢ s6 nhé (thc 13 0-0=0;1-1=0;0-1=1;1-0
=1).

100100000]:1101=111101

( Thuongsé ) D lidu cdng cac bit ‘0. S4 bit '0' nhé
hon sé bit bd chia 1 bit.

1101)1001
11 0 1

1.0 O
1.1 0
0
1

~o4—oO
~o¢—o©
YO E— 1)
o
o

a
aa|loAa
o=

o
-
-
o

N
N
[eNe)
0

Hinh 9.3
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Vi du: Cho mot dit liéu X: 100100, dugc ma hoéa 15i theo dang CRC véi s6 chia (da
thirc sinh) c6 dang 1101.

a. Tim CRC.

b. Tim chudi dir liéu phat.

c. Gid su may thu nhan 2 chudi dir liff:u Y: 100100001 va Z: 111100001; Hay cho
biet chuoi dir liéu nao dung va chuoi dir liéu nao sai? Giai thich.
Giai
a. Tim CRC;

S6 bit cua s6 chia 1a 4, suy ra n = 4-1=3, thém vao dir li¢u 3 bit ‘0’

10010000‘1101
I 1 0 1 ‘111101
0 1 0 0 O

I 1 0 1

01 01 O

I 1 0 1

01 1 1 O

I 1 0 1

Vay CRC la 001
b. Tim chudi dit liéu phat theo dang CRC

I 0 0 1 0 0 0 O 1

c. Gia sir may thu nhan 2 chudi dir liéu Y: 100100001; Z: 111100001; Hay cho
biét chudi dit liéu ndo ding va chudi dir liéu nao sai.

+ Dt liéu Y: 100100001
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1

0

S6 du bén thu 1 Zér6 = Dit lidu Y ding.

+ Dt liéu Z: 111100001;

1

0

S6 du bén thu 13 111#28r6 > dit liéu Z sai.

1

0

0

1
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9.5.2 Bj kiém tra CRC

B nay hoat dong gidng hét nhu bd phat. Sau khi nhan dwoc giira liéu c¢6 gin thém phan
CRC, mach thuc hi¢n lai phép chia modulo — 2. Néu két qua la 0, cit bo phén CRC va nhan
dr liéu; nguoc lai thi loai bo dir 1iéu va yéu cau goi lai. Gia su 1a khong co 161, dur 86 14 0 va
dir liéu dugc chip nhan.

( Data plus CRC received )

1110 1 /

1
1101)1001
1

100
110
. 1.0 1
Hinh 10 110
0
1

1
110

_‘
o
N

-~ 0oe¢—oO

0[O0 0 1
1

When the leftmost bit of the 01 1 g

remainder is zero, we must use 0 00O

0000 instead of the original divisor - v
11 0 1
11 0 1

Hinh 9.4

9.5. 3 Cac da thue:

Bo tao CRC (bo chia) thudng khong chi 1a chudi cac bit 1 va 0, nhung tao ra tir da thirc
dai s0. Cac da thirc nay tién loi vi hai 1y do: Ching thudng ngan va thuong dugc dung dé
chirng minh cac y niém toan hoc trong qua trinh CRC.

Pa thirc cua b chia:

Y (ky sb. x'); v6i i 12 vi tri ciia Ky s6, i= 0+ n; bd chia cé n+1 bit.

| X+ +x+x+1 |Hinh11

Quan h¢ gitra chudi da thtrc vdi bi€u dien nhi phan dugc minh hoa ¢ hinh sau:

Polynomial
<x7+x5+x2+x+1>
| \
x° x\4 x\3 Hinh 12
SRR T VI VI VI VI B
1 0 1 0 0 1 1 1
Divisor

Mot da thire sinh cua bo chia can duoc chon theo cac dic tinh sau:

- Khéng dwoc chia hét cho thirc x
- Chia ding cho da thtrc (x + 1)
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Diéu kién diu nham bao dam 1a tit ca cac nhiéu bét co do dai béng bac cua da thirc sinh
deu duogc phat hién. bicu ki¢n thir hai bao dam la tat ca cac nhiéu bét anh hudng 1én thr tu bit
1¢ duoc phat hién.

Vidu 4:

R rang 1a ta khong thé chon x (s nhi phan 10) hay x* + x (s6 nhi phan 110) lam da
thire dugc vi chung chia hét cho x. Tuy nhién, ta c6 thé chon x+1 (twong tng 11) do khéng
chia hét cho x, ma chia hét cho (x+1), ciing nhu ta ¢ thé chon x> + 1 (sé nhi phan 101) do
chia hét cho (x+1).

Céac da thirc chuan dung trong bd chia CRC dugc minh hoa trong hinh 13. Cac s6 12,
16, va 32 c6 lién quan dén kich thudc cuia du s6 CRC. B chia CRC tuong uing 1a 13, 17 va 33
bit.

CRC-12 CRC-16 CRC-ITU-T
|x”+x"+x3+x+1| | X+ xS+ x4+ 1 | | X+ x2+x5+1 |

Hinh 13
CRC-32
| x4 xBTS P+ ] |

Hinh 9.5

Hi¢u nang:

CRC la phuong phéap phat hién 15i rat hiéu qua néu bo chia dugc chon theo cac luét vira
néu do:

a. CRC c6 thé phat hién tat ca cac nhiéu bét anh huong 1én cac bit cé th tu 1€.
CRC c6 thé phat hién cac nhicu bét c6 do dai bé hon hay bang bac cia da thuec.

c. CRC c6 thé phat hién véi xac suat cao cac nhicu bét c6 do dai 16n hon bac cua
da thirc.

Vidu5:

CRC — 12 (x"*+x'4x*+x+1) ¢ bac 12, c6 thé phat hién tit ca cac nhidu bét anh huong
1én cac bit 1¢, va ciing co6 thé phat hién tat ca cac nhiéu bét c6 do dai 16n hon hay bang 12, va
phét hién dén 99,97% cac nhiéu bét c6 do dai 16n hon 12 hay dai hon nira.

9.6 CHECKSUM

Phuong phap phat hién 16i & 16p cao hon va giéng nhu cac phuong phap VRC, LRC, va
CRC thi phuong phap nay ciing dya trén yéu to thira (redundancy).

9.6.1 B¢ tao Checksum:
Bén phat thue hién cac buwéc nhu sau:

e BO§ tao checksum sé€ chia cac don vi dir li€u thanh k ph?m, mdi phﬁn n bit
(thuong 1a 8, 16).

e (Cdc phan doan nay dugc cong lai.

o Ly bu 1 cua két qua cong. Gia tri nay duoc gan vao dudi cua dir liéu gdc va
duoc goi la truong checksum.(Phép bu 1: 0=>1; 120)

e Chhecksum duoc truyén cung voi dit lidu.

Bién dich: Nguyén Viét Hung Trang 146



Bai giang: Truyén sb liéu Chuong 9: Phat hién va stra 16

Thu Phat
Section 1 Section 1
Section 2 Section 2
--------------- Hinh 14
Check sum Check sum [ All0s
Section k | n bits B | Section k
R Check sum
Tong Packet Cong
____|_Layba Ly bu
Néu ket qla la 0 thi div
liéu dung, ngworc lai bi
sai = >
| Ketqua Check sum

Vi du 6: Cho mot khéi dir liéu c¢6 16 bit: 10101001 00111001. M3 hoa 15i chudi dit lidu
trén dung phuwong phéap checksum 8 bit. Tim checksum va chudi dit liéu phat.

Giai: Chia dir liéu thanh 2 phan, mdi phan 8 bit

+ 10101001

00111001

T('x)ng 11100010
Lay bu 1 00011101

Chub dir liéu phat
-<¢— 10101001 00111001 00011101
Checksum

9.6.2 Bj kiém tra Checksum:
May thu thue hién cac buwéc nhw sau:

e B0 kiém tra checksum sé& chia cac don vi dit liéu thanh k phén mdi phén n bit
(giong nhu bén phat).

e Cong cac phan trén, dugc tong (Sum).
e Liybu 1 cia tong.
e 4 éukét qua lay bu 13 zérd thi dit liéu thu khong bi sai, nguoc lai dit liéu bi sai.

Vi du 7: Gia st may thu nhan duoc chudi bit dugc mi hoa 16i dang checksum. Dir liéu
nay diung hay sai?

~¢— 10101001 00111001 00011101

Checksum
Giai: Chia dir liéu thanh 3 phan, mdi phan 8 bit
10101001
+ 00111001
00011101
Tdng 11111111
Bu 1 00000000 Di¥ liéu thu khéng bi sai
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Vi du 8: Gia su may thu nhan dugc chubi bit dugc ma hoa 16i dang checksum. Dt li¢u
nay dung hay sai?

10101111 11111001 00011101
Giai: Chia dit liéu thanh 3 phan, mdi phan 8 bit

10101111
+ 11111001

_ 00011101 _
Két qua 1 11000101
nh& I
téng 11000110
Bu 1 00111001 D liéu thu bj sai

Bul cua téng khac z€éro nén dir li€u thu bi sai
Vi du 9: sai 2 bit 0, 1 ctia 2 phan doan c6 vi tri giéng nhau.

i — 10101001 00111101 00011001
Checksum

-— 10101001 00111001 00011101

Checksum

10101001 _
00111101 SAa|
00011001 khéng
—————— phat
Téng 11111111 hién
Bu 1 00000000 duwoc

Hi€u nang:

Checksum phat hién dwoe tat ca cac 18i bit 1é ciing nhuw hau hét cac bit chin. Tuy
nhién, néu mot hay nhiéu bit trong phan doan bi hong va bit twong tmg hay bit c6 gia trj dao
trong phan doan tht hai ciing bi 18i, thi khi 1iy tong, khong nhédn ra thay doi va may thu
khong phat hién 18i duoc. a éu bit cudi trong mot phan doan 1a 0 va bi d6i thanh 1 khi truyén,
thi ta khong thé phat hién ra 151 néu bit 1 cudi ctia phan doan thtr hai ciing chuyén thanh 0.

9.7 SUA LOI
Cé hai cach sira 161 1a:
e Khi phat hién mét 151, may thu phai yéu cau may phat truyén lai di liéu.
e May thu dung cdc ma stra 151, dé sira tu dong mot s6 16i.

Céc ma stra 11, thu’O’ng rat phirc tap hon so véi ma phat hién 18i va can nhiéu bit du. S&
bit can thiét dé stra 16i nhiéu bit thuong rat 1on va khong phai lac nao ciing hiéu qua. Thong
thuong hau hét cac phuong phép stra 18i déu giéi han & mot, hai hoic ba bit.

Trong tai liéu nay chi dé cip dén phuong phap phat hién sai 1 bit (xac dinh vi tri sai) va
sua sai. Do vay d€ su sai mot bit, ta phdi biét dugc bit nao bi sai. a hu thé, ta phai dinh vi
duogc bit sai nay.
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Vi du khi cén sira 16i mot bit trong bang ma ASCII, ma stra 161 phai xé4c dinh bit nao bi
thay ddi trong 7 bit. Trudng hop nay, can phan biét duge giita 8 trang thai khac nhau: khong
161, 161 & vi tri 1, 161 & vi tri 2, va tiép tuc cho dén vi tri 7. & hu thé can thiét phai c6 du sb bit
du dé biéu dién duoc 8 trang thai nay.

Pau tién, ta nhan thiy 1a voi 3 bit 13 di do c¢6 thé biéu dién duoc tam trang thai (tir 000
dén 111) va nhu thé thi c6 thé chi ra dugc tam kha niang khac nhau. Tuy nhién, viéc gi xay ra
néu 13i lai roi vao cac bit du nay? Bay bit trong ky tw ASCII cong véi 3 bit du sé& tao ra 10 bit.
Vi ba bit 1a du, tuy nhién can c6 thém cac bit phy cho tat ca cac tinh hudng c6 thé xay ra.

9.7.1 Cac bit dw

Pé tinh sb bit du (r) cin c6 dé c6 thé sira 161 mot sb bit dit liéu (m), ta cn tim ra quan hé
gitta m va r. Trong hinh sau cho thay m bit dit li€u va r bit du. P9 dai ctia ma c¢6 dugc la m+r.

Redundancy

Hinh 16 (1) bits

Data (m) bits

Total m + r bits

4 éu tong s cac bit trong mot don vi dugc truyén di 14 m+r, thi 7 phai c6 kha nang chi
ra it nhat m+r+1 trang thai khac nhau. Trong d6, mdt trang thai la khong co6 161 va m+r trang
thai chi thi vi tri cua 161 trong moi vi tri m+r.

Diéu do, tic 1a m+r+1 trang thai phai dugc r bit phat hién ra dugc; va r bit co ché chi
dugc 2" trang thai khac nhau. a hu thé, 2" phai 16n hon hay bang m+r+1:

2" >m+r+l.
Gié tri cua r c6 thé duogc xéac dinh tir cach gén vao trong gia tri cua m (chiéu dai ban dau
cua don vi dir li€u can goi di).
Thi du, néu gia tri ctia m 1a 7 (truong hop 7 bit ciia ma ASCII), thi gia tri bé nhat cua r
can théa man phuong trinh 1a 4:
2" >7+r+1 ; chon r=4
2! >7+4+1.

Béng B.1 cho thay mot s6 kha ning ctia céc gia tri m va r tuong ung.

S6 lugng bit | S6 luong | Tong sd
dix liéu (m) bit du (7) bit
(m+r)

1 2 3

2 3 5

3 3 6

4 3 7

5 4 9

6 4 10

7 4 11
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Ma Hamming

Ta dd xem xét s6 luong bit can thiét dé phil toan bo trang thai bit 16i c¢6 thé c6 khi
truyén. a hung di€u con lai l1a phai xtr Iy nhu thé nao dé biét dugc tran thai dang xuat hi¢n?
R.W.Hamming cung cap mot gidi phap thuc tién.

Pinh vi cua cac bit dw

Mi Hamming c6 thé dugc ap dung vao don vi dit liéu c6 chiéu dai bat ky dung quan hé
gitra dir liéu va cac bit du da dugc khao sat trude day.

Thi du, ma 7 bit ASCII can ¢6 4 bit du duoc thém vao phan cudi don vi dir liéu hay
phan bd vao bén trong cac bit géc. Céc bit nay dugce dat & cac vi tri 1, 2,4 .,8,.... (2"). Ta goi
cac bit nay lan luot la vy, 1), 74 va rs.

1 10 9 8 7 6 5 4 3 2 1
LelofalrJofafJoalr[alr]r]
s (Redundancy bits )

Trong ma Hamming, mdi bit r 1a bit VRC ctia mét to6 hop cac bit dir liéu; r; 12 bit
VRC ctia mét to hop bit; 7, 1a mot bit trong mot to hop bit khac va cur thé tiép tuc. T6 hop
dugc dung dé tinh toan mdi gia tri trong bon bit 7 ndy trong chudi bay bit dwoc tinh toan nhur
sau:

rp(bit1),3,5,7,9,11; téng s6 bit 1 1a mot s6 chin
r2 (bit 2), 3, 6,7, 10, 11 ; tong sb bit 1 1a mot sb chin
r4 (bit4), 5, 6, 7 ; tong s6 bit 1 1a mot s6 chin

r8 (bit 8),9, 10, 11 ; tong sb bit 1 1a mot sé chan

MBdi bit dir liéu c6 thé tinh dén trong nhiéu hon mét 1an tinh VRC. Thi du, trong chudi
trén, moi bit dit liéu goc dugc tinh dén trong it nhat hai tap, trong khi  chi dugc tinh mét lan.

D¢ tim cac mau trong chién luoc tinh toan nay, hay xem cach biéu dién ctia mdi vit tri
bit. Bit ; dugc tinh dung tit ca cac vi tri bit co cach biéu dién nhi phan c¢6 1 trong vi tri tin
cung bén phai. Bit r, dugc tinh dung tat ca cac vi tri bit c6 cach biéu dién nhi phan co 1 trong
vi trf thir hai bén phai va tiép tuc nhu vé trong hinh 18.

r1 will take care of
Hinh 18 these bits

1011 1001 0111 0101 0011 0001
1" 9 7 5 3 1

[elefalufafafalufafen]n]

r, will take care of
these bits

1011 1001 0111 0110 0011 0001
1" 10 7 6 3 2

[ofefafwfofafafuleeu]n]

14 will take care of
these bits

0111 0110 0101 0100
7 6 5 4

[efefafulafafofulafuln]
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rg will take care of
these bits
1011 1010 1001 1000
1" 10 9 8

[efefefnfafafalufe]ufn]

Hinh 9.6

9.7.2 Cac bit dw
Vi du: Cho mét dix liéu 1001101, tim chudi dit liéu dugc ma hoa dang Hamming.
Giai:
e Xac dinh s6 bit du: s6 bit cia dit ligu 1a m=7;
Suy ra s bit du r theo bat dang thic: 2 >m+r+1
m=722">7+r+1; chonr=4

¢ Tinh toan cac gia trir:

Hinh19 l
Data | 1] 0 o | L1l 1] off L1 ] | |
11 10 9 8 7 6 5 4 3 2 1
| | | | | |
Addings [ 1] o[ o] | HENEEN 9|| L I
11 10 9 8 7 6 5 4 3 2 1
| | |
Addings [ 1] o[ o] L] 1] o Lt o [ 1 ]
11 10 9 8 7 6 5 4 3 2 1
waing s [T 0 [ o] J T T ol o - o T ]
11 10 9 8 7 6 5 4 3 2 1
|
Addings [ 1| o] of[ 1+ |l 1 [ 1] o]l o || 1] o | 1 |
1110 9 8 7 6 5 4 3 2 1

Code: 10011100101

Hinh 9.7

Budc dau tién, ta dat mdi bit ctia ky tw gdc vao vi tri thich hop trong don vi 11 bit.
Trong budc ké tiép, ta tinh cac parity chin véi nhiéu td hop bit khac nhau. Gia tri parity cua
mdi t6 hop 14 gi tri bit » trong tng.Thi du, gia tri ciia r; duoc tinh dé cung cip parity chin
cho t6 hop cac bit 3,5, 7, 9 va 11. Gia tri ca r, dugc tinh dé cung cap parity bit cho cac bit
3,6,7,10 va 11, va cr thé tiép tuc. Ma 11 bit sau cung duoc gdi di qua dudng truyén.

9.7.3 Phat hién va sira 16i

Received Sent

UMMMTMNNMMMF—%ﬂqqﬂmﬂddﬂdﬂ

Error
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Bai giang: Truyén so li¢u

Chuong 9: Phat hién va sira 10i

Gia sir trong luc truyén tin hiéu di, bit thir 7 da thay doi tir 1 = 0.
May thu nhéan va tinh lai bén s6 du r & bén thu (VRC):

r; bénthu, 1,3,5,7,9, 11 ; tong sb bit 1 1a mot sb chin

r2 bén thu, 2,3, 6,7, 10, 11 ; tong sb bit 1 1a mot sé chin

r4 bénthu, 4, 5,6, 7 ; téng s6 bit 1 1a mot s6 chin

r8 bén thu, 8, 9, 10, 11 ; tong sb bit 1 1a mot sb chan

Vi tri bit sai cua dir li¢u thu 1a gia tri thap phan cia sb nhi phanrgryry ry.

Vi du: Gia st may thu nhan dugc mot dir liéu 10011100101 da dugc ma hod dudi dang
Hamming. Hay cho biét chudi dit liéu nhan duoc dung hay sai.

r; bénthu, 1,1,0,1,0,1; téng s6 bit 1 1a mot s6 chdn — r; =0

r2bénthu, 0, 1, 1, 1, 0, 1 ; tong sb bit 1 1a mot s6 chin — r2=0

11

10

9

8

7

6

5

4

3

0

0

0

0

0

r4 bénthu, 0,0, 1,1 ; téng s6 bit 1 1a mot s6 chan

r8 bénthu, 1, 0,0, 1 ; tong s bit 1 1a mot sd chin

rsrqyror; =0000,= 0,9, Khong co bit sai
Vi du: Giad st may thu nhan dugc mot dir liéu 10010100101 da dugc ma hod dudi dang

Hamming. Hay cho biét chudi dit liéu nhan dugc dung hay sai.

11

10

9

8

7

6

5

4

3

0

0

0

0

0

0

r; bénthu, 1,1,0,0,0,1; téng s6 bit 1 1a mot sd chén — r; =1
r2bénthu, 0, 1, 1,0, 0, 1 ; tong sb bit 1 1a mot s6 chin — 2 =1
r4 bénthu, 0,0, 1,0 téng s6 bit 1 1a mot s6 chian

r8 bénthu, 1, 0,0, 1 ; tong s bit 1 1a mot sd chin

Vi tri

Vi tri

Vay vi tri sai la gia tri thap phan cta s nhi phan rg r4 75 r; bén thu, rg ry > r; =01115= 7y,
Vay vitrisaila 7, sua bit ovitri 7: ‘0" 2 ‘1’
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Bai giang: Truyén sb liéu Chuong 9: Phat hién va stra 16

X/
L X4

X/
L X4

X/
L X4

TOM TAT

Loi truyén dan thuong dugc phat hién tai 16p vat Iy trong mo hinh OSI
Ldi truyén din thuong dugc sira trong 16p két ndi dir liéu trong mo hinh OSI
Ldi ¢6 thé dugce chia ra thanh:

a. Loi mot bit: chi sai mot bit trong don vi dit liéu
b. Bét: sai hai hay nhi€u bit trong don vi dir li¢u

Redundancy 13 y niém nham goi thém cac bit du ding trong phat hién 15i
C6 bon phuong phéap kiém tra 18i thong thudng 1a:

a. VRC (vertical redundancy check)

b. LRC (longitudinal redundancy check)
c. CRC (cylic redundancy check)

d. Checksum

Trong VRC, mot parity bit dugc thém vao don vi dit li¢u
VRC chi c6 thé phat hién mt bit va céc bit 1é bi 18i; khong thé phat hién so bit chén.
Trong LRC, c6 mét dit li€u thtra theo sau mdt don vi dit 1i€u n bit

CRC, phuong phép manh nhit trong phuong phap kiém tra 15i ding bit du, ¢6 co sé 1a
phép chia nhi phan

Checksum dugc ding trong giao thirc cap cao hon (TCP/IP) dé phat hién 15i

Dé tinh checksum, thi can:

a. Chia dit li¢u thanh nhiéu phan nho
b. Cong cac phan nay lai dung phuong phap bu mét
c. Lay bu cua tong cudi cung, day chinh la checksum

Tai may thu, khi dung phuong phap checksum, dit 1iéu va checksum phai dugc cong lai

thanh gia tri 0 khi khong c6 15i

*
°e

X/
o0

M3 Hamming 14 phuong phép sira 161 mét bit dung céc bit thira. SO bit 1a ham cia do
dai don vi dir li¢u

Trong ma Hamming, mdt don vi dit liéu m bit thi dung cong thic 2" > m+r+1 dé xac
dinh r, s0 bit du can co.
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