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MO PAU

Tai liéu nay dugc xay dung véi muc dich gitip sinh vién hé dao tao tir xa nghién ctru cac
vAn dé vé bao mat hé théng thong tin. Bao mat hé théng thong tin 1a tap cac ky thuét, dich vy, co
ché va tng dung phu tro gitp trién khai cac hé thong thong tin v6i d6 an toan cao nhat, ma cu thé
1a dé bao vé ba dic trung co ban ctia mot hé théng an toan la tinh Bi mdt, tinh Toan ven va tinh
Kha dung cta thong tin.

Tinh bao mat cua hé théng 14 vAn dé& dugc can nhic ngay khi thiét ké hé théng va duoc
thuc hién xuyén sudt trong qua trinh thi céng, van hanh va bao dudng hé thdng. Trong thoi diém
ma viéc két ndi vao mang Internet, noi chira rat nhiéu nguy co tn cong tiém an, da tré thanh mot
nhu cau séng con cia cac hé thdng thong tin thi van d& bao mat cang cin phai dugc quan tim va
dau tu dung mirc.

Tai liéu ndy nhim dén ddi tugng sinh vién 1a nhitng ngudi vira hoc vira lam, do d6 cac van
dé bao mat thyc té trén mang dugc quan tim nhiéu hon 13 cac co s¢ 1y thuyét. Cac chuyén dé vé
mat mi cling duoc trinh bay don gian theo cach nhin cta nguoi sir dung, khéng qua chuyén sau vé
o s6 toan hoc, do d6, néu c6 nhu cau tim hiéu sau hon hodc chirng minh cac thuat toan, sinh vién
can phai doc thém cac tai liéu vé 1y thuyét sb.

No6i dung tai liéu dugc chia thanh 3 chuwong:

-Chwong 1:Téng quan vé bao mdt hé thong théng tin, trinh bay cac van dé chung vé bao
mat va an toan hé thong, cic nguy co va cic phuong thirc tin cong vao hé thong thong tin, cic
mg dung bao vé hé thong thong tin dang dugc sir dung nhu Firewall va IDS. ..

-Chwong 2: Mdt md va xac thuc thong tin, trinh bay céac co ché mat ma va xéac thuc nhim
dam bao tinh Bi mat va Toan ven cua thong tin. Phin nady mé ta nguyén 1y cia cac thuit toan mat
ma thong dung, ham bam, chir ky s va cac van dé quan 1y khod.

-Chwong 3: Cdc itng dung bdo mdt trong hé thong théng tin, trinh bay cac tmg dung thuc
té nhu cc giao thiic xac thyuc, bio mat trong két néi mang véi IPSec, bio mat trong tmg dung
Internet v&i SSL va SET.

Cubi mdi chuong déu c6 phan tém tit, cic cau hoi tric nghiém va bai tap, giup sinh vién
hé théng hoa lai kién thirc d3 hoc. Pic biét, cac bai tap thuyc hanh va lap trinh s& giup sinh vién
ndm rd hon phan 1y thuyét, nén ¢ géng thuc hién cac bai tip nay mot cach chu dao.

Hy vong tai liéu nay s& it nhiéu gitip ich cho viéc nghién ciru chuyén dé an toan hé thong
thong tin ctia cac ban sinh vién.

Thang 7/2007.

Tac gia.
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” ~ CHUONGI
TONG QUAN VE BAO MAT HE THONG THONG TIN

Gidi thiéu:

Chirong nay giiip hoc vién nam dwgc cdc khdi niém thuong ding trong bdo mdt va an
toan hé thong, nguyén tic xdy dung mét hé thong théng tin bao mdt, nhdn dién va phan tich cdc
nguy co va riii ro doi véi hé thong théng tin, tir @6 ¢é ké hoach ndng cdp va bao vé hé thong.

Ngi dung chwong ndy gom cdc phan nhw sau:

-Cac ddac trung cua mot hé théng bdo madt.

-Nguy co va riii ro doi véi hé thong théng tin.

-Cdc khai niém dimg trong bao mdt hé thong

-Chién lwgc bao mdt hé thong AAA.

-Mét 56 hinh thirc xdm nhdp hé thong.

-KJ thudt ngan chdan va phat hién xam nhdp.

I.1 TONG QUAN

Vén dé bao dam an toan cho cac hé théng thong tin 1a mot trong nhitng van dé quan trong
can can nhéc trong sudt qua trinh thiét ké, thi cong, van hanh va bao dudng hé thdng thong tin.

Ciing nhu tit ca cac hoat dong khac trong doi sdng xa hoi, tir khi con ngudi 6 nhu cau
luu trir va xur ly thong tin, ddc biét 1a tir khi thong tin dugc xem nhu mét bo phan cua tu li€u san
xuat, thi nhu cau bao vé thong tin cang tr¢ nén buc thiét. Bao vé thong tin 1a bdo v¢ tinh bi mat
ctia thong tin va tinh todn ven ciia thong tin. Mot sb loai thong tin chi con ¥ nghia khi ching duoc
gilr kin hodc gidi han trong mot s6 cac ddi tuong nao do, vi du nhu thong tin vé chién luge quén
su chang han. Day 1a tinh bi mat cta thong tin. Hon nita, thong tin khong phai luén dugce con
ngudi ghi nhé do sy hitu han cia bd oc, nén can phai co thiét bi dé luu trix thong tin. Néu thiét bi
luu trit hoat dong khong an toan, thong tin lwu trit trén do6 bi mét di hodc sai 1éch toan bd hay mét
phan, khi d6 tinh toan ven ciia thong tin khong con dugc bao dam.

Khi may tinh duoc sir dung dé xir 1y thong tin, hidu qué xir Iy théng tin dugc nang cao 1én,
khdi lugng thong tin dugc xir Iy cang ngay cang 16n 1én, va kéo theo no, tim quan trong ctia thong
tin trong doi séng xa hoi ciing ting 1én. Néu nhu trude ddy, viéc bao vé thong tin chi chu trong
vao van dé ding cac co ché va phuong tién vat ly dé bao vé thong tin theo ding nghia den cua tir
nay, thi cang vé sau, van dé bao vé thong tin da tré nén da dang hon va phirc tap hon. C6 thé ké ra
hai diéu thay d6i 16n sau day ddi v6i van dé bao vé thong tin:

1-Sy tmg dung cua mdy tinh trong viéc xir 1y thong tin lam thay d6i dang luu trit cta
thong tin va phuong thirc xtr 1y théng tin. Can thiét phai xay dung cac co ché bao vé thong tin
theo dac thu hoat dong cia may tinh. Tur day xuét hién yéu cau bao vé sy an toan hoat dong cua
méy tinh (Computer Security) ton tai song song véi yéu cau bao vé sy an toan ciia thong tin
(Information Security).

2-Sy phat trién manh mé& cia mang may tinh va cac hé thong phan tan 1am thay d6i pham
vi t6 chirc xtr Iy thong tin. Thong tin dugc trao ddi gitra cac thiét bi xir 1y théng qua mot khoang
cach vat 1y rat 16n, gan nhu khong gi6i han, 1am xuat hién thém nhiéu nguy co hon dbi véi sy an
toan cua thong tin. T do xuét hién yéu cAu bao vé su an toan cua hé théng mang (Network
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Security), gom cic co ché va ky thuat phi hop véi viée bao vé sy an toan cua thong tin khi ching
dugc trao d6i giira cac thiét bi trén mang.

Cung véi viéc nhan dién hai diéu thay ddi 16n ddi voi van dé bao dam an toan thong tin,
hién nay, khai niém bao dam thong tin (Information Assurance) dugc dé xuat nhu mot giai phap
toan dién hon cho bao mat thong tin. Theo d6, vin dé an toan cua thong tin khong con chi gidi
han trong viéc ddm béo tinh bi méat va tinh toan ven cua thong tin, pham vi bao v€ khéng con gidi
han trong cac hé théng may tinh 1am chirc nang xir 1y thong tin nita, ma dién ra trong tat ca cc hé
thdng ty dong (automated systems). Yéu cau bao vé khong con chi tap trung & van dé an toan
dong (Security) nita ma bao gdm ca van dé an toan tinh (Safety) va van d tin cdy cia hé thong
(Reliability).

Trong pham vi tai liéu ndy, van dé Bao mat hé thdng thong tin (Information System
Security) 14 van dé trong tAm nhat. Toan b tai liéu s& tip trung vao viéc mo ta, phan tich cac co
ché va ky thuat nham cung cip su bao mat cho cic hé théng thong tin. Mot hé thong thong tin,
theo cach hiéu ngam dinh trong tai lidu nay, 1a hé thong xir Iy thong tin bang céng cu mdy tinh,
dugc to chirc tap trung hodc phan tan. Do vay, ndi dung cua tai liéu sé vira dé cap dén van dé bao
mat may tinh (Computer Security) va bao mat mang (Network Security). Tuy vay, cac k¥ thuat
bao mat mang chi dugc dé cép moét cach gian lwoc, danh phi"in cho mdt tai liéu khac thudc chuyén
nganh Mang may tinh va truyén thong, do 1 tai liéu Bao mat mang.

1.2 CACPAC TRUNG CUA MOT HE THONG THONG TIN BAO MAT
Mot hé thdng thong tin bao mat (Secure Information System) 1a mot hé théng ma thong
tin dugc xt 1y trén no phai dam bao dugc 3 dac trung sau day:
-Tinh bi mét cua thong tin (Confidentiality)
-Tinh toan ven cua thong tin (Integrity)
-Tinh kha dyung cta thong tin (Availability).

Confidentiality

Secure

Availability

Hinh 1.1: M6 hinh CIA

Ba dac trung nay duoc lién két lai va xem nhu 12 mé hinh tiéu chuin cta cac hé théng
thong tin bao mat, hay noi cach khac, day 1a 3 thanh phan cbt yéu ciia mot hé thong thong tin Bao
mat. M6 hinh nay dwoc st dung rong rai trong nhiéu nglt canh va nhiéu tai liéu khac nhau, va
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dugc goi tit 14 m6 hinh CIA (chu ¥ phan biét voi thuat ngit CIA véi ¥ nghia Confidentiality,
Itegrity, Authentication trong mot s tai liéu khac).

Phan sau ddy s& trinh bay chi tiét vé timg dic trung nay.

I.2.1 Tinh bi mat:

Mot s6 loai thong tin chi c6 gia tri ddi véi mot ddi twong xac dinh khi ching khéng phd
bién cho cac dbi twgng khac. Tink bi mdt ciia théng tin la tinh gidi han vé doi twong duoc quyén
truy xudt dén thong tin. D6i tugng truy xuat c6 thé 1a con ngudi, 1a may tinh hodc phan mém, ké
ca phan mém phé hoai nhu virus, worm, spyware, ...

Tuy theo tinh chat ciia thong tin ma murc d6 bi mat ciia ching c6 khac nhau. Vi du: cac
thong tin vé chinh tri va quan sy luon duge xem 14 céc thong tin nhay cam nhat ddi véi cac qudc
gia va dugc xtr Iy & mirc bao mat cao nhét. Cac thong tin khac nhu thong tin vé& hoat dong va
chién luoc kinh doanh cua doanh nghiép, thong tin c& nhan, dac biét ctia nhitng nguoi ndi tiéng,
thong tin cAu hinh hé théng cua cac mang cung cép dich vy, v.v... déu c6 nhu cau duge gilr bi mat
0 tiing muc dg.

Pé dam bao tinh bi mat ctia thong tin, ngoai cac co ché va phuong tién vat 1y nhu nha
xuong, thiét bi luu trir, dich vu bao vé, ... thi k¥ thuat mat ma hoa (Cryptography) duogc xem la
cong cu bao mat thong tin hiru hiéu nhat trong méi truong méy tinh. Cac k¥ thuat mat ma hoa s&
dugc trinh bay cu thé & chuong II. Ngoai ra, ky thuat quan 1y truy xuat (Access Control) ciing
dugc thiét 1ap dé bao dam chi ¢ nhirng d6i tuong duge cho phép méi co thé truy xuét thong tin.
Access control s& duoc trinh bay & phan 3 cua chuong nay.

Su bi mat cua théng tin phai dugc xem xét dudi dang 2 yéu té tach roi: sy ton tai cia
thong tin va ngi dung cua thong tin do.

Doi khi, tiét 16 su ton tai cua thong tin cé y nghia cao hon tiét 10 nodi dung cua né. Vi du:
chién lugc kinh doanh bi mat mang tinh sdng con ctia mot cong ty da bi tiét 16 cho mot cong ty
ddi tha khac. Viéc nhan thirc duoc réng 6 diéu do ton tai s& quan trong hon nhiéu so véi viéc biét
cu thé vé noi dung thong tin, chéng han nhu ai da tiét 19, tiét 10 cho dbi thu nao va tiét 16 nhitng
thong tin gi,...

Ciing vi 1y do nay, trong mot sb hé thong xac thuc nguoi dung (user authentication) vi du
nhu ding nhap vao hé diéu hanh Netware hay dang nhap vao hop thu dién tir hodc cac dich vu
khac trén mang, khi nguoi sir dung cung cip mot tén ngudi ding (user-name) sai, thay vi thong
béo rang user-name nay khong ton tai, thi mot s6 hé thong sé thong béo rang mat khau (password)
sai, mot s6 hé thong khac chi thong bao chung chung 1a “Invalid user name/password” (ngudi
dung hodc mat khau khong hop 18). Dung y ddng sau cu thong bao khong rd rang nay 1a viéc tir
chdi xac nhan viéc ton tai hay khong ton tai mot user-name nhu thé trong hé théng. biéu nay lam
tang sy kho khan cho nhirng ngudi mudn dang nhap vao hé thong mot cach bat hop phap bang
cach thir ngau nhién.

1.2.2 Tinh toan ven:

Ddc trung nay dam bdo suw ton tai nguyén ven cua thong tin, logi triv moi sy thay doi
théng tin ¢é chii dich hodc hw hong, mat mdt théng tin do sw c6 thiét bi hodc phan mém. Tinh toan
ven dugc xét trén 2 khia canh:

-Tinh nguyén ven ctia ndi dung thong tin.

-Tinh xac thuc cta ngudn goc cia thong tin.

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com
https://fb.com/tailieudientucntt

No6i mét cach khéac, tinh toan ven cua thong tin phai dwoc danh gia trén hai mat: foan ven
vé ngi dung va todn ven vé nguon goc.

Vi du: mdt ngan hang nhan dugc 1énh thanh toan cua mdt nguoi tyr xung la chu tai khoan
v6i ddy du nhitng thong tin can thiét. Noi dung thong tin duoc bao toan vi ngan hang di nhan
duge mot cach chinh xac yéu ciu cua khach hang (dung nhu ngudi xung 14 chu tai khoan goi di).
Tuy nhién, néu 1énh thanh toan nay khong phai cho chinh chu tai khoan dwa ra ma do moét ngudi
nao khac nho biét dugc thong tin bi mat vé tai khoan di mao danh chu tai khoan dé dua ra, ta noi
ngudn gbc clia thong tin da khong dugce bao toan.

Mot vi du khac, mot to bao dua tin vé mot sy kién vira xdy ra tai mot co quan quan trong
ctia chinh phu, c6 ghi cha ring ngudn tin tir ngudi phat ngdn cia co quan dé. Tuy nhién, néu tin
d6 that su khong phai do nguoi phat ngdén cong bd ma duoc 14y tir mot kénh thong tin khac, khong
xét dén viéc ndi dung thong tin c6 ding hay khong, ta ndi rang ngudn gbc thong tin di khong
duoc bao toan.

Su toan ven vé ngudn gdc thong tin trong mot s6 ngit canh c6 y nghia twong duong véi sy
dam bao tinh khong thé chdi cii (non-repudiation) ctia hé théng thong tin.

Céc co ché dam bao sy toan ven cua thong tin dugc chia thanh 2 loai: cac co ché ngin
chin (Prevention mechanisms) va cac co ché phat hién (Detection mechanisms).

Co ché ngan chdn cé chikc nang ngan can cac hanh vi trai phép lam thay déi ni dung va
nguon goc cia théng tin. Cac hanh vi ndy bao gdbm 2 nhém: hanh vi ¢é gang thay doi théng tin khi
khéng dwoc phép truy xudt dén théng tin va hanh vi thay déi théng tin theo cdach khdc véi cach da
dwoc cho phép.

Vi du: mot nguoi ngoai cong ty ¢b géng truy xut dén co so dir liéu ké toan ciia mot cong
ty va thay d6i dit liéu trong d6. Day 1a hanh vi thudc nhém thir nhat. Truong hop mot nhan vién
ké toan duoc trao quyén quan 1y co s& dir liéu ké toan cia cong ty, va di dung quyén truy xuit cta
minh dé thay d6i thong tin nham bién thu ngan quy, day la hanh vi thudc nhém thir hai.

Nhém cée co ché phat hién chi thue hién chire nang gidm sdt va théng bdo khi ¢6 cdc thay
déi dién ra trén thong tin bang cdch phdn tich cdc sw kién dién ra trén hé thong ma khong thuc
hién chirc ning ngin chin cic hanh vi truy xuét trai phép dén thong tin.

Néu nhu tinh bi mat cta thong tin chi quan tdm dén viéc thong tin c6 bj tiét 16 hay khong,
thi tinh toan ven cua thong tin vira quan tam téi tinh chinh xac ctia thong tin va cd mac do tin cay
ctia thong tin. Cac yéu td nhu ngudn gbe thong tin, cach thirc bao vé thong tin trong quéa khir cling
nhu trong hién tai déu 13 nhitng yéu t6 quyét dinh do tin cdy cua thong tin va do d6 anh hudng dén
tinh toan ven cua thong tin. Noi chung, viéc danh gia tinh toan ven ciia mot hé théng thong tin la
mot cong viéc phure tap.

I.2.3 Tinh kh3 dung:

Tinh khd dung ciia théng tin ld tinh san sang ciia thong tin cho cdc nhu cau truy xudt hop

A

lé.

Vi du: cac thong tin vé quan 1y nhan sy cia mot cong ty duge luu trén may tinh, dugc bao
vé mot cach chic chin bang nhiéu co ché dam bao thong tin khong bi tiét 16 hay thay ddi. Tuy
nhién, khi ngudi quan 1y can nhitng thong tin nay thi lai khong truy xuat dugc vi 16i hé thong. Khi
do, thong tin hoan toan khong sir dung dugce va ta ndi tinh kha dung cta thong tin khong duoc
dam bao.
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Tinh kha dung 1a mot yéu cAu rét quan trong cua hé théng, boi vi mot hé théng ton tai
nhung khong sin sang cho sir dung thi ciing giéng nhur khong ton tai mot hé thong thong tin nao.
Mot hé théng kha dung 1a mot hé théng lam viée trdi chay va hidu qua, c6 kha ning phuc hoi
nhanh chong néu c6 su cb xdy ra.

Trong thuc té, tinh kha dung duogc xem la nén tang cia mot hé théng bao mat, bai vi khi
hé théng khong san sang thi viéc ddm bdo 2 déc trung con lai (bi mat va toan ven) s€ trd nén vo
nghia.

Hién nay, cdc hinh thitc tan céng tiv chéi dich vu DoS (Denial of Service) va DDoS
(Distributed Denial of Service) dwoc danh gia la cdc nguy co lom nhdt déi véi si an toan ciia cdc
hé thong thong tin, gdy ra nhitng thiét hai I6n va ddc biét la chua c6 gidi phdp ngdn chdn hitu
hiéu. Cdc hinh thirc tdn cong ndy déu nhdam vao tinh kha dung cia hé thong.

Mot sé huédng nghién ciru dang dua ra cac mé hinh méi cho viée mé ta cac hé théng an
toan. Theo d6, mé hinh CIA khong mo ta dugc day du cac yéu cdu an toan cua hé théng ma can
phai dinh nghia lai mot mé hinh khac véi cac dic tinh cta thong tin can duge dam bao nhur:

-Tinh kha dung (Availability)

-Tinh tién ich (Utility)

-Tinh toan ven (Integrity)

-Tinh xac thuc (Authenticity)

-Tinh bao mat (Confidentiality)

-Tinh s& hitu (Possession)

1.3 CACNGUY CO VA RUI RO POI VOI HE THONG THONG TIN
LI.3.1 Nguy co:

Nguy co (threat) la nhitng sw kién c6 kha ndang dnh hwéng dén an toan ciia hé thong.

Vi duy: tin cong tir chéi dich vu (DoS va DDoS) 1a mot nguy co dbi voi hé thong cac may
chu cung cap dich vu trén mang.

Khi néi d&én nguy co, nghia 14 sy kién d6 chwa xay ra, nhung cé kha ndang xdy ra va cé kha
nang gay hai cho hé thong. C6 nhitng su kién c6 kha nang gay hai, nhung khong c6 kha ning xay
ra doi voi hé thong thi khong dugce xem la nguy co.

Vi du: tn cong cta sdu Nimda (nim 2001) c6 kha ning gay té 1iét toan bo hé thong mang
ndi bd. Tuy nhién, sdu Nimda chi khai thac dugc 10i bao mat cua phan mém IIS (Internet
Information Service) trén Windows (NT va 2000) va do do6 chi c6 kha nang xay ra trén mang co
may cai dat hé diéu hanh Windows. Néu mdt mang may tinh chi gom toan cac may cai hé diéu
hanh Unix hoac Linux thi sdu Nimda hoan toan khong c6 kha nang ton tai, va do vay, sau Nimda
khong phai 1a mot nguy co trong trudng hop nay.

C6 thé chia cac nguy co thanh 4 nhom sau day:

-Tiét 16 thong tin / truy xut thong tin trai phép

-Phat thong tin sai / chap nhan thong tin sai

-Pha hoai / ngan chan hoat dong ctia hé théng

-Chiém quyén diéu khién timg phan hodc toan bo hé théng

Day 1a cach phan chia rat khai quat. Mdi nhém s& bao gdm nhiéu nguy co khac nhau.
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e Nghe Ién, hay doc 1én (goi chung la snooping) 1a mét trong nhitng phuong thirc
truy xudt thong tin trdi phép. Cac hanh vi thudc phuong thirc nay cé thé don gian
nhu vi¢e nghe 1én mot cudc dam thoai, m¢ mot tap tin trén may cua nguoi khac,
hodc phtc tap hon nhu xen vao mot két néi mang (wire-tapping) dé an cap dix
lidu, hodc cai cac chuwong trinh ghi ban phim (key-logger) dé ghi lai nhiing thong
tin quan trong dwoc nhap tir ban phim.

e Nhom nguy co phdt théng tin sai / chdp nhdn théng tin sai bao gdm nhitng hanh
vi twong ty nhu nhém & trén nhung mang tinh chii dong, tirc 1a c6 thay doi thong
tin gbc. Néu thong tin b thay doi 1a thong tin diéu khién hé thong thi mirc do thiét
hai s& nghiém trong hon nhiéu boi vi khi d6, hanh vi ndy khong chi gay ra sai dit
lidu ma con c6 thé lam thay ddi cac chinh sach an toan cua hé théng hodc ngin
chan hoat dong binh thuong ctia hé théng.

Trong thyc té, hinh thic tin cong xen giita Man-in-the-middle (MITM) 1a mot
dang cua phuong thirc phét thong tin sai / chip nhan thong tin sai. Hoat dong cta
hinh thirc tin cong nay 1a xen vao mot két ndi mang, doc 1én thong tin va thay doi
thong tin d6 trudc khi goi dén cho noi nhan.

Gia danh (spoofing) cling 1a mdt dang hanh vi thudc nhém nguy co phat thong tin
sai / chdp nhén thong tin sai. Hanh vi nay thuc hién viéc trao dbi thong tin voi
mot ddi tac bang cach gia danh mot thyc thé khéc.

Pht nhan hanh vi (repudiation) ciing 1a mot phuong thic gay sai 1éch thong tin.
Bing phuong thirc ndy, mot thuc thé thyuc hién hanh vi phat ra thong tin, nhung
sau d6 lai chdi bo hanh vi nay, tirc khong cong nhan ngudn goc cua thong tin, va
do d6 vi pham yéu cau vé tinh toan ven cta thong tin.

Vi du: mot ngudi chi tai khoan yéu cau ngan hang thanh toan tir tai khoan cia
minh. Moi thong tin déu chinh x4c va ngan hang da thuc hién 1énh. Tuy nhién sau
d6 nguoi chu tai khoan lai pht nhan viéc minh da dwa ra 1énh thanh toan. Khi do,
thong tin da bj sai léch do ngudn gdc cua théng tin khéng con xac dinh.

e Nhém nguy co thir 3 bao gdm céc hanh vi c6 muc dich ngdn chan hoat dong binh
thwong cia hé thong bang cach 1am cham hodc gian doan dich vu cua hé thong.
Tan cong tir chdi dich vu hodc virus 1a nhitng nguy co thuéc nhém nay.

o Chiém quyén diéu khién hé thong giy ra nhiéu mirc d6 thiét hai khac nhau, tir viéc
lay cap va thay doi dir liéu trén hé thong, dén viéc thay ddi cac chinh sach bao mat
va vo hiéu hoa cac co ché bao mat da dugc thiét 1ap.

Vi du dién hinh cho nhém nguy co nay 1a cac phuong thirc tan cong nhdm chiém
quyén root trén cac may tinh chay Unix hodc Linux bang cach khai thac céc 15i
phan mém hodc 15i cdu hinh hé thdng. Tan cong tran bd dém (buffer overflow) la
cach thuong dung nhat dé chiém quyén root trén cac hé théng Linux vén dugc
xdy dung trén nén ting ctia ngdn ngit lap trinh C.

I.3.2 Riiro va quan ly rii ro:
Ruii ro (risk) la xdc sudt xay ra thiét hai doi véi hé thé'ng.

Riii ro bao gém 2 yéu t6: Kha nang xay ra rii ro va thiét hai do riii ro gay ra. C6 nhiing rai
ro c6 kha ning xay ra rat cao nhung murc do thiét hai thi thdp va nguoc lai.
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Vi du: rai ro mat thong tin trén hé théng khong c6 co ché bao vé tap tin, chéng han nhu
Windows 98. Windows 98 khong co co ché xac thuc ngudi sir dung nén bat cir ai ciing ¢ thé sir
dung may voi quyén cao nhat. Néu trén d6 chi c6 chita cic tép tin vin ban khong co tinh bi mat
thi viéc mat mot tap tin thi thiét hai gdy ra chi 1a mat cong sirc danh may van ban d6. Day 1a dang
riii ro ¢ xdc sudt xdy ra cao nhwng thiét hai thap.

Mot vi du khéc: trén may cha cung cap dich vu c6 mot phan mém c6 16i tran by dém, va
néu khai thac dugc 18i nay thi ké tan cong c6 thé chiém duoc quyén diéu khién toan b hé thong.
Tuy nhién, ddy 1a phan mém khéng phd bién va dé khai thac dugc 18i nay, ké tin cong phai co
nhirng k¥ ning cao cap. Rui ro hé théng bj chiém quyén diéu khién duoc danh gia 1a c6 khd ndng
xdy ra thdp, nhwng néu cé xdy ra, thi thiét hai sé rat cao.

Can cht ¥ phan biét giita nguy co va rui ro. Nguy co' la nhitng hanh vi, nhiing sw kién
hodic doi twong cé kha nang gdy hai cho hé thong. Riii ro la nhitng thiét hai ¢6 khd ndng xdy ra
doi véi hé thong.

Vi dy: Tan cong tir chdi dich vu 1a mot nguy co (threat). Pay 1a mot sy kién c6 kha ning
xay ra d6i voi bat ky hé théng cung cap dich vu ndo. Thiét hai do tin cong nay giy ra 1a hé thong
bi gian doan hoat dong, diy méi 14 riii ro (risk). Tuy nhién, khong phai bat ky tan cong tir chbi
dich vu ndo xay ra ciing déu lam cho hé thong ngung hoat dong, va hon nita, tn cong tir chdi dich
vu khong phai 1a ngudn gbc duy nhét gay ra gian doan hé théng; nhiing nguy co khac nhu 151 hé
théng (do véan hanh sai), 16i phian mém (do 1ap trinh), 18i phan ctng (hu hong thiét bi, mét dién,
...) cling d&u c6 kha ning dan dén gian doan hé théng.

Mot vi du khac, xét truong hop luu trit tip tin trén mot may tinh chay hé diéu hanh
Windows 98 da noi & trén. Nguy co d6i v6i hé thong 1a cdc hanh vi sira hodc xod tdp tin trén mdy
nguwoi khdc. Nhimg nguoi hay st dung may tinh ciia ngudi khac ciing duge xem 1a nguy co ddi
v6i hé thdng. Rui ro ddi voi hé thong trong trudng hop nay 14 viée tdp tin bi mat hodc bi sika.

Trong thuc té, viéc dé ra chinh sach bao mdt cho mét hé thé'ng thong tin phai dam bdo
duwoc sy can bcing gitta loi ich cua viéc bao dam an toan hé thé'ng va chi phi thiét ké, cai dat va
vdn hanh cdc co ché bdo vé chinh sach do.

Cong viéc quan 1y riii ro trén mot hé thong 14 quy trinh can thiét dé nhan dién tat ca nhimng
rii ro dbi voi hé thong, nhitng nguy co c¢é thé din dén rai ro va phan tich lgi ich / chi phi cia giai
phap ngan chin rii ro. Quy trinh phan tich rai ro bao gdom cac bude:

-Nhéan dang céc rii ro ddi véi hé théng

-Chon Iya va thyc hién cac giai phap dé giam bot i ro.

-Theo dbi va danh gia thiét hai ctia nhimng rui ro di xay ra, lam co so cho viée diéu chinh
lai hai buée dau.

1.3.3 Vén dé con nguoi trong bao mat hé thong:

Con ngudi ludn 1a trung tam cua tat ca cac hé théng bao mat, boi vi tat ca cac co ché, cac
k¥ thuat dugc ap dung dé bao dam an toan hé théng déu co thé dé dang bi v6 hiéu hoa boi con
ngudi trong chinh hé thdng do.

Vi du: hé thdng xac thuc ngudi sir dung yéu cau mdi ngudi trong hé théng khi mubn thao
tac trén hé théng déu phai cung cép tén ngudi ding va mat khau. Tuy nhién, néu ngudi duoc cap
mat khau khong bao quan k¥ thong tin nay, hodc tham chi dem tiét 16 cho ngudi khac biét, thi kha
nang xdy ra cac vi pham ddi véi chinh sach an toan 1a rat cao vi hé thong xac thyc da bi vo hiéu
hoa.
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Nhimng ngudi ¢ chit y mudn pha v& chinh sach bao mat ciia hé thdng dwoc goi chung 1a
nhiing ngudi xam nhdp (intruder hoac attacker) va theo cach nghi thong thuong thi day phai la
nhiing ngudi bén ngoai hé thong.

Tuy nhién, thuc t& dd chimg minh dugc rang chinh nhitng ngudi bén trong hé thong,
nhirng ngudi ¢6 diéu kién tiép can véi hé thdng lai 1a nhitg ngudi c6 kha nang tin cong hé thong
cao nht. D6 c6 thé 1a mot nhan vién dang bat man va mudn pha hoai, hodc chi 1a mét nguoi thich
kham pha va chimg to minh. Céc tin cong gay ra boi cac ddi twong nay thuong kho phét hién va
gdy thiét hai nhiéu hon céc tan cong tir bén ngoai.

Nhing nguoi khong duge huin luyén vé an toan hé thong ciing 1a noi tiém an cac nguy co
do nhitng hanh vi v6 ¥ cta ho nhu thao tac sai, bo qua cac khau kiém tra an toan, khong tuan thu
chinh sach bao mat thong tin nhu lwu tép tin bén ngoai thu muc an toan, ghi mét khéu 1én ban lam
viéc, ...

1.4 NGUYEN TAC XAY DUNG MOT HE THONG BAO MAT
L4.1 Chinh sich va co ché:

Hai khai niém quan trong thuong dugc dé cap khi xay dung mot hé thong bao mat:

-Chinh sach bao mat (Security policy)

-Co ché bao mat (Security mechanism)

Chinh sach bao mat la hé théng cac quy dinh nham dam bdo sw an toan ciia hé théng.

Co ché bao mdt la hé thong cac phwong phép, cong cu, thi tuc, ...dimg dé thuc thi cdc
quy dinh cia chinh sach bao mdt.

Chinh sach bao mét c6 thé dugc biéu dién bang ngén ngit tu nhién hodc ngdn ngit toan
hoc.

Vi dy: trong mot hé thong, dé bao dam an toan cho mdt tai nguyén (resource) cu thé,
chinh sach an toan quy dinh rang chi ¢6 nguoi ding ndo thuéc nhém qudn tri hé thong
(Administrators) méi c6 quyén truy xudt, con nhitng nguwoi ding khdc thi khéng. Pay 1a cach biéu
dien bang ngdn ngtt tw nhién.

C6 thé biéu dién quy dinh nay bang ngdn ngit toan hoc nhu sau:

Goi: U la tap hop cac ngudi dung trong hé thong.

A 1a tap hop cac ngudi dung thudc nhoém quan tri.
O 1a tap hop cac dbi twong (tai nguyén) trong hé thong
Thao tac Access(u, o) cho gia tri TRUE néu ngudi ding u ¢6 quyén truy xuit dén
ddi tuong o, nguoc lai, cho gia tri FALSE.
Quy dinh p trong chinh sach an toan dwoc phat biéu nhu sau:
VueU Vo eO: Access(u,0) = TRUE < u €4

Ma tran ciling thuong dugc dung dé biéu dién mot chinh sach bao mat.

Vi dy: mot hé théng véi cac tap nguoi dung U = {u,, uy, us, us} va tap ddi twong O = {oy,
02, 03, 04}. Cac thao tdc ma mot ngudi dung u céd thé thuc hién dugc trén mot ddi tugng o bao gém
doc (1), ghi (w) va thuc thi (x). Quy dinh vé kha ning truy xuét cia ting ngudi dung dén ting ddi
tugng trong hé thdng dugc biéu dién bang ma tran nhu sau:
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u u, Us; uy
01 X X R
(173 X r R
03 w R
04 w R

Quan sat ma trdn, ta biét ring ngudi dung u; duge quyén doc trén tit ca cac ddi tuong tir
0, dén o4, trong khi d6 ngudi dung uy, thi khong cé quyén truy xuét dén bat ky dbi twong nao.

Co ché bao mdt thong thuong 1a cac bién phdp ky thudt.

Vi du: xay dung birc tuong lira (firewall), xac thuc ngudi ding, ding co ché bao vé tap tin
ctia hé thdng quan 1y tap tin NTFS dé phan quyén truy xuat d6i véi timg tap tin / thu muc trén dia
cimg, dung k¥ thuat mat ma hod dé che gidu thong tin, v.v...

Tuy nhién, d6i khi co ché chi 1a nhiing thii tuc (procedure) ma khi thuc hién né thi chinh
sach duoc bao toan.

Vi du: phong thyc hanh may tinh cta truong dai hoc quy dinh: sinh vién khong dugc sao
chép bai tap cua sinh vién khac da dugc luu trén may cha. Pay 1a mot quy dinh ctia chinh sach
bao mat. D¢ thuc hién quy dinh nay, cac co ché dugc dp dung bao gdm: tao thu muc riéng trén
may chu cho ting sinh vién, phan quyén truy xudt cho timg sinh vién dén cac thu muc nay va yéu
cau sinh vién phai luu bai tap trong thu muc riéng, mdi khi rdi khoi may tinh phai thyc hién thao
tac logout khoi hé thong.

Trong co ché ndy, cac bién phap nhu tao thu muc riéng, gan quyén truy xudt, ... la cac
bién phap k¥ thuét. Bién phap yéu ciu sinh vién théat khoi hé thong (logout) khi roi khoi may 1a
mot bién phap thu tuc. Néu sinh vién ra vé ma khong thoat ra khdi hé théng, mot sinh vién khac
¢6 thé str dung phién lam viéc dang mo cua sinh vién nay dé sao chép bai tap. Khi do, rd rang
chinh sach bao mat da bi vi pham.

Cho trude mdt chinh sach bao mat, co ché bao mat phai dam bao thyc hién dugce 3 yéu cAu
sau day:

-Ngan chan cac nguy co gay ra vi pham chinh sach

-Phat hién cac hanh vi vi pham chinh sach

-Khic phuc hiu qua cta rai ro khi c6 vi pham xay ra.

Théng thuong, viée xdy dung mot hé thong bao mat phai dua trén 2 gia thiét sau day:

1-Chinh sach bao mdt phan chia mét cach ré rang cdc trang thdi cia hé thong thanh 2
nhom: an toan va khong an toan.

2-Co ché bao mdt c6 kha ndng ngdn chdn hé thong tién vao cdc trang thdi khéng an toan.

Chi can mot trong hai gia thiét nay khong dam bao thi hé théng s& khong an toan. Timg co
ché riéng 1& dugc thiét ké dé bao vé mot hodc mot sb céc quy dinh trong chinh sach. Tép hop tat
ca cac co ché trién khai trén hé thong phai dam bao thyc thi tit ca cac quy dinh trong chinh sach.

Hai nguy co c6 thé xay ra khi thiét ké hé thdng bao mat do khong dam bao 2 gia thiét &
trén:

1-Chinh séach khéng liét ké dwoc tat cd cdc trang thdi khéng an toan ciia hé thong, hay néi
cdach khdc, chinh sach khong mé ta dwoc mot hé théng bdo mat that su.
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2-Co ché khéng thue hién dwoc tat ca cac quy dinh trong chinh sach, c¢é thé do giGi han
vé ky thudt, rang budc vé chi phi, ...

Dua trén nhirng nhan thic nay, co thé danh gia mirc d6 an toan cua mét co ché nhu sau:

Goi P 1a tap hop tit ca cac trang thai cua hé thong, Q 1a tip hop cac trang thai an toan theo
dinh nghia cua chinh sach bao mat, gia sir co ché dang 4p dung c6 kha ning gi6i han cac trang
thai ctia hé thong trong tap R. Ta c6 cac dinh nghia nhu sau:

-Néu R < Q: co ché duoc danh gia 13 an toan (secure mechanism).

-Néu R = Q: co ché duoc danh gia 1a chinh xdc (precise mechanism).

-Néu ton tai trang thai r € R sao cho r ¢ Q: co ché dugc danh gia 1a long léo (broad
mechanism).

1.4.2 Cac muc tiéu ciia bio mat hé théng:

Mot hé thdng bao mat, nhu trinh bay ¢ phin 2 cia chuong nay, 1a hé thong thoa man 3
yéu cAu co ban 1 tinh bi mat, tinh toan ven va tinh kha dung, goi tat 1a CIA.

Dé thyc hién md hinh CIA, nguoi quan tri hé thong can dinh nghia cac trang thai an toan
cua h¢ thong thong qua chinh sach bdo mat, sau do thict 1ap cac co ché bado méat dé bao v¢ chinh
sach do.

Mot hé théng 1y tuong 1a hé thong:

-C6 chinh sach xac dinh mot cach chinh xac va day du cac trang thai an toan cua hé thong;

-C6 co ché thyc thi ddy du va hiéu qua cic quy dinh trong chinh sach.

Tuy nhién trong thuc té, rit kho xay dung nhiing hé théng nhu vay do c6 nhitng han ché
vé k¥ thuat, vé con nguoi hodc do chi phi thiét lap co ché cao hon loi ich ma hé théng an toan
dem lai. Do vay, khi xay dung mot hé théng bao mat, thi muc tiéu dit ra cho co ché duoc ap dung
phai bao gdm 3 phan nhu sau:

Ngiin chin (prevention): muyc tiéu thiét ké 1a ngan chin cac vi pham d6i véi chinh sach.

C6 nhiéu sy kién, hanh vi dan dén vi pham chinh sich. C6 nhitng sy ki¢n da dugc nhan dién la
nguy co cta hé théng nhung c6 nhimng su kién chua duge ghi nhan 14 nguy co. Hanh vi vi pham
c6 thé don gian nhu viéc dé 16 mat khau, quén thoat khoi hé théng khi roi khoi may tinh, ... hodc
c¢6 nhirng hanh vi phirc tap va c6 chu dich nhu ¢ ging tdn cong vao hé thng tir bén ngoai.

Céc co ché an todn (secure mechanism) hodc co ché chinh xdc (precise mechanism) theo
dinh nghia ¢ trén 1a cac co ché duogc thiét ké véi muc tidu ngan chan.

Tuy nhién, khi viéc xay dung cac co ché an toan hodc chinh xac 1a khong kha thi thi can
phai quan tim dén 2 muc tiéu sau day khi thiét lap cic co ché bao mat:

Phdt hién (detection): muc tiéu thiét ké tap trung vao cac sy kién vi pham chinh sach da
va dang xay ra trén hé thong.

Thyc hién cac co ché phat hién néi chung rat phtic tap, phai dya trén nhiéu ky thuat va
nhiéu nguén thong tin khac nhau. V& co ban, cac co ché phat hién xam nhap chu yéu dua vao viéc
theo ddi va phan tich cac thong tin trong nhat ky hé théng (system log) va dit liéu dang luu thong
trén mang (network traffic) &é tim ra cac dau hiéu cia vi pham. Cac dau hiéu vi pham nay (goi 1a
signature) thudng phai duoc nhan dién trude va mo ta trong mot co s& dit lidu cua hé thdng (goi
la signature database).

Vi du: khi may tinh bi nhidm virus. Pa s cac truong hop ngudi st dung phat hién ra virus
khi n6 da thuc hién phé hoai trén may tinh. Tuy nhién c6 nhiéu virus van dang & dang tiém an chi
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chua thi hanh, khi d6 ding chuong trinh quét virus s& c6 thé phat hién ra. Dé chuong trinh quét
virus 1am viéc c¢6 hiéu qua thi can thiét phai cdp nhat thuong xuyén danh sach virus. Qud trinh
cdp nhat la qua trinh dwa thém cdc mo ta vé dau hiéu nhdan biét cac loai virus méi vao co sé div
liéu (virus database hodc virus list).

Phuc hoi _(recovery): muc tiéu thict ké bao gdm céac co ché nham chan ding cac vi pham

dang dién ra (response) hodc khic phuc hau qua ctia vi pham mot cach nhanh chong nhat véi mirc
d6 thiét hai thap nhét (recovery).

Tuy theo mirc d6 nghiém trong ciia sy ¢b ma c6 cac co ché phuc hdi khac nhau. C6 nhiing
su ¢ don gian va viéc phuc hdi co thé hoan toan dugc thuc hién ty dong ma khong can su can
thiép ctia con ngudi, nguoc lai co nhing su ¢b phirc tap va nghiém trong yéu cau phai ap dung
nhirng bién phap bd sung dé phuc hoi.

Mot phﬁn quan trong trong cac co ché phuc hdi 1a viéc nhan dién so hé cua hé théng va
diéu chinh nhitng so hd d6. Ngudn gbc cta so hd co thé do chinh sach an toan chua chit ché hodc
do 13i k¥ thuat cua co ché.

1.5 CHIEN LUQC BAO MAT HE THONG AAA

AAA (Access control, Authentication, Auditing) dugc xem la budc tiép can co ban nhat
va 1a chién lugc nén tang nhét dé thuc thi cac chinh sach bao mat trén mot hé théng duogc mo ta
theo mo hinh CIA.

Co s6 cua chién lugc nay nhu sau:

1-Quyén truy xudt dén tdt ca cdc tai nguyén trong hé thong dwoce xdc dinh mot cach twong

minh va gdn cho cdc doi twong xdc dinh trong hé thong.

2-M6i khi mét doi twong mudn vdao hé thong dé truy xudt cdc tai nguyén, né phdi dwoc xdc

thuee béi hé thong dé chdc chdn rang day la mét doi twong cé quyén truy xudt.

3-Sau khi dé duoc xdc thuc, tat ca cac thao tdc cia doi dwong déu phdai duoc theo doi aé

dam bdo doi tiwong khéng thue hién qudn quyén han ciia minh.

Can phan biét v6i AAA trong ngit canh quan 1y mang truy nhdp voi ¥y nghia
Authentication, Authorization, Accounting — 1a dich vu trén cac méy chu truy nhap tr xa (remote
access server) dé thyc hién quan 1y truy nhap mang ctia nguoi sir dung, theo ddi luu luong sir
dung va tinh cudc truy nhap. AAA trong trudng hop nay thuong trién khai ciing véi cac dich vu
nhu RADIUS, TACACSH, ...

AAA gdm 3 linh vyc tach roi nhung hoat dong song song v6i nhau nhidm tao ra cic co ché
béao vé€ su an toan cua hé théng. Phan sau day trinh bay chi tiét v& 3 linh vuc cua AAA.

I.5.1 Piéu khién truy xuat:

Diéu khién truy xudt (Access control) dugc dinh nghia 1a mot quy trinh dugc thuc hién
boi mét thiét bi phan cirng hay mét module phan mém, ¢é tdc dung chdp thudn hay tiv chéi mot s
truy xudt cu thé dén mét tai nguyén cu thé.

Diéu khién truy xuét duoc thue hién tai nhiéu vi tri khac nhau cua hé théng, chéng han
nhu tai thiét bi truy nhdp mang (nhu remote access server-RAS hodc wireless access point -
WAP), tai hé théng quan ly tap tin ciia mot hé diéu hanh vi du NTFS trén Windows hodc trén céc
hé thong Active Directory Service trong Netware 4.x hay Windows 2000 server,...

Trong thyc té, diéu khién truy Xudt duoc thyc hién theo 3 md hinh sau day:
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-M6 hinh diéu khién truy xudt bit buéc (Mandatory Access Control MAC): 1a md hinh
diéu khién truy xudt dwoc dp dung bat budc dbi voi toan hé thong. Trong méi truong may tinh, co
ché diéu khién truy xuat bat budc duoc tich hgp san trong hé diéu hanh, va c6 tac dung ddi véi tat
cé cac tai nguyén va ddi tuong trong hé thong, ngudi str dung khong thé thay doi dugc.

Vi du: trong hé théng an toan nhiéu cap (multilevel security), mdi ddi twong (subject) hoic
tai nguyén (object) dugc gan mot mirc bao mat xac dinh. Trong hé thong nay, cac ddi tuong co
mirc bao mat thap khong duge doc thong tin tir cac tai nguyén co6 mirc bao mat cao, ngugce lai cic
d6i tuong & mirc bao mat cao thi khong dugc ghi thong tin vao cic tai nguyén co6 mirc bao mat
thap. M6 hinh nay dic biét hitu dung trong cac hé théng bao vé bi mat quan su (mé hinh Bell-
LaPadula, 1973).

Nhirg dic diém phén biét cia mé hinh diéu khién truy xuat bit budc:

-Pugc thiét 1ap ¢b dinh & muc hé thong, ngudi st dung (bao gdm ca ngudi tao ra tai
nguyén) khong thay ddi duoc.

-Ngudi dung va tai nguyén trong hé thong dwoc chia thanh nhidu mirc bao mat khac nhau,
phan anh mic d6 quan trong cuda tai nguyén va nguoi dung.

-Khi mé hinh diéu khién bét budc da dwoc thiét 1ap, nd co tac dung ddi véi tit ca ngudi
dung va tai nguyén trén hé thong.

-M6 hinh diéu khién truy xudt tw do (Discretionary Access Control DAC): 13 mo hinh
diéu khién truy xuét trong d6 viéc xac lap quyén truy xuat ddi voi timg tai nguyén cu thé do nguoi
chii s hitu cia tai nguyén dé quyét dinh. Pay 1a mé hinh dugc str dung phd bién nhét, xuét hién
trong hau hét cac hé diéu hanh may tinh.

Vi dy: trong hé théng quan 1y tap tin NTFS trén Windows XP, chi s¢ hitu ctia mot thu
muyc c6 toan quyén truy xuat d6i v6i thu muc, c6 quyén cho phép hodc khong cho phép nguoi
dung khac truy xudt dén thu muc, c6 thé cho phép nguoi dung khac thay d6i cac xac 1ap vé quyén
truy xuat d6i v6i thu muc.

Xem va thay déi quyén truy xudt DAC trén mét thie

muc trong Windows XP: Scc_baoks Propertics
-Khoi dong Windows Explorer biang cich click phai TR T R e
vao biéu tuong My Computer va chon Explorer. Eﬁlimm:rl;m i
Mic dinh, Windows XP khong thé hi¢n céc thong tin il s
25w kW

chi tiét v& quyén truy xudt dbi v6i thu muc. Mubn thé hién cac
thong tin nay, vao menu Tools, chon Folder Options, click vao

€71 L RATHMEN 1)

tab View, trong ctra s Advanced settings, tim dong Use S l AMMW I LL”:
simple file sharing (Recommended) ¢ cudi danh sach va bo | Full Cortrol B C =
tuy chon nay (uncheck), chon OK. o % ,I;
. 1Jdl. A ) i 2 List Foleer Coriants [ F
-Click phai vao mot thu muc tuy y trong ctra so Foad v "
Windows Explorer, chon Properties, click vao tab Security e - C o«
(Hinh 1‘2)‘ Zio&flle‘ilaalqiesl‘r:‘\’.icaiorcol for advanced setings. [aguonceg |
-Cira s6 Group or User names liét ké C%:IC nguoi dfm{g e S m——
va nhéom ngudi dung hién cé trong h¢ thong. Cua so
Permissions for ... li¢t ké cic quyén di dugc gin cho nhom Hinh 1.2: Piéu khién truy xudt ti do
hodc nguoi dung twong Gng. trong Windows XP

-Thir cho phép hodc x04 bo cac quyén mic dinh cua
mot ngudi dung bt ky.

Pic diém phan biét cia mo hinh diéu khién truy xuat ty do:

13

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com
https://fb.com/tailieudientucntt

-Khong dwoc ap dung mac dinh trén hé théng

-Ngudi cha sé hitu cia tai nguyén (owner), thuong l1a ngudi tao ra tai nguyén d6 hoac
ngudi duoc gan quyén sé hitu, c6 toan quyén didu khién viéce truy xuat dén tai nguyén.

-Quyén diéu khién truy xuét trén mot tai nguyén c6 thé dwoc chuyén tir dbi twong (user)
nay sang ddi twong (user) khac.

-Mé hinh diéu khién truy xudt theo chirc ning (Role Based Access Control RBAC):
day 1a mé hinh diéu khién truy xuét dya trén vai trd cta ting ngudi dung trong hé thong (user’
roles).

Vi du: mot ngudi quan 1y tai chinh cho cong ty (financial manager) thi c6 quyén truy xuét
dén tat ca cac dix liéu lién quan dén tai chinh cua cong ty, dugc thyc hién céc thao tac stra, x0a,
cap nhét trén co s st licu. Trong khi do, mot nhan vién ké toan binh thuong thi chi dugc truy
xuat dén mot bd phén nao dé cua co s& dit 1i€u tai chinh va chi dugc thyc hién cac thao tac co6 gidi
han d6i véi co s6 dit ligu.

Van @& quan trong trong mé hinh diéu khién truy xuét theo chtrc ning 1a dinh nghia cac
quyén truy xudt cho tirng nhém ddi twong tuy theo chtc ning cua cac dbi twong do. Viéc nay
duogc dinh nghia & muc hé théng va 4p dung chung cho tit ca cac dbi tuong.

Co ché quan 1y theo nhém (account group) ciia Windows NT chinh 1a sy mé phong cua
md hinh RBAC. Trong co ché niy, nguoi sir dung dugc gan lam thanh vién ciia mot hodc nhiéu
nhém trong hé thdng, viéc phan quyén truy xudt dén cac tai nguyén duoc thyc hién dbi véi cac
nhém chir khéng phai d6i véi timg nguoi ding, khi d6 cac ngudi ding thanh vién trong nhém s&
nhan duoc quyén truy xuat twong dwong mot cach mic dinh. Viéc thay doi quyén truy xuét d6i
v6i timg nguoi dung riéng biét duge thuc hién bang cach chuyén nguoi dung d6 sang nhom khac
¢ quyén truy xuét thich hop.

Dic diém phan biét cia mo hinh diéu khién truy xuit theo chirc ning:

-Quyén truy xuat dugc cip dya trén cong viée cta ngudi dung trong hé thdng (user’s role)

-Linh d6ng hon md hinh diéu khién truy xuét bit budc, ngudi quan tri hé théng cé thé cau
hinh lai quyén truy xuit cho tirng nhém chtrc ning hoic thay ddi thanh vién trong cac nhom.

-Thyc hién don gian hon mo hinh diéu khién truy xut tw do, khéng can phai gan quyén
truy xuat truc tiép cho timg ngudi ding.

Ung dung cdc mé hinh diéu khién truy xudt trong thuc té:

Trong thuc t&, mo hinh diéu khién truy xuat tu do (DAC) duoc (mg dung rong rdi nhat do
tinh don gian cua n6 dbi véi nguoi dung. Tuy nhién, DAC khong dam bao dugc cac yéu cu dic
biét vé an toan hé thdng. Do vy, mdt md hinh thich hop nhét 1a phdi hop ca 3 mé hinh: mé hinh
diéu khién truy xudt bt budc, mo hinh diéu khién truy xuit tw do va mé hinh diéu khién truy xuét
theo chirc nang.

Ngoai mé hinh DAC di dugc tich hop trong hau hét cac hé diéu hanh; mé hinh RBAC da
duoc ung dung trong dich vu Active Directory ciia Netware 4.11 va Windows 2000 tro vé sau; mo
hinh MAC duoc dua vao trong cic hé didu hanh nhu Windows Vista (dudi dang co ché
Mandatory Integrity Control), SELinux (ké ca Red Hat Enterprise Linux version 4), Trusted
Solaris va Apple Computer (MAC OS X version 10.5 Leopard).

L.5.2 Xac thue:
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Xdc thuc (Authentication) 1a mot thu tuc c6 chirc nang xac minh nhan dang (identity) cia
mot d6i tugng trude khi trao quyén truy xuat cho ddi tugng nay dén mot tai nguyén nao d6. Xac
thuc duoc thuc hién dua trén 3 co so:

-What you know (diéu ma dbi tuong biét), vi du mat khau.

-What you have (cai ma d6i turong c6), vi du thé théng minh Smartcard.

-What you are (dic trung cua ddi tuong): cac dic diém nhan dang sinh tric hoc nhu du
van tay, vong mac, ...

Trong mdi trudng mdy tinh, xac thuc duoc dung ¢ nhiéu ngir canh khac nhau, vi du: xac
thue tén dang nhap va mat khau cia nguoi st dung (hinh 1.3) trudce khi cho phép ngudi sir dung
thao tac trén hé thdng may tinh (xac thyc ctia hé didu hanh), xac thyc tén dang nhap va mat khau
trudc khi cho phép ngudi dung kiém tra hop thu dién tir (xac thuc ciia Mail server); trong giao
dich ngan hang, thu tuc xac thyc ding dé xac dinh nguoi dang ra 1énh thanh toén c6 phai 1a chu tai
khoan hay khong; trong trao d6i thong tin, thu tuc xac thuc ding dé xac dinh chinh xac ngudn goc
cua thong tin.

login: | administrator |

I]awu“l: TRENARRTAR S

e _:/__.l

Tram lam viéc
(workstation)

(server)

Hinh 1.3: Xdc thuc bang tén ding nhdp va mdt khau

Nhiéu k¥ thuat khac nhau dugc ap dung dé thuc thi co ché xac thuc. Co ché xdc thuc ding
tén dang nhdp va mdt khdu 1a co ché truyén théng va van con dugc st dung rong rai hién nay. Khi
viéc xac thyc duogc thuc hién thong qua mang, mot s6 hé théng thuc hién viéc mat ma hoa tén
dang nhap va mat khau trudc khi truyén di dé tranh bi tiét 16, nhung ciing c6 nhiéu hé théng goi
truc tiép nhiing thong tin nhay cdm nay trén mang (vi du nhu céc dich vu FTP, Telnet, ...) goi la
cleartext authentication.

Mot sb ki thuat tién tién hon duoc dung trong xac thuc nhu thé théng minh (Smartcard),
chimg thue s6 (digital certificate), cdc thiét bi nhdn dang sinh trdc hoc (biometric devices), ...

Dé ting do tin cdy cua co ché xac thuc, nhiéu ky thudt dwoc sir dung phéi hop nhau goi 1a
multi-factor authentication. Vi du: xac thyc dung thé thong minh kém vo&i mat khau, nghia 1a
nguoi stir dung vira ¢6 thé vira phai biét mat khau thi méi dang nhap dugc, tranh truong hop lay
cép thé cta ngudi khac dé dang nhap.
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Trong thyc té ton tai hai phuong thic xac thuc: xdc thwc mét chiéu (one way
authentication) va xdc thuc hai chiéu (mutual authentication).

Phuong thirc x4c thue mot chidu chi cung cip co ché & mot ddi twong (thuong 1a may
cha) kiém tra nhan dang cua d6i tuong kia (ngudi ding) ma khong cung cép co ché kiém tra
nguoc lai (tre khong cho phép nguoi dung kiém tra nhan dang ciia may chi). Xét truong hop mot
nguoi su dung dang nhép vao mdt hdp thu dién tir & xa thong qua dich vu web (web mail). Nguoi
sir dung di nhién phai cung cép tén dang nhap va mat khau dung thi méi dugce phép truy xuat hop
thu. Dé danh cap mat khau cta ngudi ding, ké tin cong co thé xay dung mot trang web hoan toan
gidng véi giao dién ciia may chu cung cip dich vy thu dién tir (mail server) va danh lira nguoi sur
dung két ndi dén trang web nay. Do khong c6 co ché xac thuc may chu, nguoi sir dung khong thé
nhan biét day 1a mot may cha gia mao nén yén tdm cung cip tén dang nhap va mat khau.

Phuong thie kiém tra hai chiéu cho phép hai ddi twong tham gia giao tac xac thuc 13n
nhau, do d6 tinh chinh xac cua qua trinh xac thuc dugc dam bao. Giao thirc bao mat SSL (Secure
Sockets Layer) dung trong dich vu web (dugc trinh bay & chwong III) cung cip co ché xac thuc
hai chiéu ding chimg thuc s6.

C6 nhiéu gidi thudt xdc thuc khdc nhau. Giai thuat don gian nhat chi can so sanh tén ding
nhap va mat khau ma nguoi sir dung cung cap véi tén dang nhap va mat khau da dugc luu trong
hé théng, néu gidng nhau nghia 1a thu tuc xac thuc thanh cong (PAP). Giai thuét phirc tap hon nhu
CHAP thi thyc hién viéc mat ma hoa thong tin trén mot gia tri ngau nhién nao dé6 do may chu dua
ra (goi 1a challenge) dé tranh truong hop mat khau bi doc 1én trén mang va cac hinh thirc tin cong
phat lai (replay attack). Mot giai thuat phirc tap khac 1a Kerberos thuc hién thu tuc xac thuc theo
mdt qua trinh phirc tap gom nhidu budc nham dam bao han ché tat ca cac nguy co gy nén xac
thuc sai. Cac gidi thuat xac thuc dugc trinh bay cho tiét & phﬁn I cua chuong III.

I.5.3 Kiém tra:

Kiém tra (Auditing) 13 co ché theo doi hoat déng cta hé thong, ghi nhdn cdc hanh vi dién
ra trén hé thong va lién két cdc hanh vi nay véi cdc tac nhan gdy ra hanh vi.

Vi du: cai dat co ché kiém tra cho mot thu muc trong hé théng tap tin NTFS s€ cho phép
ngudi quan tri theo ddi cac hoat dong dién ra trén thu muc nhu: thao tac nao di dugc thuc hién,
ngay gio thye hién, nguoi st dung nao thyce hién, ...

Céc muc tiéu cua kiém tra:

-Cung cép cac thong tin can thiét cho viéc phuc hdi hé thong khi c6 sur cd

-Danh gia mirc d6 an toan cua hé thdng dé c6 ké hoach nang cap kip thoi

-Cung cap cac thong tin 1am chimg cr cho viéc phat hién cac hanh vi truy xuét trai phép
trén hé thong.

Trong mdt hé thdng tin cdy (reliable system) thi viéc kiém tra ciing 1a mot yéu cau quan
trong boi vi n6 dam bao rang cac hanh vi ciia bt ky ngudi ding nao trong hé thong (ké ca nhing
ngudi dung hop hé di duoc xac thyc — authenticated user) ciing déu dugc theo ddi dé chic chin
rang nhimg hanh vi d6 dién ra dang theo cac chinh sach an toan da duoc dinh nghia trén hé thong.

Nguyén tic chung khi xdy dung cac hé théng an toan 1a chia nhé cac thu tuc thanh nhiéu
cong doan dugc thyc hién boi nhiéu tac nhan khac nhau, va do dé viéc thuc hién hoan chinh mot
thi tuc yéu cau phai c6 sy tham gia ctia nhiéu tac nhan. Pay 1a co sd dé thyc thi cac co ché kiém
tra.
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Vi du: cong viée gitt kho hang va cong viéc quan 1y sd sach phai duge thuc hién boi hai
nhan vién khac nhau dé tranh trudng hgp mot nhan vién vira co thé 1ay hang ra ngoai vira c6 thé
thay doi thong tin trong s6 quan 1y. Nguyén tic nay dugc ap dung triét dé trong co ché kiém tra
trén hé thong nham phan biét rd rang giita chirc ning kiém tra véi cac hoat dong dugc kiém tra.
Thong thudng, mot d6i twong duge kiém tra s& khong c6 quyén thay ddi cac thong tin ma co ché
kiém tra ghi lai.

Céc thanh phan ctia hé thong kiém tra:

-Logger: Ghi lai thong tin giam sat trén hé thong

-Analyzer: Phan tich két qua kiém tra

-Notifier: Canh bao vé tinh an toan cua hé thong duya trén két qua phén tich.

Song song v6i co ché kiém tra thuong trwc trén hé thong (auditing), viéc kiém tra hé
théng dinh ky (system scanning) c6 chirc nang kiém tra va phat hién cac so ho k¥ thuat anh huong
dén su an toan cia hé thong. Cac chirc ning co thé thyc hién boi cic chuong trinh kiém tra hé
thdng trén may tinh thuong gap:

-Kiém tra viéc tuan thi chinh sich an toan vé mat khau (password policy), vi du: nguoi
dung c6 d6i mat khau thuong xuyén khong, d6 dai mat khéu, do phtrc tap cua mat khau, ...

-Panh gia kha nang xdm nhap hé thong tir bén ngoai.

-Kiém tra phan tmg cua hé thong ddi voi cac dau hiéu co thé dan dén tin cong tir chdi dich
vu hodc su ¢b hé thong (system crash).

Luu y rang, cac cong cu kiém tra hé thong ciing dong thoi 1a cic cong cu ma nhiing ké tan
céng (attacker) st dung dé phat hién cac 16 hong bao mat trén hé thdng, tir 6 thuc hién cac thao
tac tin coéng khac. C6 nhiéu phan mém quét hé thdéng, dién hinh nhu SATAN (System
Administrator Tool for Analyzing Network), Nessus, Nmap, ...

Cai dat chtrc nang Audit ctia h¢ diéu hanh Windows XP lén mot thu muc trén mot phén
vung NTFS:

-Mic dinh, Windows XP khong 4p dung co ché kiém tra, do d6 cn phai kich hoat co ché
kiém tra ciia Windows XP ding Local Security Policy nhu sau: Vao Control Panel, chon
Administrative Tools, chon Local Security Policy, trong khung Security Settings ¢ bén trai cira
s6, double-click vao muc Local Policy, sau d6 click vao muc Audit Policy. Khi do, khung bén
phai cira 6 liét ké cac chirc ning kiém tra ciia Windows XP. Dé kich hoat co ché kiém tra trén thu
muyc, tim dong Audit object access, double-click vao dong nay va chon ca hai muc Success va
Failure trong cira s6 m&i mé. Click OK va dong tét ca cac ctra s6 lai.

-bé ap dung co ché kiém tra trén mot thu muc nao dé: khéi dong Windows explorer, tim
mot thu muc mudn kiém tra va click phai vao thu muc nay, chon Properties, click vao tab
Security, click vao nut Advanced, sau d6 click vao tab Auditing. Trong cira s6 Auditing entries
liét ké cac muc kiém tra da cai dit. P8 tao mot muc mdi, click vao nit Add, chon tén nguodi dung
hodc nhém cin kiém tra trong cira sb Select User or Group vira xuit hién, click OK. Cia sb
Aditing Entry for ... xut hién, chon cac thao tdc mudn kiém tra, vi du Delete Subfolders and
Files dé theo ddi cac hanh vi xoa tap tin va thu muc con trong muc nay. Can chon c4 hai loai sy
kién 1a Successful va Failed. Click OK v déong tit ca cc cira sb lai.

-Bit dAu tir day, tat ca cac thao tac x0d cac tap tin va thu muc con trong thu muc da chon
dugc thyc hién bdi ngudi dung hodc nhom da chi dinh & trén déu duoc theo ddi va ghi lai trong
nhat ky hé théng. Mubn xem cac théng tin nay thi vio Control Panel, chon Administrative Tools,
chon Event Viewer va chon muc Security.
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Hinh 1.4: Cai dat Auditing trén thu muc NTFS

Tom lgi, AAA la phuong phap tiép can co ban nhit dé thuc hién mot hé théng bao mat
theo m6 hinh CIA. Phuong phép nay gom 3 phan tach roi:

-Thiét 13p cac co ché diéu khién truy xudt cho tirng ddi twong (Access control)

-Xac thue cac d6i tuong trude khi cho phép thao tac trén hé théng (Authentication)

-Theo ddi cic thao tac cua ddi tugng trén hé thong (Auditing)

1.6 CAC HINH THUC XAM NHAP HE THONG

Thuét ngit xdm nhdp (intrusion) va tin cong (attack) duoc st dung véi ¥ nghia gin
gidng nhau trong ngit canh bao mat hé thong. Xam nhap mang y nghia phd quat hon, chi bét ky
mot su kién ndo c6 xam hai dén su an toan cua hé théng, mot cach chu dong hodc thy dong. Tén
cong thuong dugc dung dé chi cac hanh vi xam nhap chu dong, dugc thye hién bdi con ngudi
nhim vao mot h¢ thong véi muc dich khai théc hodc pha hoai.

Muc tiéu cua xadm nhdp la tac dong vao 3 thugc tinh CIA cua hé théng.

Mot cach téng quat, sy an toan cua mot hé théng thong tin c6 thé bji xam pham béng
nhiing cach sau day:

-Interruption: 1am gian doan hoat dong cua hé thong thong tin, vi du nhu pha hoai phan
cimg, ngit két ndi, pha hoai phan mém, ...Hinh thirc xdm nhép nay tic dong vao dic tinh Kha
dung cua thong tin.

-Interception: truy xuat trai phép vao hé théng thong tin. Tac nhan cta cac hanh vi xam
nhap kiéu Interception c6 thé 1a mot ngudi, mot phan mém hay mot may tinh 1lam viéc bang cach
quan sat dong thong tin (monitor) nhung khong lam thay doi thong tin gbc. Hinh thirc xAm nhap
nay tac dong vao dac tinh Bi mat cua thong tin.
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-Modification: truy xuit trai phép vao hé thdng thong tin, dong thoi lam thay ddi ndi dung
thong tin, vi du xdm nhap vao may tinh va lam thay d6i noi dung mot tap tin, thay d6i mot chwong
trinh 1am cho chuong trinh 1am viéc sai, thay d6i ndi dung mot thong bao dang goi di trén mang,
v.v... Hinh thirc xdm nhép nay tac dong vao tinh Toan ven cua thong tin.

-Ngoai ra, mot hinh thirc xdm nhap thir tu 1a hinh thirc xdm nhdp bang théng tin gia danh
(Farbrication), vi dy, gid danh mot ngudi nao do dé gd1 mail dén mot nguoi khéc, gid mao dia chi
IP ciia mot may ndo d6 dé két ndi véi mot may khac, ...Hinh thirc xAm nhap nay lam thay doi
ngudn gbc thong tin, tic cling 1a tac dong vao dic tinh Toan ven cua thong tin.

P6i twong

Ngweoi dung

Hinh 1.5: Xdm nhdp kiéu Interruption

DP6i twong
xam nhap

Mang

Ngw&i diing Ngw&i ding
Hinh 1.6: Xam nhdp kiéu Interception

Trong thuc té, viéc xam nhap hé thong dugc thuc hién boi rit nhiéu phuong thirc, cong cu
va k¥ thuét khac nhau, thém vao d6, viéc phat hién ra cac phuong thirc xdm nhap méi 1a viéc xay
ra rat thuong xuyén, nén vAn d& nhan dang va phéan loai cac xam nhap mot cach c6 hé théng la
kho khan va khong chinh xac. C6 thé phan loai xAm nhép theo cic tiéu chi sau day:
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-Phan loai theo muc tiéu xam nhap (xAm nhap mang, xam nhap ung dung, xAm nhap hon
hop)

-Phan loai theo tinh chit xAm nhép (xdm nhap chu dong, xam nhap thu dong)

-Phén loai theo k¥ thuat xam nhép (do mat khéu, ph::in mém khai thac, .2

Trong tai liéu nay, véi muc tiéu la giap nguoi doc nhan dién duoc nhitng phuong thirc
xam nhdp hé thong co ban va phd bién da dugc ghi nhan va phan tich, nén cac hinh thirc xam
nhap dugc trinh bay theo hai nhém nhu sau:

1-Céc phuong thirc tin cong (attacks)

2-Céc phuong thirc xdm nhép hé théng bang phan mém phé hoai (malicious codes)

DP6i twong

Ngwei dung Ngweoi dung

Hinh 1.7: Xdm nhdp kiéu Modification

P6i twong

Ngwei dung

Hinh 1.8: Xdam nhdp kiéu Farbrication

1.6.1 Cac phuong thirc tin cong:

-Tén céng tir chéi dich vu DoS (Denial of Service):

Dang tin cong nay khong xam nhap vao hé thong dé iy cip hay thay d6i théng tin ma chi
nham vao muc dich ngan chan hoat dong binh thuong cua hé théng, dic biét ddi voi cac hé théng
phuc vu trén mang cong cong nhu Web server, Mail server, ...
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Vi du: ké tdn cong dung phan mém tu dong lién tuc goi dir lidu dén mot may chu trén
mang, gy qua tai cho may chii, 1am cho may chu khong con kha niang cung cap dich vu mét cach
binh thuong.

Céc thn cong tur chdi dich vu thuong rat d& nhan ra do tac dong cu thé cta n6 dbi véi hé
théng. Muc tiéu tan cong cua tir chdi dich vu ¢6 thé 1a mot may chu hodc mdt mang con (bao gém
ca thiét bi mang nhu router va két ndi mang).

Co so cuia tin cong tir chdi dich vu 13 cac so hd vé bao mat trong cau hinh hé théng (cau
hinh firewall), so ho trong giao thirc két néi mang (TCP/IP) va céc 16 hong bao mat cua phan
mém, hodc don gian 1a sy han ché ctia tai nguyén nhu biang thong két ndi (connection bandwidth),
nang lyc cia may chua (CPU, RAM, dia cung, ...). Tén cong tur chdi dich vu thuong dugc thuc
hién théng qua mang Intrenet, nhung ciing c6 thé xuét phat tir trong ndi bd hé thong dudi dang tac
ddng cua cac phan mém doc nhu worm hodc trojan.

Hai k¥ thuat thuong dung dé gy ra cac tin cong tir chdi dich vu truyén théng tuong tng
v6i hai muc tiéu tan cong 1a Ping of Death va buffer-overflow.

e Ping of Death tan cong vao két néi mang (bao gom cé router) bang cach géi lién
tuc va véi sb luong 16n cac goi dir liéu ICMP (Internet Control Message Protocol)
dén mot mang con nao d6, chiém toan by bang thong két ndi va do d6 gay ra tic
nghén mang.

e Buffer-overflow (dwgc mé ta & phan software exploitation attacks) tdn cong vao
cac may chu bang cach nap dir liéu vuot qua gidi han cia bd dém (buffer) trén
méy chu, gay ra 16i hé thong. Céc tin cong tir chdi dich vu ndi tiéng trong lich str
bao mat may tinh nhu Code Red, Slapper, Slammer, ... 1a cic tan cong sir dung k¥
thuét buffer-overflow.

Tan cong tir chdi dich vy thuong khong gay tiét 16 thong tin hay mat mét dir liéu ma chi
nhiam vao tinh kha dung ciia hé thong. Tuy nhién, do tinh phd bién cua tir chdi dich vu va dic biét
1a hién nay chura c6 mot giai phap hitu hiéu cho viéc ngan chin céc tan cong loai nay nén tir chdi
dich vu dugc xem 1a mét nguy co rat 16n dbi véi su an toan cia cac hé théng thong tin.

-Tén cong tiv chéi dich vu phén tin (Distributed DoS hay DDoS):

La phuong thirc tdn cong dwa trén nguyén tic cua tir chdi dich vu nhung c6 muc d6 nguy
hiém cao hon do huy dong cung luc nhidu may tinh cing tin cong vao mot hé thdng duy nhat.

Tén cong tur chdi dich vu phan tan dugc thyc hién qua 2 giai doan:

1-K¢é tin cong huy dong nhidu may tinh trén mang tham gia tir chdi dich vu phan tan bang
cach cai dat cac phin mém diéu khién tir xa trén cac may tinh nay.

Céc may tinh da dugc cai dat phén mém diéu khién nay dugc goi la cac zoombie. bé thuc
hién bude nay, ké tin cong do tim trén mang nhitng méay c6 nhiéu so hé dé tan cong va cai dit cac
phan mém diéu khién tir xa 1én d6 ma ngudi quan 1y khong hay biét. Nhitng phdn mém nay duogc
goi chung 1a backdoor.

2-Ké thn cong diéu khién cac zoombie déng loat thuc hién tin cong vao muc tiéu.

M hinh mdt chudi tin cong chdi dich vu phan tan dién hinh dugc mo ta & hinh 1.9.

Céc thanh phan tham gia trong chéi dich vu phan tan bao gdm:

-Client: phan mém diéu khién tir xa duoc ké tan cong str dung dé didu khién cac may khac
tham gia tn cong. M4y tinh chay phan mém nay dwoc goi la master.
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-Deamon: phan mém chay trén cac zoombie, thyc hién yéu cau ciia master va la noi tryc
tiep thuc hién tan cong choi dich vu (DoS) dén may nan nhan.

Master
(client)

Zoombie
(Deamon)

Hinh 1.9: Tdn céng tir chéi dich vu phén tan (DDoS)

-Tdn céng gid danh (Spoofing attack):

Day la dang tan cong bang cach gia danh mot d6i twong khac (mot ngudi sir dung, mot
may tinh véi mot dia chi IP xac dinh hodc mot phan mém nao d6) dé thyc hién mot hanh vi.

Vi duy 1: mét ngudi cod thé gia danh dia chi e-mail cia mdt nguoi khac dé g6i thu dén mot
ngudi thtr ba, day 1a trudng hop dbi twong bi gia danh 1a mot ngudi sir dung.

Vi du 2: mét may tinh trén mang co thé tao ra cac g6i dit liéu mang dia chi IP nguén
(source IP address) khong phai 1a dia chi ciia minh dé goi cho may khéc (goi 1a IP spoofing), day
1a truong hop dbi tugng bi gia danh 13 mot may tinh.

Vi du 3: trudng hop thir ba 1a truong hop ma ddi twong bi gia danh 1a mot phin mém, vi
du chuong trinh x4c thue ngudi st dung (user logon) trén hé diéu hanh Windows. Bang cach tao
ra mot chuong trinh ¢6 giao dién giéng nhu ctra s6 logon cua Windows va cho thuc hién khi
Windows khéi dong. Nguoi sir dung khong phan biét duoc day 1a cira s6 gia nén nhap tén ding
nhép va mét khau cho chuong trinh nay va hau qua 1a nhirng thong tin nay bi tiét 10.

Tan cong gia danh nhu dé cap ¢ trén 13 hinh thirc dién hinh nhat ctia spoofing attack, t6n
tai song song voi nhimng khiém khuyét vé k¥ thuat ctia bo giao thirc TCP/IP. Ngay nay, Tan cong
gid danh d3 phat trién thém mot huéng méi dua trén sy phd bién ciia mang Internet, d6 1a
Phishing. Phishing hoat dong bang cach gia danh céc dia chi e-mail hodc dia chi trang web dé
danh Itra ngudi sir dung.

-Tin cong xen giiva (Man-in-the-middle attack):

Pay 1a phuong thic tdn cong bang cach xen vao gitta mot thu tuc dang dién ra, thuong
xay ra trén mang IP, nhung ciing c6 thé xay ra trong ndi by mot may tinh.

Trén mang, ké tn cong bfmg mot cach nao do xen vao mot két ndi, dic biét & giai doan
thiét 1ap két ndi gitta ngudi ding v6i may chu, va thong qua d6 nhan duge nhitng thong tin quan
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trong ctia ngudi dung. TAn cong xen giita dic biét phd bién trén mang khong diy (wireless
network) do dic tinh d& xAm nhap ctia moi trudng khong day. Do vay, viéc ap dung cac ki thuat
ma hod (nhu WEP, WPA, ...) 1a diéu rit quan trong dé dam bao an toan cho mang khong day.

Con trén mot may tinh, tAn cong dang nay co thé duoc thuc hién dudi dang mot chuong
trinh thu thap thong tin an (key-logger), chuong trinh nay s& 4m thdm chin bt tit ca nhitng théng
tin ma ngudi ding nhap vao tir ban phim, trong d6 co thé s& c6 nhiéu thong tin quan trong.

Y
Y

A
A

P P
' o

Ké tan cong xen vao gitra mot
tha tuc bat tay dé lay théng tin.

Hinh 1.10: Tdn céng xen giita (Man-in-the-middle)

-Tén céng phidt lai (Replay attack):

Trong phuong thic tn cong ndy, cac goi dir liéu luu thong trén mang duoc chan bat va
sau do phat lai (replay). Trong mdi trudng mang, thong tin xac thyc gitta ngudi dung va may chu
dugc truyén di trén mang. Day 1a ngudn thong tin thuong bi tn cong nhat. Néu khi phat lai, may
chi chip nhan thong tin ndy thi may tdn cong c6 kha ning truy xuat vao may chii voi quyén cua
nguoi dung trude do.

Théng tin xac thuc géi cho server

A

Théng tin xéc thuc Server
bi chan bat

Théng tin xac thuc
duwoc phat lai

Ké tan cong

Hinh 1.11: Tdn céng phdt lai (Replay)

-Nghe lén (Sniffing attack):

Day 14 hinh thirc 1iy cap dir liéu bang cach doc 1én trén mang. Hau hét cac card mang diéu
c6 kha nang chin bét (capture) tit ca cac goi dir liéu luu thong trén mang, mic du goi dit lidu do
khéng duge goi dén cho minh. Nhitng card mang c6 kha ning nhu thé dugc goi 1a dang & ché do
PrOmiSCuous.

C6 rat nhidéu phan mém cho phép thyuc hién chin bat di liéu tir mot may dang két ndi vao
mang, vi du Ethereal, Common view hodc Network monitor c6 san trén Windows server (2000
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hodc 2003 server). Béng viéc doc va phan tich cac goi dir licu bat duoc, ké tin cong co thé tim
théy nhiéu thong tin quan trong dé tién hanh cac hinh thirc tin cong khac.

-Tin cong mdt khiu (Password attack):

La hinh thirc truy xudt trai phép vao hé théng bang cach do mat khiu. C6 hai k¥ thuat do
mat khau phd bién:

-Do tuan tw (Brute force attack): DO mat khau bang cach thir 1an luot cac to hop ky tu,
thong thuong viée nay duogc thyc hién ty dong bang phin mém. Mat khau cang dai thi s6 lan thu
cang 16n va do d6 khé bi phat hién hon. M6t s hé théng quy dinh chiéu dai tdi thiéu cua mat
khau. Ngoai ra dé ngan chdn viéc thir mat khau nhiéu 1an, mot s hé théng ngét két ndi néu lién
tiép nhan dugc mat khau sai sau mot sb 1an nao do.

-Do theo tir dién (Dictionary attack): thir 1an lugt cac mat khau ma nguoi st dung thuong
ding. Dé cho don gian, ngudi sir dung thuong c6 thoi quen nguy hiém 1a dung nhing thong tin dé
nh¢ dé 1am mat khau, vi du nhu tén minh, ngay sinh, sé dién thoai, ...Mot s6 hé théng han ché
nguy co nay bang cach dinh ra cac chinh sdch vé mdt khau (password policy), quy dinh d6 kho t6i
thiéu cia mat khau, vi du mat khau phai khac véi nhitng thong tin lién quan dén c4 nhan nguoi st
dung, phai bao gdm ca chir hoa va chir thudng, chit cai va cac mau tu khac chir cai,...

Mot s6 k3 thudt tén cong dwa trén giao thirc TCP/IP:

Giao thirc TCP/IP 1a giao thirc chuan dugc sir dung trong hau hét cac mang may tinh, va 1a
giao thiic bat budc trén mang Internet. Nhung khong may, TCP/IP chira trong n6 nhiéu so hé vé
bao mat din dén nhiing tdn céng duya trén nguyén 1y ciia TCP/IP nhu sau:

-Lam trin két noi TCP (TCP SYN/ACK flooding attack):

Day 1a tin cong khai théc thi tuc bat tay ba chiéu (three-way handshake) cia TCP. Muc
dich clia tan cong 1a gy ra qua tai két ndi trén may chii va dan téi tir chdi dich vu (DoS).

Hinh 1.12 md ta thi tyc bét tay ba chidu trong tinh hudng binh thuong. Khi mot may
(client) mudn két ndi mot may khac (server) qua mot dich vu nao do, né bat dau bang cach goi
ban tin SYN tdi server trén cong (port) twong tng cua dich vu d6. Ngay sau dé, server danh riéng
mot két ndi cho client nay va tra 161 béng mot ban tin SYN/ACK cho client. Dé hoan thanh két ndi,
client phai mot 1an nita tra 101 bang mot ban tin ACK gdi dén server. Trong truong hop khong

SYN message

SYN/ACK message

A

ACK message

Hinh 1.12: Thii tuc bdt tay ba chiéu ciia TCP/IP

nhan dugc ban tin ACK tra 10i tir phia client thi server phai chd cho dén khi hét thoi hiéu
(timeout) roi méi giai toa két ndi nay. Véi so hd nay, néu mot ké tin cong cd tinh tao ra cac ban
ACK lién tiép goi dén server nhung khong hoi dap (tire khong goi lai ban tin ACK cho server), thi
dén mot thoi diém nao do, tat ca cac két ndi c6 thé cb cua server déu danh hét cho viée chod doi
nay va do khong c6 kha ning phuc vu cho cac két ndi khac. Hinh 1.13 trinh bay phwong thirc tin
cong dung SYN/ACK flooding.
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ACK message

L J

ACK message

A

ACK message

ACK message

A

Ké tan cong ACK message

Y

ACK message

A

Hinh 1.13: Tdn cong TCP SYN/ACK flooding

-Tdn céng dwa vao soé thir tw ciia TCP (TCP sequence number attack):

Trong qua trinh truyén dit liéu giita cic may str dung giao thirc TCP, s thir tu (sequence
number) 1a mot thong tin quan trong giup xac dinh thtr tu cac goi dir liéu va xac nhén cac goi da
dugc nhan thanh cong. S6 thir ty duge danh theo timg byte dir lidu va dugc duy tri mot cach dong
bo gilta bén gdi va bén nhan. Néu mot may thir ba, bi’ing cach nao do, chin bat duoc cac goi dir
liéu dang duoc trao ddi va doan duoc sb tht tu cua qua trinh truyén nhan dir liéu, no s€ co kha
ning xen vao két ndi, 1am ngit két ndi ctia mot ddu va nhay vao thay thé (hijacking). Hinh 1.14
mo ta phuong thirc hoat dong cua tin cong nay.

j

1

2
[e=]

(i

IETIR

192.168.0.1
May bij tan cong

Ké tan cong 6 thiv tw

Hinh 1.14: Tdn céng dya vao sé thir tu TCP (TCP sequence number attack)

-Chiém két néi TCP (TCP Hijacking):

Gidng nhu phuong thirc tan cong & trén (sequence number attack), nhung sau khi doan
dugc s thir tw, may tin cong s& cb ging chiém ldy mot ddu cua két ndi hién hitu ma dau kia
khong hay biét dé tiép tuc truyén nhan dir liéu, khi d6 thong tin trao doi giita hai may ban dau bi
chuyén sang mot may thir ba. Hinh 1.15 trinh bay hoat dong ctia phuong thirc tin cong nay.

-Téin cong ding giao thitcc ICMP (ICMP attack):

ICMP (Internet Control Message Protocol) 1 mot giao thirc diéu khién ding trong mang
IP. Giao thitc nay thuong dugc st dung dé thuc hién céac thu tuc diéu khién trén mang IP nhu
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kiém tra cac két ndi (vi du khi thuc hién cac 1énh Ping, Tracert, ...). Hai phuong thirc tin cong
pho bién dya trén ICMP bao gom:

Chiém két ndi hién
tai ctia client

r'd

Ngét két néi cta client dén server

N

I

Server
- —— o |n I
o )

Client May tan céng

Hinh 1.15: Chiém két néi TCP (TCP connection hijacking)

-Smurf attack: (con dugc goi la Ping of Death). Nguyén 1y hoat dong ciia ICMP 14 hoi dap
lai (reply) khi nhan dugc cic yéu cau (echo request) tir cic may khac, do chirc nang ctia ICMP 1a
dé kiém tra cac két n6i IP. Dya vao nguyén Iy ndy, mot ké tan cong c6 thé gia danh mot dia chi IP
nao d6 (IP spoofing) va gdi mot yén cau (echo request) dén tit ca cic mdy trong mang ndi bo
(bang cach st dung dia chi quang bd broadcast). Ngay 1ap tirc, tit ca cac may nay déu dong loat
tra 101 cho may c6 dia chi IP bi gia danh, ddn dén may nay bj tic nghén khong con kha nang hoat
d6ng binh thudng. Muc tiéu cua tin cong smurf1a 1am té liét mot may nao d6 bang cac goi ICMP.
Hinh 1.16 mé ta hoat dong ctia phuong thirc tin cong smurf.

Cac may trong nhom quang ba

. ) )

) ] 5 |° 5 o [ ==] .D E’"_] [} E_
T —

May tan cong
Thuc hién lénh Ping dén dia
chi quang ba cta mang tir dia
chi gia danh Internet

/ T4t cé céc may trong nhém

quang bé déng loat géi tra I0i
ve may co dia chi IP bj gia
danh, gay tac nghén

May bi tan cong

Hinh 1.16: Tdn céng Ping of Death
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-ICMP tunneling: Do goi dit liéu ICMP thudng dugc chip nhin boi nhiéu may trén mang,
nén ké tan cong co thé loi dung dicu nay dé chuyén cac thong tin khong hop 18 théng qua cac goi
dir liéu ICMP. Dé ngin chin cic tin cong ndy, cach tot nhat 1a tir chdi tit ca cac géi dir lidu
ICMP.

-Tdn céng khai thac phan mém (Software exploitation):

Day la tén goi chung cua tat ca cac hinh thirc tin cong nham vao mét chwong trinh ting
dung hodc moét dich vy nao dé ¢ 16p tng dung. B.%lng cach khai thac cac so ho va céac 161 ky thuéat
trén cac phﬁn mém va dich vu nay, ké tan cong co thé xam nhép hé théng hodc lam gian doan hoat
dong binh thudng cta hé thong.

Tén cong tran bo dém (buffer overflow attack): 1a phuong thic tan céng vao cac 15i lap
trinh cua sé phan mém. L&i nay c6 thé do lap trinh vién, do ban chit cua ngdn ngit hodc do trinh
bién dich. Ngén ngit C 1a ngdn ngit ¢6 nhiéu kha ning giy ra cac 15i tran bd dém nhét, va khong
may, ddy 1a ngdén ngir von duoc ding rong rii nhat trong cac hé diéu hanh, cac chuong trinh hé
thong, dic biét trong mdi truong Unix va Linux.

Pa s céc trinh bién dich C khéng kiém tra gidi han ving nhé da cdp phat cho céc bién,
do d6, khi dir liéu luu vao ving nhé vuot qua gidi han da cap phat, né s€ ghi chong qua nhiing
vung nhé ke can va gay ra 16i. Vi du: khi 1ap trinh, mat khau ma nguoi dung nhap vao thuong duoc
xu ly dudi dang mot chuoi (string), va duoc khai bao voi chicu dai xac dinh, vi du 32 ky tu. Tuy
nhién, néu trong chuong trinh khong thuc hién vi¢c kiem tra chiéu dai mat khau trudc khi xt 1y va
trinh bién dich cling thong tu dong thuc hién viéc nay thi khi nguoi st dung nhdp mat khau co
chiéu dai 16n hon 32 ky tu, toan bg chuoi ky tu nay s€ tran vung nhd da cap phat va co thé gy ra
161 tran bo dém.

Ngoai tin cong tran bo dém, cic phuong thirc tin cong khac nhim vao viéc khai thac cac
so h¢ cua phan mém va dich vu bao gdm: khai thac co so dit liéu (database exploitation), khai
thac ung dung (application exploitation) vi du nhu cac loai macro virus, khai thac cac phdan mem
gai thu dién tur (e-mail exploitation), ...

-Cdc ky thudt danh lira (Social enginerring):

Pay 1a phuong thire tin céng khong sir dung k§ thuat hay may tinh dé xdm nhap hé thong
ma bang céc ki xao gian 1an dé tim kiém céc thong tin quan trong, rdi théng qua d6 ma x4m nhap
hé théng.

Vi du, mot ké tin cong giad danh 1a mdt nhan vién hd tro ky thuat goi dién thoai dén mot
nguoi trong hé thong dé trao ddi cong viée, thong qua cudc trao ddi nay dé khai thac cac thong tin
can thiét dé thyuc hién hanh vi xAm nhap hé théng. R& rang, phuong thirc nay khong sir dung cac
ky thuat dé tan cong, nén dugc goi 1a “social engineering”. Day ciing 1a mot trong nhiing loai tin
cong phd bién, va doi tirong ma né nham dén la van dé con nguwoi trong hé thong.

1.6.2 Cac phwong thirc xAm nhap hé thong bang phan mém pha hoai

K thuat va hinh thirc tn cong méi thuong xuyén duge phat hién va nang cip. O trén chi
gidi thiéu cac hinh thirc tAn cong phd bién di dwoc phat hién va phén tich. Ngoai cac hinh thic tin
cong nhu trén, cac hé thong thong tin con phai déi mat véi mot nguy co x4m nhdp rat 1on d6 1a
cac phan mém virus, worm, spyware, ... goi chung 13 cac phan mém phd hoai hay phan mém déc
(malicious code). Sau day s€ tap trung trinh bay cac hinh thirc xdm nhap nay.

Cac phan mém doc dugc chia thanh cac nhém sau day: Virus, worm, Trojan horse va
logic bomb.
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-Virus:

La phan mém 4n, kich thuéc nhé va duoc gin vao mot tap tin chii nao do, thong thuong 1a
c4c tap tin thyc thi dugc, nhd d6 virus méi c6 kha ning pha hoai va lan truyén sang cac may khac.
Mot sb loai virus lai gén voi cac tap tin tai li€u (vi du nhu word, excel, ...) va duoc goi la cac
VIrus macro.

Virus lan truyén giira cac may tinh thong qua viéc sao chép céc tap tin c6 nhiém virus tir
dia mém, dia CD, dia flash, hodc théng qua céc tap tin goi kém theo e-mail. Pham vi phé hoai ctia
virus 1a rat 16n. Thong thuong nhét, cac virus thuong giy ra méat mat dir liéu, hu hong phan mém
va hu hong ca hé diéu hanh.

Néu trén may chua cai dat sin cac chuong trinh quét virus thi ddu hiéu thong thudng nhét
dé nhan biét c6 virus trén may tinh 1a:

-Xuét hién cic théng bao la trén man hinh

-M4y tinh lam vi¢c cham di dang ké, dic biét khi khoi dong chuong trinh.

-MAét dot ngdt mot hodc nhiéu tap tin trén dia.

-L6i phan mém khéng 13 1y do.

-Kich thudc mot s6 tap tin, dic biét 1 cac tap tin thuc thi, ting 1én bat thuong.

-May tinh ty khéi dong lai khi dang lam viéc

Hinh 1.17 mé ta viéc lay lan cua virus thong qua dudng sao chép tp tin (bang dia hoic
qua cac tap tin dung chung trén mang). Hinh 1.18 md ta qua trinh phat tan virus thong qua email.

C6 thé thiy mirc do phat tan cua virus théng qua e-mail nghiém trong hon nhiéu, boi vi
d6i v6i hinh thirc 1y lan qua dudng sao chép tap tin thi chi c6 cac may tinh chi déng sao chép tap
tin méi bi nhiém virus; nguoc lai trong phuong thirc phat tin bang e-mail, nhitng may khéng chii
déng sao chép tdp tin ciing c6 kha nang bi 1ay nhiém néu vé ¥ mo nhiing tap tin nhidm virus dugc
g6i1 kém theo e-mail.

May bi nhiém virus May chwa bi nhiém virus
l e
Virus
|¥' Network
_E[=—|_r S Al |
= \_/“J\/ _//'_C?_';-_/ /
T — |

(Virl&i/’ ==
Ces™

Hinh 1.17: Virus lay lan tir mdy nay sang may khac qua phuong tién luu triv (dia) hodc qua thu
muc dung chung trén mang
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Hinh 1.18: Virus phat tan qua e-mail

-Worm:

La loai phin mém doc c6 co ché hoat dong va tdm pha hoai gan gidng nhu virus. Piém
khéac nhau co ban gitta worm va virus 1a worm cé kha nang tw sao chép thong qua mang (trong
khi virus phai nhd vao thao tac sao chép cua ngudi st dung) va fir ton tai nhir mét chwong trinh
déc Idp (trong khi virus phai gan vao mét tap tin khac).

Dic trung co ban nhat ctia worm 1a tinh phét tan nhanh trén pham vi rong bang nhiéu
phuong tién khac nhau, nhu sir dung truc tiép giao thirc TCP/IP, sir dung céc dich vu mang & 16p
mg dung, phat tan qua e-mail va nhiéu phuong tién khac. Worm Nimda xuat hién nim 2001 la
mot worm dién hinh véi tbe do phat tan cyc nhanh va mic d6 nguy hiém 16n, c6 thé gay té liét cac
hé théng mang 16n st dung hé diéu hanh Windows trong nhiéu gio.

-Trojan horse:

Mot dang phan mém ddc hoat dong nip dudi danh nghia mot phan mém hiru ich khéac, va
s& thyc hién cac hanh vi phd hoai h¢ thong khi chuong trinh gia danh dugc kich hoat bai nguoi sir
dung.

Trojan khéng cé khd ndng tw sao chép nhu worm (ma phai gia dang thanh mot phan mém
¢6 ich hodc dugc gian vao mot phan mém thuc thi khic dé dugc cai dat vao may), khéng cé kha
nang tu thuc thi nhu virus (ma chi thue hién khi nguoi st dung khéi dong chuwong trinh).

Mirc d6 phé hoai ctia Trojan ciing rt da dang, trong d6 quan trong nhét 1a thyc thi nhu
mdt phan mém gian diép (back-door) gitip cho nhiing ké tin cong tir xa c6 thé dé& dang xam nhap
hé thdng. Spyware 1a mot vi du cta Trojan, ddy 1a cac phan mém duogc ty dong cai vao may khi
ngudi sir dung tai cac phin mém trén Internet vé cai trén may cta minh. Spyware c6 thé tu dong
g6i1 e-mail, ty dong md cac trang web hoac thuc hién cac hanh vi khac gay anh hudng dén hoat
dong binh thuong ciia may tinh bi nhiém.
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-Logic bomb:

La cac phﬁn mém nim 4n trén may tinh va chi thyc hié€n khi c6 mot sy kién nao d6 xay ra,
vi du khi nguoi quan tri mang dang nhap vao hé théng, khi mét ing dung nao dé dugc chay hodc
dén mot ngay gid dinh trudc nao do.

Théng thudng, khi dwoc thuc hién, logic bomb géi mot théng bio vé mot may trung tim
dinh trudc ndo d6 dé thong bao su kién xay ra. Nhan dugc thong bao nay, ké tan cong tir may tinh
trung tdm d6 sé& thyc hién tiép cac thu thuat tin cong vao hé thong, vi du khoi dong mot cude tan
cong tir chdi dich vu (DoS hodc DDoS).

Trén day l1a cac phuong thirc xAm nhap vao hé thong str dung cac phan mém pha hoai.
Maic du sy xdm nhap vao mot hé théng cu thé nao do6 cua cac phén mém nay co thé khong do chu
dich ctia mét ca nhan nao, nhung thiét hai do cac hinh thitc xam nhap nay gay ra la rat 16n, do tinh
phé bién cua né. Bit ky may nao ciing ¢ thé bi nhiém phin mém doc, dic biét khi két ndi dén
mang Internet. Cac nguyén tic chung dé tranh sy xdm nhdp cua cac phan mém doc vao may tinh
noi riéng va vao mot hé thong thong tin néi chung bao gom:

-Khéng sao chép dit liéu tir cac ngudn khong tin cdy (tir dia hay qua mang).

-Khéng cai dit cac phan mém khong ré ngudn goe, dic biét 1a cac phan mém download tir
Internet.

-Thudng xuyén cap nhat cac ban sta 18i (Hotfixes hodc service pack) cho hé thong (ca hé
diéu hanh va chuong trinh g dung).

-Cai dat cac chuong trinh Antivirus, Antispyware va cép nhat thuong xuyén cho cac
chuong trinh nay.

-Theo ddi cac thong tin vé cac loai virus méi, phuong thiic hoat dong va cach thirc ngin
chin trén cac trang web chuyén vé bao mat (vi du trang CERT tai dia chi http://www.cert.org).

1.7 KY THUAT NGAN CHAN VA PHAT HIEN XAM NHAP

Sau khi nhan dién cc nguy co va rai ro dbi voi hé théng, phan tich cac phuong thirc va ky
thuat tdn cong c6 kha nang anh huéng dén sy an toan cua hé théng, cac hé théng thong tin thudng
trién khai cac bién phap k¥ thuat can thiét dé ngéan chdn va phdt hign xam nhap. Phan nay gi6i
thiéu vé tuong lira (Firewall) va hé thong phat hién xam nhap (IDS), 14 hai ing dung bao mat dién
hinh nhat hién nay.

I.7.1 Tuwdng lira:

Tuong lira hay firewall 13 k¥ thuat ngdan chdn cdc tan cong xam nhdp tie bén ngodi (mang
Internet) vao hé thong bén trong (mang LAN va server). Hinh 1.19 mo ta mot cdu truc mang dién
hinh trong do firewall duogc l:flp dat trudce router, vdi vai tro bao vé cho toan bo hé théng mang bén
trong.

Nguyén tic chung cia cac birc tuong lira 14 didu khién truy xuit mang bang cach giam sat
tat c cac goi dit liéu duoc goi thong qua twong lira, va tuy vao cac cai dat trong chinh sach bao
mat ma cho phép hodc khong cho phép chuyén tiép cac goi nay dén dich. Hinh 1.20 mé ta hoat
dong dién hinh cia mot birac tudng lira, trong 6, luu luong HTTP (TCP port 80) duoc phép di
qua tudng ltra, con luu lugng NetBIOS (TCP port 445) thi bi chan lai.
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Internet

Web server

Mail server
Cac may tinh khac trong mang né6i bo

Hinh 1.19: Burc tuwong lvra dat trudc Router dé bao vé toan bé mang bén trong

Chirc ning cua tuong lira trén mang 1a quan 1y luu lugng vao/ra trén két ndi Internet va
¢ghi lai céc sy kién dién ra trén két ndi nay phuc vu cho cadc myc dich an toan mang. Tuy nhién, do
ban chit ciia twong lira 13 giam sat luu lugng luan chuyén théng qua mot két ndi giita mang noi bo
va mang cong cong bén ngoai, cho nén tuwong lira khong co kha nang giam sat va ngan chan cac
tdn cong xudt phat tir bén trong mang néi bo. C6 thé tém tit chirc ning chu yéu cua tudng lira nhu
sau:

-Separator: Tach roi giita mang ndi bd va mang cong cong, rang budc tat ca cac két ndi tir
trong ra ngoai hodc tir ngoai vao trong phai di qua tuong lira nhu mot duong di duy nhét.

-Restricter: Chi cho phép mot sb lugng gidi han cac loai luu lwong duge phép xuyén qua
tuong lira, nhd d6 nguoi quan tri ¢6 thé thyuc thi chinh sach bao mat bang cach thiét 1ap cac quy
tac loc goi twong tmg goi 14 cac access rules.

-Analyzer: Theo ddi (tracking) luu lwong luan chuyén qua tuong Iira, ghi lai céc thong tin
nay lai (logging) theo yéu cau ciia nguoi quan tri &é phuc vu cho cac phén tich dé danh gia mirc
d6 an toan cua hé thong.

Ngoai céc chiic ning co ban trén, mot sd bic tuong lira con cb chirc ning xéac thyc
(authentication) dbi voi ngudi st dung trude khi chdp nhan két ndi.

HTTP (port 80)

Mang néi bo

Firewall

Hinh 1.20: Hoat dong co badn cua birc tuong lira

*-Phan loai twong lira theo dac tinh kv thuadt:

Tuong ltra ¢6 thé 1a mot phan mém chay trén mot may tinh nao d6 vdi it nhat 1a hai giao
tiép mang (dual-home host), khi d6 né dwoc goi 1a firewall mém. Céac firewall mém thong dung
hién nay gém: SunScreen, 1SA server, Check point, Gauntlet, IPTables,...
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Nguoc lai, chirc nang tuong lira ciing c6 thé duoc thuc hién trong mot khdi phan cimg
riéng biét va dugc goi 1a firewall cieng. Cac san pham firewall cimg dién hinh hién nay bao gom:
Cisco PIX, NetScreen firewalls, SonicWall appliances, WatchGuard Fireboxes, Nokia firewalls,

*_Phdn loai firewall theo pham vi bdo vé:

Cin cir vao pham vi ma tuong lira bao vé, c6 thé chia tuong lira thanh 2 nhom riéng biét:
tuong ltra danh cho may tinh ca nhan (personal firewalls) va tudng ltra danh cho mang (network
firewalls).

-Personal firewall thong thuong 1a cac firewall mém, duogc cai dit trén may ca nhan dé
bao vé cho may ca nhan. Hé diéu hanh Windows (2000 va XP) da c6 tich hop sin personal
firewall. Ngoai ra, cac phdn mém antivirus chuyén nghiép ciing c6 chirc ning cua personal
firewall nhu Norton Antivirus, McAfee, ...

-Network firewall c6 thé 1a firewall mém hodc firewall cimg, thuong duogc lap dat trudce
hodc sau bo dinh tuyén (router) nham muc dich bao vé cho toan hé théng mang.

*_Phén loai firewall theo co ché lam viéc:

Dua trén co ché 1am viée, firewall duogc chia thanh 3 loai nhu sau:

-Twong liva loc goi (packet filtering firewall hay stateless firewall)

Nguyén Iy cta cac birc tuong lira loc goi 1a doc tit ca cac thong tin trong tiéu dé cua cac
g6i dit liéu IP ludn chuyén qua birc tudong lira, va dua trén cac thong tin nay dé quyét dinh chép
nhén (accept) hay loai bo goi dit liéu (drop). Nhu vay, khi thiét 1ap cac quy tic loc goi cua tudng
lra, ngudi quan tri mang phai can c trén cac thong tin sau day:

-Dia chi IP, bao gdm dja chi IP cua may gi va dia chi IP ciia may nhan (source IP address
va destination IP address).

-Sb cong két nbi (port number), bao gdm ca cong clia may gdi va cong ciia may nhan
(source port va destination port)

-Giao thire két ni (protocol), vi du TCP, UDP hay ICMP.

Packet filtering firewall chi phdn tich tiéu dé ciia goi IP, khéong phan tich ngi dung g6i va
do d6 khéng cé kha nang ngan chan truy xudt theo ngi dung dir liéu.

Packet filtering firewall hiru ich trong cac truong hop mudn ngin chin mot hoic mot sb
céng xéac dinh nao do, tir chdi mot hodc mot sb dia chi IP xac dinh hodc mot giao thuc xac dinh
nao d6 (vi du ICMP). Trong thuc té, cac tAn cong xam nhap thuong duoc thuc hién théng qua cac
cong khac véi cac cong dich vu pho bién. Bang 1.1 liét ké danh sach mot s6 dich vu thong dung
trén Internet va sd cong twong tng.

-Twong liva lop trng dung (Application Layer gateway):

Hoat dong cua tuong ltra 16p tng dung tuong tu nhu tudong lira loc goi, tire 1a cling dua
trén viéc phan tich cic goi dir liéu IP dé quyét dinh c6 cho phép di xuyén qua birc tudng lira hay
khong. Diém khac cia tudng lira 16p tmg dung 13 nd ¢é kha ning phan tich cd néi dung cia goi
dir liéu IP (phan data payload), va do d6 cho phép thiét 1ap cac quy tic loc goi phirc tap hon. Vi
du, c6 thé chp nhan luu luong HTTP di qua birc tudng ltra, tuy nhién véi nhitng goi nao ¢ chira
ndi dung tring véi mau dinh trude thi chin lai.

Do dic tinh cta tudng lira 16p Gmg dung can thiép truc tiép vao tat ca cac goi dit licu di
qua n6, nén nhin dudi goc do truy xuit mang, buc tudng lira 16p tmg dung truc tiép thuc hién cac
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giao dich v&i mang bén ngoai thay cho cac may tinh bén trong. Do vay, tuong Itra 16p ing dung
cling con duge goi 1a cac phan mém Proxy.

K§ thuét nay co ich trong cac truong hop can quan 1y ndi dung truy cap cua nguoi sir dung
hodc dé nhan dang dAu hiéu cua mot s6 loai ph?m mém doc (virus, worm, trojan, ...), vi du ngan
chan nguoi sir dung tai cac tap tin hinh anh hoac phim vaéi kich thudc 16n.

Do phai phan tich toan bo cau trac géi dir lidu dé Iy thong tin nén nhugc diém cia tudng
lira 16p tmg dung 14 yéu cau ning lyc xir Iy manh, va 1a noi c6 thé xay ra tac nghén tiém nang cua
mang.

-Twong lira kiém sodt trang thdi (stateful inspection firewall):

La loai tuong lira két hop ca hai nguyén 1y 1am viéc ctia tudng lira loc goi va tuong lira 16p
ung dung.

Tuong lira kiém soat trang thai cho phép thiét lap cac quy tic loc gbi phirc tap hon so voi
tuong lira loc goi, tuy nhién khéng mét qua nhiéu thoi gian cho viéc phéan tich ndi dung cia tat ca
cac goi dir liéu nhu truong hop tuong lira 16p tng dung. Tudng lira kiém séat trang thai theo ddi
trang thai cta tat ca cac két ndi di qua nd va cac goi dir liéu lién quan dén timg két ndi. Theo do,
chi cac cac goi dir lidu thudce vé cac két ndi hop 16 méi dugce chdp nhan chuyén tiép qua tuong lira,
cac goi khac déu bi loai bo tai day.

Tuong lira kiém séat trang thai phirc tap hon do phai tich hop chirc ning cua ca 2 loai
tuong lra & trén. Tuy nhién, co ché thuc hién ctia tuong lira nay da ching t6 duge tinh hiéu qua
ctia n6 va trong thyc té, cac san pham tuong lira méi déu hd tro ky thuat nay.

Bang 1.1: Mot 6 dich vu phé bién trén TCP

Cong Dich vu
20 FTP, kénh diéu khién (Control port)
21 FTP, kénh dit li¢u (Data port)
22 Secure Shell (SSH)
23 Telnet
25 Simple Mail Transfer Protocol (SMTP)
80 HyperText Transfer Protocol (HTTP)
110 Post Office Protocol, version 3 (POP3)
143 Internet Message Access Protocol
443 Secure Sockets Layer (SSL)

1.7.2  H@¢ thong phat hién xam nhip:

Hé thong phat hién xam nhdp IDS (Intrusion Detection System) 1a hé thong phat hién cac
dau hiéu cua tan cong xam nhap. Khac voi blic tudng lira, IDS khéng thuee hién cdc thao tdc ngan
chan truy xudt ma chi theo déi cdc hoat dong trén mang dé tim ra cac déau hiéu cua tan cong va
canh bao cho nguoi quadn tri mang.

IDS khong thye hién chirc nang phan tach gilta mang ndi bd va mang cong cong nhu birc
tuong lira nén khong ganh toan bo luu lugng qua nd va do dé khong cé nguy co 1am tic nghén

mang.
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Intrusion (xdm nhdp) dwoc dinh nghia la bat ky mét sy kién hay hanh vi nao tic déng vao
3 thanh phcfn co ban cua mot hé thé'ng an toan la tinh Bdo mdt, tinh Toan ven va tinh Kha dung.

IDS phat hién ddu vét cia tin cong bang cach phan tich hai ngudn théng tin chu yéu sau
day:

1-Thong tin vé& cac thao tac thuc hién trén may chu dugc luu trong nhat ky hé théng
(system log)

2-Lwu Iwgng dang Ivu thong trén mang.

Chtrc nang ban dau cua IDS chi 1a phat hién cac dAu hién xAm nhép, do d6 IDS chi co thé
tao ra cac canh bao tdn cong khi tin cong dang din ra hodc tham chi sau khi tan cong di hoan tat.
Cang vé sau, nhiéu ky thuat méi dugc tich hop vao IDS, gitp n6 ¢6 kha ning dy déan duoc tan
cong (prediction) va tham chi phan ung lai céc tin cong dang dién ra (Active response).

Hai thanh phan quan trong nhat ciu tao nén hé théng IDS 14 sensor (bd cam nhan) co chirc
nang chin bat va phan tich luu lugng trén mang va cac ngudn thong tin khac dé phat hién dau hiéu
xam nhap; signature database 14 co s& dir liéu chira dau hiéu (signature) ctia cac tdn cong di duoc
phat hién va phan tich. Co ché lam viéc cia signature database giéng nhu virus database trong cac
chuong trinh antivirus, do vay, viéc duy tri mot hé théng IDS hiéu qua phai bao gém viéc cap
nhan thuong xuyén co sé dit liéu nay.

*-Phan loai IDS theo pham vi gidm sat:

Dua trén pham vi giam sat, IDS dwoc chia thanh 2 loai:

-Networ- based IDS (NIDS):

La nhitng IDS giam sat trén toan bo mang. Ngudn thong tin chii yéu cua NIDS 1a cac goi
dir liéu dang luu thong trén mang. NIDS thuong duoc lap dit tai ngd vao cua mang, c6 thé ding
trude hoac sau bure tuong Itra. Hinh 1.21 mé ta mot NIDS dién hinh.

-Host-based IDS (HIDS):

La nhitng IDS giam sat hoat dong cua tirng may tinh riéng biét. Do vdy, ngudn thong tin
chu yéu cua HIDS ngoai luu lwong dit lidu dén va di tir may chu con c6 hé théng dir liéu nhat ky
hé thdng (system log) va kiém tra h¢ thong (system audit).

Hinh 1.22 trinh bay c4u trac ciia HIDS. IDS duoc thiét ké dé phdi hop v6i hé didu hanh dé
xtr Iy cac thong tin giam sat hé théng. Dich vu nhat ky hé thong (logging) ghi lai cac sy kién va
trang thai cua hé thdng vao mot co s¢ dir lidu (Event database). Ngoai ra, két qua giam sat trén
mang ctia IDS ciing dugc ghi vao Event Database. Dé phat hién xdm nhap, IDS duy tri mot co s&
dir liéu (IDS database) chira cac mé ta vé timg loai tAn cong.

*-Phan loai IDS theo ky thudt thuc hién:

Dua trén k¥ thuat thuc hi¢n, IDS ciing dugc chia thanh 2 loai:

-Signature-based IDS:

Signature-based IDS phat hi¢n xam nhap dua trén déu hiéu cta hanh vi xam nhép, thong
qua phan tich lwu lugng mang va nhat ky hé thong. Ky thuat nay doi hoi phai duy tri mét co so dit
liéu vé cac dau hiéu xam nhép (signature database), va co s& dit li€u nay phai dugc cdp nhat
thuong xuyén mdi khi c6 mot hinh thire hodc ky thuat xAm nhap méi.

-Anomaly-based IDS: phat hién xam nhap bang cach so sanh (mang tinh théng ké) cac
hanh vi hién tai v6i hoat dong binh thudng cua hé thong dé phat hién cac bat thuong (anomaly) c6
thé 1a ddu hiéu ctua xam nhap. Vi dy, trong diéu kién binh thuong, Ivu lugng trén mot giao tiép
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mang ctia server 1a vao khoang 25% bang thong cuc dai cua giao tiép. Néu tai mot thoi diém nao
do, luu luong nay dot ngdt tang 1én dén 50% hodc hon nira, thi c¢6 thé gia dinh rang server dang bi
tan cong DoS.

Frivate

Internet Netwark

Router L
Firewall
e
----------------- }_ [ SRR ———
Signature at;én tri
database hé théng

Hinh 1.21: Network-based IDS (NIDS)

Network

Host

DS | Hé diéu hanh

A A
.| Logging

1

Event Datzbase

|DS Database

Hinh 1.22: Host-based IDS (HIDS)

Dé hoat dong chinh xac, cac IDS loai nay phai thyc hi€én mot qua trinh “hoc”, tuc la giam
sat hoat dong cuia hé théng trong diéu kién binh thuong dé ghi nhan cac thong sé hoat dong, day 1a
co s& dé phat hién cac bat thuong vé sau.

Trong thyc té, IDS 1a mot k¥ thuat méi so véi firewall, tuy nhién, cho dén thoi diém nay,
v6i su phat trién kha manh mé cua k¥ thuat tan cong thi IDS van chua that sy ching té dugc tinh
higu qua cta no trong viée dam bao an toan cho cac hé thong mang. Mot trong nhitng phan mém
IDS pho bién hién nay 1a Snort. Dy 1a mot san pham NIDS mé ngudn mé voi hé thng signature
database (dwoc goi 1a rule database) duge cap nhat thudng xuyén boi nhiéu thanh vién trong cong
ddng Internet.
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Tém tdt chuwong:

-Mot hé théng thong tin an toan la hé théng dam bado dwoc 3 dac trung co ban:
-Tinh Bao mat (Confidentiality)
-Tinh Toan ven (Integrity)
-Tinh Kha dung (Availability)
Ba ddc trung nay dwoc goi tat la CIA.
-Chién lwgc co ban nhat dé dam bdo tinh bdo mdt ciia mot hé thong thong tin:
-Access Control
-Authentication
-Auditing
K thudt ndy goi tdt la AAA.

-Nguy co (threat) ciia mét hé thong thong tin la cdc sw kién, hanh vi ¢6 kha nang anh
hong dén 3 déic trung CIA ciia hé thong. Ruii ro doi véi hé thong thong tin la xdc sudt xdy ra cdc
thiét hai doi véi hé thong.

-Chinh sdch bao mdt (security policy) dinh nghia cdc trang thdi an toan cia hé thong, cdc
hanh vi ma nguwoi siv dung dwgc phép hodc khéng dwoc phép thue thi. Co ché bdo mdt (security
mechianism) la cdc bién phdp ky thudt (technical) hodc thi tuc (procedure) nham dam bdo chinh
sdch. Nguyén tdc xdy dung mét hé thong thong tin an toan bao gom xdy dung chinh sdch bdo mt
dé dinh nghia mét cach chinh xdc va day di cac trang thdi an toan cia hé thong, sau dé thiét lgp
cdc co ché dé dam bao thuc thi chinh sdch.

-C6 nhiéu hinh thirc xam nhdp / tan céng khdc nhau trén hé thong. Cdc tan cong nay dua
trén cdc so hé vé an toan ciia giao thire (TCP/IP), cia hé dieu hanh (Windows, Linux, ...) hodc
cia cdc chirong trinh vmg dung chay trén cdc hé dieu hanh dé. Ky thudt tat cong luén luén dwoc
phat trién va hoan thién, do dé cong nghé an toan mang ciing phdi dwge phdt trién twong xirng.

-Hai gidi phdp kj thudt givip phdt hién va ngan chan cdc tan cong trén mot hé thong thong
tin la IDS va Firewall. IDS gidm sdt hé thong dé phdt hién cdc dau hiéu tan cong va tao ra canh
bdo. Firewall ngin chin hodc cho phép cdc truy xudt théng qua Firewall theo cdc quy ludt dinh
trudc (access rules).

CAU HOI VA BAI TAP.

A- Ciu héi trac nghiém
Cau 1. Thé ndo 1 tinh bao mat ctia hé thong thong tin?

a- La didc tinh cua hé théng trong d6 thong tin dugc giit bi mat khong cho ai truy
xuat.

b- La dac tinh cta hé théng trong do tat ca thong tin dugc luu trlt dudi dang méat ma.

c- La dic tinh cua hé théng trong d6 chi c¢6 nhimg ngudi ding dugce cho phép méi
¢6 thé truy xuat dugc thong tin

d- Tét ca déu dung
Cau2. Chon cau dung khi noi vé tinh bao mat ctia hé thong thong tin:
a- Mot hé théng dam bao tinh bi mat (confidential) 1a mot hé thong an toan (secure).

b- Tinh bi mat cua thong tin bao gém tinh bi mat vé su ton tai cua thong tin va tinh
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C_

d-

bi mét ndi dung thong tin.

Tinh bi mat ciia thong tin bao gém tinh bi mat vé ndi dung thong tin va tinh bi
mat vé nguon goc thong tin.

Tat ca déu sai.

Cau 3. Thé ndo 1a tinh toan ven ciia hé thong thong tin?

a-

La dic tinh ciia hé thong trong d6 thong tin khong bi sira d6i hodc xo04 bo boi
nguoi st dung.

La dic tinh cua hé thdng trong d6 thong tin khong bi thay dbi theo thoi gian
La dic tinh ciia hé thong trong d6 thong tin khong bi truy xuat boi nhitng nguoi
khong dugc phép.

La dic tinh cta hé théng trong d6 thong tin khong bi thay dbi, hu hong hay mat
mat.

Cau 4. Chon cau dung khi néi vé tinh toan ven ctia thong tin:

a
b-

d-

Mot hé théng an toan la mot hé théng dam bao tinh toan ven ctia thong tin.

Tinh toan ven cua thong tin bao gom toan ven vé ndi dung va toan ven vé ngudn
goc thong tin.

Tinh toan ven cua thong tin bao gém toan ven vé ndi dung va sy ton tai cia thong
tin.

Cauavab.

Cau 5. Céc co ché dam bao tinh toan ven cua thong tin:

a-
b-
c-
d-

Gom cac co ché ngan chin va co ché phat hién cic vi pham vé toan ven thong tin.
Mat ma hod toan bg thong tin trong hé théng.
Luu toan bg thong tin trong hé théng dudi dang nén.

Tat ca cac co ché trén.

Cau 6. Hanh vi ndo sau ddy anh huong dén tinh toan ven cia hé théng thong tin:

a_
b-
C_

d-

Mot sinh vién sao chép bai tdp ciia mot sinh vién khac.
Virus x6a mat cac tap tin trén dia cimg.
Mat dién thuong xuyén lam hé thong may tinh lam viéc gian doan.

Tat ca cac hanh vi trén.

Cau 7. Hanh vi ndo sau day anh huéng dén tinh kha dung cua hé théng thong tin:

a-
b-
c-
d-

Mot sinh vién sao chép bai tdp ctia mot sinh vién khac.
Virus x6a mat cAc tap tin trén dia cimng.
Mit dién thudong xuyén 1am hé thong may tinh lam viéc gian doan.

Tat ca cac hanh vi trén.

Cau 8. Hanh vi ndo sau ddy anh huong dén tinh bi mat cia hé thong thong tin:

a_
b-
C_

d-

Mot sinh vién sao chép bai tap ciia mot sinh vién khac.
Virus x6a mat cAc tap tin trén dia cimg.
Mat dién thuong xuyén lam hé thong may tinh lam viéc gian doan.

Tat ca cac hanh vi trén.

Cau9. Céc co ché bao vé tinh bi mat cia thong tin:

CuubDuongThanCong.com

37

https://fb.com/tailieudientucntt


http://cuuduongthancong.com
https://fb.com/tailieudientucntt

a-
b-
c-

d-

Mat ma hoa toan bd thong tin trong hé thong.
Xay dung cac co ché didu khién truy xuét (access control) phi hop.
Lap dat cac phuong tién bao vé hé théng thong tin & mirc vt Iy.

Tat ca cac co ché trén.

Cau 10. Thé nao 1a tinh kha dung cta hé théng thong tin?

a-
b-
C
d-

La tinh sin sang ctia thong tin trong hé thong cho moi nhu ciu truy xuét.
La tinh sin sang ctia thong tin trong hé thong cho cac nhu cau truy xuat hop 1é.
La tinh d& sir dung ctia thong tin trong hé thng.

Tat ca déu sai.

Cau 11. Thé nao 1a nguy co déi véi hé théng thong tin?

La cac su kién, hanh vi anh huéng dén sy an toan cua hé théng thong tin.
La c4c thiét hai xay ra d6i v6i hé thdng thong tin

La cac hanh vi vo y ctia ngudi sir dung lam anh huéng dén tinh kha dung cta hé
thong thong tin.

Tét ca déu dung.

Cau 12. Céc nguy co nao sau ddy c6 thé anh huong dén tinh kha dung cua hé thdng thong tin:

a-
b-
c-
d-

Thiét bj khong an toan.
Céc tin cong tir chdi dich vu (DoS va DDoS).
Virus va cac loai phan mém phé hoai khac trén may tinh.

Tat ca cac nguy co trén.

Cau 13. Chon cau sai khi ndi vé cac nguy co doi véi sy an toan cua hé thong thong tin:

a-

b-

d-

Nhirng ké tin cong hé thdng (attacker) c6 thé la con ngudi bén trong hé thong.
Nguoi sir dung khong duoc huén luyén vé an toan hé théng ciing 1a mot nguy co
d6i véi hé thong.

Mot hé thong khong két ndi vao mang Internet thi khong co cac nguy co tan
cong.

Xam nhép hé thdng (intrusion) c6 thé 1a hanh vi xuat phat tir bén ngoai hodc tir
bén trong hé thong.

Cau 14. Chon cau dung khi néi vé cac nguy co va rii ro ddi véi hé théng thong tin:

a_
b-
C_

d-

Tat ca cac rii ro déu co it nhat mot nguy co di kem véi no.
C6 thé ngan chan rai ro bang cach ngan chan cac nguy co tuong ung.
Muc tiéu cia an toan hé thong 1a ngan chan tat ca cac rii ro xay ra trén hé thong.

Tat ca cac cau trén.

Cau 15. Nguyén tic xay dung mot hé thdng bao mat:

a

b-

C_

d-

Ap dung céc co ché an toan phu hop voi hé thong.
Xay dung céac chinh sach an toan chat ché.
Xay dung chinh sach bao mat va trién khai cac co ché dé dam bao chinh sach do.

Tat ca déu dung.

Cau 16. Muc ti€u cua chinh sach bao mat hé théng:
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a

b-

C_

d-

Xéc dinh céc trang thai an toan ma hé thong can dam bdo.
Ngéan chan cac nguy co doi voi hé thong.
Han ché céc rii ro doi voi hé thong.

Tat ca cac cau trén.

Cau 17. Muyc tiéu ciia an toan hé thong theo thir ty wu tién giam dan:

a-
b-
c-
d-

Ngin chin, phat hién, phuc hoi.
Phat hién, ngin chin, phuc hoi.
Phat hién va ngén chan.

Phat hién va phuc hoi.

Cau 18. Chon cau ding khi ndi vé cac md hinh didu khién truy xuét (access control):

a_

b-

C_

d-

MAC 1a co ché diéu khién bit budc duge ap dung cho toan hé théng

Co ché quan 1y theo nhom trén Windows 2000 la mdt dang thyc thi twong duong
véi co ché RBAC.

Pa s6 cac hé diéu hanh déu c6 thuc hién mé hinh DAC.

Tét ca déu dung.

Cau 19. Cac co ché xac thuc thong dung trong hé thong thong tin:

a-
b-
c-
d-

Dung cac co ché quan 1y truy xuét tap tin trén dia cimg.
Dung co ché phin quyén cho ngudi st dung.
Dung user-name/password.

Tat ca déu sai.

Cau 20. Céc giao thic xac thyc théng dung trong hé thong thong tin:

a
b-
c-
d-

Kerberos
CHAP
Ca hai déu sai

Ca hai déu dung..

Cau 21. Chirc nang cua co ché kiém tra (auditing) trén hé thong:

Ghi lai (Logger), phan tich (Analyzer) va thong bao (Notifier).
Theo d&i va ghi nhan cac su kién va hanh vi dién ra trén hé théng.
Cung cip thong tin dé phuc hdi hé théng khi co sur ¢d.

Cung cap thong tin 1am chimg ctr cho cac hanh vi vi pham chinh sach an toan hé
thong.

Cau 22. Chon cau dung:

Tén cong kiéu Interception tac dong vao dic tinh toan ven ctia hé thong thong tin.
Modification 1a kiéu tdn cong vao dic tinh bi mat cia hé thdng thong tin.

Tan cong bang hinh thirc gia danh (farbrication) tac dong dén dic tinh toan ven
cua thong tin.

Van @& phu nhan hanh vi (repudiation) 1a mot hinh thtrc tan cong hé thong kiéu
Interruption.

Cau 23. Phuong thirc tin cong nao ngan chin cac user hop 1é truy xuat cac tai nguyén hé thong?
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a

b-

C_

d-

Sniffing

Spoofing

DoS
Man-In-The-Middle.

Céu 24. Chon céau dung:

a-

b-
C
d-

C6 thé ngén chan cac tan cong tran by dém (buffer overflow) bang cac phan mém
antivirus.

C6 thé ngan chan cac tan cong tran bo d€m bang cach cai dat firewall.
Tt ca cac phan mém viét bang ngon ngir C déu co chira 16i tran bo dém.

Ldi tran by dém chi xay ra trén cac phan mém co nhap lidu tir ngudi dung.

Céau 25. Mot may tinh nghe Ién thong tin trén mang va dung cac thong tin nay dé xam nhap trai
phép vao mot hé thng thong tin, day 1a phuong thic tin cong nao?

a- Spoofing
b- Replay
c- Man-In-The-Middle
d- Sniffing
Cau 26. Phuong thirc tin cong nao sau day khong dua trén ban chat cua giao thirc TCP/IP:
a- SYN/ACK flooding
b- TCP sequence number attack
c- ICMP attack
d- Software exploitation
Cau 27. Chon cau dung khi noi vé cac phuong thirc tin cong bang phan mém doc (malicious
code):
a- Virus c6 thé tu sao chép va lan truyén thong qua mang may tinh.
b- Worm la loai phfm mém doc hoat dong dya vao mot phﬁn mém khac.
c- Trojan horse 1a mot loai phan mém déc nhung co tén giéng nhu cc tip tin binh
thuong.
d- Logic bomb khong thé phd hoai hé théng néu dong ho hé thong luén cham hon

thoi gian hién hanh.

Cau 28. Chon cau dung khi néi vé firewall:

Firewall chi c6 thé ngin chin céc tan cong tir bén ngoai hé thong.

Tt ca cac g6i dir li¢u di qua firewall déu bi doc toan bo nodi dung, nhd d6 firewall
mai ¢6 co sé d€ phan biét cac tan cong voi cac loai luu luvgng khac.

Néu mo tit ca cac cong (port) trén firewall thi firewall s& hoan toan bi vo hiéu
hoa.

Tét ca déu dung.

Cau 29. Ung dung nao sau day c6 chirc ning thay ddi dia chi IP cua tat ca cac goi dir liéu di qua

no:
a_

b-
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c-
d-

NAT

Khoéng c6 trng dung nao nhu vay

Cau 30. Nguyén 1y hoat dong cua IDS:

a-

Phan tich cac g6i dit liéu luu thong trén mang dé tim dau hién cta tan cong.

Phan tich céc dir li¢u trong nhat ky hé thong (system log) dé phat hién dau hiéu
cua tan cong.

Duy tri mét co s& dit liéu vé cac dau hiéu tan cong (signature database).

Tat ca cac diéu trén.

Céu 31. Chon cau ding khi noi vé IDS:

B- Bai tap

IDS 14 mot tmg dung c6 chiic ning phat hién va ngin chin cac tin cong vao hé
thong thong tin.

IDS chi c¢6 thé phat hién duoc cac tin cong tir bén ngoai vao hé thong.
Network-based IDS khong c6 kha niang phat hién tdn céng vao mot may chi cu
the.

Signature-based IDS khong c6 kha ning phat hién cac tin céng hoan toan méi,
chua tirng dugc md ta trong co sé dir lidu.

Cau 32. Liét ké va sip xép cac phuong thirc tin cong theo hai loai: tn cong chu dong (active
attacks) va tan cong thu dong (passive attacks).

Cau 33. Liét ké va sép xép cac phuong thire tan cong theo hai loai: tAn cong vao giao thirc TCP/IP
va tan cong vao phin mém (chuong trinh tmg dung va hé diéu hanh).

Cau 34. Cai dat va cau hinh phin mém IDS Snort trén Hé diéu hanh Linux.
Cau 35. Cai dat va cau hinh ISA server 2004 trén Windows.
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_CHUONG II
MAT MA VA XAC THUC THONG TIN

Gidi thiéu:

Chirong nay trinh bdy co ché mdt ma va cdc van dé lién quan nhie ham bam, chir ky so,
chimg thiee va co s ha tang khod céng khai PKI. Mdt ma la co ché co ban nhat nham dam bdo
tinh Bi mdt ciia théng tin. Cdc co ché xdc thuwe nhi ham bam va chit ky s6 ¢6 chire ning bdo vé
tinh Toan ven cua thong tin. Cdc ngi dung dé cdp trong chwong nay bao gom:

-Téng quan vé kj thudt mdt md.

-K thudt mdt ma déi ximg

-K7 thudt mdt ma bat doi ximg

-Cac ham bam bao mat

-Chir ky s6

-Van dé quan Iy khod va co sé ha tang khod cong khai

II.1 TONG QUAN VE MAT MA:

II.1.1 Gidi thiéu:

Mat ma (Encryption) 13 mot ky thuét co s quan trong trong bao mat thong tin. Nguyén
tac clia mat mi 13 bién do6i thong tin gdc thanh dang thong tin bi mat ma chi cé nhiig thyc thé
tham gia xir 1y thong tin mot cach hop 16 méi hiéu dugc.

Mot thyuc thé hop 1€ ¢co thé 1a mot nguodi, mot may tinh hay mét phfm mém nao d6 duge
phép nhan théng tin. Dé c6 thé giai ma dugc thong tin mat, thyuc thé d6 can phai biét cach giai ma
(tirc 14 biét dwoc thuat toan giai md) va cac thong tin cong thém (khoa bi mat).

Qua trinh chuyén thong tin gbc thanh thong tin mat theo mot thuat toan nao dé duge goi la
qud trinh ma hod (encryption). Qua trinh bién ddi théng tin mat vé dang thong tin gdc ban dau goi
13 qud trinh giai ma (decryption). Pay 1a hai qua trinh khong thé tach roi cua mot ky thuat mat ma
boi vi mat ma (gidu thong tin) chi c6 y nghia khi ta c6 thé giai ma (phuc hdi lai) dugc thong tin
d6. Do vay, khi chi dung thuat ngit mdt ma thi né c6 nghia bao ham ca ma hoa va gidai ma.

K¥ thuat ma hod dugc chia thanh hai loai: ma hoa dung khoa dbi xung (symmetric key
encryption) va mi hoa ding khoa bat d6i xtmg (asymmetric key encryption) nhur s& trinh bay
trong cac phan tiép theo.

I1.1.2 Cac thanh phan ciia mdt h¢ thong mi hoa:

Hinh 2.1 m6 ta nguyén tic chung ciia mot hé thong mat mi quy ude. Cac thanh phan trong
mot hé théng méat ma dién hinh bao gém:

-Plaintext: 13 théng tin goc can truyén di giita cac hé thong thong tin

-Encryption algorithm: thudt toan md hoa, day la cach thtc tao ra thong tin mdt tr thong
tin gc.

-Key: khoa mét ma, goi tit 1 khéa. Day 1a thong tin cong thém ma thudt téan ma hoa sir
dung dé tron voi thong tin gbc tao thanh théng tin mat.

-Ciphertext: thong tin &3 ma hoa (théng tin mdt). Pay 1a két qua cua thuat toan mai hoa.
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-Decryption algorithm: Thudt téan gidi md. Pau vao cia thuat toan nay 1a thong tin dd ma
hoa (ciphertext) cling voi khoa mat mi. Pau ra cia thuat toan 1a thong tin gdc (plaintext) ban dau.

Khoa mat ma Khoa mat ma
(Key) (Key)

Y Y

— Théng tin da dwoc ma —
—_— hoa (ciphertext) ———==d
— | > | —
— —
e——— .
Théng tin gbéc Théng tin goc
(Plaintext) Thuat toan ma hoa Thuat toan giai ma (Plaintext)
(Encryption (Decryption
algorithm) algorithm)

Hinh 2.1: Cdu triic mét hé thong mdt ma quy wéc

I1.1.3 CAc tiéu chi dic trung ciia mdt hé théng mi hoa:

Mot hé thong ma hoa bat ky duoc dic trung béi 3 tiéu chi sau day:

-Phwong phdp ma (operation): co hai phuong phip mat mi bao gdm thay thé
(substitution) va chuyén vi (transposition). Trong phuong phap ma thay thé, cic don vi thong tin
(bit, ky tu, byte hodc khdi) trong thong tin gbc dugc thay thé bang cac don vi thong tin khac theo
mdt quan hé nao d6. Trong phuwong phap ma chuyén vi, cac don vi thong tin trong thong gbc duoc
d6i ché cho nhau dé tao thanh thong tin ma héa. Cdc hé thong ma hod hién dai thuong két hop ca
hai phirong phdp thay thé va chuyén vi.

-S6 khéa siv dung (number of keys): néu phia mi héa (phia goi) va phia giai ma (phia
nhén) sir dung chung mét khoa, ta c6 hé thong ma dung khoa dbi xtng (symmetric key) - goi tit 1a
md doi xirng hay con c6 cac tén goi khac nhu ma mét khéa (single-key), ma khéa bi mdt (secret
key) hodc ma quy wéc (conventional cryptosystem). Néu phia ma hoa va phia giai ma dung 2 khoa
khac nhau, hé thong nay dwoc goi 1a md bat doi ximg (asymmetric key), méd hai khéa (two key)
hoac ma khoa cong khai (public key).

-Cdch xir ly thong tin goc (mode of cipher): thong tin gbc ¢ thé duoc xur 1y lién tuc theo
tirng phdn tir , khi d6 ta c6 hé théng ma dong (stream cipher). Nguoc lai, néu thong tin gbc dugc
xtr Iy theo timg khdi, ta c6 hé thdng ma khoi (block cipher). Cac hé thong ma dong thuong phirc
tap va khong duoc phé bién cong khai, do d6 chi duge ding trong mét s Gmg dung nhat dinh (vi
du trong thong tin di dong GSM). Céc thuét téan mat ma dugc gidi thi¢u trong tai li¢u nay chi tap
trung vao co ché ma khoi.

I1.1.4 Tén cong mt h¢ thong mat ma:

Tdn céng (attack) hay bé khod (crack) mot hé thdng mat ma 13 qua trinh thuc hién viéc
gidi ma thong tin mat mot cach trai phép. Thuat ngit cryptanalysis duge dung dé chi hanh vi bé
khod va nguoi thyc hién bé khoé dugc goi la cryptanalyst.

Thong thudng, ddy 1a hanh vi ciia mot ké tan cong khi mubn xam nhap vao mot hé thong
da duogc bao vé béng mat ma. Theo nguyén tic mat ma, dé léy dugc thong tin géc, thi tac nhan

43

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com
https://fb.com/tailieudientucntt

giai ma phai c6 dugc 3 thanh phan: théng tin mdt (ciphertext), khéa (secret key) va thudt téan gidi
md (decryption algorithm). Ké tan cong thuong khong co day du 3 thong tin nay, do dé, thuong
cb ging dé giai ma thong tin bang hai phuong phap sau:

-Phwong phdp phén tich ma (cryptanalysis): dua vao ban chat cua thuit téoan mi hoa,
cung v6i mot doan thong tin gdc hodc théng tin mat c6 dugc, ké tin cong tim cach phén tich dé
tim ra toan bd thong tin géc hodc tim ra khoa, rdi sau dé thyuc hién viéc giai ma toan bd thong tin
mat.

-Phwong phdp thir tudn tw (brute-force): bang cach thir tit ca cac khoa co thé, ké tan
cong co kha nang tim dugc khoa dung va do do gidi ma dugc thong tin mat.

Théng thudng, dé tim duoc khoa dang thi can phai thir mot s luong khoa bang khoang
mot nira s§ khoa co thé co cia hé théng mi. Vi du, néu khod c6 chiéu dai 12 8 bit thi sé& ¢o tat ca 2°
= 256 khoa khac nhau. Dé chon duoc khoa dung thi ké tan cong phai thir trung binh khoang 256 /
2 =128 lan. Viéc thir nay thudong dugce trg gitip boi cac may tinh va phan mém chuyén nghiép.

Hai thanh phan dam bdo suw an todn ciia mét hé thong mdt ma la thudt todn ma (bao gom
thudt toan ma hoa va thudt toan giai ma) va khod.

Trong thuc té, thuét toan ma khong dugc xem nhu mot thong tin bi mat, bdi vi muc dich
xdy dung mot thuat téan ma 1a dé phd bién cho nhiéu ngudi dung va cho nhiéu tng dung khac
nhau, hon nita viéc che giéu chi tiét ciia mot thuat téan chi cé thé ton tai trong mot thoi gian ngén,
s& c6 mot lic nao do, thuat téan nay s& dugce tiét 10 ra, khi d6 toan bo hé thdng ma hoa trd nén vo
dung. Do vay, tat ca cac tinh hudng déu gia thiét ring ké tan cong da biét trudc thuat toan ma.

Nhu viy, thanh phan quan trong cudi ciing ciia mot hé thong ma 1a khoa ciia hé thdng,
khoa nay phai duoc giit bi mat giita cac thyuc thé tham gia nén dwoc goi 1a khda bi mat.

Mot cach tong quat, chiéu dai khoa cang 16n thi thoi gian can thiét dé do ra khéa bang
cach thir cang 16n, do vay kha ning phat hién khoa cang thap. Bang sau day liét ké mot sb khoa
v6i d6 dai khac nhau va thoi gian can thiét dé do ra khoa.

Bang 2.1: Quan hé giita do dai khoa va thoi gian do khoa.

Chiéu dai S0 khod toi da | Thoi gian do khod véi toc @6 = Thoi gian do khod véi toc
khod (bit) thir 1 khod /ms dg thir 10° khod /ms
32 2% =43%10° | 2°' ms=35.8 phut 2,15 milli giay
56 20 =72%10"° 2% ms=1.142 nim 10,01 gio
128 212 =34%10®% 2" ms=54*10* nam 5,4 * 10" nam
168 218 =37%10°  2' ms=5,9 * 10* nam 5,9 * 10° nam

26 ky tu 26! =4 *10* 2%10%° ms=6,4x 10" nam | 6.4 * 10° nam
(hoan vi)

I1.2 KY THUAT MAT MA POI XUNG:

KV thuat mat ma ddi xting dugc dac trung béi viée sur dung mot khoa duy nhdt cho ca qua
trinh md héa va giai ma thong tin. Bang mot cach an toan nao d6, khéa chung nay phai dugc trao
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d6i thdng nhét gitra bén goi va bén nhén (tirc bén ma héa va bén giai mi), dong thoi duoc giir bi
mat trong sudt thoi gian sir dung.

K§ thuit mat ma d6i xtng con dugc goi 1a mat ma quy wdc (conventional encryption)
hodc mat ma dung khoa bi mét (secret key encryption).

CAu triic chung ciia mot hé thong méat ma hoéa quy wdc nhu trinh bay ¢ hinh 2.2, trong do,
kénh thong tin ding dé trao d6i khoa bi mat phai 1a mot kénh an toan. C6 thé thyc hién viée trao
d6i khoa bi mat giira hai thyc thé A va B theo nhiing cach sau day:

1-A chon ra mot khéa bi mat va chuyén truc tiép cho B (chuyén bang phuong tién vt ly
nhu ghi 1én dia, noi truc tiép, ghi ra gidy, ...)

2-Mot thyc thé thir 3 chon ra khoa bi mat va thong bao khoa nay cho ca A va B (bang
phuong tién vat Iy nhu trén)

3-Néu A va B trudc d6 da ding mot khoa nao d6 dé thong tin voi nhau, thi mot trong hai
thuc thé s& tiép tuc ding khoéa cii dé goi thong bao vé khoa méi cho thuc thé kia.

4-Néu A va B c6 cac két ndi an toan dén mot thuc thé thir 3 1a C, thi C co thé goi thong
bao vé khoa cho ca hai thuc thé A va B thong qua két ndi an toan nay.

Khoa bi mat
(diing chung) l i
Théng tin gbe ana tin ma Théng tin géc
Thuat toan Thong tin mat Thuat toan
— ma héa > giaima [—————>»

Hinh 2.2: Trao déi khod trong mdt ma déi ximg

Mi hoa d6i ximg dya chit yéu trén hai thao tac: thay thé va chuyén vi.

Thao tac thay thé s& thay timg tir ma boi mot tir ma khac theo mot quy udc nao do, va quy
wéc ndy chinh 1a khéa ciia hé thdng ma. Vi du: thay thé timg ky tu trong mot théng diép bang mot
ky tu dung cach n6 3 vi tri trong bang chir céi la tinh, thong diép “HELLO WORLD” s€ dugc ma
hoéa thanh “KHOOR ZRUOG”.

Thao tac chuyén vi thyc hién viéc thay thé vi tri cua cac tr ma trong thong tin géc theo
mot quy udc nao d6 va quy udc nay ciing tré thanh khoa cua hé thong. Vi du: dich timg ky tu
trong mot théng diép qua phai mot vi tri c6 xoay vong, théng diép “HELLO WORLD” sé& duoc
ma hoa thanh “DHELLO WORL”.

I1.2.1 Céiu tric mi khoi co ban Feistel:

Céu tric md khdi co ban Feistel (Feistel Cipher Structure) dugc IBM dua ra vao nim
1973, duge xem nhu 13 cAu triic mat ma co ban nhét va duge ap dung trong nhiéu thuét toan mat
ma phd bién hién nay nhu DES, Blowfish, IDEA, ... Can cha ¥ rang Feistel chua phai 1a mot
thuat toan mat ma, ma chi 1a mét mo hinh dugc xay dung phu hop cho viée thiét ké cac thiét bi
mat ma bé‘mg phﬁn cung. Cac thuat toan mat ma phai thyc hi¢én hoan chinh mé hinh Feistel theo
yéu cAu cua minh, bao gém viéc dinh nghia cac ham F, S-Box va thuat toan tao khoa phu (subkey
generation algorithm). C4u truc Feistel dugc trinh bay & hinh 2.3.

Nguyén 1y hoat dong cua Feistel dua trén viéc hodn vi va thay thé nhiéu lan trén khoi div
liéu gé'c, cu thé nhu sau:
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-Théng tin gdc duoc cat thanh timg khdi c6 kich thude 2w bit (tirc 1a mot sd bit chin).

M&i khéi bit duge xtr 1y thanh 2 phan bang nhau: w bit bén trai (L) va w bit bén phai (R).

-Ca hai phan bén trai va bén phai duoc dua lan lugt vao khdi md hoa gdm n vong lién tiép

va giong nhau. Cac thao tac thyc hién tai moi vong bao gom: hoan vi phan bén trai va phan bén

phai, dua phan bén phai vao mét ham xir Iy F cung v6i khoa con K, ngd ra s& duge XOR vé6i phan

bén trai. Két qua cuoi cung dugc hoan vi mét lan nira trude khi xuat ra.

Théng tin géc

2w bit
Lo woit v wbhit __ Ro
{ i
o —r -
L1 R1
L] L
L] L]
L] L]
1 Y i
e~
LI Ri
L]
L L
.
Kn

Rn+1

Thoéng tin mat
2w bit

Hinh 2.3: Cdu tric md khoi Feistel
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Qua trinh giai ma cua Feistel twong ty nhu qua trinh ma ho4, chi khac & chd thu ty cac
khoa phy dura vao tai mdi vong bi ddo nguge so v6i qua trinh ma hoa, nghia 1 khoa K, s& dua vio
vong thir nhét, khoa K; dua vao vong cudi ciing. Ciing vi 1y do nay, 1t cdc cdc thao tic trong cdu
triic Feistel, ké ca ham F, déu khong can phdi ¢6 thao tdc nguoc.

Qua trinh giai ma dugc minh hoa ¢ hinh 2.4, cu thé cho truong hop Feistel st dung 16
vong. Ta s& chimg minh dugc rang ngd ra cia thuat toan giai ma chinh 13 thong tin gbc ban dau.
Tir két qua chimg minh nay, ta c6 thé 4p dung twong ty cho thuat toan Feistel bat ky v6i n vong.

Théng tin géc Théng tin mat
2w bit 2w bit

LD,=REq K¢1s RD,=LE;

F

LE, 'f1 RE,

RE, RD,=LE;s
LE15 K¢16 RE15 RD15=LE1
+ F
LEout RE,ut LD,,=LE, RD,.=RE,
Théng tin mat Théng tin gbc
2w bit 2w bit
a-Qua trinh ma hoa b-Qua trinh gidi ma

Hinh 2.4: Ma hod va gidi md ding cdu tric Feistel

Dé phén biét giita qua trinh ma hod va qua trinh giai ma, ta ky hiéu cac khdi thong tin tai
tirng vong nhu sau:
- LE; va RE;: ngd vao bén trai va bén phai cta thuat tban ma hoa & vong thur i.

47

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com
https://fb.com/tailieudientucntt

- LD; va RD;: ngd vao bén trai va bén phai cua thuét téoan giai ma ¢ vong thu i.
- F(RE;, K;): 4p dung ham F 18n khéi thong tin RE; va khoa K.
Xét vong cudi ciing (vong 16) cta qua trinh ma hoa:
LEs=RE;js
RE 6= LE;5s @ F(REs, Ky6) (1)
Khi dua ngd ra ciia qua trinh ma hoa vao ngd vao ctia qua trinh giai ma, cha y 1an hoan vi
sau cung cua qua trinh ma hoa, ta co:

LD¢ = LEou = REs6

RDg = REqu = LEs6 (2)
Xét vong thir nhat ctia qua trinh giai ma, ta co:

LD; =RD,

RD; = LDy @ F(RDy, Ki¢) (3)
Két hop (1), (2) va (3) ta co:

LD; =RE;;s

RD; = RE;s ® F(LE;6, Ki6) = [LE;5s © F(RE5, Ki6)] © F(RE s, Ky) = LE;5
Do véi phép XOR, ta ludn coé:
A@A=0
(A®B)®@C=A@ B ®C).
Mot cach tong quat, tai vong thi i ciia qua trinh ma hoa:
LE;=RE;,
RE;=LE;; @ F(RE; |, K))
Hay c6 thé viét:
RE;; = LE;
LE;, =RE; ® F(RE;, K;) = RE; ® F(LE;, K;) 4)
V6i (4), ta hoan toan c6 thé kiém ching dugc két qua cua timg vong giai ma nhu & hinh
2.4b. Vi dy & vong tha 2:
LD, =RD=LE;s=RE4
RD, =LD; @ F(RD, Ky5) = RE5 ® F(LEs, Ky5) = LE4
O vong thir 16, ta co:
LD;s=RD;5=LE; =RE,
RDs=LD;s ® F(RDys, K;) = RE; @ F(LE4, K;) = LE,
Lan hoén vi sau cung cho ra:
LDyy = LEy va RD,, = RDy, ddy chinh 1a thong tin géc ban dau.

Cac thuat toan mat ma dua trén cau trac Feistel phan biét voi nhau boi cac thong sd sau

day:
1-Kich thude khdi dir lidu dau vao (block size)
2-Chiéu dai khoa (key size)

3-S6 vong lap (number of rounds)
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4-Thuét toan sinh khoa phu (subkey generation algorithm)

5-Ham F thuc hién tai mdi vong (round function)

Day 1a nhitng thong sé chua dwoc xac dinh trong cdu trac Feistel.

Ngoai ra, hai tiéu chi khic can quan tim khi thiét ké thuat toan ma dya trén Feistel:
e Dat tdc d6 tdi da khi cai dat béng phﬁn mém.

e Dé phan tich va thyc hién.

I1.2.2 Thuit toan mat ma DES:

DES (Data Encryption Standard) 1a mot thudt téan ma dua trén cdu trac Feistel duoc
chuin hoa nim 1977 béi co quan chudn hoa Hoa ky (NIST — National Institute of Standards and
Technology).

Co ché thuc hién ma héa DES dugc mé ta & hinh 2.5.

Théng tin géc Khoa bi mat
64 bit 64 bit
IP PC-1
64 bit 56 bit
\ K, 48 bit \ 56 bit r \

Vong 1 PC-2 Dich trai

Twm 1%m

\ K, 48 bit \ 56 bit \
Vong 2 PC-2 Dich trai
H H , H
N K16 48 bit 56 bit
Vong 16 PC-2 ]+ Dich trai ]
64 bit
32 bit swap Chi thich:
- o IP (Initial Permutation): phép hodn vi khéi dau
64 bit \
1P (Inverse Initial Permutation): phép hodn vi nguoc ciia hodn vi khéi dau.

IP-1

!

Théng tin mat
64 bit

] PC-1 (Permuted Choice 1): phép hoan vi 1
PC-2 (Permuted Choice 2): phép hoan vi 2

Hinh 2.5: Thudt toan mat ma DES
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DES xac dinh cac thong sb cua cdu tric Feistel nhu sau:

-Kich thuéc khbi: 64 bit

-Chiéu dai khoa: 64 bit, thuc ra 1a 56 bit nhur s& trinh bay sau day

-Sb vong lap: 16 vong

-Thuat toan sinh khod phu: két hop phép dich trai va hoan vi
-Ham F: két hop cac phép XOR, hoan vi v thay thé (S-box).
Chi tiét thuc hién cac thong sb ciia DES dugc trinh bay sau day:

-Phép hodn vi khéi dau (IP): c6 chirc ning 1am thay doi vi tri cac bit trong khdi thong tin
gbc. Pay 1a phan thuc hién khong co trong ciu truc Feistel. O phan cudi cta qua trinh ma hod,

phép hoan vi nguoc s€ tra lai cac bit vé vi tri ban dau cua no. Phép hoan vi IP va IP-1 thyc hién

dua trén hai ma trén nhu sau, véi cac gia tri trong ma tran cho biét sb thir tu cta bit trong khéi
thong tin (tir 1 dén 64):

58
&0
62

57
59
61
63

40
39
38
37
36
35
34
33

50
52

56
49
51
53
55

L I 5 e e o T T

Hinh 2.7: Ma trdn ngwoc cia ma trdn hoan vi khoi dau (IPI)

42

46
48
41
43
45
47

Hinh 2.6: Ma trdn hodn vi khéi dau (IP)

48
47
46
45

43
42
41

34
36
38
40
33
35
37
39

16
15
14
13
12
11
10

64 bit trong khéi théng tin (M, Ms, ..
ma tran IP va [P, sau d6 duoc doc ra tudn tu theo tirng dong tir trén xuéng.
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26
28
30
32
25
27
29
31

56
55
54
53
L2
= |
E0
49

18
20
22
24
17
19
21
23

24
23
22
21
20
19
18
17

10
12
14
16

11
13
15

63
62
61
&0
Lo
LB
57

=~ U\ W o= G BN

32
31
30
29
28
27
26
25

., Mgs) dugc anh xa vao cac vi tri tuong tng trong
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Vi du: ddi véi phép hoan vi IP, bit M; duoc ghi vao vi tri ¢t 8 dong 5, bit M, dugc ghi
vao cot 8 dong 1 va tiép tuc nhu thé dén bit Mgy dugc ghi vao cot 1 dong 4. Sau d6, khdi thong tin
nay duoc doc ra 1an lugt timg dong, khi d6 8 bit dau tién twong g véi dong dau tién sé& 1a cac bit
c6 thir tu 1a: 58, 50, 42, 34, 26, 18, 10, 2. Hay né6i cach khac, chudi bit:

My [M; [M; | My | Ms | Mg | M7 | Mg

duogc hoan vi thanh chubi bit:

Msg | Msg | Myy | Mag | My | Mig | Myg | M,

-Ham F: co6 chiic nang tron giita khod phu K; véi khéi thong tin tai timg vong. Ham F
trong DES gdm c¢6 thao tac: hoan vi mo rong (E table) chuyén tir 32 bit thanh 48 bit, ham XOR
cong 48 bit vira tao ra v6i 48 bit ciia khod phu K;, khi thay thé S-Box chuyén 48 bit thanh 32 bit,
cubi cing 1a khdi hoan vi P.

Hoat dong cua ham F tai tirng vong dwgc mo ta ¢ hinh 2.8.

32 bit 32 bit

Liq Ri4

. @ 48bit K,

Permutation (P)

32 bit

7 ®

32 bit 32 bit

Hinh 2.8: Cdu triic ting vong ciia DES
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E table (Expansion/Permutation) thuc hién chirc ning hoan vi cac bit trong khdi thong tin,
dong thoi chuyén tir 32 bit thanh 48 bit bang cach st dung ma tran E table (hinh 2.9). 32 bit thong
tin theo thu ty dugc doc vao 48 vi tri (twong ung voi 6 c¢ft va 8 dong) cua E table. Nhu vay, s€ c6
mdt so bit dugce 1dp lai trong ma tran.

S-Box (Substitution Box) thyc hién thao tac thay thé chudi bit thanh mot chudi bit khac,
dong thai thue hién thao tac ngugc lai voi E table 1a chuyén khoi thong tin tir 48 bit thanh 32 bit.
S-Box cling dugc thuc hién thdng qua cdc ma tran S-Box (hinh 2.10).

Nguyén tic hoat dong ctia S-box nhu sau:

e 48 bit ngd ra cia phép XOR duoc chia thanh 8 phin, mdi phan 6 bit.

e Tung phan 6 bit dugc xtr Iy riéng biét bing mot ma tran S-Box khac nhau (c6 8 S-
Box khac nhau).

e Tai mdi S-Box, bit dau va bit cudi cua phﬁn 6 bit thong tin dugc dung dé chon 1
trong 4 hang cua ma tran, 4 bit con lai dugc dung dé chon 1 trong 16 gié tri cua
hang tuong ung, gia tri dugc chon sé chuyén thanh 4 bit nhi phan.

Vi dy, xét ma trén Sy, véi chudi bit 1a 101100:

- bit dau va bit cudi 1a 10, c6 gia tri thap phan 14 2, do d6 hang dugc chon 1a hang s 2.

- 4 bit con lai 1a 0110 nhi phan, gia tri thap phan twong ing la 6, do do gia tri tai cot 6
duoc chon.

- Gia tri tai hang 2 c6t 6 trong ma tran S; 13 2, gia tri xuét ra 12 0010.

32 1 2 3 S 5
4 5 B 7 3 g
8 9 10 11 12 13
12 13 14 15 16 17
16 17 18 19 20 21
20 21 22 23 24 25
24 25 26 27 28 29
28 29 30 21 32 1

Hinh 2.9: Ma tran E table

Phép hoén vi P (Permuatation) ¢ chirc ning chuyén doi vi tri cac bit trong khdi thong tin
32 bit xut ra tir S-Box. Thao tac hoan vi P cling duoc thuc hién dya trén ma trin P gém 8 cotvad
dong (hinh 2.11).
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S,

S,

Ss

Ss

Ss

Se

S;

Ss

CuuDuongThanCong.com

14 4 13 | 2 15 11 8 3 10 6 12 5 ) ]
0 15 7 4 14 2 13 1 10 (4] 12 11 9 5 3
4 | 14 e 13 f 2 11 15 12 9 T 3 L0} 5 0]
15 12 8 2 4 g 1 7 5 11 3 14 10 1] 3 13
15 1 g 14 (3] 11 3 4 9 7 2 13 12 1] 5 10
3 13 4 7 15 2 8 14 12 0 1 10 (i 9 11 5
0 14 T ] 10 4 13 1 5 8 12 0 9 3 2 15
13 B 10 1 3 15 4 i 11 a i 12 1] 3 14 0
10} ] Q 14 & 3 15 5 | 13 12 T 11 4 2 be]
13 7 0 9 3 4 6 10 2 8 5 14 12 11 15 1
13 f 4 Ly 8 15 3 o 11 1 2 12 5 10 14 7
1 10 13 0 (3] Q 8 4 15 14 3 11 5 2 12
7 13 14 3 0 3 9 10 1 z 2] 5 11 12 4 15
13 B 11 5 (i} 15 1] 3 4 T 2 12 1 10 14
10 i 9 0 12 11 7 13 15 1 3 14 5 i
3 15 0 f 10 1 13 B 0 4 a 11 12 i 14
2 12 4 1 7} 10 11 f 5 3 15 13 1] 14 4
14 11 2 12 4 i 13 1 : 0 15 10 3 9 8 6
4 2 1 11 10 13 i ] 15 9 I 5 (i 3 0 14
11 8 12 T 1 14 Z. 13 6 15 0 g 10 4 3
12 1 10 15 9 2 (i] 8 13 3 4 14 T 5 11
10 15 4 2 i 12 ] 5 1 13 14 1] 11 3 8
14 15 3 2 8 12 3 0 4 10 1 13 11 6
3 2 12 9 5 15 10 11 14 | ) 5] 0 b 13
4 11 Z Ll14 15 ] 8 M3 3C 03 ] i 5 10 6 1
13 0 11 7 4 Y 1 10 14 3 5 12 2 15 8 5
| 4 11 13 12 3 T 14 10 15 (i} 8 1] 5 9 2
6 11 13 8 1 4 10 7 0 3 0 15 14 2 3 12
13 2 B 4 (i] 15 11 1 10 9 3 14 3 o 12 7
| 15 13 8 10 3 i 4 12 3 (i} 11 1] 14 9 2
7 11 4 1 9 12 14 { [§] 10 13 15 3 5 e
2 1 14 7 4 10 &8 13 15 12 9 ] 3 5 ] 11
Hinh 2.10: Ma tran S-Box
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16 7 20 21 29 12 28 17

1 15 23 26 5 18 31 10
2 8 24 14 32 27 3 9
19 13 30 6 22 11 = 25

Hinh 2.11: Ma trdgn hoan vi P

Dich trai Dich trai

e/

K
C D;
Hinh 2.12: Thudt toan sinh khoa phu cua DES
57 49 41 33 25 17 9
1 58 L0 42 34 26 18
10 2 549 51 43 35 27
19 11 3 o0 52 44 30
63 55 47 39 31 23 15
r 62 L4 46 28 20 22
14 G 61 L3 45 37 29
21 13 5 28 20 12 4

Hinh 2.13: Ma tran hoan vi PC-1

-Thudt todn sinh khod phu: Khoa dua vao cho thuat todn DES 1a 64 bit, tuy nhién trong
qué trinh thuc hién, chi ¢6 56 bit dugc st dung. Tét ca cac bit cudi cung cua byte (tu bit 8, 16, 24,
32, 40, 48, 56 va 64) bi loai bo ngay tir vong xtr Iy dau tién.

Hinh 1.12 m6 ta thuat toan sinh khoa phu cua DES. 64 bit khoa ban dau duge chon léy 56
bit theo quy tic da noi & trén, sau do dugc dua vao khdi hoan vi PC-1. Muc dich cta khdi hoan vi
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PC-1 1a thay ddi vi tri cac bit cua 56 bit khoa via tao ra. Chi v r::ing PC-1 chi duge thuc hién 1 1an
duy nhat trude khi bat dau vong dau tién. Trong tt ca cac vong ma hod, phép hoan vi thuc hién
trén cac khoa phu 1a phép hoan vi PC-2. PC-1 va PC-2 dugc thuc hi¢n thong qua cidc ma tran
PC-1 va PC-2 & hinh 2.13 va 2.14. Ngd ra cua khéi hoan vi PC-1 dugc chia thanh 2 phan, mdi
phan 28 bit (C va D). Tai mdi vong ma hod, hai phan nay dugc dich trai 1 hodc 2 bit trudc khi di
qua khéi hoan vi PC-2 dé thanh 48 bit khoa phu dua vao ham XOR cung vé6i khéi théng tin cua
vong tuong tmg. SO bit dich trai twong tng véi mdi vong nhu sau:

Vong 1 12 (3 |4 |5 |6 |7 |8 |9 |0 |11|12]13]|14|15]|16
Sébitdich |1 |1 |2 |2 |2 |2 |2 |2 |1 |2 |2 |2 |2 |2 |2 |1

14 17 11 24 1 5 3 28
15 6 21 10 23 19 12 4
26 8 16 7 27 20 13 2
41 52 21 37 47 55 20 40
51 45 33 48 44 49 39 L
34 53 45 42 50 36 29 32

Hinh 2.14: Ma tran hoan vi PC-2

Nhdn xét:

-Thuat tban mat ma DES 1a mot thuat téan dya trén cdu trac Feistel nhung cé cach thuc
hién phirc tap, dugc thiét ké dua trén cac thao tac xu 1y bit (bitwise operartions) nhu phép XOR,
phép dich, hoan vi, ... do do6 thich hgp véi cac thiét bi ma hoa bz"mg phén cung. Thuat toan DES
khong dé phan tich, va trong mot thoi gian dai da duoc giir bi mat.

-Hai thong tin lién quan dén mirc d6 an toan ciia thuat todn mi DES 1a tinh phirc tap ctia
giai thuat va chiéu dai khoa. Pén thoi diém hién nay, tirc 30 nam ké tir khi DES dwoc chip nhan
nhu mot thuat todn mat ma tiéu chudn, chua c6 mot phat hién nao vé diém yéu trong ban than
thuat toan. Tuy nhién, v&i chiéu dai khoa 1a 56 bit, viéc do khod bang phuong phéap thir lan luot 14
c6 thé thuc hién duoc voi cac may tinh da dung hién nay v&i thoi gian tim kiém khoang 10 gio.

Do viy, nguy co tan cong mat ma doi v6i cac hé thong sir dung DES 1a kha cao trong thoi
diém hién nay. Diéu d6 yéu cau phai xdy dung mot tiéu chuan mat ma khac hodc cai tién DES dé
tang mirc d9 an toan. Phan tiép theo sé& trinh bay ca hai giai phap nay.

I1.2.3 Thuat téan miat ma Triple DES:

Tripple DES hay DES bi ba (viét tit 1a 3DES hodc TDES) 1a mét phién béan cai tién ciia
DES. Nguyén tic ctia Triple DES 1a ting chiéu dai khoa ciia DES dé ting d6 an toan, nhung van
gilr tinh twong thich véi thuat toan DES cii.

Goi P 1a thong tin géc, K 1a khoéa va C la thong tin d3 mat ma hoa; E 1a thudt tban ma hoa
va D 1a thuat téan giai mi, qué trinh ma hoa va giai ma dung thuét téan DES don gian dugc biéu
dién nhu sau:
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C = E(P, K)
P =D(C, K)

a- Ma hoa
K K,
b- Giai ma

Hinh 2.15: DES bgi hai (double DES)

Pé tang do an toan cua giai thuat mat ma DES, y tudng co ban la thwc hién DES nhiéu lan
doi véi ciing mot khoi thong tin géc. Néu thuc hién DES hai lan, ta ¢6 DES boi hai (double DES)
(hinh 2.15) v&i cong thirc biéu dién nhu sau:

C=E (E(P, K)), Ky)
P=D (D (C, Ky), K))

Tuy nhién, véi 112 bit khoa, DES boi hai van chua ching to dugc tinh an tdan cao ciia no,
cac hé thdng ding DES boi hai van c6 thé bi tin cong bang phuong thirc xen gitta (Man-In-The-
Middle). Bang cach thuc hién DES ba lan trén cing mot khdi thong tin, trong d6 ¢ hai 1an mi
ho4 va mot 1an giai mé (hinh 2.16), ta dwoc Triple DES hay DES bdi ba:

C=E (D (E (P, Ky), Ky), Ky)
P=D (E (D (C, Ky), K5, Ky)

K1 Kz K1
A B
—
a- Ma hoa
Ky K, K4

b- Gidi ma

Hinh 2.16: DES bgi ba (triple DES) dung 2 khod
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Khi do, chiéu dai khoa cua thuat téoan nay van la 1a K, + K, =112 bit.

Viéc xen vao mot lan giai mi & giira trong thuat toan Triple DES khong nhdm muc dich
tang thém d6 an toan cho thuat todn ma chi giup tao ra sy twong thich giita Triple DES va thuat
toan DES cii. Khi do, thiét bi giai ma Triple DES c6 thé giai ma duoc thong tin mat dugc ma hoa
bang DES:

C=E D (E (P, K)), K»), K)) =E (P, Ky).

Triple DES véi hai khoa 1a mot thuat toan mat ma an toan, tranh duogc cac tAn cong xen
gilta va da dugc st dung thay thé DES trong nhiéu Gmg dung (ANS X9.17, ISO 8732, ...).

Mot phién ban khac cua Triple DES 1a st dung ca 3 khoa khac nhau K;, K,, K3 véi cung
cu tric nhu trén. Khi d6 chiéu dai khoa ctia thuat toan 1a K; + K, + K = 168 bit. Khi can thiét
phéi ddm béo tinh tuwong thich véi cac ing dung DES cii thi dat Ky = K, hodc K3 = K. Triple DES
3 khoa ciing da duogc tng dung trong nhiéu dich vu, ddc biét 1a PGP, S/MIME .

I1.2.4 Thuat téan mat ma AES:

Triple DES d khic phuc dugc cac diém yéu cua DES va hoat dong 6n dinh trong nhiéu
mg dung trén mang Internet. Tuy nhién, Triple DES van con chira nhitng nhugc diém cia DES
nhu tinh khé phan tich, chi thich hop véi thuc thi bang phan ctng chtr khong thich hop cho thuc
thi béng phén mém, kich thude khdi cb dinh 64 bit, ... Do d6, can thiét phai xay dyng mot chuén
mat ma méi, dya trén mot co sd toan hoc viing chéc, ¢o tinh linh dong dé co thé diéu chinh cho
phu hop véi tmg dung va dic biét 1 phai thich hop véi viée thyuc thi ca bang phan mém va phan
ctmg. D6 1a nhitng yéu cu co ban dbi véi chuan mat mi cao cip AES (Advanced Encryption
Standard).

Thudt todn mat ma Rijndael dugc chon dé chuan hoa thanh AES nam 2002. Hién nay,
AES van con trong giai doan thir nghiém, cac ung dung dua trén AES chua nhiéu, nhung trong
thoi gian ngén sép t6i, cac ing dung mat ma dung khod ddi ximg s& chuyén dan sang AES.

Céc thong sb chinh ciia AES dugc tom tit nhu sau:

Chiéu dai khoa (bit) 128 192 256
Kich thudce khéi (bit) 128 128 128
S6 vong ma (vong) 10 12 14
Chiéu dai khoa phu (bit) 128 128 128
Chiéu dai khoa mé rong (byte) 176 208 240

Chiéu dai khod cua AES c6 thé 1a 128, 192 hodc 256 bit. Ung véi mdi trudng hop, cac
thong s6 con lai dugc cho tuong tmg & bang trén, trong do, kich thudc khdi thong tin luén c¢b dinh
la 128 bit.

Mot luu ¥ quan trong 1a AES khéng dua trén céu tric Feistel. T4t ca cac thao tac trong
thuat toan déu co thé duge mé ta béng cong cu toan hoc, do d6 AES co thé thuc hién béng phﬁn
cimg hodc phin mém véi tc d6 toi da. AES sir dung hai thuét toan khac nhau cho ma hoa va giai
ma, do vy 1dt cd cdc thao tdc trong thudt todn bdt budc phdi c6 thao tic ngiege (ngoai trir phép
XOR).

Hinh 2.17 mo ta thuat toan AES trong trudong hop don gian nhat (128 bit khoa).
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Théng tin gbc

Vong 1

Vong 9

Vong 10

CuubDuongThanCong.com

Khoa Théng tin géc
I 1
Add round key wjo,3] Add round key
N
Substitute bytes Expand key Inverse sub bytes >
<
N
Shift rows Inverse shift rows
Mix column Inverse mix column
Add round key W[4,7] Add round key
(o))
T )
S
=
Inverse sub bytes
Substitute bytes Inverse shift rows
Shift rows
Mix column Inverse mix column
Add round key W[36,39] Add round key
)
S
>
Substitute bytes Inverse sub bytes
Shift rows Inverse shift rows
Add round key W[40,43] ——1 Add round key
Théng tin mat Théng tin mat
a- Ma hoa b- Giai ma
Hinh 2.17: Thudt toan ma AES
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Khéi thong tin gbe (128 bit) dwoc xir Iy nhu mot mang 2 chiéu kich thudc 4 x 4 goi la
mang trang thai (State array), mdi phan tir cia mang twong duong véi 8 bit ctia khdi thong tin.
Mbi vong ma hoa s& 1am thay do6i gia tri cia mang trang thdi, va ngd ra ciia thut toan mat mai
chinh 14 gia trj cudi clng ctia mang trang thai (hinh 2.18).

I‘ﬂg !"i"!_1 i??s in 12 S0.0 3o S02 So03 S00 o1 302 303 olly | outy | ollg | Ul
iy | ins | ing | ing3 Sip | s | S12 | sia Sip | 511 | 812 | sia outy | outs | outy | outy;
[ I I S I R > -
iy | ing | imgg | ingg S0 | 521 | S22 | 523 S20 | $21 | S22 | 523 outs | outy | oty | outyy
!:HJ l'.-’h l‘ﬂll FI”]j sm 53 53'3 533 5m §31 532 5§33 Oﬂfj, OHET GH{II OHI]S

Hinh 2.18: Qud trinh bién doi mang trang thdi trong thudt todn AES

Thuét téan ma AES thyuc hién dya trén 4 thao tac sau day:

-Thay thé byte (Byte Substitution)

-Dich dong (ShiftRows)

-Tron cot (MixColumns)

-Cong khoa (AddRoundKey)

Thuat toan mat ma AES dung khoa 128 bit (ca mi hoa va giai ma) bit diu bang mét thao
tac cong khoa, sau d6 1a 9 vong lién ti€p, moi vong gom du 4 budc nhu trén, va mdt vong cuoi
cung gom 3 budc (khong cé thao tac tron cot).

-Thao tdc thay thé byte: thao tac nay co chirc ning thay thé timg byte trong méang trang
thai thanh mot byte khac st dung mot ma tran kich thudc 16 x 16 (dugc goi la S-Box). Nguyén
tac thay thé dung ma tran S-Box nhu sau: ing v4i moi byte trong mang trang thai hién hanh, 4 bit
bén trai dugc dung dé chon mdt trong 16 dong, 4 bit bén phai dugc dung dé chon mot trong 16
cot. Gia tri ctia 6 twong ung véi dong va ¢t dugce chon s€ 1a gia tri thay thé cho byte hién hanh. O
qua trinh giai ma, thao tac nay cling dugc thyc hién twong ty nhung sit dung mdt ma tran khac,
goi la ma tran S-Box nguoc (hinh 2.19).

Vi du: mang trang thai hién hanh c6 gia tri (Hex) nhu sau:

EA 04 65 85
83 45 5D 96
5C 33 98 B0
FO 2D | AD | C5
Sau khi qua thao tac thay thé byte sir dung ma tran S-Box ¢ hinh 2.19 s& tro thanh:
87 F2 4D 97
EC 6E 4C 90
4A C3 46 E7
8C D8 95 A6
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a- Ma tran S-Box

0o|1)2|3)|4|5|6|7|8|9|A|B|C|D|E|F
0 | 63]|]7C| TP |7TB| F2|6B|6F | C5] 30|01 |67 |[2B|FE|D7|AB| 76
1 |CA| 82 | C|7TD|FA| 59| 47| FO|AD| D4 | A2Z| AF| 9C | A4 | 72 | CO
2 | BY|FD| 93| 26|36 |3F | F7|CC| 34 | AS| ES| F1 | 71 |D8| 31| 15
3 | M| CT )| 23| C3| 18] 9% |05 |9A] 07| 12| 8 |EZ|EB| 27 | B2| 75
4 | 09| 8 |2C|1A| 1B |6E | SA| A0| 52 | 3B | D6 | B3| 29 | E3 | 2F | 84
§ | 53| D100 |ED| 20 | FC| Bl | 5B|6A |CB |BE| 39 | 4A | 4C | 58 | CF
6 | DO| EF| AA| FB| 43 | 4D | 33 | B5 | 45 | F9 | 02 | 7F | 50 | 3C | 9F | A8
7 151 | A3) 40 | 8F | 92 |9D | 38| F5 | BC| B6 |DA| 21 | 10 | FF | F3 | D2
8 |CD|OC| 13 |EC| SF | 97| 44 | 17 | C4 | AT | TE|3D| 64 | 5D | 19 | 73
9 | 60| 81 | 4F [DC| 22 | 2A | 9% | 88 | 46 | EE| B8 | 14 | DE| 5E | 0B | DB
A | E0O| 32 | 3A|0A | 49 | 06 | 24 | SC| C2 D3| AC| 62 | 91 | 95 | E4 | 79
B |EY| C8| 37 |[6D|[B8D|D5| 4E| A9 6C | 56 | F4A | EA| 65 | TA | AE| 08
C |BA| 78| 25 | 2E| 1IC | A6 | B4 | C6 | E8 |DD| 74 | 1F | 4B | BD | 8B | BA
D | 70| 3E| B5| 66 | 48| 03 | F6 | OE| 61 | 35 | 57 | B9 | 8 | C1 | ID | 9E
E |El|F8|9 |11 |69 |D9|8BE| 94| 9B|1E | 8 | E9| CE| 55 | 28 | DF
F |8C|Al| 8 |0D|BF | E6| 42 | 68 | 41 | 99 (2D | OF | BO | 54 | BB | 16

b-Ma tran S-Box ngwoc

0| 1|23 ([4]S5 718|9  A|B|C|D|E|F

6
52| 09 |6A | D5 | 30 | 36 | A5| 38 | BF | 40 | AS3| SE | 81 | F3 | D7 | FB
9B | 2F | FF| 87 | 34 | BE | 43 | 44 | C4 | DE | E9
23
24
98

7C | E3| 39| 82 CB
54 | 7B | 94 | 32 | A6 | C2 3AD|EE|4C | 95 | OB | 42 | FA | C3 | 4E
08 | 2E| A1 | 66 | 28 | D9 B2]| 76 | 5B | AZ| 49 | 6D | 8B | D1 | 25
72| F8 | F6 | 64 | 86 | 68 16 | D4| A4 | 5C | CC| 5D | 65 | B6 | 92
6C | 70 | 48 | 50 | FD |ED| B9 | DA| SE | 15 | 46 | 57 | A7 | 8D | 9D | 84
9 | DE| AB| 00 | BC | BC| D3| 0A | F7 58| 05| B8| B3| 45 | 06

2C| IE | 8F | CA | 3F | OF Cl BD| 03 | 01 | 13 | 8A | 6B

E4

02 AF
3A| 9| 11 | 41 | 4F | 67 |DC|EA| 97 | F2 | CF | CE| FO | B4 | E6 | 73
74 | 22 | E7|AD| 35| 85 | E2| F9 | 37 | EB | 1C | 75 | DF | 6E
47 | F1|1A | 71 | 1D | 29 | C5| 89 | 6F | B7 | 62 | OE | AA| 18 | BE | 1B
FC| 56 |3E| 4B | C6 | D2]| 79| 20 | 9A |DB| C0 | FE| 78 | CD | 5A | F4
IF |DD| A8 | 33 | 8 | 07 | C7| 31 | Bl | 12 | 10 | 59 | 27 | 80 | EC | 5F
60 | 51 | 7F | A9 | 19 | BS |4A | 0D | 2D | ES | 7TA | 9F | 93 | 9 | 9C | EF

AO| EO| 3B |4D |AE| 2A | F5 | BO| C8 | EB | BB | 3C | 83 | 53

17 | 2B | 04 [ TE | BA| 77 | D6 | 26 | E1 | 69 | 14 | 63 | 55 ] 21 | OC | 7D

mMiE|g Ao, aw |-
&
>
0}

Hinh 2.19: Ma trdn thay thé byte (S-Box)

-Thao tdc dich dong: Thao tac nay c6 muc dich hoan vi cac byte trong mang trang thai.
Nguyén tic dich nhu sau: dong dau tién cia mang dugc giit nguyén, dong thir hai duge dich tréi 1
byte, dong thir ba dugc dich trai 2 byte va dong thir tu dugc dich tréi 3 byte (hinh 2.20).
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Thao tac ngugc dugc thuc twong tu nhung voi phép dich phai duge dung thay cho phép
dich trai, nghia la dong dau tién ciing dugc giit nguyén, dong thir hai dugc dich phai 1 byte, dong
thir ba dugc dich phai 2 byte va dongthtr tu dugc dich phai 3 byte.

-Thao tdc trén cét: Thao tic ndy duoc thuc hién trén timg cot, c6 tic dung thay thé timg

S0.0 | S0, | %02 | S0.3 m Sp0 | S0, | o2 | So3

S10| S0 [ S12| 513 — L Sii| S12 | S13 | S0

S20| 821 | S22 Saa = | | | |7 %22] 823 520 52
—

530 %31 | 532 833 — | | | | | —> $33 | S30| 531 | 532

Hinh 2.20: Thao tdc dich dong

byte trong cot bang mot gia tri dugc tao ra tir gia tri cia tat ca cic byte trong cting cot do. Thao tac
nay duoc biéu dién bang phép nhan ma tran nhu sau:

02 03 M 01 Joo Soa So2  Soa .‘l'.rg‘u SE}_] S;]_z Sq']‘:;
01 02 03 O1f[so s1a s12 S3|_[%0 S S22 sia
01 01 02 03|50 S0 %2 %3 $20 521 Sha 23
03 01 01 02]|smp 531 S32 53 530 531 S32 533

Vi phép nhan nay, ta co:
§’0j=289; @ 3s1; Dsy; Dssj
§’1j=So; P2s1j P3s3; Dss;
8§72 ="S0; Ps1; D 2s,; D353
8735 =389; P51 Ds2j D 2s3
Phép nhan ma tran dugc thuc hién trong truong GF(2%) ©.

Thao tac ngugc cua thao tac tron cot dwoc thuc hién twong ty nhung vai phép nhin ma

tran sau:
OE 0B 0D 09 || so0 So1 So2 So3 500 So1 502 503
09 O0E OB 0D (510 510 S12 513 | _ Sio S1a S12 813
0D 09 OE OB || 550 51 52 %3 530 Saa S22 513
OB 0D 09 OE || 530 $31 $32 833 Sho Sa1 832 55..3

Khi d6, gia tri ciia mang trang thai dugc xac dinh nhu sau:
$%j=14s9; @ 11s;; P13 55 9P s
§’1j =980 @14s1; @ 11s;; D 13s3;
§%j=13s9; @ 9s;; D 14s,; D 11s3;
§’3;=11s9; @ 13s1; D 9s;; @ 1453

Vi du: mang trang théi hién hanh c6 gia tri (Hex) nhu sau:

) Xem thém tai liéu vé& cac phép toan trong truong Galois, dic biét 1a dang GF(2")
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87 F2 4D 97
6E 4C 920 EC
46 E7 4A C3
A6 8C D8 95

Sau khi qua thao tac tron cot bang phép nhan ma trén & trén s& tré' thanh:

47 40 A3 4C
37 D4 70 9F
94 E4 3A 42
ED AS A6 BC

-Thao tic céng khod: 13 thao tac don gian nhit cua thudt toan, c6 tac dung tron gia tri cua
mang trang thai hién hanh v6i khoa phu cta vong tuong tng. Thao tac tron dwgc thuc hién bang
phép XOR gitra 128 bit cua mang trang thai hién hanh véi 128 bit cta khod phy. Thao tac cong
khoa khong cé thao tc ngugc, hay ndi diing hon 1a thao tc ngugc cling chinh 1a phép XOR.

-Thudt todn sinh khod phu: 128 bit khoa ban dau duoc mé rong (expand key) thanh 176
byte, duoc t6 chirc thanh 44 tir (word), mdi tir 4 byte, vira du dé tao thanh 10 khoa phu cho 10
vong ma hoa ctia thudt toan (mdi khoa phu gém 4 tir) cong véi 1 khoa phu cho thao tac cong khoa
ban dau. Nhu vay, thuat toan sinh khoa phu cua AES thuc chét 1a thuat todn mé rong bdn tr khoa
(128 bit) ban dau thanh 44 tir khoa. Thao tic m& rong khoa dugc thyc hién nhu sau:

-Bén tir khoa gbe duge dua truc tiép vao phép cong khoa ban dau, tirc w[0,3] = key.

-Céac tr khoa m¢ rong tiép theo (c6 thu ty khong 1a bdi s6 cua 4) duoc tao ra béng cach
XOR gitra tir khod lién trudc n6 véi tir khoa cach nd 4 vi tri, tic w[i] = w[i-1] @ w[i-4].

-Dbi véi cac tir khoa mé rong c6 thir ty 14 boi s6 cua 4 thi cach tao ra gdm cac budc:

v" Thuec hién dich tir khoa lién trude né sang trai 1 byte, temp = leftshift(w[i-
1], 8 bit)

v' Thay thé cac byte trong tir khoa vira tao ra bang cac gia tri khac sir dung
ma trin S-Box ¢ hinh 2.19, temp = S-Box(temp)

v" Gia tri tao ra dugc XOR véi mot héng sb xac dinh cho ting vong ma hoa
goi 1a Round Constant hay RC[j]. Gia tri RC[j] dugc dinh nghia riéng biét
cho tung vong nhu sau:

Vong 1 2 3 4 5 6 7 8 9 10

RCJ[j] 01 (02 |04 |08 |10 |20 |40 |80 |1B |36

v Gia tri sau khi XOR v6i RC[j] dugc XOR mot 14n nita voi tir khoa céch tir
kho4 hién hanh 4 vi tri dé tao thanh tir khod méi.
Hinh 2.21 trinh bay thuat toan mé rong khoé ctua AES, trong d6 ham g biéu dién mét phép

toan phirc tap gdm 4 thao tac vira trinh bay, ap dung cho céc tir khoa c6 vi tri 1a bdi sb cia 4.
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Wo | Yy Wa | Uy ‘*‘@

Wy | Wy | g | Uy

Hinh 2.21: Thudt toan mo réng khoa cua AES

I1.2.5 Cic thuit toan mat ma ddi xing khac:

Ngoai 2 thuit toan mat ma hoa tiéu chuén & trén (Triple DES duoc xem nhu 1a mot phién
ban nang cap ctia DES chir khong phai mot thuat toan doc 1ap), c6 nhiéu thuat toan khac ciing da
ching minh dugc tinh hidu qua cia né va duge st dung trong mot s6 ing dung khac nhau:

-IDEA (International Data Encryption Algorithm) 13 mét thuat todn mat ma dbi xung
dugc phat trién & Thuy dién nim 1991. IDEA dua trén ciu trac Feistel, str dung khoa 128 bit va
c6 nhidu diém khac biét so véi DES. IDEA khéng st dung S-box ma dwa vao 3 phép téan la
XOR, phép cong nhi phan va phép nhan nhi phan trén cac thanh ghi 16 bit. IDEA st dung thuét
toan ma hoa gdm 8 vong, khoa phu tai mdi vong duoc sinh ra tir cac phép dich phuc tap. IDEA
duogc stir dung trong cac tng dung bao mat thu dién tir (PGP).

-Blowfish dugc phat trién nam 1993, bdi mot nguoi nghién clru mat ma hoa doc lap
(Bruce Schneier) va cling da nhanh chong dugc sir dung song song véi giai thuat ma héa DES.
Blowfish dugc thiét ké don gian va téc do thuc thi nhanh. Giai thuat nay sir dung khéa c6 chiéu
dai thay ddi (co thé 1én dén 448 bit) nhung thuong sir dung nhat 1a khéa 128 bit. Blowfish ciing
dung ciu triic ma khéi Feistel, thuc hién 16 vong ma, sir dung cac phép toan S-box, XOR va phép
cong nhi phan.

-RC4 va RC5 13 giai thuat mi hoa dbi ximg dugc thiét ké boi Ron Rivest (mot trong
nhitng ngudi phat minh ra giai thuat mi héa bat ddi xtimg RSA) vao nam 1988 va 1994. RC4 1a
mot thuat toan ma dong (Stream cipher), ¢6 cu trac don gian, duoc ing dung trong bao mat Web
(SSL/TSL) va trong mang khong day (WEP). RC5 1a thuat toan mi khdi, dugc thiét ké voi cac
dac tinh nhu: phtt hop véi viée thyc thi bang ca phan cimg va phan mém, tc do cao, don gian,
ding khoa c6 chiéu dai thay doi va sé vong ma hoa ciing co thé thay doi.
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-CAST-128 13 mot thuét toan khac duogc thiét ké nam 1997 béi Carlisle Adams va Stafford
Tavares. CAST-128 dung khoa c6 d6 dai thay ddi, ciing sir dung S-box nhung véi kich thude 16n
hon so v6i DES, va diéu dic biét 1a cic vong ma héa khong hoan toan giéng nhau.

Bang 2.1 tom tit cac thudt toan mat ma khéi dung khod d6i xtng hién c6 trong thuc té va
cac trng dung cua ching.

Bang 2.1: Cdc thudt toan mdt ma doi xung

Thuét toan Chiéu dai khéa | S6 vong mi hoa Phép téan sir dung Ung dung
DES 56 bit 16 XOR, S-box SET,
Kerberos
3DES 112 hodc 168 bit 48 XOR, S-box PGP,
S/MIME, cac
ung dung
quan ly khoa
AES 128, 192 hodc 10, 12 hodac 14 | XOR, dich, S-box SSL
256 bit
IDEA 128 bit 8 XOR, cong nhi phan, | PGP
nhan nhi phan
Blowfish Thay ddi, tdi da 16 XOR, S-box, cong nhi | Cac coéng cu
448 bit phén mat ma.
RCS Thay d6i, toi da | Thay ddi, téi da | Cong nhi phén, trir nhi | Cac cong cu
2048 bit 255 vong phan, XOR, phép quay | mat ma.
CAST-128 40 dén 128 bit 16 Cong, trr nhi phén, | PGP
XOR, quay, S-box

CuubDuongThanCong.com

I1.3 KY THUAT MAT MA BAT POI XUNG

I1.3.1 Céu tric h¢ thong mat ma bit ddi xing:

Dic trung cua ky thuat mat ma bat ddi xtmg 1a ding 2 khoa riéng biét cho hai qua trinh
mi hoa va giai mi, trong d6 c6 mot khoa duoc phd bién cong khai (public key hay PU) va khoa
con lai duoc giit bi mat (private key hay PR). Ca hai khoa déu c6 thé dugc dung dé ma hod hoic
giai ma. Viéc chon khoa cong khai hay khoa bi mat cho qua trinh ma hoa sé tao ra hai ing dung
khac nhau cua k¥ thuat mat ma bat dbi xtmng:

e Néu dung khoa cong khai dé ma hoa va khoa bi mat dé giai ma, ta c6 ung dung
bao mat trén thong tin (confidentiality).

e Néu dung khoa bi mat ¢&é mi hoa va khoa cong khai dé giai ma, ta c6 ung dung
xéc thuc ndi dung va ngudn gbce thong tin (authentication).

Thuat toan mat ma bat dbi xtimg dua chi yéu trén cac ham toan hoc hon 1a dwa vao cac
thao tac trén chudi bit. Mat mi héa bat dbi ximg con dugc goi bang mot tén thong dung hon 1a
mat ma hoa dung khoa cong khai (public key encryption).

N6i chung, mat ma héa bat d6i xtimg khong phai 1a mot k¥ thuat mat ma an toan hon so
v6i mat ma déi xtrng, ma do an toan cia mot thuat toan ma noéi chung phuy thudc vao 2 yéu td: Do
dai cta khoa va mirc do phtrc tap khi thyc hién thuat téan (trén may tinh). Hon nita, mac du dugc
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ra doi sau nhung khong c6 nghia rang mat ma bat ddi ximg hoan toan vu diém hon va s& duoc st
dung thay thé cho mat ma ddi xtimg. Mdi k¥ thuat ma c6 mot thé manh riéng va mat ma dbi ximg
van rét thich hop cho cac hé théng nho va don gian. Ngoai ra, vdn dé phdn phéi khéa trong mat
ma bat dbi ximg cling dugc danh gia 1a mot trong nhimng van d& phirc tap khi trién khai k¥ thuat
mét ma nay trong thyc té.

Tép khoa
cbng khai

User D jb

User C User B
Khoa céng khai Khoa bi mét cua
cla user B user B

Théng tin méat

3 [ o] E

Théqg Théng
tin goc Thuat toan ma hoa Thuat toan giai ma tin goc
(thwe hién béi user A) (thure hién béi user B)

a- ’ng dung bao mat thong tin

Téap khoa
cbng khai

? User E User D
User C User A
Khoa bi mat Khoa cbng khai
cla user A cla user A

Théng tin méat

Théng Thoéng

tin gbc Thuat toan ma hoa Thuat toan giai ma tin gbc
(thwe hién béi user A) (thure hién béi user B)

b- Ung dung xac thwe thong tin
Hinh 2.22: Cdu triic hé thong mdt ma bdt doi ximg

Céu trac mot hé thong mat ma bat d6i xing dugc trinh bay trong hinh 2.22.

Céc budce co ban cua mot h¢ thong mat ma dung khoa cong khai bao gom:
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e MBJi thuc thé thong tin (user) tao ra mot cip khoa (public/private) dé dung cho
viéc ma hoa va giai ma.

e MJi user thong bao mot trong hai khoa ctia minh cho cac user khac biét, khoa nay
duoc goi 1a khoa cong khai (public key). Khoa con lai duge gilt bi mat, va goi 1a
khoa riéng (private key).

e Néu mot user A mudn gdi thong tin cho user B, user A s€ thyc hién ma hoéa thong
tin can goi bang khoa cong khai cua user B.

e Khi nhan dugc thong tin da ma hoa tir user A, user B thyc hién gidi ma thong tin
d6 bang khoéa riéng ctia minh. Do khéa riéng khong phd bién cong khai nén chi co
mdt minh user B c6 kha nang gidi ma dugc.

Mat ma héa bét d6i ximg dugc sir dung trong cac ing dung: che gidu thong tin, tao chir ky
s6 (digital signature) va trao doi khéa trong cac thuat toan mat ma dbi xting (key exchange).

I1.3.2 Thuit toan mat ma RSA:

RSA 1a thuat toan mat ma bat dbi xting dugc xdy dung bai Ron Rivest, Adi Shamir va
Len Adleman tai vién cong ngh¢ Massachusetts (MIT), do d6 dugc dat tén 1a Rivest — Shamir —
Adleman hay RSA. Thuét toan nay ra doi nam 1977 va cho dén nay da duoc tng dung trong
nhiéu linh vyc. Ciing nhu cac thuét toan mat méd bat ddi xung khac, nguyén 1y ciia RSA dwa chi
yéu trén 1y thuyét s6 chir khong dua trén céc thao tac xir 1y bit.

Trong pham vi tai liéu nay, thuat toan md RSA dugc mb ta khai quat gitp ngudi doc nim
dugc nguyén 1y cia thuit toan mi chir khong chu trong dén van dé phan tich va chimg minh cac
co s6 1y thuyét cua thuat toan.

RSA 12 mt thuat toan mat ma khdi, kich thudc khéi thong thudng 1a 1024 hodc 2048 bit.
Thong tin gbc cia RSA duogc xtr Iy nhu cac s6 nguyén. Vi du, khi chon kich thudc khéi cua thuat
toan 1a 1024 bit thi s6 nguyén ndy c6 gia tri tir 0 dén 2'°* — 1, tuong duong vai s6 thap phan co
309 chit s6. Cha y rang day 1a nhiing s6 nguyén cuc 16n, khong thé xtr Iy duge bang cach sir dung
cac cdu truc dir liéu c6 sin ciia cac ngdn ngit 1ap trinh phd bién.

Thuat todn RSA dugc mo ta nhu sau:

1-Dé tao ra mot cip khéa RSA, trude hét, chon hai sb nguyén t6 du 1on p va q. Goi N 1a
tich cia p va q (N = pq).

2-Tiép theo, chon mét s e sao cho e va (p-1)(q-1) 13 hai s6 nguyén té cung nhau. Sau d6
tim s6 d sao cho ed = 1 mod (p-1)(g-1). Ky hiéu mod m biéu dién phép modulo trén co sé m.

3-Bay gi0, bo qua vai trd clia p va q. Vi 3 thanh phan con lai 1a N, e va d, ta do:

-Khéa cong khai (public key) 1a to hop (N, e)
-Khoa bi mat (private) 1a td hop (N, d).

4-Viéc ma héa mot khdi thong tin gde M duge thuc hién theo cong thirc:

C=M° mod N (véi M la s6 nguyén nho hon N)
5-Va qua trinh giai ma C dugc thye hién theo cong thirc:
M=C"mod N

Co s& 1y thuyét ciia thudt toan RSA dua trén 1y thuyét vé s6 nguyén t6, phép todn modulo va
dinh ly Euler nhu sau:
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Ham Euler: Cho mét sé nguyén dwong n, dinh nghia ¢(n) 1a sé cac sb nguyén dwong nho
hon n va 12 s nguyén t ctng nhau v6i n. Vi du: cho n= 8, cac s§ nguyén duong nhé hon 8 va la sé
nguyén té cing nhau vai 8 14 cac s6 1, 3, 5, 7, do d6 ¢(8) = 4. ¢(n) dugc goi 12 ham Euler ctia n.

-Quy udce (1) = 1.

-Néu n 14 s6 nguyén t6 thi tt ca cac s6 nguyén duong nhé hon n déu 1a sb nguyén t6 cing
nhau v6i n, khi d6 ¢(n) =n -1.

-Néu p va q 1 hai s6 nguyén té va N = pq. Khi d6 ¢(N) = ¢(p) . ¢(q). That vy, trong N-1
hay (pg-1) s0 nguyén duong nho hon N: céc so p, 2p, ..., (q-1)p va cac s0 q, 2q, ..., (p-1)q 1a cac so
khong phai nguyén to cung nhau véi N. Nhu vay:

oN)  =(q-D-[p-1)+(q-D]
=pq-(p+tq+1
=(p-D@-1
= o(p) - d(q)

Pinh Iy Euler: cho a va n 13 hai sé nguyén t§ cing nhau, ta c6 a®™ = 1 mod n

Ta chép nhan dinh 1y nay ma khong phai chimg minh.

V6i nhitng co s& nay, ta co thé kiém chimg thudt toan RSA nhu sau:
Cho trude khéi thong tin mat C = M° mod N, cin kiém chimg ring M = C% mod N.
Ta co:
C'mod N =M% mod N= M* mod N
Xét qua trinh tao cdp khoa cuia RSA, ta co:
ed=1mod(p—-1)(q—1)
Hon nita, N = pq nén ¢(N) = (p — 1) (q— 1) v&i p, q 1a cac s nguyén té.
Nhu vay:
ed — 1 =k ¢(N) v6i mot s6 nguyén k nio do.
Va:
C'mod N =M mod N
— M(ed—l)+ 1 mOdN
=M.M“ "mod N
=M. M"*™ mod N
=M. 1"mod N
=M.

Vi du: Cap sb nguyén té p =11 va q =3 duoc chon dé tao ra cip khoa RSA cho user A.
Khi @6, N=pq=3*11=33
(-1 (@D =(11-1)(3-1)=20

Tiép theo, chon e = 3 thoa diéu kién 3 va 20 Ia cap s6 nguyén t6 cung nhau.

Vi e = 3, ta xac dinh duge d = 7 vi ed = 3*7 = 1 mod 20. That ra, c6 nhiéu gia tri d thoa
man yéu cau nay, nhung d€ cho don gian, ta chon gia tri nho nhat.

Khi do, ta x4c dinh dugc cap khoa nhu sau:

Khoa cong khai: (V, e) = (33, 3)

Khoa bi mat: (N, d) = (33, 7)

Gia s, user B mudn goi doan thong tin M = 15 cho user A, dua trén khéa cong khai cua
A, B thuc hién nhu sau:

C=M°mod N = 15’ mod 33 = 3375 mod 33 =9 mod 33.
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Khi d6, thong tin mat géi cho Ala C=9.

Khi nhan dugc thong tin ndy, A giai ma bang khoa riéng ciia minh (d = 7) nhu sau:

M = C* mob N =97 mod 33 = 4.782.969 mod 33 = 15 mod 33.

Nhu vay, théng tin giai ma duge 1a M = 15, diing v6i thong tin gdc ban dau.

Tom lai, thuat todn mat ma RSA duoc thuc hién gém 3 qué trinh tach roi: tao khod, ma
hoa va gidi ma dugc tom tat nhu sau:

1-Tao khoa:
o Chonp,q (p va q la s6 nguyén to, p #q)
o TinhN=p.q
o TinhgN)=(p-1)(q-1
o Chon e sao wéc sé chung lon nhit ciia e va §(N) la 1
e Chon dsao cho e.d mod (N) =1
o Cap khod RSA dugc tao ra la PU = (N, e), PR = (N, d)
2- Ma hoa:
o C=M modN (M I s6 nguyén nhé hon N)
3- Gidi ma:

e M=C'mod N

Trong thuc té, dé dat dugce d6 an toan cao, cap khoa phai duoc chon trén cac ) p va qda
16n (N nhé nhét phai 1a 1024 bit), do vdy, van dé thuc thi RSA bao gdm céac phép téan lily thira
trén cac sb rat 16n. Van dé giam chi phi tinh téan va tang tdc do thuc hién thuét toan RSA 13 mot
trong nhitng van dé quan trong can phai giai quyét. Trén cac hé thong may tinh hién nay, hiéu suét
thuc hién giai thuat RSA la chép nhan duoc.

-D¢ an toan ciia RSA:

Theo Iy thuyét, hé théng RSA c6 thé bi tin cong bang nhirng phwong thirc sau day:

e Brute-force attack: tim lan lugt khoa riéng PR
e Mathematical attack: x4c dinh p va q bang cach phan tich N thanh tich cta cac
thira s6 nguyén t6 roi tir d6 xac dinh e va d.
e Timing attack: dya trén thoi gian thyc thi cua thudt toan giai ma.
e Chosen ciphertext attack: sir dung cac doan thong tin mat (ciphertext) dic biét dé
khoi phuc théng tin gdc.
Tuy nhién trong thyc té, nguy co tin cong cac hé thbng mat ma RSA 1 rat thap, do RSA
1a mot thuat toan linh dong, kich thudce khéi dir liéu gbe va chiéu dai khoa d& dang duoc thay ddi
ma khong anh hudéng dén thuat toan ma.

I1.3.3 Thuit toan trao dbi khoa Diffie-Hellman:

Diffie-Hellman 1a mot thuét toan ding dé trao d6i khoa (key exchange) chir khong ding
dé mat ma hoa (che gidu) dir liéu. Tuy nhién, Deffie-Hellman lai c6 ich trong giai doan trao d6i
khoa bi mat ciia cic thuat toan mat ma dbi xing. Nhu trong phan dau cua chuong nay di trinh
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bay, mét trong nhitng vin dé quan trong lién quan truc tiép dén tinh an todn ciia cdc thudt todn
mdt md doi xieng la van dé thong nhdt khod bi mdt giita cdc thiee thé théng tin.

Thut toan trao ddi khoa Diffie-Hellman dya trén phép logarit roi rac (discrete log). Cho
truée mot s6 g va x = g, dé tim k, ta don gian thuc hién phép logarit: k = loge(x). Tuy nhién, néu
cho trudc g, p va (g° mod p), thi qué trinh x4ac dinh k dwoc thuc hién theo cach khac véi cach &
trén va dugc goi 1a logarit roi rac. Viéc tinh logarit rdi rac néi chung rat phure tap nhung van ¢
thé thuc hién duoc.

Thuat téan Diffie-Hellman kha don gian nhu sau:

User A User B
Chon sé bi mat X, <p Chon s bi mat X, < p
Tinh Y, = (g mod p) Tinh Yy = (g mod p)
va g&i cho B va g&i cho A
Tinh K = (Y,)*® mod p Tinh K = (Y,)® mod p

Hinh 2.23: Thudt todn trao doi khod Diffie-Hellman

-Goi p 1a mot s6 nguyén t6 va g 1a mot co sd sinh (generator) thoa diéu kién véi moi x €
{1,2, ..., p-1}, ta luén tim duoc s6 n sao cho x = g” mod p.

-Gia tri p va g dugc phd bién cong khai gitra cac thuc thé trao dbi khoa. Sau do user A tao
ra mot s& bi mat X, < p, tinh gia trj Y, = (X" mod p) va goi cho B. Tuong tu, user B ciing tao ra
mot s6 bi mat Xy, < p, tinh gia tri Y, = (2 mod p) va goi lai cho A.

-Dya trén thong tin nhan dugc tir A, user B x4c dinh dugc khod bi mat dung cho phién
X2X> mod p). Bang cach twong tu, user A ciing
XaXb 1110 ).

lam viéc bang cach tinh gia tri (2 mod p)** = (g
xac dinh duoc khoa bi mét nay bang cach tinh gia tri (g*° mod p)** = (g

-Gia sir trong qua trinh trao ddi cac gia tri (g mod p) va (g*° mod p), mot ngudi thir 3
nao no6 bat dugc thong tin nay thi cling rat khé xac dinh dugce a va b vi dd phire tap ctia phép tdéan
logarit roi rac 1a rat cao.

Cho p =353 va g =3. C6 thé kiém chimg duogc rang véi mot s nguyén n bét ky sao cho 0
<n <353, ta ludn xac dinh dugec mot s6 nguyén i thoa 3' =n.

Gia su, user A chon gia tri bi mat X, = 97 va user B chon gia tri bi mat X, = 233.

User A tinh duge Y, = (3°" mod 353) = 40 va gdi cho B.

User B tinh duoc Yy, = (3%° mod 353) = 248 va goi cho A.

User A tinh dugc khoa bi mat K = (Y,)*® mod 353 = 248°" mod 353 = 160

User B tinh duoc khoé bi mat K = (Y,)** mod 353 = 40°” mod 353 = 160

-Mikc d§ an toan ciia thudt todn trao déi khod Diffie-Hellman:

Tinh an toan cua Diffie-Hellman dya trén d6 phirc tap cia phép toan logarit roi rac. Noi
chung, viéc x4c dinh céc gid tri X,, X, tir cac gid tri p, g, Y, va Y, 1a khong thé thuc hién duoc
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trén cac s6 nguyén da 16n. Tuy nhién, thut toan nay khong ngin chin dugc cac tin cong theo
phuong thirc xen gitra Man-In-The-Middle (MITM) nhu sau:

e D¢ thyc hién tn cong MITM trén két ndi giita user A va user B, user C ciing chon
cho minh hai s6 nguyén X¢; va Xc, thoa didu kién X¢; < p va Xc < p, sau do
ciing tinh hai gia tri tvong tng Y¢; = (2°°! mod p) va Y, = (25 mod p).

e Khi user A géi Y, cho user B, user C s& chin lay thong tin nay, dong thoi mao
danh A dé g6i cho B gia tri Y¢y. User B xac dinh khoa K; dya trén Y, va goi lai
cho A gia tri Yy. User C lai chin 14y gi tri ndy va mao danh B dé géi cho A gia tri
Yco.

e User A xac dinh khoa K, dua trén Y. Bit du tir day, cac thong tin trao ddi giira
A va B déu duge C chin bat va thay ddi brflng cach st dung cap khoa K; va K.

Thudt todn Diffie-Hellman khéng gii quyét dwoc van dé nay do khéng c6 co ché xdc thuc
gitta cdc thie thé trao doi khod. Diém yéu nay duoc khic phuc bang cach sir dung két hop véi cac
thuét toan x4c thuc nhu sé trinh bay & phan ké tiép.

Ngoai hai thuat todn RSA va Diffie-Hellman, mot s6 thuat toan khac cling dugc phat trién
dua trén nguyén ly st dung mot cdp khod cong khai va bi mat. Elliptic-Curve Cryptography
(ECC) 1a mot giai thuat méi dang duoc thir nghiém va hira hen nhiéu vu diém so v&i RSA nhu do
phtc tap tinh toan giam trong khi tinh an toan van dugc dam bao. ECC thich hop véi cac ung
dung chay trén cac thiét bi co nang lyc xt Iy han ché chdn han nhu cac thiét bi nhung (embded
devices).

I1.3.4 Panh gia ky thuat mat ma bat déi xirng:

K¥ thuat mat ma bat d6i ximg hoan toan c6 thé dap mg dugc nhing yéu cau vé bao mat
hé théng nhu trong k¥ thuat mat ma dbi xung, mac du tdc do thuc thi ciia ma bat d6i xung thuong
thép hon do ban chat thuat toan dua trén cac thao tac s6 hoc chu khoéng dya trén cac thao tac xur ly
bit. Hon nita, ma bat ddi ximg chi phit hop v6i viée thuc thi bing phan mém. Mdt ma bdt doi xing
dam bado dwoc 2 yéu cdu co ban ciia thong tin la tinh bi mdt va tinh toan ven.

K§ thuat mat ma bat di ximg c6 2 wu diém so v6i ma dbi xtng:

1-Hai thuc thé thong tin khong can thuc hién tha tuc trao d6i khoa trudc khi bat dau lam
viéc.

2-Bén canh cong dung dam bao tinh toan ven cia dir li€u, mat ma bat dbi xtng (khi dugc
sir dung cho muc dich xac thuc) con dam bao dugc tinh khong thé phi nhan (non-repudiation) cta
thong tin.

1.4 CAC HAM BAM

I1.4.1 Xac thyc théng tin:
Xac thyc thong tin (message authentication) 1a mot co ché dugc umg dung trong xur ly
thong tin v6i muc dich:
e Dam bao ndi dung thong tin trao doi giita cac thyc thé 1a chinh x4c, khong bi
thém, stra, x6a hay phat lai (ddm bdo tinh tdan ven vé ndi dung).

e Dam bao ddi twong tao ra thong tin (ngudn gdc thong tin) ding 1a di twong hop 16
da duoc khai bao (dam bao tinh toan ven vé ngudn gdc thong tin).

Dé thuc hién xac thyuc thong tin, vé& nguyén tic co 3 phuong phéap sau day:
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1-Diing cdc thudt téan mdt ma (d6i xtmg va bat d6i xtimg) dé xac thuc thong tin. Nguyén

tac cia mat ma 1a chi c6 nhitng d6i twong hop 1& méi khéi phuc dugce thong tin gde tir thong tin
mat. Ta co thé sir dung nguyén tic nay dé xac thuc thong tin nhu sau (hinh 2.24):

Noi g&i thong tin No’i nhan théng tin

M ? > C @ - M
K K

a- Dung mdt ma doi xirng

~@
~©

PR, PU,
b- Ding mdt md bat doi ximg
M: thong tin géc E: thuat tdban mat ma D: Thuat téan giai ma
C: Thong tin mat K: Khoa bi mat dung chung giita bén goi va bén nhan
PRa: Khoa bi mat ctia bén goi. PUa: Khoa cong khai ctia bén gdi

Hinh 2.24: Xdc thyc thong tin dung mdt ma

Trudng hop thir nhat: ding mat ma déi ximg. Theo quy udc, chi co noi goi thong tin va
noi nhan thong tin hop 18 méi c6 khoa bi mat K, do d6 chi cé thuc thé goi thong tin hop 18 méi c6
kha ning tao ra khdi thong tin mat hop 16 tir khdi théng tin gbec M. Tuong tu, chi c6 thyc thé nhan
thong tin hop 1¢ mdi c6 kha ning giai ma dugc thong tin mat dé khoi phuc ding thong tin gbe M.
Tt ca cac cb ging khac déu cho ra két qua sai.

Trudng hop thir hai: dung mat ma bat di xing. Thyc thé goi thong tin thyc hién ma hoa
ding khoa bi mat (PR) thay vi dung khoa cong khai. Khoi thong tin mat tao ra c6 thé dugc giai
ma boi bat ky dbi twong nao biét khoa cong khai cua thuc thé goi. Tuy nhién, néu qua trinh giai
ma thanh cong, ddi twong nhan thong tin c6 thé chic chin rang thong tin nhan duoc 1a ding va
chinh ddi twong goi hop 1¢ da goi thong tin nay, boi vi chi cé dbi tugng d6 mai c6 khéa riéng PR.

Phuong phap xac thye dung méat ma dya hoan toan vao dd tin cdy cua khoa bi mat.

2-Dung ma xac thuc MAC (Message Authentication Code). Ma xac thuc MAC dugc sinh
ra tir t6 hop gom mot khoi thong tin gdc co do dai bat ky va mot khoa bi mat. Kich thude cta

MAC la ¢6 dinh, khong phu thudc vao kich thude ctia khdi dit liéu gbe va thuong nho hon dit ligu
gbc. Dbi tuong goi s& goi kém gia tri MAC di cing v6i thong tin gdc. Phia nhan sau khi nhan
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duogc thong tin gbe cung véi gid tri MAC goi kém s& thuc hién thao tac tao ra gia tri MAC méi tir
thong tin gdc cuing véi khoa bi mat da théng nhét giita hai bén. Néu gia tri MAC vira tao ra giéng
v6i gid tri MAC nhén duge tir phia goi, phia nhan c6 thé chac chin rang thong tin gbc khong bi
thay d6i trong qua trinh truyén (hinh 2.25).

Noi g&i thong tin No’i nhan théng tin
o}
= =
M i) > M \1—/ l
K r‘ K So sanh
i T
Ma xac thuc (MAC)
M: théng tin gbc C: Ham tao ma xac thyc

K: Khoa bi mat dung chung gilta bén goi va bén nhan
| |: Néi mé x4c thuc vao thong tin gbe

Hinh 2.25: Xdc thuc thong tin dung MAC

Viéc dung MAC dé xac thuc thong tin dua vao hai co so:

e Ung v6i mot khoi thong tin gdc M va mot khoa bi mat K, ham C chi tao ra duy
nhat mot mi xac thue MAC.
e Chi c6 phia goi va phia nhan hop 1é méi dugc biét khoa K.

Co hai k¥ thuat tao ra ma xac thuc MAC: ky thuét th nhét dung co ché mat ma khdi
(Cipher Block Chaining) va duogc goi la CMAC hay CBC-MAC. Ky thuat thtr hai dua trén cac
ham bam bao mat va dugc goi la HMAC.

Mi xac thuc MAC duogc ung dung trong cac trudng hop thong tin chi yéu cau dam bao
tinh xac thyc ma khong can dam bao tinh bi mat.

3-Diing cdc ham bdam bdo mdt (secure hash function). Gidng nhu ma xac thue MAC, ham
bam ciing tao ra mot khéi thong tin ngén c6 d6 dai xac dinh goi 14 ma bam (hash code) tir mot
khéi thong tin gbc co do dai bat ky. Tuy nhién, khac véi MAC, ham bam chi dya vao thoéng tin
gbc dé tao ra ma bam ma khong ding thém bt ky khoa bi mat nao. Do viy, dé c6 thé sir dung nhu
mot co ché xéc thuc thong tin, ham bam phai dugc dung kém véi mot thuat toan mat ma nao do
(d6i xtmg hodc bt d6i xing).

Hinh 2.26 trinh bay mét tmg dung dién hinh ctia ham bam trong xac thyc thong tin. Theo
co ché nay, mi bam sau khi duoc tao ra s& duoc ma hoa bang mot thuat téan mat ma dbi ximg véi
khoéa bi mat K chi c6 bén gbi va bén nhan biét. Poan ma bam di dwgc mat ma hoa duge gbi di
kém v&i thong tin gbe va qué trinh kiém tra ¢ phia nhan ciing dugc tién hanh theo trinh tu ngugc
lai, tirc 1a gidi ma doan ma bam béng khoa bi mat, sau d6 tao ra ma bam mdi tir thong tin géc va
so sanh hai doan ma bam.
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Co nhi€u cach ap dung cac thua téan mat ma vao ham bam dé xac thyc thong tin: dung ma
doi xtng hodc bat doi xung, chi ma héa ma bam hodc ma hoa ca thong tin goc va ma bam, tham
chi c6 thé t6 hop nhiéu cach trén lai véi nhau.

Noi g&i thong tin Noi nhan théng tin
LT
> M W
4 K So sénh
fr W (i\
Ma bam da dwoc méa héa - @J
M: théong tin gbc H: ham bam E: thuat téban ma hoa
D: thuat téan gidi ma K: khoa bi mat dung chung giita phia goi va phia nhan.

| |: ni ma bam da duge ma hoa vao thong tin goc

Hinh 2.26: Xdc thuc théng tin dung ham bam

Ngoai tng dung xéac thuc thong tin, ham bam con duoc dung trong nhiéu tmg dung khac.
Phan tiép theo trinh bay chi tiét hon vé cac ham bam bao mat.

I1.4.2 Cac ham bam bao mit:

Cac ham bam bao mat (secure hash functions) hay goi tat 1a ham bam la mot trong nhiing
ky thuat co ban dé thyc hién cac co ché xac thuc thong tin (message authentication). Ngoai ra,
ham biam ciing con duoc sir dung trong nhiéu thuit toan mat ma, trong chir ky s (digital
signature) va nhiéu ing dung khac.

Nguyén tic cia ham bam la bién d6i khdi thong tin gdc c6 do dai bat ky thanh mot doan
thong tin ngin hon c¢6 d6 dai c6 dinh goi 1a mi bam (hash code hay message digest). Ma bam
dugc dung dé kiém tra tinh chinh x4c cta thong tin nhan dugc. Thong thuong, ma bam duge goi
kém véi thong tin gbe. O phia nhan, ham bam lai duoc ap dung d6i v6i thong tin gdc dé tim ra ma
bam moi, gia tri ndy dwoc so sanh véi ma bam di kém véi thong tin gbe. Néu hai ma bam giéng
nhau, nghia 1a thong tin goi di khong bi thay doi.

Chi c6 thé dung ham bam dé tinh ma bam tir thong tin gdc chir khong thé tinh duoc thong
tin géc tor ma bam. Do dac tinh nay, cdc ham bam bdo mat cling con duge goi 1a ham bam mét
chiéu (one way hash fntion).

Hinh 2.27 md t4 nguyén ly hoat dong cua mot giai thudt xac thuc thong tin sir dung ham
bam don gian.

Céc yéu cau ciia mot ham bam bao mat H:

o H o thé duwoc dp dung cho khéi théng tin véi chiéu dai bdt ky.

o Két quad ciia ham H luén c6 chiéu dai cé dinh.

e Viéc tinh gid tri cua H(x) véi mét gid tri x cho truée phdi don gidn, c¢é thé thuc
hién dwoc bang cd phan cimg hodc phan mém.
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e Cho truéc mét gid tri h, khong thé tim dwoc mét gid tri x sao cho H(x) = h, ddy
diege goi la thude tinh mét chiéu ciia ham bam (one-way property).

e Cho truéc khoi thong tin x, khong thé tim dwoc mot khoi théng tin y khdc x sao
cho H(y) = H(x). Thudc tinh nay dwoc goi la weak collision resistance.

o Khéng thé tim dwoc hai khoi théng tin x va y khdc nhau sao cho H(x) = H(y).
Thugc tinh nay duoc goi la strong collision resistance.

1) 1) 1)
«© ) )
o o o
(= c c
= = = /H\
c c c
«© «© <«
£ L L
= = =
So sanh
: Méa bam

@ :Ham bam

Hinh 2.27: Mét itng dung dién hinh ciia ham bam

-Tdn céng trén cic ham bam: Nguyén 1y 1am viéc ctia ham bam 1a biéu dién mot khdi
thong tin c6 kich thudc 16n boi mot doan thong tin c6 kich thude nho hon nhiéu goi 1a ma bam, va
trong trudng hop 1y tudng nhat thi cac biéu dién nay la cic anh xa 1:1, tirc s& khong xay ra tinh
hudng 2 khdi théng tin khac nhau cting cho ra mot ma bam. Trudng hop c6 2 khdi thong tin khac
nhau cung cho ra mgt ma bam, ta n6i thuét téan bam bi dung do (collision). Muyc tiéu tan cong vao
mot ham bam bao mat 14 tao ra cac tinh hudng dung do nay.

Xac suét dé hai khdi thong tin ¢6 ciing ma bam phu thudc vao kich thudc ctia ma bam, tirc
phu thudc vao sé lugng ma bam cé thé c6. Kich thudc nay cang nho thi kha ning xay ra cang 16n,
va do d6 xac suat tan cong thanh cong cang 16n. Bai toan ngay sinh (Birthday problem)™ chi ra
rang: voi kich thude mi bam 1a n bit, dé xac suat xay ra dung d6 1a 50% thi can c6 khoang 2™
khéi thong tin duoc xir Iy. Ngudi ta thuong ding nguyén 1y nay dé tin cong vao cac tng dung cd
str dung ham bam, cac tin cong nay duoc goi 1a Birthday attack.

Noi chung, d6 an toan ciia mdt ham bam phu thude vao kich thudc ngd ra cua no.

Phan sau day s& gi6i thiéu mot sé thuat toan bam théng dung thuong duge sir dung trong

xac thyc thong tin.

I1.4.3 Thuat toan bam SHA:

) Bai toan ngay sinh: trong mot cin phong ¢6 n ngudi, n téi thidu phai bing bao nhiéu dé cé it nhit 2 ngudi co
cung ngay sinh (trong nam). Ly thuyét xac suat xac dinh n = 23. Bai toan nay dugc mo rong cho ham bam.
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SHA (Secure Hash Function) duogc chuin hod nam 1993, sau d6 duge chinh sira nam 1995
va dat tén la SHA-1, tir 6 phién ban cii dugc goi 1a SHA-0.

SHA-1 tao ra md bam c¢6 chiéu dai ¢6 dinh 1a 160 bit. V& sau, c6 nhiéu nang cép dbi voi

SHA, chu yéu la tang chiéu dai ma bam, tir d6 xuét hién cac phién ban khac nhau cia SHA, bao
gém: SHA-256 (mi bam dai 256 bit), SHA-384 (mi bam dai 385 bit) va SHA-512 (mi bam dai

512 bit).

Béng 2.2 tom tat cic thong s6 cuia cac phién ban SHA.

Bang 2.2: Cdc phién ban SHA

Théng sb SHA-1 SHA-256 SHA-384 SHA-512
Kich thuéc ma bam (bit) 160 256 384 512
Kich thudc thong tin gdc (bit) < 2% <2% <22 <!
Kich thudc khéi (bit) 512 512 1024 1024
Do dai tir (bit) 32 32 64 64
S6 buéc thyc hién (budc) 80 64 80 80

CuubDuongThanCong.com

Phan nay chi mé ta thuat toan bam SHA-1, cac phién ban khac cua SHA ciing duoc thiét
ké theo nguyén 1y twong tu.

SHA-1 chép nhén cac khdi thong tin c6 kich thude toi da 1a 2% bit dé tao ra ma bam voi
d6 dai ¢b dinh 160 bit. Toan bd khoi thong tin dugc xir Iy theo timg khéi 512 bit, qua 5 cong
doan nhu sau:

1- Gin bit dém — Append padding bit: thong tin goc dugc gin thém cac bit thira dé co
chiéu dai (448 modulo 512) bit, tirc 1a tit ca cac khdi trudc c¢6 chiéu dai bang nhau 1a 512 bit,
riéng khoi cudi cung 1a 448 bit. Cha y rang viée chén thém bit vao khdi thong tin dugc thyc hién
d6i voi tat ca cac khoi thong tin gbe, ké ca khi khdi thong tin gdc ¢6 s bit chinh xac bang 448
mod 512 (khi d6 chudi bit chén vao s& c6 chiéu dai 1a 512 bit).

2- Gdn chiéu dai — Append length: mot chudi 64 bit duoc gin thém vao khdi thong tin.
64 bit nay dwoc xir Iy nhu mot sé nguyén khong diu, cho biét chiéu dai cua khdi thong tin gbc
(tlrc chiéu dai that su khi chua thyuc hién cong doan 1).

Sau cong doan nay, khdi thong tin nhan duoc co chiéu dai 1a boi s6 cua 512 bit, dugc chia
thanh cic nhém, mdi nhém tuong duwong véi 16 thanh ghi 32 bit (16*32 = 512 bit).

3- Khoi tao by dém MD — Initialize MD buffer: b6 d¢m MD (message digest) 1a bo nhd
¢ dung lwong 160 bit dung dé chira cac két qua trung gian va két qua cudi cung cua ma bam. Bo
nhé nay dugc t6 chtrc thanh 5 thanh ghi 32 bit va dugc khdi tao céac gié tri ban dau nhu sau (Hex):

A =67452301

B =EFCDABSg9
C=98BADCFE
D =10325476
E = C3D2E1F0
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4- Xir Iy thong tin theo tirng khoi 512 bit — Process message: dy 1a cong doan trung tim

quéa ham bam, con dugc goi 1a ham nén (compress function), bao gébm 4 vong, moi vong 20 budc.

Hinh 2.28 trinh trinh bay so d6 khdi cua budc 4.

Ca 4 vong c6 céu trac twong tu nhau, nhung mdi vong sir dung mot ham luan 1y khac nhau

la fl, fg, f3 va f4.

Ngd vao ciia mdi vong 1a khdi bit Y (512 bit) dang xtr Iy cling véi gié tri cia bd dém MD.

Mdi vong str dung mot bién cong K, khac nhau, voi 0 < t < 79 biéu dién cho 80 budc cia 4 vong.

Tuy nhién, thyc té chi c6 4 gia tri K khac nhau nhu sau:

Y, cV
4 460
512 32
A B C D E
r fi, K, W[0...19]
L 20 vong
A B C D E
r f5, K, W[20...39]
L 20 vong
A B C D E
r f3, K, W[40...59]
L 20 vong
A B C D E

20 vong

)

f4, K, W[60...79]

DEICIOCIOXC

/l/160

qu+1

Hinh 2.28: Xui ly thong tin trong SHA-1

Budéce Gia tri K (Hexa)
0<t<19 K,=5A827999
20<t<39 K,=6ED9EBAL11
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40<t<59 K;=8F1BBCDC
60<t<79 K= CA62C1D6

Ngé ra ciia vong thir tu (tirc bude 80) duoc cong véi ngd vao cua vong dau tién dé tao ra
CVg+1. Thao tac cong dugce thuc hién mot cach doc 1ap, img vai ting thanh ghi trong bo dém MD
v61 mot tr tuong tmg trong CV, st dung phép cong modulo 2%

5- Xudt két qud - Output: Sau khi tat ca cac khéi 512 bit da duoc xir 1y, ngd ra ctia budce
cudi cing chinh 13 gia tri cia ma bam.

Mot thude tinh quan trong cta giai thuat bam SHA-1 1a mdi bit trong ma bam déu c6 quan
hé véi tat ca cac bit trong thong tin gbc. Viéc lap lai cic ham f mot cach phirc tap nhu vy nham
muc dich dam bao rang dir liéu da dugc tron mot cach ki ludng va do do rat khé tim dugce 2 khéi
thong tin gc khac nhau co thé tao ra cing mot ma bam.

11.4.4 Thuit toan bam MDS5:

MD5 1a mét giai thuat xac thuc thong tin dugc st dung phé bién trong thoi gian qua trong
cong dong Internet, dic biét ding dé kiém tra tinh chinh x4c cta cdc phdn mém mi ngudén mé
phat hanh trén mang. Giai thudt nay dugc xdy dung boi Ron Rivest, va duge chuin hoa bang RFC
1321. MD5 ¢6 thé xir Iy cac khdi thong tin c6 do dai khong gidi han dé tao ra ma bam dai 128 bit.
Théng tin gbc ciing duge xtr Iy theo tirng doan 512 bit. Bang 2.3 so sanh cac thong sb gitta SHA-1
va MDS5.

Bang 2.3: So sanh MD5 va SHA-1

Théng s6 so sanh MDS5 SHA-1
Kich thudc ma bam (bit) 128 160
Kich thudc khéi (bit) 512 512
S6 bude 64 80
Kich thudc thong tin goe (bit) Khong gidi han <2%
S6 lwong ham luan Iy 4 4

Vi 128 bit mi bam, viéc tim ra hai khéi thong tin dé c6 ciing mot gia ma bam khong con
1a diéu bat kha thi dbi vai nang lyc cia cac bo xur 1y hién nay. Do d6, dd an toan cua MD5 dang bi
de doa nghiém trong, va trong thoi gian ngin sap t6i, mirc do pho bién cia MD5 c6 thé s& giam
di va dugc thay thé bang mot giai thuat xac thuc khac.

I.5 CHU KY SO

I1.5.1 Nguyén Iy hoat dong ciia chir ky sé:

Chir ky sb 1a mot co ché xac thyc cho phép ngudi tao ra thong tin (message creator) gin
thém mot doan ma dic biét vao thong tin c6 tic dung nhu mot chir ky. Chir ky dugce tao ra bang
cach ap dung mot ham bam 1én théng gdc, sau d6 ma hoa thong tin géc dung khoa riéng cua
ngudi goi. Chit ky sé c6 muc dich dam bao tinh toan ven vé ngudn gdc va ndi dung cua thong tin.

Tai sao phdi ding chit ky s6 trong khi cdc co ché xdc thuc théng tin (message
authentication) dé thue hién chire nang xdc thire nguon goc thong tin? Cac co ché xac thuc thong
tin str dung cac ham bam mot chidu co tac dung bao vé thong tin trao doi giita hai thuc thé thong
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tin khéi sy xam pham ctia mét thuc thé tha 3, tuy nhién n6 khong c6 tac dung ngan chan duoc su
xam pham cua chinh hai thyc thé. Vi du:

Thuc thé A g1 mot ban tin X cho thuc thé B sir dung moét co ché xac thyuc nao do, co ché
nay dam bao chi c6 A va B ding chung mét khoa bi mat K dé tao ra cac ma xac thuc tir thong tin
géc. Tuy nhién, thyc thé B ¢ thé ddi ban tin X thanh mot ban tin Y, va v&i khoa bi mat K, thuc
thé B hoan toan co thé tao ra thong tin xac thyc méi dé gan vao Y, lam cho né tré thanh mot ban
tin hop 1& mic du thuc chat day khong phai 1a ban tin do thyc thé A tao ra.

Mot vi du khac, thuc thé A c¢é thé tir chdi xac nhan viéc minh da goi ban tin X cho thuc
thé B, vi véi cac co ché xac thuc nhu trén, thuc thé B hoan toan c6 kha ning gia mao thong tin
dua ra tir thuc thé A.

Gidng nhu mot chit ky thong thudng (chir ky bang tay), mot chir ky sb phai c6 day du cac
thudc tinh sau day:

e Phdi xac nhdn chinh xdc nguoi ky va ngay gio phat sinh chit ky.

e Phdi xdc thuc ndi dung théng tin ngay tai thoi diém phdt sinh chit ky.

e Phdi ¢6 kha ning cho phép kiém chitng béi mét ngwoi thir 3 dé gidi quyét cdac
tranh chdp néu co.

Nhu vy, chirc ning ctia chit ky s6 bao gdm chirc ning ctia xac thyuc thong tin.

Céc yéu cau dbi v6i chit ky sb:

e La mot chudi bit phat sinh tir khdi théng tin can dwgc xac nhan (thong tin gdc).

e Chit ky phai chta thong tin nhan dang riéng cia ngudi ky dé tranh gia mao va
tranh phu nhan.

e Quy trinh tao ra chit ky cling nhu xac minh chit ky phai don gian, nhanh chong

e Chit ky thong thé bi gia mao bang bét cir cach nao.

e (6 thé sao chép mot ban sao cua chit ky danh cho muyc dich luu trit.

-Phén logi chi¥ ky sé: C6 nhiéu thuat toan phat sinh chit ky s6 khac nhau. Cé thé phan
loai cac thuat toan nay theo cac cach nhu sau:

o Chit ky ¢6 dinh va chit ky ngdu nhién: thuat toan tao chit ky co dinh
(deterministic) tao ra mot chir ky duy nhét Gmg voi mot khdi thong tin gbe xac

dinh, nghia 13 néu thyc hién nhiéu 1an thuat toan tao chir ky trén mot ban tin thi
van cho ra mot két qua duy nhat. Nguoc lai, chir ky ngdu nhién (probabilistic) tao
ra nhitng chir ky khac nhau d6i v6i cing mot ban tin.

o  Chit ky phuc héi dwoc va chir kv khong phuc héi dwoc: co ché tao chit ky phuc hoi
dige (reversible signature) cho phép ngudi nhan phuc hdi lai thong tin gde tir chit

ky, diéu nay ciing c6 nghia la chir ky phai c6 chira thong tin gdc trong nd dudi mot
dang ma hod nao d6, va két qua 1a chir ky sé sé ¢6 kich thuéc I6n hon théng tin
goc. Khi d6, nguoi goi chi can goi di chir ky 1a da. Do vdy, co ché tao chir ky nay
cling con dugc goi 1a chir ky khoi phuc ban tin (signature with message recovery).
Nguoc lai, co ché tao chiz ky khong phuc hoi dwoc (non-reversible signature)
khéng cho phép phuc hdi thong tin gde tir chir ky, do vay, chit ky chi 1a mot khéi
thong tin cong thém co kich thudc nho hon thong tin gbc. Ngudi goi can phai goi
chir ky di kém véi thong tin gbc nhu mot dang phu luc, do d6 co ché tao chir ky
nay cling con duogc goi 1a chir ky voi phu luc (signature with appendix).
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-Cic phwong phdp thuwe hién chii ky s6: C6 hai phuong phap thyuc hién chir ky s6 1a &y
truec tiép (direct signature) va ky théng qua trong tai (arbitrated signature).

o KY truc tiép (direct signature): O phuong phap nay, gia thiét rang phia nhan biét
dugc khoa cong khai ciia phia goi. Do d6, chit ky c6 thé dugc tao ra bang cach ma
hoa toan bo ban tin bang khoa riéng clia ngudi tao ra thong tin, hodc 14 chi mi hoa
phan ma bam (két qua tao ta tir ham bam dbi véi thong tin gbc) ding khoa riéng
cua nguoi tao thong tin.

Phia tao ra thong tin Phia nhéan théng tin
’ | ? h ‘ @ 1

E(M, PRa)

-
o

a- Tao chit ky truec tiép bang cdch ma héa toan bé théng tin goc

Phia tao ra thong tin Phia nhéan théng tin
- = H
M 1) - M — l
PR, 4 PU, So sanh
4 A
/
E(H(M), PRa) \D)

b- Tao chit ky truc tiép bang cdch ma héa phan ma bam cia thong tin goc

M: théng tin gbc E: Thuat téan ma hoa D: Thuat téan giai ma
H: Ham bam | |: N6i ma bam vao thong tin gbe

PRa: Khoa bi mat cia nguoi ky PUa: Khoa cong khai cia nguoi ky

Hinh 2.29: Chir ky truc tiép

Dé dat duoc tinh bao mat cta thong tin thi thong tin gbc cung véi chir ky vira dugce tao ra
s& dugc mi hoa sir dung khoa cong khai cua thuc thé nhan chit ky (trong trudng hop ding mat ma
bét dbi xtrng) hodc dung khoa bi mat (trong trudng hop ding mat ma déi xing).

Mot nhwoe diém rat dé thay ciia phieong thire ky triec tiép dé la do an toan ciia chiv ky phu
thudc cao do vao khoa riéng cua nguoi tao ra chir ky. Do vay, néu khoa riéng nay bi mat hodc bi
tiét 16 thi y nghia ciia chir ky s6 sé khong con.
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o Ky thong qua trong tai (arbitrated signature): day 1a mét giai phap duoc xay dung

dé khéc phuc nhugc diém cua chit ky tryc tiép. Khi thuc thé A muébn &1 mot ban
tin cho thyuc thé B, qué trinh tao ra mét chir ky dugc thyc hi¢n binh thuong nhu
d6i véi chir ky truc tiép. Tuy nhién, trudc khi ban tin nay duge goi dén B, né phai
duoc goi dén mot thuc thé thir 3 goi 1a trong tai (arbiter). Trong tai thuc hién viéc
kiém tra, x4c nhén tinh chinh x4c cua thong tin va chit ky, sau d6 ghi lai ngay gid
rdi mai g6i cho thuc thé B, kém theo thong tin xac nhén cda trong tai. Sy Xuét
hién cia trong tai trong quy trinh dam bao dugc thuc thé A s& khong phu nhan
dugc thong tin minh da goi.

Néu goi X 1a thyc thé tao ra thong tin, Y 14 thuc thé nhan thong tin, A 14 trong tai, H 14
ham bam bao mat va E 1a thuat todn mat ma, qud trinh tao chir ky thong qua trong tai dugc thuc
hién nhu sau:

-Trudng hop thi nhét: sir dung k¥ thuat mat ma déi xtimg va trong tai c6 thé doc ndi dung
thong tin ma X gdi cho Y:

Budc 1: X —> A: M + E([IDx + HM)], K,)

Budc 2: A = Y: E([IDx + M + E([IDx + HM)], K,a) + T], Kay)

Véi M la théng tin goc ma X g6i cho Y, K., la khod bi mdt diing chung gitka X va A, Ky la
khod bi mdt dimg chung giita Y va A, IDy la théng tin nhin dang ciia thiee thé X va T la thoi diém
chit ky dwoc tao ra.

-Trudng hop thtr 2: su dung k¥ thuit mat ma dbi xung va trong tai khong doc dugc ndi
dung thong tin X gdicho Y:

Bude 1: X - A:IDx + E(M, Kyy) + E([IDx + HEE(M, K\))], Ky)

Budc 2: A - Y: E([IDx + EM, Ky)|, Kay) + E([IDx + HEE(M, Kyy)) + T], Kya)

Voi K., la khoad bi mdt dung chung giita X va Y.

-Truong hop thir 3: sir dung k¥ thudt mat ma bat ddi xtrng, trong tai khong doc dwoc ndi
dung thong tin X géi cho Y:

Budc 1: X — A: IDx + E([IDx + E(E(M, PRy), PU,)], PR,)

Budc 2: A = Y: E([IDx + E(E(M, PR,), PU,) + T], PR,)

Véi PR, la khod riéng cia X, PU, la khod cong khai cua Y, PR, la khod riéng cua A

I1.5.2 Chuén chir ky DSS:

DSS (Digital Signature Standard) 1a mot chuan vé chit ky s6, duoc chuan héa nam 1991,
stra d6i nam 1993 va 1996, sau d6 m& rong vao nam 2000. DSS str dung ham bam SHA va thuat
toan tao chir ky DSA (Digital Signature Algorithm). DSS thuéc loai chit ky ngau nhién va khéng
phuc héi duoc.

Hinh 2.30 so sanh céu triic DSS so véi phuong thire x4c thuc thong tin sir dung mat ma
bét dbi xtng RSA.

Trong thuét toan xac thuc thong tin dung mat ma RSA, thong tin gbc duoc dua vao ham
bam SHA dé tao ra md bam (tirc message digest) co kich thudc cb dinh. Ma bam nay sau dé dugc
ma hoa (bang thuat toan RSA) ding khoa riéng cua thyc thé tao thong tin (phia goi). Két qua cta
phép ma hoa duge gin vao thong tin gdc va goi di. Phia thu nhan dugc thong tin, tich phan ma
bam ra khoi théng tin gdc va giai mad né bang khoa cong khai ctia phia goi. Chu ¥ rang khoa cong
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khai 1a thong tin dugc cong b rong rai cho bat ky thuc thé nao co quan tim. Pdng thoi, thong tin
géc cling dugc dua vao ham bam dé tinh ma bam, sau d6 dem so sanh véi ma bam vira nhan dugc.
Néu hai ma nay giéng nhau thi théng tin vira nhan dugc chap nhan nhu 1a thong tin hop 1¢.

Hoat dong ciia DSS ciing bao gdm viéc dua thong tin gbc vao ham bam dé tao ra ma bam
c6 kich thuée cb dinh. Tuy nhién, md bam nay s& khong duoc ma hoéa truc tiép bang mot giai
thudt ma hoéa ma dugc sir dung lam ngd vao cua mot ham tao chit ky S (Signature function). Cac
thong tin dwa vao ham tao chir ky bao gdom:

e M3 bam cua thong tin goc
e Mot sb ngdu nhién k
e Khoa riéng cua nguoi ky (PR,)

e Khoa cong khai ctia nhom cac thuc thé lién quan dén giao dich chit ky (PUg)

(H)
d wi——= ||
IIRal Tua So sanh
—®—O— ®
-/
a- Xac thwe thong tin dung mat ma RSA
M M PU,
" = PUG
PR,PUg
S ]
S
— r r So sanh
k | [}

a- Dung chir ky sé DSS
Hinh 2.30: Xdc thiee thong tin diing mdt ma RSA va ding chiv ky sé DSS

Két qua cta ham sinh chit ky gdm hai thanh phan, dit tén 1a r va s. Ca hai dugc goi kém
v6i thong tin goc.

O phia nhén thu, thong tin gdc duoc tach riéng dé dua vao ham bam. Sau d6, ma bam
dugc dua vao ham kiém chimg V (Verification function) cing véi khoa cong khai ciia nhom
(PUg) va khoa cong khai cua phia goi (PRy). Néu két qua ciia ham kiém ching bang véi thanh
phan r cua chit ky thi théng tin duge xem 14 x4c thyc.

Hinh 2.31 mé ta qua trinh tao chit ky va kiém chimg chir ky ding DSS.

Chu y rang thanh phan r ctia chir ky khong phu thudc vao thong tin gbc ma chi phy thudc
vao s6 ngau nhién k va 3 thanh phan cta khoa cong khai cua nhém (PUg) 1a p, q va g. Do vay, dé
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giam chi phi tinh téan mdi khi tao ra chit ky, nguoi str dung co thé tao ra gia tri r mot 1an, va ding
gi4 tri d6 cho nhiéu chir ky ing v6i nhiéu khdi théng tin gde khac nhau.

fz = T y q g
M [ ]

X q
k q >
s’ f4
v
= 1 s
-0 ~
> So sanh

a- Tao chir ky b- Kiém chieng chiv ky

Hinh 2.31: Tgo va kiém chimg chit ky véi DSS

-Thudt toan tao chir ky DSA (Digital Signature Algorithm):

DSA 14 thanh phan trong tim cua chit ky sb DSS, c6 chirc ning tao ra chit ky tir cac thong
tin nhu ma bam cua thong tin goc, khoa riéng ctiia nguoi ky, khoa cong khai cia nhém va mot so
ngau nhién k. DSA duogc xay dung dua trén phép toan logarit rdi rac, duge tom tat nhu sau:

-Tao cdc thanh phan khod céng khai (public key components):

p: mot s6 nguyén td thoa 24! <p <2 véi 512 < L < 1024 va L 1a bgi s clia 64.
q: mot s6 nguyén td chia hét (p — 1) thoa didu kién 2" < q < 2'° (q dai 160 bit)
g: mot s6 nguyén c6 gia tri = (h® 9 mod p), trong d6 h 1a mot sé nguyén thoa

didukién 1 <h <p—1va (h*Y9mod p) > 1

-Tao khoa riéng cua nguwoi dung:

x: mot s& nguyén ngau nhién 16n hon 0 va nhé hon q

-Tao khoa cong khai cua nguwoi dung:

y: 12 mot s6 nguyén c6 gia tri = (g* mod p)

-Tao s6 bi mdt cho tung ban tin:

k: mot sb nguyén dugc chon ngﬁu nhién 16n v6i 0 <k <q

-Tao chit ky:

r=(g" mod p) mod q
s= [k (H(M) + xr)] mod q
-Kiém chitng chir ky:
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w=(s’)" mod q
u; = [HM")w] mod q
u; = (rYw mod q
v=1[(g" y*) mod p] mod g
Liwew y: s°, ', M twong iing véi cdc phan s, r va M tai phia thu.
Véi @6 phirc tap cua phép toan logarit roi rac, rat kho ¢ thé xac dinh duoc k khi biét r
hoac xac dinh duoc x khi biét s.

1.6 QUAN LY KHOA

I1.6.1 Quin ly khoa cong khai trong mat ma bat déi xing:

Trong k¥ thuat mat ma bat d6i xting, khoa riéng ctia mdi thyc thé dugc chinh thyc thé d6
quan 1y ma khong can phai chia sé cho ai, tuy nhién co ché nao dugc ding dé phé bién khoa cong
khai mdt cach an toan va hi¢u qua?

Céc co ché khac nhau c6 thé ding dé phd bién khoa cong khai bao gdm:

-Phé bién céng khai trén cdc dién dan cong cong: ngudi st dung thuc hién viéc nay bang
cach goi cac thong bao kém theo khoa cong khai cuia minh dén cac website hodc dién dan cong
cong trén mang Internet. Phuong phép nay don gian nhung c6 nhuoc diém 1a khoa dé bi gia mao.
Mot ngudi A c6 thé dua khoa cong khai ctia minh 1én mang nhung thong béo rang d6 1a khéa cua
nguoi B, bang cach do, A co thé doc dugc nhitng théng tin bi mat ma ngudi khac goi cho B.

-Sur dung danh ba khoa cong khai (public key directory): voi danh ba nay, nhitng nguoi
ding nao mudn pho bién khoa ciia minh thi phai dang ky véi nha xuat ban, va dé tranh viée gia
mao, nha xuét ban phai ap dung mot co ché kiém duyét an toan nao d6 dbi véi nguoi dang ky.

Phuong phéap nay an toan hon cach ma mdi ca nhan ty phd biét khoa ciia minh. Tuy nhién,
no6 ciing c6 kha ning bi gia mao khi khoa bi mat cta nha xuét ban bi 16, ké tan cong co thé thay
dbi cac thong tin ma ngudi sir dung di dang ky 1én do.

-Chitng thuc khoa cong khai (public-key certificate): Phuong phap st dung danh ba cong
cong c6 mot diém yéu khac d6 1a moi ngudi dung mudn lién lac véi mot ngudi khac can dén khoa
cong khai thi phai lién lac véi nha xuét ban dé dugc cung cip, diéu nay dat nha xuat ban vao trang
thai c6 nguy co qua tai bat cir lac nao, hon nira day chinh 1a diém that c6 chai cua cac giao dich
trén mang.

Khai niém chirng thue khéa céng khai (public key certificate hay goi tit 1a certificate hay
ching thyuc khoa) 12 mot co ché phd bién khoa cong khai trong d6 mdi thue thé ty phd bién khoa
ctia minh bang bat cir phuong tién gi nhitg van dam bao duge tinh xac thuc ciia khoa.

Chung thuc khéa cong khai 1a mot to hop gdm c6 khda cong khai ciia mét thie thé, nhin
dang cua thyc thé d6 va chir ky 56 (digital signature) xdc nhdn cua mot thuc thé thir 3, thuc thé
thir 3 nay 1a mot t6 chic duge tin twéng trong cong ddng (vi du nhu co quan nha nudc hoic cac
td chure tai chinh). Cac ddc trung cta co ché nay bao gdm:

e  Mbdi thuc thé déu co thé doc céc ching thyc khoa dé biét duoc khoa cong khai
cling nhu nhén dién chu sé hitu cia khoa do.

e Madi thuc thé déu co thé xac thyc thong tin trong chimg thyuc khoa 14 chinh xac nhd
vao chir ky cia mdt thyc thé dugc tin cay thu 3.
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e Chi c6 ngudi ching thuc (Certificate Authority hay CA) méi ¢6 quyén tao ra va
cap nhat cac chung thuc khoa.

Qua trinh tao ra va phan phéi chung thuc khoa dién ra nhu sau (hinh 2.32):

-Dé tao chimg thuc khoa cho minh, thuc thé A goi yéu cau dén co quan ching thuc CA
(Certificate Authority), trong yéu cdu co chira khod cong khai cua A (PUy). Pé tranh cdc tinh
huong gia mao CA, yéu cau cung cdp chirng thire g6i tir cdc thiee thé dau cudi phdi dwge géi dén
CA b&ng mot kénh bao mdt, trén do co dp dung cac co ché xdc thuc chdt ché.

-CA tao ra chung thuc khoa cho A bang cach ma hod khi théng tin bao gom: nhan dang
ctia thuc thé A (ID,), khoa cong khai ciia A (PU,) va thoi diém thuc hién viéc cap ching thyc,
bang khoa riéng cua CA (PRcy).

Certificate
authorlty
Kénh théng tin = E([Time + ID, + PU,], PRcA) Kénh théng tin
bao méat = E([Time + IDg + PUg],PRca) bdo méat
(1)CA

(2)Cs

Ca: Chung thuc khoa cua thuc thé A IDA: Thong tin nhan dang cua thyc thé A

Cg: Chung thyc khoa cia thuc thé B IDg: Thong tin nhén dang cta thyuc thé B
PU,4: Khoa cong khai cua thuc thé A PRca: Khoa riéng cia CA
PUg: Khoa cong khai cua thuc thé B Time: Thoi diém tao ra chung thyc khoa

Hinh 2.32: Quan ly khoa cong khai dung chitng thuc khoa (Certificate)

Nhu vy, thuc thé A da tao duoc chirng thuc khdoa cho minh (Cap).

Tuong ty nhu vay, thuc thé B ciing yéu ciu CA cung cip chimg thuc khoa cho né (Cg).

Pé bit dau trao doi thong tin v&i nhau st dung mat ma bat dbi xtrng, hai thyc thé A va B
trao d6i chirng thyc khoa cho nhau dé thyc thé nay nhan duoc khoa cong khai cua thye thé kia.

Véi viée nho mot thue thé tin cdy thtr 3 lam trung gian dé tao ra chung thuc khoa, khoa
cong khai co6 thé dugc phan phoi mét cach an toan ma khong bi gia mao.

Mot trong nhing co ché dugc st dung rong rii dé tao ra cac ching thuc khoa cong khai 1a
chuan X.509. Chuan nay duoc dung trong nhiéu dich vy va giao thirc bao mat nhu IPSec, SSL,
S/MIME, SET, ...

I1.6.2 Sir dung mit mi bat doi xing dé trao ddi khéa bi mat:
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Trong k¥ thuat mat ma d6i xing, ca hai thuc thé thong tin phai dung chung mot khoa bi
mat. Van d& 1a 1am thé nao dé trao ddi khoa bi mat giita hai thuc thé nay?

Thuét toan trao ddi khoa Diffie-Hellman duoc trinh bay trong phan ma hoa bat d6i ximg
la mot thuat toan an toan, cho phép hai thuc thé trao d6i khoa bi mat ma mot thuc thé tha 3 khong
léy cép dugc. Tuy nhién, han ché cua Diffie-Hellman 1a khong c6 tinh xac thuc, nghia 1a mot thyc
thé s& khong thé biét chic chin rﬁng khéa minh nhan dugc dung 1a khoa cta thyc thé ma minh
dang mudn trao d6i thong tin hay khéng. Do vay, trong thuc té, Diffie-Hellman thuong dugc ding
phéi hop véi mot co ché xac thuc dau cudi (peer authentication).

(1) E([N4 + 1D,], PUg)

/ (2) E([N1 ' NZ], PUA) \

Initiator ) ReSponde%,

a V\ o
\ (3) E(N2, PUg) ////

(4) E(E(K, PR,), PUg)

Hinh 2.33: Ding mdt ma bat doi xirng dé trao déi khod

Dung khoa cong khai dé trao doi khoa bi mat ciia ma hoa ddi xtmg 1a mot cach hidu qua
c6 thé giai quyét duoc van dé trén day. Mot thuc thé A (thuee thé khdi tao — Initiator) mudn trao
d6i khoa bi mat v6i mot thé B (thue thé ddp ting - responder) cé thé thyuc hién thu tuc trao doi
khoa nhu sau:

(1)-A dung khoa cong khai ciia B (PUg) dé ma hoa mét ban tin, ban tin nay chira nhan

dang cia A (ID,) va mét gia tri ngau nhién N, (nonce) dé nhan dién giao tac dang thuc

hién.

A — B: E([N; +ID,], PUg)
(2)-B gdi lai cho A mdt ban tin chira gia tri ngdu nhién N, do B tao ra, cing voi s6 N;
nhén dugc tir A. Toan bd ban tin dugc ma hod st dung khoé cong khai ciia A (PU,).

B — A:E(IN; + N,], PU,)

(3)-M6t lan nira, A goi lai cho B mét ban tin chira gia tri N, dwoc ma hoa bang khoa cong

khai ctia A (PU,).

A — B: E(Nz, PUB)

(4)-A chon khoa bi mat K cho thuit toan ma hoa déi xtng sap dién ra, sau d6 ma hoa n6

bang chinh kho4 riéng cua A (PR,), r6i ma hoa mét lan nita bang khoa cong khai cua B

(PUg) 16i goi cho B. Pén budc nay, B d nhan duoc khoa bi mat ma A tao ra mot cach an

toan.

A — B: E(E(K, PR,), PUp)

I1.6.3 Co sé ha ting khoa cong khai:
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Co s6 ha tAng khoa cong khai PKI (Public Key Infrastructure) 1a mot hé thong ha tang bao

gom céc thiét bi phan cung, chuong trinh phan mém, cac chinh sich, thu tuc va con ngudi can

thiét dé tao ra, quan 1y, luu trit va phan phdi cac chimg thyc khéa phuc vu cho muc dich phé bién

khoa cong khai cua cac thuc thé thong tin.

Vai tro cua PKI trong hé théng 1a quan 1y cac chung thyc khoa mot cach an toan va cung

Kho Iwu triv Certificate/CRL

B Truv xuét Certificate/CRL PKl users
h End Entity
-
-Danag ky
Phan phdi d -Khéi tao
Cettificate -Ching il'n_rc ]
RA -Phuc hoi khoa
-Cép nhét khoa Phén
j [ . -Yéu cau thu hoi phéi
Phan phoi Kkhoa
Certificate/CRL W CA-2 I ra
I ngoai
Phan phéi CRL ) th%i
CRL Issuer |« Chung thue I
- chéo
r
CA-1
PKI management

Hinh 2.34: Céu triic PKI

cap no6 cho user mét cach hi€u qua nhat.

Muc tiéu cta PKI 13 cung cdp mot méi truong lam viée phdi hop, trong d6, thiét bi, phan

mém cua nhiéu nha san xuat khac nhau c6 thé cung sir dung chung mét cau tric chung thuc khoa.

-Cic thanh phin ciia PKI:

CuubDuongThanCong.com

End Entity (thwc thé dau cuéi): 1a ngudi st dung, mot phan mém hodc mot thiét bi
tham gia vao qué trinh trao ddi thong tin sir dung ma hoa khoa cong khai. Cac
thyc thé c6 mot cap khoa ciia minh, trong d6 khéa cong khai duoc phd bién boi
PKI duéi dang céc chung thuc khoéa, con khoa bi mat do chinh thuc thé quén ly.
Certificate Authority (CA): 1a thyc thé tao ra cac chimg thuc khoa. CA tao ra
ching thuc khoa tir cac khoa cong khai ma cac thuc thé dau cudi uy quyén cho nd
pho bién cong véi chir ky s6 ciia chinh CA d6. Do vay, CA phai 1a mot thuc thé
dugc tin cdy, néu khong, chit ky ctua CA sé& khong c6 ¥ nghia gi.

Registration Authority (RA): 1a mdt thanh phan tiy chon cta PKI, c¢6 chirc ning
xir 1y mot sd cong viée quan 1y nhim giam tai cho CA, chang han nhu dang ky
thuce thé du cudi, kiém ching cac thuc thé dau cudi, tao ra cac cap khoa public-
private, ...

Repository: Kho luu trir ching thue khoa va cung cép ching thuc khoa cho cac
thuc thé dau cudi khi c6 yéu cau. C6 nhiéu cach dé thuc thé dau cudi truy xudt cac
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chirng thyc khoa tai PKI: thong qua dich vu thu muc LDAP (X.500), thong qua
FTP hodc HTTP, ...

e Certificate revocation list (CRL) Issuer: Mot chung thuc khéa khi da dugc tao ra
va phé bién thi khong c6 nghia 1a n6 sé dugc ton tai vinh vién. Sau mot khoéang
thoi gian nhat dinh hodc theo yéu cau cua thyuc thé dau cudi, ching thuc khéa co
thé bi thu hdi. CRL 1a danh sach cac ching thuc khoéa bi thu hdi, duoc tao ra boi
CA hoic ty quyén cho CRL issuer. Nhu vdy, CRL issuer ciing 1a mot thanh phan
tuy chon cua PKI.

-Cac chirc ning qudn ly ciia PKI:
e Ping ky (Registration): 13 thu tyc ma thuc thé dau cudi phai thyc hién dé tham gia
vao PKI lan dau tién.
e Khdi tao (Initialization): Khoi tao cac thong tin cua thyc thé dau cudi tai CA, tao
ra cip khoa public-private cho thyc thé dau cubi.

e Chitng thuc (Certification): CA tao ra chimg thuc khoa cho thyc thé dau cudi, tmg
v6i khoa cong khai vira duoc tao ra ¢ giai doan khoi tao hodc do thuc thé dau cudi
cung cap.

e Phuc hoi khéa (Key-pair recovery): cho phép phuc hdi mot khéa cii true d6. Thu
tuc nay thuong dugc dung trong truong hop khéa mat ma vi mot Iy do nao do
khong truy xut dugc. Dé khoi phuc dir lidu da bi mat mi hod, can phai c6 thi tuc
nay dé lay lai khoa.

e Cdp nhdt khéa (Key-pair update): Mbdi ching thuc khéa dugc tao ra véi mot
khoang thoi gian ton tai nhat dinh, sau khoang thoi gian nay, ching thuc khoa s&
bi thu hdi (revoke). Thu tuc key-pair update ¢ tic dung gia han ton tai cia chimg
thuc khoa, cho phép mot chirng thyc khoa tiép tuc ton tai sau khi da hét thoi gian
hiéu luc.

o Yéu cdu thu hoi chitng thuc khéa (Revocation request): Yéu cau thu hdi mot
chung thuc khéa vi mét Iy do nao do, nhu khoa riéng bi 16 chﬁng han. Thu tuc nay
cho phép mot thuc thé dau cudi yéu cau thu hoi mot chimg thuc khoa chua hét
hiéu luc.

C6 thé tom tit cac bude dién hinh cua mot quy trinh khi mét thye thé A mudn &1 mot ban
tin dén mot thuc thé B trong méi truong PKI nhu sau:

-Thuc thé A thuc hién ham bam trén ban tin dé tao ra m3 bam. Sau d6 mi bam dwoc ma
hoa bing khoa riéng PR, cua thuc thé A dé tao ra mot chit ky caa thyc thé A.

-Str dung khoa cong khai ctia CA, thuc thé A yéu cau CA cung cap khoa cong khai cua
thuc thé B (PUs).

-Thuc thé A ma hoa ban tin béng khoa cong khai PUg cua thuc thé B vira nhan duoc tir
CA, sau d6 gan chit ky cia minh vao ban tin ¢ ma hoa va goi cho B.

-Thyc thé B giai ma thong tin nhan dugc bang khoa riéng cua chinh n6 (PRg), sau do ap
dung ham bam Ién ban tin nay dé tao ra ma bam.

-Thyc thé B giai ma chit ky cua thuc thé A bang khoa cong khai cua thuc thé A (PU,),
sau d6 so sanh v6i ma bam vira tao ra & bude trén. Néu hai théng tin nay giéng nhau, thi ban tin
nhan dugc xem nhu hop 1€.
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Tém tdt chuong:

-Mat ma la mét co ché co ban nhat dwoc dung dé bao dam an toan cho thong tin khi trao
doi giita cdc hé thong thong tin (thuong thong qua mang mdy tinh). Ky thudt mdt ma béao vé dwge
2 dac trung cua mo hinh CIA la tinh Bi mdt va tinh Toan ven cua thong tin.

-Ky thudt mdt ma hién dai dwoc chia thanh 2 loai: Mdt ma doi xung (symmetric key
encryption) va mdt md bdt doi xirng (asymmetric key encryption).

-Mdt ma doi ximng (hay con goi la mdt ma quy wée) sir dung 1 khéa duy nhdt cho viéc ma
héa va gidi md, khéa nay dwoe gitk bi mdt, chi ¢6 cdc thuwe thé tham gia viéc truyén nhéin thong tin
méi biét dwge. Ky thudt mdt ma quy woe dwa chii yéu trén cdc thao tac xir Iy bit (nhw dich, xoay
vong, XOR, ...) do d6 thich hop véi phan viéc thwc thi bang phan cimg, toc dé ma hod cao. Cdc
thudt toan mdt ma doi xing thong dung bao gom DES, Blowfish, IDEA, AES, ...

-Mdt ma bdt déi xirng (hay con goi mdat ma ding khéa cong khai) sie dung 2 khéa khac
nhau cho qua trinh ma hoa va giai ma. Mot trong hai khoa la khoa cong cong (public key), dwoc
phé bién céng khai cho bat ky mét thuc thé nao ciing cé thé truy xudt duwoc; va khéa con lai la
khéa riéng (private key) dwoc giiv bi mdt, chi c6 chii thé ciia khéa dé biét. Ma héa khéa cong khai
dua chu yéu trén cdac ham toan hoc, do do thich hop voi thuc thi bcing phdn mém va téc dé ma
hod thdp. RSA la thudt todn mdt md bat doi ximg phé bién nhdt hién nay.

-Mdt ma dung khoa céng khai co nhiéu ung dung khac nhau nhw: mat ma dir liéu, tao chir
ky 56, trao doi khéa bi mdt ciia mdt ma doi xing, ...

-Ham bam bdo mdt (secure hash function) la co ché ding trong xdc thuc thong tin
(message authentication). Nguyén Iy ciia ham bam la bién doi khéi thong tin goc thanh mot gid tri
kiém tra cé kich thuéc co dinh goi la ma bam, gid tri nay dwoc goi di kém véi thong tin goc. O
dau thu, thong tin nhan duoc ciing dwoc dwa vao ham bam dé tao ra gia tri kiém tra. Néu gia tri
kiém tra vira dwoc tao ra bang véi gid tri goi kém ciia phia goi thi théng tin dwoc xem la xdc thue.
Ham bam dvwoc dung trong cac thudt toan xac thuc thong tin (message authentication), tao chir ky
$6 va la thanh phdn ctia mot sé thudt todn mdt ma.

-Chir ky s6 (digital signature) la ky thudt ding dé nhin dang mét thuc thé théng tin cing
V6i théng tin do thuce thé nay tao ra. Ung dung co ban nhat ciia chit ky s6 la d@é chimg thiee va
dam bao thinh khong thé phii nhdn (non-repudiation) ciia thong tin. C6 nhiéu cach phén logi cdc
thudt todn tao chir ky: chit ky phuc héi dwoc va khéng phuc héi dwoe, chiv ky ¢é dinh va chir ky
ngau nhién. Hai phwong phdp thuwe hién chit ky sé la ky truc tiép va ky théng qua trong tai. Chudn
chit ky s6 DSS sir dung thudt todn DSA, tao ra chit ky sé dira trén cdc ham bam bdo mdt (SHA) va
ky thudt mdt ma khoa cong khai (RSA).

-Mdt ma héa ding khéa cong khai chi c6 wu diém khi né c¢6 mét co ché phin phéi khéa
cong khai mét cach an toan va hiéu qud cho cdc thiee thé trong hé thong. Chirng thue khéa cong
khai (Certificate) ma mét co ché hiéu qua dé thiee hién vin dé nay. Moi chirng thue khéa bao gom
nhén dang thue thé dau cudi, khéa cong khai cia thwce thé dau cudi va xdc nhan (bang chit ky s6)
ctia mot thuc thé thir 3. Mot hé thé'ng cung ccfp co ché tao ra va qudn ly chung thuc khoa dwoc
goi la co s¢ ha tang khéa cong khai PKI.
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CAU HOI VA BAI TAP.

A- Cau héi tric nghiém.
Cau 1. Chutc ndng ctia mat ma thong tin:

a

Béo v¢ tinh toan ven cua thong tin.
b- Bao vé tinh bi mét ctia thong tin.

C

Béo v¢ tinh kha dung cua thong tin .
d- Bao vé tinh khong thé phu nhan cua thong tin.
Cau 2. Céc nguy co ciia mot hé théng mat ma:

a

Tén cong bang cach do khoa bi mat (brute force attack).
b- Tén cong bang phuong phap phan tich ma (crypanalysis).
c- Téin cong tir chdi dich vu
d- Cauavab.

Cau 3. Mot hé thong ma hoa quy udc ding khoa dai 128 bit. Néu dung phuong phap tan cong
brute force thi phai thir trung binh bao nhiéu lan va thoi gian can thiét dé thuc hién néu
toc do xur 1y la mét ti 1an trong mot giay?

Phai thir 2'*® 1an, thoi gian thir 1a 5,4 * 10"® nam.

b- Phai thir 2% lan, thoi gian thir 1a 5,4 * 10'® nam.

Phai thir 2'%7 1an, thoi gian thir 14 5,4 * 10'® nam.

d- Phai thir 2'*® 1an, thoi gian thir 13 18 nam.

a

C

Cau4. Co ché trao d6i khoa bi mat trong ma hoa d6i ximg?
a- A va B trao d6i khoa v6i nhau bang e-mail.
b- A va B trao doi khoa v6i nhau bang mot phwong tién vat 1y.
c- A goi khod bi mat cho mot thyc thé thir 3 bang e-mail, thy cthé thir 3 nay s& goi
lai khoa nay cho B ciing bang e-mail.
d- Mot trong 3 cach trén déu duoc.
Cau 5. Chon cau dung khi noi vé cAu tric mat ma Feistel:
a- Tét ca cac thao tac trong cau triic déu co thao tic nguoc twong tng.
b- Céu trac Feistel dua trén cac thao tac xtr 1y bit voi cac phép hoan vi va thay thé
1p lai nhiéu lan.
c- Kich thudc khdi dit lidu (block size) 1a bat ky.
d- Mach mi hod va mach giai ma c6 ciu trac khac nhau.
Cau 6. Chon cau dung khi noi vé thuét toan mat ma DES:

a- Mach ma hoa va mach gidi ma la giong nhau.

b- S-box 1 mot ham hoan vi, cho két qua ngugc lai véi phép hoan vi IP.

c- Tht ty sinh khoa phu ¢ qua trinh ma hoa va giai ma 1a giéng nhau.

d- Thao tac hoan vi PC-1 dugc thyc hién 16 1an trong qué trinh ma hoa va giai ma.
Cau 7. Chon cau ding vé d0 an toan ciia DES:

a- Chi co thé tan cong hé théng mat ma DES bang phuong phap brute force.

b- Khoa dua vao thuat toan la 64 bit, nhung thuc chét chi sir dung 56 bit.
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c- Mach giai ma TDES khong thé giai ma dugc thong tin mi hoa bai DES.
d- Tét ca déu dung.
Cau 8. Chon cau dung khi n6i vé chuan mat ma AES:
a- La chuin mat ma duogc thiét ké dé lam viéc song song véi DES.
b- Kich thudc khdi va chidu dai khoa c6 thé thay d6i duoc.
c- Mach mi hod va mach giai ma hoan toan gidng nhau.
d- Tét ca déu dung.
Cau 9. Chon phat biéu sai khi néi vé chuin mat ma AES:
a- Tht ty sinh khoa phuy trong qua trinh ma ho4 va giai ma hoan toan giéng nhau.
b- Tét ca cac thao tac trong thuat toan déu c6 thao tac nguoc.
c- AES khéng dua trén ciu triic ma khdi Feistel.
d- Thuat toan ma Rijndael chinh 1a AES.
Cau 10. Mot hé théng gdm 10 thiét bj dau cubi lién lac véi nhau sir dung mat ma ddi xing. Mdi
dau cudi st dung cac khoa bi mat khac nhau khi két ndi véi mdi dau cudi khac. Co bao
nhiéu khoa bi mat trong toan bo hé théng?

a- 10 khoa
b- 20 khoa
c- 45 khoa
d- 90 khoa
Céu 11. Thuat todn mat ma nao dugc dung trong giao thirc xac thuc Kerberos 4?
a- Blowfish
b- CAST-128
c- TDES
d- DES

Cau 12. Ung dung cia mat ma bat d6i xing:

a- Bao mat thong tin

b- Xac thyuc thong tin
c- Bao vé tinh kha dung ctia hé thong
d- Cauavab

Cau 13. Chon cau dung vé thudt toan ma RSA:
a- Thuat toan RSA thich hop cho thyc thi bang phan ctng.
b- RSA dung khoé va khéi dix liéu co kich thude cb dinh.
c- MOi khdi thong tin n bit dua vao thut toan RSA dugc xir Iy nhu mét sd nguyén
cO gid tri tr 0 dén 2" — 1.
d- Chi c6 thé dung khoa cong khai dé ma hoa thong tin, khong thé mi hod thong tin
bang khoa bi mat.
Cau 14. So sanh RSA va DES:
a- RSA c6 téc d6 thuc thi bing phdn mém cao hon DES.
b- RSA an toan hon DES.
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C_
d-

RSA duya trén cac ham toan hoc, con DES dua trén céc thao tac xur 1y bit.

Bang cach phan tich khoa cong khai thi c6 thé tim ra khoa bi mat cua RSA, trong
khi dbi voi DES, cach duy nhit dé tim kho4 1a thr 1an luot.

Cau 15. Thuét toan trao ddi khoa Diffie-Hellman:

La mot dang cia méat ma hoé bat doi xung.

Diffie-Hellman khong c6 chiic ning bao mat dit liu ma chi ding dé trao doi
khoa bi mat.

Diffie-Hellman c6 thé b tin cong Man-In-The-Middle.

Tat ca déu dung.

Cau 16. Chutrc ndng cta cac ham bam (hash function)?

a-
b-
C
d-

Tao ra mot khoi thong tin ngén ¢6 dinh tir mot khoi thong tin géc 16n hon.
Mat ma hoa thong tin.
Xac thuc ngudn gdc thong tin

Ngan chin viéc phu nhan hanh vi cta chu thé thong tin

Cau 17. Cac thudc tinh ctia mét giai thuat chit ky $6:

Phai xac nhan chinh xac nguoi ky va ngay gio phat sinh chir ky.

Phai x4c thyc noi dung thong tin ngay tai thoi diém phat sinh chir ky

Phai c6 kha nang cho phép kiém chimg béi mot nguoi thir 3 dé giai quyét cac
tranh chap néu co.

Tat ca cac cau trén.

Cau 18. Céc thong tin can thiét dé tao ra chit 1y sd:

a-
b-
c-
d-

Mi biam cua thong tin can ching thue.
Kho4 bi mat cua ngudi ky.
Khoa cong khai cua nhom

Tt ca cac thong tin trén

Cau 19. Ching thuc khoa (certificate) 1a gi?

La mot sy chiing thuc cia mot thuc thé duoc tin cay vé su rang budc gitta mot
thuc thé thong tin va khoa cong khai cua thuc thé do.

Chung thuc khoa 1a mot dang cua chit ky sb.

Chimg thyc khéa 1a mot tmg dung dé phan phdi khoa bi mat trong mat ma doi
xung.

Tat ca déu dung.

Cau 20. Chon cau ding khi no6i vé PKI:

B- Bai tap.

CuubDuongThanCong.com

a-

PKI tao ra va quan ly cac chung thuc khoa.

Chung thuc khoa sau khi di tao ra c6 thé bi huy bo theo yéu cau cta chu so hitu.
CA 1a thanh phéan ciia PKI c6 chirc nang tao ra chimng thyc khoa theo yéu cau cua
nguoi st dung.

Tat ca déu dung.
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Cau 21.

Chu 22.
Cau 23.
Cau 24.

Cau 25.

Cau 26.

Cau 27.
Cau 28.

Xac dinh céc bit 1, 16, 33 va 48 tai ngd ra vong thir nhét ctia thuat toan giai ma DES, biét
rang ciphertext chira toan bit 1 va khoa ban dau ciing la chuoi bit 1.

Ching minh rang mach ma hoa ciia DES ciing dong thoi 1a mach giai ma cua DES.

So sanh ma tran IP va ma tran PC-1 ctia DES. Rat ra két luan gi tr sy so sanh nay?

Tinh 8 word dau tién ciia khoa mé rong trong thuat toan ma AES néu biét khoa ban dau
1a chudi 128 bit 0.

Thuc hién ma hod va gidi ma dung thuét toan RSA vdi céc dir li¢u sau day:
a- p=3;q=11,e=7,M=5
b- p=5;q=11,e=3;M=9
c- p=7,q=11,e=17;M=8
d- p=11;q=13,e=11;M=7
e- p=17;q=31l,e=7,M=2
User A va B trao d6i khoa dung Diffie-Hellman véip=71 vag="7.
a- Néu A chon X, =5, tinh Y,?
b- Néu B chon X = 12, tinh Yy?
c- Khoa bi méat dung chung giita A va B?
Cai dit thuat toan mat ma DES bang C.
Cai dit thuat toan mat ma RSA bang C.
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~ CHUONG III ’
CAC UNG DUNG BAO MAT TRONG HE THONG THONG TIN

Gidi thiéu:

Cdc co ché mdt ma va xdc thue théng tin la co s6 cho viée xdy dung cdc vmg dung bdo
mdt trong hé thong, ddc biét trong méi truong mang. Chirong nay sé trinh bay mét sé g dung
cua ky thudt mdt ma va xac thuc thong tin trong viéc xdy dung cac giao thucc (protocol) va dich vu
(service) trén mang nham dam bdo an toan hé thong. Cdc vmg dung duwoc trinh bay trong chuwong
nay bao gom:

-Giao thirc xdc thuc (Authentication protocol)

-IPSec (Internet Protocol Security)

-SSL (Secure Sockets Layer)

-SET (Secure Electronic Transaction)

I11.1 GIAO THUC XAC THUC
I11.1.1 Mat khau:

Trong s6 cac co ché xéac thue, co ché xéac thuc dua trén thong tin ma thyce thé truy xuét
biét (what you know) 13 co ché don gian nhét va dugc st dung nhiéu nhat. Thong tin nay thuong
12 mat khau (password), dugc lién két voi mot thue thé dung dé xac thuc thue thé do.

Mat khau thuong 1a mot chudi ky tu. Khong gian mat khau (password space) 1a tap hop tat
ca cac chudi ky tu co thé xut hién trong mat khau. Mdi hé théng xac thuc c6 mdt khong gian mat
khau khac nhau. Khong gian mét khau cang 16n thi kha nang bi tin cong mat khau theo phuong
thirc brute force cang thap.

Mat khau dugc goi 1a phic tap néu né kho bi phat hién bang phuwong phap do mat khau
theo tu dién (dictionary attack).

Theo khao sat, nhitng loai mat khau duoc ding phd bién nhat hién nay bao gom:

-Dung tén ciia ngudi sir dung (user-name hodc account-name) lam mat khau hodc thém
mot vai chit sb (vi du ngay sinh, s6 dién thoai, .2 dé 1am mat khau.

-Duing tén dang nhap (logon-name) lam mat khau.

-Duing tén méy tinh (computer name) lam mat khau.

-Mat khau chi bao gdm cac ky tu sé (1ay tir sb dién thoai, ngay sinh, ...).

-Mat khau 1a nhiing tir khoa dic biét nhu computer, hacker, ...

-Liy mot tir c6 nghia trong tu dién lam mat khau.

-Lay tén mot ngudi khac lam mat khau (thuong 1 ngudi c6 quan hé mat thiét)

Nhitng mat khéu nhu trén déu c6 do phue tap rat thép va do d6 dé dang bi tiét 10. Cac hé
théng xac thuc thuong dua ra cac chinh sach vé mat khau (password policy) di v6i nguoi sir
dung. Céc chinh sach nay thuong quy dinh nhiing rang budc sau day:

-Chiéu dai téi thiéu va do kho ctia mat khiu, mat khau khong dugc chira user-name hoac
logon-name (password complexity).

-Thoi gian stir dung t6i da ctia mat khau (password age).
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-Khéng duoc phép dung lai mat khau cii (password history).

Vé phia ngudi st dung, nhitng nguyén tic chung dé ting do an toan cho viéc xac thuc
dung mat khau bao gom:

-Str dung nhiéu loai ky tu khac nhau dé 1am mat khau, muc dich 1a mé rong khong gian
mat khau (dung chir cai, chir so, cac ky hiéu dic biét, dung phoi hop gilta chit hoa va chit thuong,

.2)

-Khéng str dung cac mat khiu qua ngin.

-Khéng str dung nhiing tir khoa hodc tir 6 nghia trong mat khau.

-Thudng xuyén thay doi mat khiu.

-Khéng ghi chép mat khau 1én bt ky vi tri nao.

-Khong tiét 16 mat khiu cho ngudi khac, ngay ca nhitng tinh hubng an toan nhat.

Trén cic may chu xéac thuc, mat khau ctia ngudi sir dung thuong khong duge luu trit mot
cach truc tiep dudi dang ky tu goc (cleartext) ma phai dugc ma hod dudi mot dang nao dé dé dam
bao an toan. Ngoai ra, d¢ mat khau khong bi danh cap khi truyén di trén mang, nhi¢u thu tuc xac
thuc phtrc tap dugc xay dung dé dam bao raing mat khau khong dugce truyén di truc ti€p (cleartext)
trén mang.

I11.1.2 Xéc thye trong md hinh diém-diém:

Mot thuc thé bén ngoai hé théng thong tin mudn truy xuit hé théng nhu mot chu thé cua
thé thong thi phai cung cap cac thong tin dé hé théng xac thyc nhan dang ciia chii thé. Cac thong
tin nay thuong la mat khéu, thé xéac thuc, ddu van tay, ... Qua trinh xac thuc mot thuc thé bao
gbm viéc ldy thong tin ma thuc thé cung cap, phan tich va xac dinh xem thong tin ¢6 lién két voi
thuc thé d6 hay khong.

Hai m6 hinh thyc t& cia mot hé théng xac thuc 1a xde thuc tai ché (local authentication)
hodic xdc thuc tir xa (remote authentication) théng qua méi trirong mang. M6 hinh thtr nhat dugc
st dung khi nguoi sir dung ding nhap truc tiép vao mot thong noi bo (local logon), thong tin xac
thue (tén ngudi dung va mat khau) duoc cung cép truc tiép cho hé thdng xéac thuc (server). Trong
mo hinh thr hai, ngudi sir dung dang nhap vao mot hé thong ¢ xa. Tinh hudng nay bit bude cac
thong tin xac thuc phai dugc goi di trén mang va do d6, nguy co bi nghe 1én thong tin 1a rat cao.
Céc giao thirc xac thuc dugc thiét ké dé giam thiéu cac nguy co nay.

Trong céc hé théng cd dién, két ndi tir xa thuong dugce thuc hién thong qua cac giao thuc
diém — diém nhu SLIP (Serial Line Internet Protocol) hodc PPP (Point to Point Protocol). Cac thu
tuc xac thue déu 1a mot chiéu, tire 1a chi co may chu xac thuc nguoi st dung chir khong co thu tuc
nguoc lai. Hai giao thirc x4c thuc thuong duge dung trong cac hé thdng nay 1a PAP (Password
Authentication Protocol) va CHAP (Challenge-Handshake Authentication Protocol).

-PAP la giao thirc xac thuc don gian nhét va do d6 kém an toan nhit. D& xac thue vai mot
hé thong server & xa, nguoi sir dung chi can goi tén dang nhap va mat khau ciia minh mot cach
truc tiép (clear text) cho server dudi dang mot goi yéu cau xéac thyuc (authenticate request packet).
Server s& kiém tra thong tin x4c thyc chira trong géi dit liéu nay, néu tring véi thong tin da luu trir
trude d6 thi s& tra 10i bang mot goi xac nhan (authenticate ack packet) va qua trinh xac thyc xem
nhu thanh cong. Nguoc lai, néu thong tin xac thue khong ding, server s& tra 161 bang goi tir chdi
(Authenticate nak packet).
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Authenticate request
(User-name + Password)

\ 4

Ngwoi
st Server

dung Authenticate ack

hodc Authenticate nak

Hinh 3.1: Giao thirc xac thuc PAP

-CHAP 14 giao thirc x4c thuc phirc tap hon, dugc ding trong giao thirc két ndi PPP va mot
s6 hé thong khac. CHAP c6 uu diém hon PAP vé phuong dién bao mat 1a c6 ding cac ham bim
mot chiéu va théng tin xdc thwc khong dwoc géi di truc tiép trén mang. Qué trinh xac thuc bang
giao thire CHAP gdm cic bude sau day (goi 1a qua trinh challenge-response):

e Sau khi thiét 1ap xong két ndi PPP, dé xac dinh xem ngudi sir dung c¢6 quyén truy
Xuét hay khong, server s€ géi cho ngudi st dung mot khéi dit liéu thdch thire
(challenge), trong d6 c6 chira mdt gia tri ngau nhién do server tao ra.

e Nguoi sir dung sau khi nhan dugc khdi challenge s& gan thém tén ding nhap va
mat khau caa minh vao dé, sau d6 thuc hién mot ham bam mot chiéu (vi du MD5)
1én khéi thong tin d6 va goi ma bam lai cho server.

e Phia server cling thuc hién mdt qua trinh twong ty va so sanh vai két qua nhan
duogc tir ngudi st dung dé xac dinh qua trinh x4c thyuc c6 thanh cong hay khong.

Mot dic diém nita cua giao thirc nay lam ting tinh an toan cua két ndi 1a qua trinh
challenge-response dugc lap lai nhidu 1an trong sudt thoi gian duy tri két ndi. Néu géi tin tra 1o
ctia nguoi dung khong hop 18, két ndi s& bi giai toa tirc thoi.

< Challenge
l:lgu’bvi User-name + H(user-name + R Server
st dung password + challenge) >
< Success / Failure
Hinh 3.2: Giao thirc xac thuwe CHAP
I11.1.3 Xdc thye trong cic hé thong phan tin:
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Trong c4c hé théng phan tan, nhidu may chii cung cip dich vu dwoc quan 1y béi mot trung

tam xac thyc duy nhat. Giao thirc xac thyc trong cac hé thong nay phai dam bao duge 2 yéu cau

co ban:

DPam bao an toan ddi voi théng tin xac thuc (tén ding nhap va mat khau khong
dugc truyén di truc tiép trén mang).

Ngudi ding chi can dang nhap mot 1an cho phién lam viéc nhung c6 kha nang sir
dung tat ca céc dich vu ¢o trong hé théng.

Vi du: Mot hé théng mang Windows dugc cAu hinh theo mé hinh Domain. Trong Domain

nay cé nhi€éu may chu cung cap dich vu khac nhau, gom dich vy in an (print server), dich vu luu

trir dit liéu (file server), dung chung két ndi Internet (qua proxy server), ... Khi ngudi st dung

dang nhap vao hé théng tir mot may thanh vién ciia Domain, ngudi str dung nay phai c6 kha ning

truy xuat dén tat ca cac dich vu trong Domain (tity theo quyén dugc cap) ma khong phai nhép lai

tén dang nhap va mat khau cho timg dich vu. Co ché quan 1y tap trung niy cung cap su tién loi
cho ca nguoi sir dung 13n hé thong.

Mot thi tuc xac thue dién hinh trong cac hé théng ndy bao gdm cac budce nhu sau:

Mot nguoi ding ding nhép tir mot may con (C ) trong hé thong va yéu cau truy
xuit dén may chu V.

May con C yéu cau ngudi dung cung cp tén ding nhap va mat khiu rdi sau d6
chuyén thong tin nay cho trung tim xac thuc AS (Authentication Server).

My chii AS kiém tra xem tén ding nhap va mat khau c6 hop 1é hay khong, dong
thoi kiém tra xem ngudi ding niy c6 dugc phép truy xuit cac dich vu trén may
chu V hay khong.

Néu ca hai viéc kiém tra trén déu thanh cong thi nguoi dung dugc phép truy xuét
dich vu trén may chu V. Dé 1am duoc viée do, AS tao ra mot thé truy Xuét (ticket)
chira cac thong tin bao gdm nhan dang ctia nguoi ding, dia chi mang ctia may con
va nhan dang ctia may chi V. Thé truy xuat nay dugc ma hoa bang khoa bi mat
dung chung giita AS va V. Thé truy xuét ciing dugc goi cho C.

Bit dau tir d6, C ¢ thé yéu cau cac dich vu cua V bang cach goi cac ban tin c6
gan kém thé truy xuat vira tao ra cho V. May chu V s& gidi ma thé truy xuat va
chfip nhan cho C truy xuét cac dich vu ctia minh.

Qua trinh duoc biéu dién nhu sau:

C - AS: IDc + Pc + 1Dy

AS - C: Ticket

C-o>V: IDc + Ticket

Ticket = E([IDc + AD¢ + IDy], Ky)
Trong do:

C: May con

CuubDuongThanCong.com

AS: may chu xac thyc (Authentication server).
V: may chi cung cap dich vu.

IDc: Nhan dang (tén dang nhép) cua nguoi dung.
IDy: Nhén dang ciia may chu V.
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Pc: Mit khau ctia ngudi ding.
ADc: Pia chi mang ctia may con.
Ky: Khoa bi mat cia may chu cung cép dich vu V.

Thu tuc xac thuc nhu trén giai quyét duoc van dé bao mat bang cach dua ra khai niém the
truy xuat (ticket), trong do cac thong tin bi mét dugc ma hoa trong mdt ban tin dac biét trude khi
luan chuyén trén mang. Tuy nhién, van con hai van dé chua dwoc giai quyét:

1-Néu nguoi dung co nhu cdu sir dung dich vu nhiéu lan, hodc sir dung nhiéu dich
vu khdc nhau trén cac may chu khdac nhau, vdy nguoi dung phdi thuc hién thu tuc xdc thuc
nhiéu lan, ticc la phai nhdp mdt khau nhiéu lan?
2-Thii tuc xdc thue van con mot bude (buoc dau tién) trong do thong tin xdc thyc
(mdt khau) dvwoc goi di truc tiép trén mang ma khong md hoa.
Thu tyc sau day s& giai quyét hai vn dé trén:
e Khi nguoi diung dang nhap hé thong:
(1) C > AS: ID¢ + IDyg
(2) AS - C: E(Ticket,, K)
e Khi nguoi ding truy xuat mot loai dich vu (per service type):
(3) C > TGS: ID¢ + IDy + Ticketg
(4) TGS - C: Ticket,
e Khi nguoi ding truy xuat mot phién giao dich cu thé (per service session):
(5) C — V: IDc¢ + Ticket,
Trong do:
Tickety, = E([IDc + AD¢ + IDyg + TS; + Lifetime, ], Kig)
Ticket, = E([IDc + ADc +1ID, + TS; + Lifetime,], K.,)

Trong thu tuc trén, mot thanh phdn moi dwoc thém vao hé thé’ng xac thyc la may chi cd'p
thé TGS (Ticket-Granting server).

Khi ngudi ding xac thue thanh cong véi AS, thay vi cdp thé sir dung dich vy truc tiép cho
ngudi ding, AS chi cip cho ngudi dung thé truy xuat ciia TGS, ¢6 tic dung nhuw mot xac nhan ddy
12 mot nguoi dung hop hé. Ké tir d6 vé sau, mdi khi ngudi ding can truy xuat dich vu nao thi chi
can goi thé truy xuat va yéu cu ctia minh dén TGS dé dugc cip thé truy xuat dich vy.

Nhu vay, AS chi can cép thé cho nguoi dung mot 1an, hay noi cach khéc, thé c6 thé ding
lai, ca trong truong hop nguoi ding sir dung dich vu nhiéu lan hodc sir dung nhiéu dich vu khac
nhau ma khong can phai nhap lai mat khau.

Thu tuc nay dugc mo ta chi tiét nhu sau:

e My con C yéu cdu mot thé xac nhan ngudi dung hop 1¢ (Ticket Granting Ticket)
béang cach gdi nhan dang cua ngudi dung cho AS, trong d6 ¢6 nhan dang cia TGS.

e AS goi lai thé xac nhan nguoi dung hop 1€ cho may con nhung dugc ma hoéa véi
khoa 1a mét khau cta ngudi dung (K¢). Do d6, néu ngudi ding cung cip dung mat
khéu thi thé nay dugc giai ma thanh cong, nguoc lai, viéc xac thuc xem nhu két
thiic khong thanh cong.
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Nhue vy, mdt khdu ciia ngudi dung da khong dwoc goi di truec tiép trén mang.

Do thé nay c6 kha ning dung lai, nén dé quan ly viéc ton tai ciia no, trong thé duoc gin
thém mot nhin thoi gian quy dinh thoi gian ton tai hop 18 cua thé.

Pé tranh trudng hop thay ddi va gia mao thé, thé duoc mi hoa mot 1an nita bang khoa bi
mat cua AS va TGS.

e Sau khi di c6 thé xac nhan nguoi dung hop 1¢, may con c6 thé yéu cau dich vu
trén may chii V bang cach yéu cau thé sir dung dich vu (Service-granting Ticket)
tir TGS. Thong tin goi dén cho TGS bao gom nhan dang ciia may chu V, thé xac
nhéan ngudi dung hop 1€ va tén dang nhap cua nguoi dung.

e TGS giai mi thé xac nhan nguoi ding hop 18 dé kiém tra, néu hop 18 thi cip thé
truy xudt dich vu cho ngudi dung. Thé nay dugc mi hoa bang khoa bi mat cia V
va TGS.

e Sau khi c6 thé truy xuat dich vu, ngudi ding c6 thé sir dung dich vy trén may chu
V.

Nhu vy, thu tuc trén giai quyét duge 2 van dé: dung lai thé va khong goi mat khiu truc
tiép trén mang.

Tuy nhién, lai thém 2 van dé khac nay sinh:

-Thir nhat, néu thoi gian ton tai cia cdc ticket qud ngdn, ngudi ding cé thé phai nhdp lai
mdt khdu dé tao thé méi. Néu thoi gian nay qud dai, nguy co bi ldy cdp thé ting lén. Do do, khi
xdc nhdn mét thé, may chii (TGS hodc V) phdi biét chdc rang minh dang lam viéc véi ding nguoi
dung co tén dang nhap chira trong the.

-Thit hai, song song véi viéc nguwoi ding xdc thie véi mdy chi, thi ciing can phdi ¢6 thao
tac xdc thiee ngwoc lai tir mdy chii dén nguwoi dimg dé loai triv truong hop chinh may chi bi gid
mao.

Day chinh 1a ton tai duoc giai quyét boi giao thirc xac thuc Kerberos.

I11.1.4 Giao thirc xiac thue Kerberos:

Kerberos 1a mot thu tuc dugc xay dung dé nang cao do an toan khi xac thuc trong moi
truong mang phén tan. Kerberos dua trén ki thuat mat ma dbi xtimg (DES).

C6 thé tom luoc thi tuc xéc thue cua Kerberos version 4 nhu sau (hinh 3.3):
1- M4y con yéu cau AS cung cip thé x4c nhan nguoi ding:

C —> AS: ID, + ID,, + TS,
2- AS cung cép thé xac nhan ngudi ding cho may con:

AS = C: E([K, s + IDys + TS, + Lifetime, + Ticket,,], K.)

Vi Ticketyys = E([Kc o + ID: + AD. + ID¢g + TS; + Lifetime;], Kyy)
3- Méy con yéu cau TS cung cép thé truy xuit dich vu:

C — TGS: ID, + Ticket,,s + Authenticator,
4- TGS cung cap thé truy xuét dich vu cho may con:

TGS — C: E(|K.,, + ID, + TS, + Ticket,], K. )

Voi Tickety, = E([K g5 + IDc +AD¢ + IDy + TS, + Lifetime;], Kig)

Ticket, = E([K,,, + IDc + AD¢ + ID, + TS, + Lifetime,], K,)
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Authenticator. = E([ID¢c+ AD¢ + TS;3], K, 1)

5- May con yéu cau dich vu:

C — V: Ticket, + Authenticator,

Voi Authenticator. = E([ID, + AD¢ + TSs], K,,,)

6- Server xac thuc voi may con (khong bat budc):

V - C:E([TSs+ 1], K,,)

Véi:  Ticket,= E(IK,,, + ID. + AD, + ID, + TS, + Lifetime,], K,)

May con (C)

Ticket granting Ticket Request

Kerberos

Ticket + session key

May chu xac
thuwc (AS)

Service granting Ticket Request

Ticket + session key

Yéu cdu dich vu

May chi céap thé
(TGS)

May chu (V)

Cung cép dich vu

Hinh 3.3: Thu tuc xac thuc Kerberos 4

Céc thanh phén trong cac ban tin ciia Kerberos:

-Ban tin (1): Méy con yéu cau cdp thé xdc nhdn nguoi dimg (Ticket-granting-Ticket):

e IDc: Nhan dién ctia nguoi ding (do may con goi dén cho AS, dua trén thong tin

dang nhap cua nguoi dung).

e IDy: Nhan dién cta TGS, myc dich cho AS biét rang may con dang mubn truy

xuat dén TGS.

e TS;: Nhian thoi gian, muc dich dé dong bo thoi gian giita AS va méay con.

-Bdn tin (2): AS cung cdp thé xdc nhdn nguoi ding cho mdy con:

o K.: Dung chinh mét khéu cua nguoi dung lam khoa mét ma, vira ¢6 muc dich bao

vé thong tin vira cho phép AS xac thuc mat khiu cia ngudi dung. Néu may con

khong c6 mat khau ding thi s& khong giai ma dugc ban tin nay.

CuubDuongThanCong.com
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K¢, gs: khod bi mat duoc dung gilta may con va TGS do AS tao ra. Khéa nay chi co
tac dung trong mot phién lam viéc (session key).

IDy: Nhan dién cua TGS, dung dé xac nhan rang thé nay co tac dung cho phép
méy con truy xuat dén TGS.

TS,: Nhén thoi gian, cho biét thoi diém thé dugce tao ra.
Lifetime,: Cho may con biét thoi gian ton tai cia theé.

Tickety,: My con dung thé nay dé truy xuat TGS.

-Bin tin (3): Mdy con yéu cau thé truy xudt dich vu (Service Granting Ticket):

IDy: Nhén dang ctia may chii V, dung dé thong bao cho TGS 1a may con mubn
truy xudt dén dich vu ciia may chu V.

Ticketygs: Thé duge cap cho may con bai AS

Authenticator.: mét gia tri dugc tao ra boi méy con dé x4c minh thé.

-Bdn in (4): TGS cung cdp thé truy xudt dich vu cho mdy con.:

K¢, igs: Khod bi mat dung chung gifta may con va TGS dé bao vé nodi dung cua ban
tin (4)

K., v: Khoa bi mat dugc dung gitta may con va may chu V do TGS tao ra. Khoa
nay chi co6 gia tri trong tirng phién lam viéc (session key).

ID,: nhan dién ctia may chu V, c6 chltc nang xac nhan thé ciia may chu V
TS4: nhan thoi gian cho biét thoi diém thé dugce tao ra.
Ticket,: Thé dugc may con dung dé truy xuat may chu V.

Ticketie: Thé ndy duoc dung lai dé nguoi ding khong phai nhap lai mat khau khi
mudn truy xuét dich vu khaéc.

Kig: Khoa bi mat dung chung gitra AS va TGS.

K¢, igs: Session key duge TGS dung dé giai ma authenticator. Khoa nay duoc ding
chung gitta may con va TGS.

IDc: Nhan dién méay con, cho biét ddy 1a chi s& hiru cua the.

AD¢: Dia chi mang ciia may con, ding dé ngin chin truong hgp mot may khac
lay cap thé dé yéu cau dich vu.

IDyg: nhan dién cua TGS, dé xac nhan thé da duge giai ma thanh cong.

TS,: nhin thdi gian cho biét thoi diém tao ra thé.

Lifetime,: Thoi gian ton tai cia thé, nhdm ngan chin viée sir dung lai thé (replay).
Authenticator.: Thong tin xac thyc cia may con.

K¢, g Khod bi mét dung chung giita may con va TGS, dung dé ma ho4 thong tin
xac thuc cia may con.

ID.: nhén dang may con, phai trung vai ID trong thé.

AD,: dia chi mang cua may con, phai trung véi dia chi trong thé.

TS;: Nhan thoi gian, cho biét thoi diém ma authenticator dugc tao ra.

-Bdn tin (5): Méy con yéu cdu truy xudt dich vu:

CuubDuongThanCong.com
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e Authenticator.: Thong tin xac thuc thé cia may con.
-Bdn tin (6): May chu V xdc thuc véi mdy con:

e Koc, v: Khod bi mat dung chung giira may con va may chu V.

e TSs + 1: Nhan thoi gian, ding dé tranh truong hop thong tin xac thyc cii duge
dung lai.

o Ticket,: Thé truy xudt may cha V. Thé nay c6 thé ding lai khi may con truy xuat
dich vu dén chinh may cht V ma khong céan yéu cau cap thé moi.

o K,: Khoa bi mat dung chung gitta TGS va may chu V.

e K, ,:Khod bi mat dung chung giira mdy con va may cha V, ding dé giai ma thong
tin xac thuec.

e ID.: Nhéan dang ciia may con.

e AD.: Dia chi mang cua méy con.

e ID,: Nhan dang ciia may chu V.

e TS4: Nhin thoi gian cho biét thoi diém thé duoc tao.

e Lifetimes: Thoi gian ton tai cia theé.

e Authenticator.: Thong tin x4c thuc cua may con.

e K, ,: Khoa bi mat, ding chung giita may con va méay chii V dé mi hoa thong tin
xac thuec.

e IDc: Nhan dién médy con, phai gidng vai IDc trong thé

e ADc: Dia chi mang ctia méay con, phai giéng véi dia chi trong thé.

e TS5: Thoi diém thong tin xac thuc dugc tao ra.

-Két hop giira nhiéu hé thong Kerberos:

Mot méi truong sir dung hé théng xac thuc Kerberos day du bao gdm may chu Kerberos
(Kerberos server), cac may chu dich vu (application server) va cac may con st dung dich vu
(client), trong d6:

-Mdy chii Kerberos phdi c¢é danh sdch tdt ca cdc tén ding nhdp va mdt khau da dwoc ma
héa ciia cdc nguoi ding nay. Tat ca cdc mdy con deu phdi dang ky véi mdy chii Kerberos.

-Mdy chii Kerberos sit dung mét khéa bi mét chung véi cdc mdy chii con lai. Tdt cd cdc
mdy chii déu phdi dang ky véi mdy chii Kerberos.

Mot moéi treong thoa man cac diéu kién nhu vay dugc goi la mét lanh dia Kerberos
(Kerberos realm).

Nhu viy, cac may chii va may con thudc cic don vi quan 1y khac nhau s& thudc vé cac
lanh dia Kerberos khac nhau. Giao thirc xac thue Kerberos ciing bao gdm céac thu tuc cho phép két
hop céc lanh dia Kerberos lai dé cung cép dich vu mét cach déng nhat. Hinh 3.4 mé ta hoat dong
cua thu tuc nay.

Trinh tu caa tha tuc két hop 1anh dia Kerberos dugc tom tat nhu sau:

(1) C > AS: ID, + IDyg + TS;

(2) AS = C: E(IK s + ID + TS, + Lifetime, + Tickety], K.)
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(3) C > TGS: ID¢ggrem + Tickety, + Authenticator,

(4) TGS — C: E(IKc tgsrem + IDtggrem + TSy + Ticketiggrem], Ke,tos)
(5) C > TGS;em: IDyyem + Ticketiggrem + Authenticator,

(6) TGStem = C: E([Kc,yrem + IDyrem + TSg + Ticketyrem], Ke tgsrem)
(7) C = Viem: Ticket,,.n, + Authenticator,

------------
-------
______
.
----
.
.
.
.
.
.
.
.
.
o

Lanh diaA Tt .
Kerberos
Ticket-granting-Ticket Request
. . . A -,
Ticket-granting-Ticket S H
Service-granting-Ticket Request ;
for realm B
Service-granting-Ticket GS
-------.-..-.-...--.------...-..‘-.-_||||...--n|l|ll'.'-'.'....‘:: .............
3 = T e
N N Lanh dja B Kerberos
(D e o *,
o o, . . s
> g Service Granting Ticket Request
sl 3 5
S s TGS .
ol > Service Granting Ticket .,
Hinh 3.4: Xdc thuc giita hai lanh dia Kerberos
-Kerberos 5: 1a mot phién ban nang cap cua Kerberos 4 vdi nhitng diém khac biét nhu
sau:

o Kerberos 4 phu thudc chat ché vao gidi thuat ma hoa ddi xung DES, trong khi
Kerberos 5 thi twong thich véi bat ky mét giai thuat ma hoa nao.
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e Kerberos 4 phu thudc vao dia chi IP dé xac thuc nguoi dung, Kerberos 5 ¢6 thé sir
dung bat ky dia chi nao (vi du MAC address).

e Kerberos 4 sir dung thém 1 byte trong cac ban tin dé cho biét thir ty byte trong ban
tin. Kerberos 5 dung ct phap ANS.1 (Abstract Syntax Notation One) va luat ma
hoa co ban BER (Basic Coding Rules) dé tao ra co ché xép thir tu byte trong ban
tin mot cach rd rang.

e Thoi gian ton tai ctia thé trong Kerberos 4 dugc chira trong mot truong dai 8 bit,
tinh theo don vi 5 phit, nhu vay, thoi gian sng t6i da cua thé 1a 5 * 2% = 1280
phut (khoang 21 gid). Trong Kerberos 5, thoi gian t6n tai duoc biéu thi bé‘lng thoi
diém bat dau va thoi diém két thiic, cho phép thoi gian nay duoc bién thién khong
gi6i han.

e Kerberos 4 khong cho phép co ché chuyén tiép xac thuc, tirc 1a co ché mot may
con truy xuit dén mot may chu, va yéu cau may chu nay truy xuat dén dich vu cua
mot may chu khac théng qua nhan dang cia may con. Kerberos 5 cung cap kha
nang nay.

e Kerberos 4 yéu cau N* quan hé giira cac linh dia Kerberos trong truong hop lién
két hoat dong gitra N lanh dia. Kerberos 5 yéu cau s quan hé it hon nhiéu.

Thu tuc xéac thuc dung Kerberos 5 duoc tom tat nhu sau:

(1) C - AS: Options + ID, + Realm, + ID, + Times + Nonce;
(2) AS — C:Realm, +ID¢ +Tickets +E(]K, o +Times +Nonce; +Realms +1Dyg], Kc)
Véi Ticket,os = E(|Flags + K, + Realm. + ID. + AD_ + Times], K,)
(3) C —» TGS: Options + ID, + Times + Nonce; + Ticket, + Authenticator,
(4) TGS — C: Realm, +ID. +Ticket, +E([K., +Times +Nonce, +Realm, +ID,], K o)
Voi Ticket,ys = E(|Flags + K¢, + Realm, + ID¢ + AD¢ + Times), Kig)
Ticket, = E([Flags + K., + Realm_ + ID¢ + AD, + Times], K,)
Authenticator. = E([IDc + Realm + TS1], K, )
(5) C — V: Options + Ticket, + Authenticator,
(6) V> C: E(TS; + Subkey + Seq#], K..)
Vi Ticket, = E([Flags + K., + Realm.+ ID¢ + AD¢ + Times], K,)
Authenticator. = E([ID¢ + Realm .+ TS, + Subkey + Seq#], K_,,)

Trong thi tuc trén, ngoai nhirg thanh phan da xuit hién trong Kerberos 4 con c¢6 thém cac
thanh phan méi sau day:

-Realm: Biéu thi lanh dia cta ngudi dung.

-Options: Cac tuy chon, ding dé yéu cau cac thong tin cong thém xuét hién trong thé.

-Times: Dung dé may con yéu cau cac thong sb thoi gian trong thé nhu from, till, rtime.

-Nonce: Gia tri ngdu nhién dugc tao ra trong ban tin dé dam bao rang ban tin tra 10i 1a ban
tin hop 1€ chur khong phai ban tin cti dung lai.
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I11.2 IP SECURITY

II1.2.1 Céc tng dung va dic diém cia IPSec:

IP security (IPSec) cung cip mot phuong tién truyén théng an toan trén mang LAN, giita

cac mang LAN nbi v6i nhau thong qua mang WAN va giita cac mang khac nhau trén mang

Internet. IPSec 13 phin md rong cua giao thirc IP, dugc thuc hién théng nhét trong ca hai phién
ban cia IP va IPv4 va IPvo6.

-Cdc itng dung dién hinh ciia IPSec bao gom:

Thiét bj dau cubi
c6 hd tro’ IPSec

Két néi gitta cac chi nhanh ciia mét t6 chire thong qua mang Internet: bang cach
xdy dung cac mang riéng a0 VPN (Virtual Private Network) trén nén ctia mang
WAN cong cong hodc mang Internet. Cac t6 chiic c6 thé két ndi cac mang con &
cac chi nhanh ciia minh lai thanh mot mang riéng véi chi phi thip nhung van dam
bao dugc do an toan.

Truy xudt tir xa thong qua mang Internet: Dé truy xuét tir xa dén mot dich vu nao
do6, thong thuong nguoi dung phai thuc hién két ndi bang duong day dién thoai
(dial-up) dén may chii cung cap dich vu. Vi IPSec, nguoi dung chi can két nbi
dén mot nha cung cap dich vu Internet gan nhit (ISP) va sau d6 thuc hién két ndi
dén may chu & xa théng qua IPSec mot cach an toan ma khong phai ton chi phi
dién thoai duong dai.

Ndng cao tinh an toan cua cac giao dich thuwong mai trén mang Internet, ap dung
cho cac website ban hang qua mang hoac cac dich vu thanh tdéan qua Internet.

- Mang WAN /

Internet

Thiét bi mang

Thiét bi mang
c6 hoé tro’ IPSec

Mang LAN / intranet Mang LAN / intranet

Céc thanh phén cta géi di liéu:

CuubDuongThanCong.com

Tiéu dé IP Tiéu dé IPSec Dir ligu cta goi IP
(IP header) (IPSec header) (IP Payload)
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-Cic wu diém ciia IPSec:

-Khi IPSec duoc trién khai trén birc teong Itra hodc bo dinh tuyén cua mot mang ri€ng, thi
tinh ning an toan cua IPSec c¢6 thé 4p dung cho toan bd luu lwong vao ra mang riéng d6 ma cac
thanh phan khac khong can phai xtr 1y thém cac cong viée lién quan dén bao mat.

-IPSec dugc thye hién bén dudi cia 16p TCP va UDP, déng thoi n6 hoat dong mdt cach
trong sudt v6i cac 16p nay. Do véy, khong can phai thay d6i phin mém hay cu hinh lai cic dich
vu khi IPSec dugc trién khai.

-IPSec ¢6 thé duge cAu hinh dé hoat dong mot cach trong subt ddi vai cac ung dung dau
cudi, diéu nay gitp che gidu nhiing chi tiét cau hinh phirc tap ma ngudi ding phai thuc hién khi
két n6i dén mang nodi bo tir xa thong qua mang Internet.

II1.2.2 CAu tric IPSec:

IPSec dugc xdy dung dua trén cac thanh phén bdo mat co ban sau day, mdi thanh phﬁn

Céu trac IPSec

\ 4 \ 4

Giao thirc ESP Giao thirc AH

\ 4 \ 4 V}

Thuat téan mat ma Thuat téan xac thyc

&
<

y

A
&
<

Mién thwc thi

A 4

Quan ly khoéa

Hinh 3.6: Cdu triic IPSec
duoc dinh nghia trong mat tai li€u riéng twong ung (hinh 3.6):
-Cdu triic (Architecture): Quy dinh cu trac, cac khai niém va yéu cau cua IPSec.

-Giao thuc ESP: M0 ta giao thirc ESP, 1a mot giao thirc mat ma va xac thuc thong tin
trong IPSec.

-Giao thire AH: Dinh nghia mét giao thirc khac véi chirc ning gan gidng ESP. Nhung vy,
khi trién khai IPSec, ngudi st dung ¢ thé chon dung ESP hoic AH. Mdi giao thirc co wu va
nhuogc diém riéng, s& duogc trinh bay trong phan nay.
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-Thudt toan mdt ma: Pinh nghia cac thuét toan ma hoa va giai ma sir dung trong IPSec.
IPSec dya chii yéu vao cac giai thuat ma hoa dbi xtmg.

-Thudt toan xdc thuc: Pinh nghia cac thudt téan xac thyc thong tin st dung trong AH va
ESP.

-Qudan Iy khéa: M6 ta cac co ché quan 1y va phan phdi khoa trong IPSec.

-Mién thuc thi (Domain of Interpretation_DOI): Pinh nghia méi trudong thuc thi IPSec.
Nhu d3 trinh bay, IPSec khong phai 1a mot cong nghé riéng biét ma sy t6 hop cua nhidu co ché,
giao thirc va k¥ thuat khac nhau, trong d6 mdi co ché, giao thirc déu ¢ nhiéu ché d hoat dong
khéc nhau. Viéc x4c dinh mot tép cac ché d6 can thiét dé trién khai IPSec trong mot tinh huéng cu
thé 1a chtrc ning ctia mién thyc thi.

I11.2.3 Quan hé bao mat:

Muc tiéu ciia IPSec 1a cung cdp mot co ché truyén an toan dam bao tinh toan ven va xac
thuc cua dir liéu. Trong méi trudng IPSec, mdt khai niém quan trong duge dung dé dién ta mét
quan hé truyén théng bao mdt gitta mét dau goi va mot dau nhin 46 13 quan hé bio mdat
(SA_Security Association). M&i SA duoc xem nhu mot lién két mot chiéu giita hai thuc thé, do
d6, mot két ndi hai chiéu thuong thiy s& bao gdm 2 SA. Mdi SA sir dung mét giao thirc xac thuc
nhit dinh (AH hodc ESP) chr khong thé st dung dong thoi ca hai.

M&i SA dugc nhén dang béi 3 thong sb sau day:

-Security Parameters Index (SPI): 13 mot chudi bit duogc gan cho SA, chi c6 gia tri ndi bd.
SPI dugc dit trong tidu dé ciia AH va ESP, cho phép phia nhan (receiving system) chon mét SA
cu thé dé xur 1y cac géi dit liéu nhan duoc.

-IP Destination Address: Day la dia chi diu cudi ciia SA, dia chi nay 1a dia chi cua thiét bi
ma SA két thuc tai d6, c6 thé 1a dia chi ctia mot hé thdng dau cudi hodc ciia mot thiét bi mang
(router, firewall)

-Security Protocol Identifier: Cho biét SA sir dung giao thirc xac thuc nao (AH hay ESP).

Nhu vy, trong mdi g6i IP cua IPSec, SA dugc nhan dang bé‘lng to hop gém dia chi dich
(destination address) va SPI trong ti€u dé mo rong (AH hodc ESP).

I11.2.4 Ché d% van chuyén va ché do dwong ham:

IPSec (ca AH va ESP) cung céap hai ché d6 1am viéc khac nhau:

-Ché dé vin chuyén (transport mode): cung cap co ché bao vé cho dit liéu cua cac 19p cao
hon (TCP, UDP hoic ICMP). O co ché nay, phan dit liéu (payload) cta géi IP dugc ap dung cac
co ché bao vé (mat ma hodc xéac thuc). Ché do nay thuong dung cho cac két ndi tir dau cudi dén
dau cubi, vi du tir tram lam viéc dén may chu hoac gitra hai tram lam viéc v&i nhau.

-Ché d¢ dwong ham (tunnel mode): cung cap co ché bao vé & 16p IP, nghia 1a goi IP cing
v6i cac tiéu dé cia AH hodc ESP duoc g061 thém mot 14n nita bz"mg céc tiéu dé mai. Khi do, cac
goi IP gdc dugc xem nhu di chuyén trong mot dudng hdm (tunnel) tir ddu nay dén dau kia cua
mang ma cac nut trung gian khong xen vao duge. Ché d6 nay thuong duge dung trong cac SA ndi
gitra hai gateway cua hai mang.

Ché d6 van chuyén va ché 46 duong ham s& dugc trinh bay riéng trong timg giao thirc AH
va ESP.
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Cac thuat toan ma hoéa / giai ma va cac thudt toan xac thyc thong tin da dugc trinh bay &
chwong 2, nén trong phan nay chi tap trung m ta hoat dong ciia hai giao thirc AH va ESP, sau d6
gidi thiéu cac co ché quan 1y khoa ctia IPSec.

I11.2.5 AH:

AH (Authentication Header) la mot giao thirc xac thuyc dung trong IPSec, c6 chltc ning
dam bao tinh toan ven cua dit liéu chuyén di trén mang IP. AH cho phép xéc thuc ngudi ding, xac
thuc ing dung va thyc hién céc co ché loc g6i trong mg. Ngoai ra, AH con c¢6 kha nang han ché
céc tAn cong gia danh (spoofing) va tan cong phat lai (replay).

Co ché hoat dong ctia AH dua trén mé xac thuc MAC (Message Authetication Code), do
d6, dé thyc thi AH thi hai dau cudi ctia SA phai ding chung mot khoa bi mat.

CAu truc tiéu d& cua goi AH (hinh 3.7) bao gdm céac phan sau:

Bit 0 8 16 31

Tiéu dé ké tiép Kich thwéce div liéu Danh riéng

Security Parameters Index (SPI)

S6 thir tw goi

Ma xac thuc
(Kich thuéc thay dbi)

Hinh 3.7: Cau triic géi AH

-Tiéu dé ké tiép (Next Header - 8 bits): Nhan dang kiéu tiéu dé di lién sau tiéu dé ciia AH.

-Kich thude di liéu (Payload Length -8 bits): Chiéu dai ciia goi AH, tinh bang don vi 32
bit trir di 2. Vi dy, chiéu dai phan dit liéu xac thuc 13 96 bit (= 3 * 32 bit), cong v&i chiéu dai phan
tiéu @& AH (cb dinh) 1a 3 * 32 bit nira thanh 6 * 32 bit, khi d6 gia tri cta truong kich thudce dit lidu
la 4.

-Danh riéng (Reserved -16 bits): Phan danh riéng, chua dung.

-Security Parameters Index (SPI - 32 bits): Nhan dang SA nhu da trinh bay & trén.

-S6 thir tw g6i (Sequence Number - 32 bits): S6 thir tu.

-Ma xdc thuc (Authentication Data): dit liéu xac thyc, c6 chiéu dai thay doi nhung phai 1a
boi s6 cua 32 bit. Trudng nay chira gia tri kiém tra ICV (Integrity Check Value) hoic MAC
(Message Authentication Code) cho toan bo goi

*_Anti-replay service: dich vu cho phép ngin chin cac hanh vi tdn cong phat lai (replay)
nhu d3 trinh bay & chuong 1. Trudng sé thir tw (Sequence number) trong tiéu dé AH duge dung dé
danh dau thir tu cac gbi duoc goi di trén mot SA. Ban dau, gia tri nay duoc khoi tao bang 0 va

tang dan sau mdi g06i duogc goi. DPé dam bao khong co6 géi lap lai, khi s6 thir ty dat gia tri cuc dai
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(2%2-1), n6 s& khong dugc quay lai gia tri 0 ma thay vao d6, mot SA méi duoc thiét 1ap dé tiép tuc
viée truyén dir liéu.
O phia nhan, qua trinh xr Iy cac goi nhan duoc thyc hién theo co ché dich ctra s6 nhu md
ta ¢ hinh 3.8. Kich thudc mic dinh cta ctra s6 1a 64. Co ché thyc hién nhu sau:
e Néu goi nhan dugc niam trong ving hop 1é cia cira s6 va 1a mot gbi moi chi
khong phai goi truyén lai thi gia tri MAC cua goi d6 s& dugc kiém tra. Néu chinh

Dich ctra s6 qua bén
phai néu nhan duwoc
mot goi hop I€.

Y

Ctra s6 v6i kich thuoc
co dinh W

A
L ]

AT Jad | oeee EINWCT AN [P0
N

HEEEEE
ofi Fi

\
N / \ N

O duogc danh dau O khéng dénh déu cho biét
biéu thi mét goi hop goi dir liéu & vi tri do chuwa
1é vira duwoc nhéan duwoc nhan

Hinh 3.8: Co ché dich cira s6 trong AH

xéc (tirc goi da duge xac thuce) thi khe turong tmg trong cira s6 dugce déanh dau.

e Néu goi nhan dugce nam bén phai cua cira s6 va 1a gbi méi, gia tri MAC cua goi
duoc kiém tra. Néu dang thi cura s6 dugc dich mot khe sang bén phai, déng thoi
khe twong tmg trong cira s6 dugc danh déu.

e Néu goi nhan dugce nam bén trai cira s6 hodc gia tri MAC khong hop hé thi bi hiy
bo.

-Xdc thuc thong tin:

Ma xéac thye (truong Authentication Data) dugc tao ra dung mot trong 2 cach:
-HMAC-MD5-96: ding phuong phdap HMAC, thuét todan MD5, cét 1iy 96 bit dau tién.
-HMAC-SHA-1-96: ding phuong phap HMAC, thuit toan SHA-1, cit lay 96 bit dau tién.
Thuat toan MAC duogc ap dung trén cac phan thong tin sau day:
e Cac trudong khong bi thay doi trong tiéu dé goi IP khi dugc chuyén tiép trén mang
hodc c6 thé du déan dugc tai dau cudi cua SA. Nhitng trudng con lai trong ti€u dé
g61 IP dugc thay bang céc bit 0 khi tinh téan.

e Céc truong trong tiéu dé& AH ngoai trir truong Authentication Data. Trudng nay
dugc thay bang cac bit 0 khi tinh.

e Toan b gbi dit lidu cua 16p trén (tirc phan payload cia goi IP).
-Ché d¢ vin chuyén va ché @ dwong ham:

Hinh 3.9 m6 ta hai truong hop xac thyce khac nhau:
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-Xdc thue tir dau cudi dén dau cudi (End-to-End Authentication): 1a truong hop xéac thuc
truc tiép gitra hai hé théng dau cudi (gitta may chu voi tram lam viéc hodc gitra hai tram lam
viéc), viéc xac thyc nay co thé dién ra trén cung mang ndi bo hodc gitta hai mang khéc nhau, chi
can 2 dau cudi biét dugce khoa bi mat ctia nhau. Trudng hop nay sir dung ché do transport cia AH.

-Xdc thiee tir dau cudi dén trung gian (End-to-Intermediate Authentication): 13 trudng hop
xac thyc gitra mot hé thong dau cudi véi mot thiét bi trung gian (router hodc firewall). Truong

Server

Xac thue dau cudi
dén dau cudi

Mang néi bo

Xac thuc dau

cudi dén dau cudi Mang cong

cong

Xac thue dau cudi dén
trung gian

Hinh 3.9: Hai ché dé xdc thuc ciia AH

hop nay st dung ché d6 tunnel cia AH.

Hinh 3.10 mé ta pham vi ap dung co ché bao vé cia AH 1én goi dir liéu trong hai ché do

khac nhau.
a- Géi IP géc IP TCP Data
Pham vi théng tin duwoc xac thuc
b- Géi IP & ché do transport IP AH | TCP Data
Pham vi théng tin dwoc xac thuc
b- Goi IP & ché do tunnel IP | AH IP TCP Data

(moi) (ct)

Hinh 3.10: Pham vi dp dung ciia AH 1én géi dit liéu & hai ché dg transport va tunnel
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II1.2.6 ESP:

ESP (Encapsulating Security Payload) 1a mot lya chon khac dé thuc thi IPsec bén canh
giao thirc x4c thyc thong tin AH. Chirc ning chinh cua ESP 1a cung cép tinh bao mat cho dir liéu
truyén trén mang IP bang cac k¥ thuat mat mi. Tuy nhién, ESP ciing con c6 mot tiry chon khac 1a
cung cfip ca dich vu bao dam tinh téan ven cua dit liéu thong qua co ché xac thuc. Nhu vay, khi

Bit 0 8 16 24 31

Security Parameters Index (SPI)

S6 thir tw goi

Dir ligu

(kich thuéc thay déi)

Dir liéu chén (0 — 255 byte)

Kich thwéc chén Tiéu dé ké tiép

Ma xac thuc
(kich thuéc thay déi)

Hinh 3. 11: Cdu tric g6i ESP
ding ESP, nguoi dung c6 thé chon hodc khong chon chirc ning xac thuc, con chirc ning mi hoa
la chirc ndng méc dinh cia ESP.
Goi dir liéu ESP gom cac thanh phan sau (hinh 3.11):

-Security Parameters Index (SPI - 32 bits): Nhan dang SA nhu trong giao thitrc AH.

-S6 thir tw goi (Sequence Number - 32 bits): S6 thir tur, c6 chirec nang nhu sé thir tu trong
AH.

-Dit liéu (Payload Data): Pay 1a phan dit liéu duoc bao vé bang mat ma. Trudng ndy co
d6 dai thay d6i. Trong ché d6 van chuyén, day 1a toan bo goi dit liéu caa 16p 4 (TCP hoic UDP).
Con trong ché do duong ham, day 1a toan bo goi IP. ESP chuan sir dung thuat toan mat ma doi
xtng DES, tuy nhién, c6 thé dung cac thuat toan mat ma khac nhu 3DES (3 khoa), RC5, IDEA,
triple IDEA (3 khoéa), CAST, Blowfish.

-Dir liéu chén (Padding 0-255 bytes): Mot s6 thuat toan mat ma yéu cau kich thuée dix
lidu gbc phai cd dinh. Céc byte dir liéu gia dugc thém vao dé dam bao do dai vung dit liéu. Tuy
nhién, theo quy dinh ctia ESP, chidu dai truong pad-length va truong next-header phai c6 dinh la
32 bit tinh tir bén phai, do vy, phan padding phai c6 kich thudc sao cho toan bd phan thong tin
cAn ma hoa 1a boi s cua 32 bit.

- Kich thuéc chén (Pad Length - 8 bits): Cho biét s6 byte ciia ving dit liéu chén (padding).
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- Tiéu dé ké tiép (Next Header - 8 bits): Nhan dang kiéu dir liéu chtra trong phan payload
data.

- Ma xdc thuc (Authentication Data): Chira thong tin xac thuc, c6 chiéu dai thay doi
nhung phai 1a bdi sO cia 32 bit. Thong tin xac thuc dugce tinh trén toan géi ESP ngoai trir phan
Authentication Data.

-Ché d¢ vidn chuyén va ché dp dwong ham:

Ché dé vin chuyén: chtrc nang ma hoa va xac thyc thong tin duoc thyc hién trén phﬁn dir
liéu (payload data) cia goi IP (tirc toan bd don vi dit liéu cia 16p trén IP).

Ché dé duong ham: toan bd g061 IP dugc ma hoa va xac thuc.

Su khac nhau gitra hai ché d¢ hoat dong dugc mo ta ¢ hinh 3.12.

a- Goi IP gée P | Tcp Data

~—— Pham vi théng tin dwoc xac thy¢ —
<— Pham vi théng tin dwoc ma hoa —

ESP ESP ESP
header TCP Data trailer | auth

b- G6i IP & ché dd transport P

~———— Pham vi théng tin duwoc xac thy¢ ——
<«—— Pham vi théng tin duoc méa hog —>

IP ESP IP ESP ESP
(mdi) | header| (ch) TCP ez trailer | auth

b- Géi IP & ché do tunnel

Hinh 3.12: Téc dung ciia ESP 1én g6i IP & hai ché do transport va tunnel

MIL.2.7 Quan ly khéa trong IPSec:
IPSec duya trén ky thuat xac thue HMAC (hashed based MAC) va cac phuong phap mat

ma ddi xtng ma co ban 1a DES. Do vdy, van d& quan 1y va phan phdi cac khoa bi mat giita cac
dau cuoi SA 1a van d€ quan trong trong trién khai IPSec. C6 hai co ché dé quan Iy khoa:

-Qudn Iy khéa bdng tay (manual): ngudi quan tri mang tao ra khoa va cai dit cho cac hé
thong dau cudi. Co ché nay chi phu hgp voi cac hé thong c6 quy mo nhd.

-Qudan Iy khéa tw dong (automated): mot hé thdng tw dong tao ra va phan phdi khoa cho
cac hé thong dau cudi.

IPSec sir dung hai hé théng quan 1y khoa tur dong 1a Oakley va ISAKMP.

-Oakley Key Determination Protocol: Pay 13 giao thic trao d6i khéa dua trén giai thuat
Diffie-Hellman, c6 b6 sung thém cac chirc nang bao maét.

-Internet Security Association and Key Management Protocol (ISAKMP): cung cap mot
mo hinh chung cho viéc quan 1y khoa trén Internet, dinh nghia cac thu tuc va khuén dang riéng.
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I1I.3 SECURE SOCKETS LAYER

Secure Sockets layer hay SSL 1a mot giao thirc bao mat dugc Netscape thiét ké nham
cung cip cac két ndi bao mat cho cac tmg dung trén nén giao thirc TCP/IP. SSL di duoc chuan
hoa va sir dung rong réi trong nhiéu tng dung trén mang Internet nhu web, mail, ... Phién ban
hién tai caa SSL 14 3.0. Phién ban SSL dugc IEEE chuén héa 13 duge goi la TLS (Transport Layer
Security), va dugc xem nhu 1a SSL phién béan 3.1.

II1.3.1 CAu tric SSL:

SSL thuc ra bao gébm hai 16p giao thirc ndm phia trén TCP. Lép thir nhit 1a giao thuc
truyén dit liéu SSL (SSL record protocol) va 16p thir hai gdm moét tap cac giao thirc phu trg (hinh
3.13). Phan nay gi6i thidu khai quat cic thanh phan cua SSL.

Giao thurc Giao thurc Giao thirc
bat tay thay doi canh bao HTTP
SSL théng so ma

Giao thirc truyén div liéu

TCP

Hinh 3.13: Cdu triic SSL

Hai khai niém co ban thuong dugc dung trong SSL 14 két néi (connection) va phién giao
dich (session).

-Két noi 13 mot két ndi (tam thoi) gitra mot dau cudi nay voi mot dau cudi kia dé cung cp
mdt loai dich vu thich hop. M&i két ndi lién két v6i mot phién giao dich (session).

-Phién giao dich 13 mot lién két gitta mot may con va mot may chu, dugce tao ra boi giao
thirc SSL Handshake protocol. Phién giao dich dinh nghia cac tham s bao mat ding chung cho
nhiéu két noi.

Trang thai ciia phién giao dich dugc dinh nghia boi cac thong sé sau day:

e Nhdn dang phién (Session identifier): Mot chudi byte ngau nhién duoc server
chon dé nhan dang mot trang thai ctia phién giao dich.

o Chitng thuc khéa doi phirong (Peer certificate): Chimg thuc khoa coéng khai
(X509.v3) cta thuc thé d6i phwong. Thanh phan nay c6 thé c6 hoic khong.

e Phuong phap nén (Compression method): Giai thuat nén dir li€u trude khi ma hoa.

e Thudt toan ma (Cipher spec): Xéac dinh thudt toan ma héa va ham bam dugc su
dung cho phién giao dich.

e Khoa (Master secret): Khoa bi mat (48-byte) dung chung gitta may con va server.
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Kha nang phuc hoi (Is resumable): Cho biét phién giao dich nay c6 thé khéi tao
mot két ndi méi hay khong.

Tuong tu, cic thong sé dinh nghia trang thai ciia mot két ndi bao gom:

S6 nhdn dang ngdu nhién (Server and client random): Chudi byte chon ngau
nhién bai server va client, co chirc nang phan biét cac két ndi voi nhau.

Khéa xdc thuc cia mdy chii (Server write MAC secret): Khéa bi mat dung dé tinh
gia tri xac thuc MAC trén dit liéu goi di tir server.

Khéa xdc thuc ciia mdy con (Client write MAC secret): Khoa bi mat dung dé tinh
gia tri xac thuc MAC trén dit liéu goi di tir may con.

Khéa mdt md ciia may chii (Server write key): Khoa bi mat ding dé mat mi héa
dir liéu gdi di tir server.

Khéa mdt md ciia mdy con (Client write key): Khéa bi mat ding dé mat ma hoa
dir liéu gdi di tr client.

Véc — to khéi tao (Initialization vectors): vec-to khoi tao (IV) ding trong ché do
ma hoa CBC (Chaining Bock Cipher). Gia tri nay dugc khédi tao boi giao thirc SSL
record.

S6 thir tw goi (Sequence numbers): S6 thir tu cua cac ban tin duoc goi di va nhan
vé trén két ndi.

I11.3.2 Giao thirc truyén di liéu SSL:

Dir liéu gbc
& ./fl I " b
s ¥ s ¥ IR ] ~
Phan doan
£
£
Nen /7////

e the (WAC) ///// /%
Mat ma hoa

Gan tiéu dé giao
thirc SSL record

Hinh 3.14: Hoat déng ciia giao thirc truyén dit liéu SSL

Giao thire truyén dir liéu SSL (SSL record protocol) cung cap 2 dich vu co ban cho cac két

ndi SSL 14 dich vu bdo mdt va dich vu toan ven dif liéu.

Hinh 3.14 mo ta hoat dong cua giao thirc truyén dir liéu SSL. Theo d0, cac thao tac ma

SSL thuc hién trén ditr liéu bao gém: phan doan dit li€u (fragmentation), nén dit liéu
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(compression), xac thyc dit liéu (MAC), mi hoa, thém céac tiéu dé can thiét va cudi cing goi toan
b doan thong tin trén trong mot segment TCP. 0 phia nhén, qua trinh dugc thyc hién ngugc lai.

Kiéu div | Phién ban | Phién ban Kich thwéc
liéu chinh phu dir liéu
’
Dir liéu
o (c6 thé nén hodc khéng nén)
Théng tin
duwoc ma <
hoa
Ma xac thwc (0, 16 hoac 20 byte)
\

Hinh 3.15: Cdu triic g6i SSL record

Céu truc goi dir liéu SSL record gdm céc thanh phéan sau (hinh 3.15):

-Kiéu dir liéu (Content Type - 8 bits): Giao thirc 16p trén. Giao thirc nay s& xir 1y thong tin
trong goi dir liéu SSL.

- Phién ban chinh (Major Version - 8 bits): Phién ban chinh cua SSL. P6i voi SSL v3, gia
tri nay la 3.

- Phién ban phu (Minor Version - 8 bits): Phién ban phu cia SSL. Vi du: ddi voi SSLv3
thi gia tri truong nay 1a 0.

- Kich thude div liéu (Compressed Length -16 bits): Chiéu dai ciia phan dir liéu (plaintext),
tinh theo byte.

-Di¥ liéu (Plaintext): Dix lidu cta 10p trén duoc chuyén di trong goi SSL record. Dit liu
nay c6 thé dugce nén hodc khong.

-Ma xdc thire (MAC): M3 xac thuc, c6 kich thude = 0 byte néu khong dung chirc ning xéac
thuc.

I11.3.3 Giao thirc thay doi thong s6 ma:

Giao thirc thay d6i thong sé mi (Change cipher spec protocol) 13 giao thirc don gian nhét
trong cau trac SSL, dung dé thay doi cac thong s6 ma hoa trén két ndi SSL. Giao thirc nay chi
gd6m c6 mot ban tin ¢6 kich thude 1 byte, mang gia tri 1. Chirc ning cta ban tin nay 1a yéu cau cap
nhat c4c thong s6 ma hoa cho két ndi hién hanh.

I11.3.4 Giao thirc canh bao:

Giao thirc canh bao (Alert protocol) dung dé trao ddi cac ban tin canh bao giita hai dau
ctia két ndi SSL. C6 hai mirc d6 canh bao: warning (1) va fatal (2). Mirc warning chi don gian
dung dé thong bao cho dau kia cac su kién bat thuong dang dién ra. Mirc fatal yéu cau két thic két
ndi SSL hién hanh, cac két ndi khac trong cung phién giao dich c6 thé van dwoc duy tri nhung
phién giao dich khong duoc thiét 1ap thém két ni mai.
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Céc ban tin canh bao cua SSL bao goém:

-unexpected _message: Nhan dugc mot ban tin khong phu hop.

-bad record mac: Ban tin vira nhan c6 gia tri MAC khong hop 1€.

-decompression_failure: Thao tac giai nén thyc hién khong thanh cong..

-handshake_failure: Phia goi khong thuong lugng cac thong sd bao mat.

-illegal parameter: Mot truong nao d6 trong ban tin bét tay (handshake message) khong
hop 18.

-close_notify: Thong bao két thuc két ni.

-no_certificate: Khi nhan duoc yéu cau cung cap ching thuc khoa (certificate), nhung néu
khong c6 ching thuc khoa nao thich hgp thi géi canh bao nay.

-bad_certificate: Chung thyc khoa khong hop 1€ (chit ky sai)

-unsupported_certificate: Kiéu ching thyc khong dugc hd tro.

-certificate_revoked: Ching thuc khéa da bi thu hi.

-certificate_expired: Ching thuc khoa da hét han st dung.

-certificate_unknown: Khong xt ly dugc ching thuc khoa vi cac 1y do khac vai cac Iy do
trén.

I11.3.5 Giao thirc bit tay:

Giao thire bdt tay (handshake protocol) & giao thirc phirc tap nhat ciia SSL, dwoc hai phia
sir dung dé xac thyc 1in nhau va thuong lugng dé thong nhét cac thuat toan xac thue MAC va ma
hoéa. Thu tuc niy ciing dugc dé trao ddi cac khoa bi mat ding cho ma héa va MAC. Thu tuc phai
dugc thuc hién trude khi dir lidu dugce truyén.

Thii tuc bét tay gom 4 giai doan dugc md ta & hinh 3.16.

I11.3.6 So sanh SSL va IPSec:

SSL va IPSec 1a hai giao thirc twong ddng voi nhau vé chirc nang. Ca hai déu dugc thiét
ké dé bao vé dit liéu tmyén trén céac két ndi béng céc co ché xac thuc va ma hoa. Tuy nhién, hai
k§ thuat nay c6 nhitng diém khac biét nhau nhu sau:

e SSL hoat dong & 16p socket (hinh 3.13), do d6 nd dugc gan két & phan nguoi sir
dung (user space) trong cac hé théng dau cudi. IPSec hoat dong & 16p mang
(network layer), nén dugc tich hop vao trong chitc ndng ciia hé diéu hanh. Day
chinh 1a sy khac nhau co ban nhét gitra SSL va IPSec.

e Ca SSL va IPSec déu cung cip chirc ning ma hoa (Encryption), bao vé dit liéu
(Integrity) va xac thuc thong tin (Authentication), tuy nhién SSL don gidn hoa cac
ky thuat nay dé ap dung trong md hinh ctia né, trong khi IPSec bao gdém mét cach
day du cac chi tiét thiét ké cua tit ca cac ky thuat tao thanh, va do do, khi t6 hop
lai s& xudt hién nhiéu 13i twong thich trong ndi bo IPSec.

e IPSec la thanh phan cta hé diéu hanh, do d6, dé trién khai IPSec thi phai thay doi
céu hinh hé diéu hanh ma khong can thay doi cau hinh chuong trinh ng dung.
Nguoc lai, SSL nim & mirc nguoi ding nén phai cai dit voi timg ing dung cu thé
(vi du mail, web, ...) ma khong can khai b4o véi hé diéu hanh,
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Vi nhitng khac biét trén day, SSL thudng dugc s dung dé bao vé két ndi cho timg tng
dung cu thé, dic biét 1a Web, E-mail. Trong khi d6, IPSec thudong duoc dung dé xay dung cic
mang riéng ao (VPN) rdi trén co s& d6 méi trién khai cac dich vy tmg dung.
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Client Server

client_hello Giai doan 1:

Thiét 14p cac thong sé bdo mat nhw phién
server_hello ban cla giao thtrc, nhdn dang phién giao
dich, thuat toan mat méa, phwong phap nén
va sb ngéu nhién ban dau.

A 4

A

Chirng thuc khéa server

O -
Khoéa bi méat cta server
‘. ....................... = Glal doan 2:
Server ¢o thé géi chirng thue khoa cong khai,
. , trao doi khoa va yéu cau client cung cap
Yéu cau cung cép ching thuc chirng thurc khoa.
‘. ....................... — -
Két thic server_hello
Chueng thurc khéa client
c b ¢ o e e s o o s s o s o o = s ’
8
o
) Giai doan 3: )
l'E Khoa bi mét caa client Client géi ching thu’c,khéa khi dwoc yéu cau
»l (v phia server, trao doi khoa voi server. Client
cling c6 thé gdi xac minh chirng thuc khba
cbng khai cho server (certificate_verify)
Xac minh ching thure khéa
e s
v
Thay déi théng sé ma
Két thuc Giai doan 4:

A 4

Thay déi cac thong s6 cta thut toan mat ma
va két thuc giao thire bat tay.

Chu y: nhiing giao tac biéu dién bang nét roi
la nhirng giao tac tuy chon, co thé cé hodc
khéng, tuy thuéc vao timng tinh huéng tng
dung ctia SSL.

Thay déi théng sé ma

A

Két thuc

A

Hinh 3.16: Thi tuc bdt tav SSL
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II1.4 SECURE ELECTRONIC TRANSACTION
I11.4.1 Téng quan vé SET:

Secure Electronic Transaction hay SET 1a mot ky thuat duoc thiét ké dé bao vé céc thong
tin quan trong trao doi trén mang (vi du sd thé tin dung) ding trong cc giao dich thanh toan qua
mang Internet.

SET phién ban 1 dwoc dé xuat nam 1996 (MasterCard va Visa chi tri), sau d6 dugc nhiéu
nha san xuat khac tham gia phét trién (nhuw Microsoft, IBM, Netscape, RSA, Terisa va Verisign).

SET khong phai 12 mot hé théng thanh téan, ma chi 1a mot giao thic an toan cho phép cac
dau cudi trao d6i cac thong tin bi mat, dic biét 1a cac thong tin vé tai khoan ngén hang, thong qua
cac moi trudng cong cong vi du nhu Internet.

-Cdc tinh nang ciia SET:

o Bdo mdt thong tin: dic biét 1a thong tin vé tai khoan ngan hang khi nhiing thong
tin nay duoc trao doi qua mang. SET con cé chirc ning ngan chin ngudi ban hang
biét s6 thé tin dung (credit card) cua nguoi mua hang. Ky thuat ma hoa quy udc
v6i thuat téan DES dugc dung dé cung cap chirc ning nay.

e Bdo toan dir liéu: cac thong tin vé viéc dat hang, thanh t6an, thong tin ¢4 nhan khi
g1 tir mot ngudi mua hang dén ngudi ban hang duge dam bao toan ven, khong bi
thay d6i. Ky thuat chit ky s6 DSA v6i ham bim SHA-1 duoc ding dé bao dam
tinh ning nay (trong mot s ban tin ciia SET, HMAC dugc ding thay cho DSA).

e Xdc thuc tai khdan cua nguoi sir dung thé: cho phép ngudi ban hang xac minh
ngudi dung thé 1a chu nhan hop 18 cta tai khoan dang dé cap. Dé thuc hién chirc
ning nay, SET dung chuan xac thuc X.509 version 3.

e Xdc thuc nguoi ban hang: SET cho phép nguoi st dung thé xac thuc rang nguoi
ban hang c6 quan hé véi mot t6 chirc tai chinh c6 chip nhén thanh toan qua thé.
Chrc nang nay ciing dugc thyc hién dung X.509 version 3.

Mot diéu can chii y la SET hoat dong bang cach truy xudt triee tiép dén 16p TCP/IP ma
khong dung cac giao thuc o 16p ung dung khac. Tuy vdy hoat dong cua SET ciing khong anh
hwong dén cac co ché bao mdt khéc nhw IPSec hodc SSL.

-Cdc thanh phan ciia SET:

-Nguoi ding thé (Cardholder): Ngudi ding thé tin dung dé thuc hién cac giao dich thanh
téan trén Internet (ngudi mua hang).

-Nguoi ban hang (Merchant): Mot ca nhan hay t6 chirc ban hang hodc dich vu trén mang
(théng qua web hodc email). Nguoi ban hang phai ¢6 kha nang chap nhén thanh toan bang the, va
phai c6 quan hé véi mot t6 chirc tai chinh ndo do (Accquirer).

-T6 chikc phat hanh thé (Issuer): Day 14 t6 chirc tai chinh (thuong 1 ngan hang) phat hanh
thé tin dung. T6 chtrc nay c6 trach nhiém thanh toan theo yéu cu ctia nguoi sir dung thé.

-Trong tai (Acquirer): Mot t6 chirc tai chinh khac c6 quan hé véi nguoi ban hang, thuc
hién viéc xac thyc tai khéan ctia ngudi mua hang va thanh téan. Trong tai s€ kiém tra tai khoan
ctia ngudi mua hang dé thong bao cho nguoi ban hang biét sb du trong tai khoan ciia ngudi mua
cd du dé thuc hién giao dich hay khong. Sau khi giao dich mua hang dugc thuc hién, trong tai
thue hién viéc chuyén tién tir tai khoan ciia ngudi mua hang sang tai toan khoan ciia ngudi ban
hang, dong thoi ra yéu cu thanh toan dbi véi ngan hang phat hanh thé (Issuer).
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-Cira thanh téan (Payment gateway): Day 1a thanh phan chiu trach nhiém xir Iy cac ban

tin thanh téan (payment message) dugc diéu hanh boi trong tai hodc mét to chuc thir 3 dwoc chi

dinh. Payment gateway giao tiép gitta SET va hé thong thanh toan ctia ngan hang dé thuc hién cac

thao tic xac thuc va thanh téan. Nhu vdy, ngudi ban hang thét ra trao ddi cac théng béo voi cira

ngd thanh toan thong qua mang Internet, sau d6, Payment gateway méi lién két dén hé thong xir

ly tai chinh cia Acquirer.

-T6 chirc chitng thuc (Certification authority ~ CA): La thanh phan c6 chiic ning tao ra
cac chimg thuc (certificate) theo chuian X.509v3 va phan phdi cho Cardholder, Merchant va

Payment Gateway. Sy thanh cong cua SET phu thudc vao sy ton tai ciia CA. Thong thudng, CA

dugc t6 chirc theo mot mo hinh phan cap véi nhiéu CA lién hé véi nhau.

Ngwei ban hang
(Merchant)

Ngwe&i dung thé
(Cardholder)

Tb chirc
chirng thwe
(CA)

Td chirc phat
hanh thé

(Issuer)

Mang thanh
téan

! . Ctra thanh téan
Trong tai (Payment gateway)

(Acquirer)

Hinh 3.17: Cdc thanh phan ciia SET

-Thuwc hié¢n giao dich voi SET:
Mot giao dich SET dién hinh gém céac budc sau dy:

1.

3.

CuuDuongThanCong.com

Khach hang m¢ tai khoan tai mot ngan hang c6 dich vu thanh téan qua mang
(vi du MasterCard, Visa card, ...) va trd thanh Cardholder.

Khach hang nhan dugc mot chimg thuc X.509v3, duoc ky bai ngan hang bang
chir ky s6 (digital signature), trong d6 chira khoa cong khai RSA cia khach
hang va ngay hét han.

Nguoi ban hang nhan chiing thyc: Nguoi ban hang phai ¢6 2 chirng thuc khac
nhau chtra khoa cong khai cho hai muc dich: ky nhan cac thong bao (message
signing) va trao d6i khoa (key exchange). Ngoai ra, ngudi ban hang ciing c6
mot ban sao chig thyc cia Payment gateway.
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4. Khach hang dat hang: thao tac nay dugc thuc hién thong qua website cua
nguoi ban hang hodc qua email.

5. Xé&c nhan ngudi ban hang: ngudi ban hang gdi chirng thyc cia minh cho ngudi
mua hang dé ching minh tinh s& hiru cia minh d6i véi mot kho hang nao do.

6. Lénh dat hang va thanh toan dugc thuc hién: nguoi mua hang gaoi 1énh dat
hang va 1énh thanh tdéan cho nguoi ban hang cung véi ching thuc cia minh.
Thoéng tin thanh toan (s6 thé tin dung) dugc ma hoa sao cho nguoi ban hang
khong thé thdy dugc nhung c6 thé kiém tra tinh hop 1¢ ctia no.

7. Ngudi ban hang yéu cau xac thyc viéc thanh toan thong qua Payment gateway.
Nguoi ban hang xac nhan don dit hang bang cach goi thong bao cho ngudi
mua hang.

9. Nguoi ban hang giao hang (hodc bit dau cung cip dich vu) cho nguodi mua
hang.

10. Nguoi ban hang yéu cau thanh téan thong qua Payment gateway.

I11.4.2 Chir ky song song:

Chir ky song song (dual signature) 1a mot thuat ngir dugc dung trong SET dé dién dat mot
lién ket gitta hai ban tin dwoc goi di boi cung mot nguoi goi nhung cho hai nguoi nhdn khac
nhau.

Khi mua hang qua mang, khach hang géi thong tin dat hang OI (Order information) véi
chit ky cua minh cho nguoi ban hang, dong thoi goi thong tin thanh téan PI (Payment
information) cho ngéan hang cling véi chit ky ctia minh. Vé nguyén tac, ngan hang khong can biét
cac chi tiét vé dat hang, va ngudi ban hang ciing khong can biét cac chi tiét vé thanh téan. Chit ky
song song dugc su dung trong truong hop nay dé tranh cac tranh chap xdy ra khi thong tin dat
hang va thong tin thanh téan khong khdp nhau. Hinh 3.18 mo ta hoat dong cua chit ky song song.

-Nguodi mua hang ap dung ham bam 1én PI va OI (dung SHA-1), sau d6 hai gia tri bam
dugc nodi vai nhau va ap dung ham bam mét 1an nira voi khoa riéng cta chinh ngudi mua hang dé
tao thanh chir ky song song:

DS = E([H(H(PI) + H(OT)], PR,)

Trong d6 PR.1a khoa riéng ciia ngudi mua hang.
-Ngudi ban hang xac nhan chit ky ctia ngudi mua hang bang cach tinh hai gié tri:

H(PIMS + H[OI]) va D(DS, PU,)

Trong d6 PIMD la ma bam cua PI, PU, la khoa cong khai ctia khach hang, DS la
chit ky song song nhan dugc trén don dat hang.

Néu hai gié trj trén bang nhau, thi chit ky xem nhu chinh x4c va don dat hang duoc chip
nhan.

-Song song d6, ngan hang ciing xéac thyuc chir ky song song bang cach so sanh hai gia tri
sau day:

H(H[OI] + OIMD) va D(DS, PU,)
Trong d6 OIDM la message digest ctia Ol.

Néu hai gia tri vira tinh dwoc 14 bang nhau thi xem nhu chit ky 1a chinh xac va 1énh thanh
téan dugc chap nhan.
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PI: Payment Information
OI: Order Information

H: Hash function (SHA-1)
| | : N&i hai khéi thong tin

PIMD
@ PR.
Chir ky
POMD song song
W —Zzzza— B R
OIMD

PIMD: PI message digest

OIMD: OI message digest

POMD: Payment Order message digest
E: Thuat toan mat ma (RSA)

PRec: Khod riéng cuia ngudi mua hang

Hinh 3.18: Chir ky song song (dual signature)

111.4.3 Thuc hién thanh toan trong SET:

Xt ly thanh toan (Payment processing) 1a cong doan quan trong nhét trong giao dich SET.

Qua trinh xir Iy thanh toan gom 3 cong viéc nhu sau:

e Yéu cau mua hang (Purchase Request).

e Xa4c thyc thanh toan (Payment Authorization).

e Thuyc hién thanh toan (Payment Capture).

Bang 3.1: Cdc giao tac cua SET

Tén giao tdac

Y nghia

Cardholder Nguodi mua hang dang ky véi CA trude khi thuc hién cac giao dich SET
registration khéc véi nguoi ban hang.

Merchant Nguoi ban hang dang ky vai CA trude khi goi cac thong bao SET voi
registration khac hang va véi Payment gateway.

Purchase request

Thong bao duoc nguwoi mua hang goi di, trong do6 chira 1énh dat hang (OI)
cho ngudi ban hang va 1énh thanh téan (PI) cho ngan hang.

Payment
authorization

Trao dbi gitra ngudi ban hang va Payment gateway dé kiém tra s6 du trong
tai khdan ctia ngudi mua hang.

Payment capture

Ngudi ban hang goi yéu cu thanh téan dén Payment gateway.

Certificate
and status

inquiry

Trong truong hgp CA khong xir Iy duge yéu cau cung cap chimg thye tirc
thoi, né s& tra 10i cho ngudi mua hang va ngudi ban hang vé viéc tri hdan
nay. Sau d6, ngudi mua hang hodc ngudi ban hang cé thé ding giao dich

nay dé kiém tra trang thai ctia chung thyc. Néu chimg thyc da duge xir 1y

CuuDuongThanCong.com
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xong thi khach hang hodc nguoi ban hang sé dugc nhan.

Purchase inquiry Ngudi mua hang kiém tra trang thai cia don dat hang sau khi da x4c nhan
don dat hang v&i ngudi ban hang.

Authorization Ngudi ban hang hiéu chinh yéu cau xéac thuc trude d6. Néu don dat hang
reversal khong thyc hién dwgc thi toan bo viéc xac thuc trude do dugc hdi lai
(reverse). Néu don dat hang chi duoc thuc hién mot phan (nguodi mua
hang hoi lai mot phan) thi ngudi ban hang chi hdi lai phan da xac thuc
tuong tng.

Capture reversal Ngudi ban hang hiéu chinh cac théng tin yéu cu thanh téan da goi cho
Payment gateway.

Credit Ngudi ban hang tra lai tién vao tai khoan ctia nguoi mua hang khi hang
duoc tra lai vi ly do nao do6 (hu hong, sai quy céach, ...).

Credit reversal Nguoi ban hang hiéu chinh lai yéu cau tra lai tién vao tai khéan cua nguoi
mua hang (giao tac Credit) vira roi.

Payment  gateway | Ngudi ban hang yéu cu ban sao chimg thuc ctia Payment gateway.
certificate request

Batch administration | Nguoi ban hang thong bao cho Payment gateway vé cac dot giao hang.

Error message Théng bao 16i xay ra trong giao dich.

-Yéu cau mua hing:

Sau khi nguoi mua hang hoan tat cac cong viéc chon hang va dat mua trén mang, thu tuc
yéu ciu mua hang méi dugce bat ddu. Chu y ri’ing thao tac chon hang va dat mua duoc thuc hién
trén cac két ndi binh thuong (nhu e-mail hay web) ma khong can c6 su tham gia cua SET.

Qua trinh yéu cau mua hang bao gdm 4 giao tac: Initiate Request, Initiate Response,
Purchase Request, va Purchase Response.

Dé goi duoc cac ban tin SET dén ngudi ban hang, ngudi mua hang cin c6 mot ban sao cac
chtng thyc ciia Merchant va Payment gateway. Ban tin Initiate Request dugc st dung dé yéu cau
ngudi ban hang cung cip cac ching thyc can thiét cho ngudi mua hang.

Nguoi ban hang s& tra 10i ban tin Initiate Request bang mot ban tin hdi dap Initiate
Response trong d6 c6 chira gia tri ngau nhién (nonce) da dugc tao ra trudc d6 béi nguoi mua
hang, mot gid tri ngiu nhién khac do ngudi ban hang tao ra, nhan dién cua giao tac hién hanh,
cuing vdi cac chimg thuc cia chinh ngudi ban hang va Payment gateway. Tét ca cac thong tin nay
duoc xac thuc boi chir ky ciia nguoi ban hang.

Nguoi mua hang xac minh cac ching thyc nhén dugc, sau do tao ra thong tin dat hang
(OI) va thong tin thanh toéan (PI), trong d6 c6 chira nhan di€n giao tac ma ngudi ban hang vira tao
ra trude d6. Nguoi mua hang chuan bi ban tin Purchase Request. Ban tin nay chira cac thong tin
sau day:

o Céc thong tin lién quan dén viéc thanh toan bao gom: PI, chir ky song song,
OIMD va mét phong bi s (digital envelope). Cac thong tin nay dugc ma hoa bang
khod bi mat K do ngudi mua hang tao ra cho tirng phién giao dich.

e Cac thong tin lién quan dén don dat hang bao gdm OI, chit ky song song, PIMD.
Chu y rang OI duoc goi di truc tiép ma khong can ma hoa.
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e Chung thyc cua nguoi mua hang.
Khi nguoi ban hang nhan dugc Purchase Request, ho s& thuc hién cac thao tac sau day:
e Xdac minh chung thuc cia ngudi mua hang.
e Kiém chimg chir ky song song ciia ngudi mua hang.
e Xurly don dat hang va chuyén thong tin thanh toan cho Payment Gateway dé kiém
tra.
e (&1 ban tin Purchase Response cho ngudi mua hang.

Ban tin Purchase Response chira cac thong tin dé chip nhan don dat hang va cac tham
chiéu dén s6 nhan dién giao tac twong Gmg. Thong tin nay duoc ky boi ngudi ban hang va goi cho
ngudi mua hang cung véi chig thye ciia ngudi ban.

Ngudi mua hang khi nhan duge ban tin Purchase Response sé& tién hanh kiém tra chit ky
va chung thuc cua ngudi ban hang.

Ban tin Purchase Request

*eteds!

Phén théng tin
duwoc nguoi ban
hang chuyén cho
Payment
Gateway

-

w3
Y
&

X .0.0;0?’.0,0_0

—— ]
@
-

Dual Signature

K
AR A A A A AL =
20:0:0:0:0:0.0: k
+
OIMD

A%

Phén théng tin
nhén dwoc béi
nguoi ban hang

Cardholder
cerificate

1

Hinh 3.19: Qua trinh tao ban tin Purchase request cua nguoi mua hang

-Xdc thuc thanh todn:

bay la thu tyc ma ngudi ban hang xac thyc tinh hop 1€ cua ngudi mua hang thong qua
Payment Gateway. Qué trinh xac thuc nhim biao dam rang giao dich nay dugc chap thuan boi
ngan hang phat hanh thé (Issuer), va do d6 ngudi ban hang sé duge ddm bao thanh toan. Qua trinh
nay duogc thuc hién thong qua hai ban tin: Authorization Request va Authorization response.
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Ban tin Purchase Request
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Hinh 3.18: Qud trinh xdc minh yéu cau mua hang (Purchase Request) tai Merchant

Ban tin Authorization Request dugc ngudi ban hang goi dén Payment Gateway bao gdm
cac thong tin sau:

e Théng tin lién quan dén viéc mua hang, bao gdbm: PI, chit ky song song, OIMD va
phong bi sé (digital envelope).

o Thong tin lién quan dén x4c thuc bao gdom: nhan dién giao tac, dwgc ma hoa bang
khoéd bi mat do ngudi ban hang tao ra va phong bi s, dugc mi hoa bang khoa
cong khai ciia Payment gateway.

e (Céc chung thyc cia ngudi mua hang va ngudi ban hang.
Khi nhan dugc Authorization Request, Payment Gateway thuc hién cac thao tac sau:
e Xéc minh tat ca cac ching thyc.

e Giai mé phong bi s6 cia khdi théng tin mua hang.
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e Xac minh chit ky ciia nguoi ban hang.

o  Giai mi phong bi s6 cua khoi thong tin x4c thyc.
e Xdac minh chir ky song song.

e Xac minh nhén dién giao tac (transaction ID).

e Yéu cau xac thyuc tir ngan hang phat hanh thé.

Néu nhan dugc thong tin xac thyc thanh cong tir ngan hang phat hanh thé, Payment
Gateway s& hoi dép bang ban tin Authorization Response trong d6 chira cac thong tin sau:

e Théng tin lién quan dén xac thuc bao gdm: khéi thong tin xac thuc duge ky boi
Payment Gateway va ma hoa bang khoa bi mat do Payment Gateway tao ra, ngoai
ra con c6 phong bi s6.

e Thong tin lién quan dén thyc hién thanh toan.

e Chung thuc cua Payment gateway.

Véi thong tin xac thuc nay, nguoi ban hang da c6 thé bat dau giao hang hodc cung cap
dich vu cho ngudi mua hang.

-Thuc hi¢n thanh todn:

Dé thyc hién thanh toan, ngudi ban hang thuc hién mét giao tac v6i Payment Gateway goi
la Capture transaction, giao tdc nay duoc thuc hién qua hai ban tin: Capture Request va Capture
Response.

Trong ban tin Capture Request, ngudi ban hang tao ra thong tin yéu cau thanh toan, trong
d6 c6 khdi lugng thanh todn va nhan dién giao tc (transaction ID), ciing véi thong tin xac thuc
nhan dugc trude do tir Payment Gateway, chit ky va chung thuc cua ngudi ban hang.

Payment Gateway nhan dugc ban tin nay, giai ma va thyc hién cac budc kiém tra can thiét
truée khi yéu cau ngan hang phat hanh thé chuyén tién cho ngudi ban hang. Cudi cing, Payment
Gateway s& thong bao cho ngudi ban hang bang ban tin Capture Response.

Tém tdt chuong:

-Cdc ung dung bao madt (security application) duoc xdy dung dwa trén cdc ky thudt co so
trinh bdy ¢ chuwong 2 bao gom: mdt md doi xvimg, mdt md bat doi xirng, ham bam, chit ky so,
chitng thuc khoa cong khai, ...

-K¥ thudt xdc thie dwoc xem la kj thudt co ban nhat dé quan 1y truy xudt. Mdt khau la
phirong tién xdc thire don gian nhdt va hiéu qua nhat tir trude dén nay. Tuy nhién, mdt khau dwegc
quan Iy va sir dung béi con nguoi, nén can phdi cé cac chinh sach hop Iy @é dam bdo mat khau
khéng bi tiét 1§,

-Trong mé hinh théng tin diém — diém, hai giao thirc xdc thuc thuong dwoc ding la PAP
(Password Authentication Protocol) va CHAP (Challenge Handshake Authentication Protocol)
trong d6, giao thitc CHAP ¢6 nhiéu wu diém hon va an toan hon do khéng gdi mdt khau di triec
tiép trén mang.

-Trong mé hinh phdn tdn, giao thitc xdc thire can phdi ddp iing dwoe hai yéu: dam bao
théng tin xdc thwe khong bi ddnh cdp va nguoi sir dung chi can xdc thue mét lan cho tdt cd cdc
dich vu trong hé thong phan tan. Kerberos la mét giao thire xdc thire ddp iing dwoe 2 yéu cau nay.
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-Giao thirc bao mdt IP Security (IPSec) la mot sw mo rong cua giao thiec IP, cho phép lop
mang thyc hién cdc chirc nang bao mdt va toan ven cho dir liéu truyén di trén mang. IPSec la mot
chudn phike tap, bao gom déc ta ciia nhiéu chudn khéc, dwoe trién hai dwa trén hai giao thire
dong goi co ban la ESP va AH. IPSec hoat dong ¢ hai ché d¢ la ché dg van chuyén (transport) va
ché d dwong ham (tunnel). Hoat déng ciia IPSec la trong suét doi voi cdc giao thirc & 16p ing
dung.

-Giao thirc bao mdt SSL (Secure Sockets Layer) la mot giao thirc cong thém hoat dong bén
trén giao thurc TCP. SSL cung ccfp hai dich vu co ban la mat ma hoa va xac thue dir liéu / xac thuc
dau cudi cho cdac img dung Internet nhw web, e-mail, .... SSL dwge sir dung rdt phé bién hién nay
trén mang Internet, ddt biégt trong cdc thii tuc trao doi théng tin bi mdt giita client va server nhi
ddang nhdp vao hép thw dién tik, nhdp so thé tin dung khi mua hang, ...

-SET (Secure Electronic Transaction) la mét img dung bdo mdt trong cdc hé thong thanh
téan qua mang. SET la mot vimg dung truy xudt true tiép dén l16p TCP (tirc khéng théng qua cdc
giao thirc g dung nhw mail hay web, ...). SET dinh nghia mét mé hinh phirc tap bao gom nhiéu
thuwe thé nhw ngwoi mua hang, ngwoi ban hang, ngdn hang phat hanh thé, trong tdi, cira thanh
toan, ... SET duoc phat trién béi cdc té chire tai chinh cé uy tin nhu MasterCard, VISA, cac t6
chirc cong nghé nhu Microsoft, IBM, RSA, Verisign, ...

CAU HOI VA BAI TAP.

A- Ciu héi trac nghié¢m.
Cau 1. Nguyén tic dam bao an toan cho mat khau ddi voi nguoi sir dung:
a- Quy dinh thoi gian sir dung t6i da ciia mat khau.

b- Khong dung mat khiu qua ngin, mét khau c6 chira tén nguoi dung, mat khau 1a
nhitng tir c6 nghia trong tw dién.

c- M3 hoa mat khau khi luu trix.
d- Tét ca déu dung.

Cau 2. Trong thi tuc xac thuc mang don gian, co ché nao dam bao mdi thé (ticket) chi dugc sir
dung béi mot may duy nhat?

a

May con phai dugc xac thyc bdi Authentication Server (AS).

b- Trong thé cap cho may con c6 chtra dia chi mang cia may may con (ADc).

c- Trong thé c6 chira nhan dang cia may chi cung cap dich vu (IDy).
d- Tét ca déu dung.
Céau 3. Muc dich cua TGS (Ticket Granting Server) trong thu thuc x4c thuc qua mang?
a- Cho phép nguoi ding chi ¢ang nhap mot 1an nhung sir dung dugc nhiéu dich vu.
b- Giam tai xtr ly cho AS
c- D& han ché viéc gdi mat khau truc tiép trén mang.
d- Tét ca déu sai.
Cau4. Chon cau ding vé giao thirc xac thuc Kerberos 4:
a- St dung thuét toan ma hoa DES

b- Dé str dung mot dich vu nao do, client phai thyc hién 2 thao tac: xac thuc vai AS
deé duoc cap thé Ticket-granting-Ticket, sau d6 xac thyc véi TGS dé nhéan duoc
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thé Service-granting-Ticket truéc khi c¢6 thé yéu ciu may cha cung cip dich vu.
c- Ngudi ding chi cin nhap mat khau mét 1an trong sudt phién lam viéc.
d- Tét ca déu dung.

Cau 5. Trong Kerberos 4, ban tin yéu cau x4c thuc goi tir may con dén AS chira cac thong tin
nao?

a- Nhén dién cua nguoi dung (ID¢), nhan dién ciia TGS (IDy) va nhén thoi gian
ddng bo TS;.

b- Tén diang nhap va mat khau.
c- Tén dang nhap va dia chi mang ctia may con.
d- Mat khiu di ma hoa va dia chi mang cua may con.

Céau 6. Trong Kerberos 4, ban tin yéu cau dich vu gdi tr may con dén may chu dich vu chira cac
thong tin nao?

a- Chua thé truy xuét dich vu duoc cép bai TGS.
b- Chira thé truy xuat dich vu duoc cap bai TGS va tén dang nhép.

c- Chra thé truy xuét dich vu ciing v6i Authenticator gom (ID, + AD¢ + TSs) goi
truc tiép.

d- Chura the truy xudt dich vu ciing vi Authenticator gdm (ID, + AD¢ + TSs) dugc
ma hoa bang khoa bi mat ding chung giita may con va may chii cung cap dich
vu.

Cau 7. Thé nao 1a mot lanh dia Kerberos (Kerberos Realm)?

a- La h¢ thong bao gom Kerberos server, cdc may chu cung cap dich vu va nhiéu
may con.

b- La pham vi mang dugc quan 1y boi mot AS.
c- La pham vi mang dugc quan 1y boi mét TGS.
d- Tét ca déu sai.

Cau 8. Diém khac nhau giira Krberos 4 va Kerberos 5:

a- Kerberos 5 khong gi¢i han thoi gian ton tai ctia thé, Kerberos 4 giGi han thoi gian
ton tai cua thé 1a khoang 21 gio.

b- Kerberos 5 st dung mét ma bat ddi xtrng, Kerberos 4 sir dung mat ma ddi xung.

c- Kerberos 5 dung tén dang nhap va mat khau dé xac thyc nguoi dung, Kerberos 4
dung dia chi IP dé xac thyec.

d- Tét ca déu dung.

Cau9. Ung dung cua IPSec:
a- Xay dung cac website an toan cho cac trng dung thwong mai dién tir.
b- Xay dung cic mang riéng 40 VPN trén nén mang Internet cong cong.
c- Cho phép truy xudt tir xa mot cach an toan.
d- Tét ca cac ing dung trén.

Céu 10. Chon cau ding vé IPSec:

a- Khi sir dung IPSec, kich thudc goi dir liéu IP tang 1én, do d6 hiéu sudt truyén
gidm xuong.

b- Khi cai dat IPSec trén mot hé thong thi IPSec s& c6 tic dung bao vé cho tat ca cac
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c-
d-

dich vu tng dung chay trén hé théng do.
IPSec ¢6 thé dugc thuc hién nhu mot phan mém tGng dung.

Cauavab.

Cau 11. SA 1a gi?

La mot két ndi dung IPSec giita hai may tinh bt ky.
La mot quan hé truyén thong mot chiéu gitra hai thuce thé IPSec.

La mot ing dung c6 chitc nang phan tich va danh gia mirc do an toan cia hé
thong.

Tat ca déu sai.

Cau 12. Pic diém cta AH:

C6 kha nang mat ma toan bo dit li€u trao ddi gitra cac thyce thé IPSec.
Dung chit ky s6 dé xac thyc thong tin.

Ché d6 van chuyén chi cho phép xac thuc dir liéu giira hai thiét bi mang (router)
¢ ho tro IPSec.

Tat ca déu sai.

Cau 13. Giao thac ESP:

a
b-

C-
d-

Cung cfip co ché mat ma va xéac thuc dit liéu.
Tiéu d& cua ESP gdm hai phan, nam trudc va nim sau goi IP gc.
St dung k¥ thuat mat ma dbi xing dé bao vé dir ligu.

Tat ca déu ding.

Céau 14. Quan ly kho4 trong IPSec:

C6 chirc ning tao ra va phan phdi khoa cong khai ciia cac dau cudi IPSec.
C6 thé str dung PKI cho muc dinh quéan 1y khoa trong IPSec.

Dung giao thirc ISAKMP dé tao va phan phdi khoa bi mat giita cac dau cudi
IPSec.

Tat ca déu sai.

Cau 15. Pic diém cua SSL:

a

b-

c_

d-

La thanh phan ctia H¢ diéu hanh.
Cung cép két ndi an toan cho tit ca cac dich vu ung dung trén cung mot hé¢ théng.
Str dung mat ma dbi xurng dé ma hoa dit liéu.

Tat ca cac dac diém trén.

Cau 16. Chtrc nang cua giao thire SSL record:

a-
b-
c-
d-

Phan doan dit li€u, nén, tao ma xac thuc, mat ma hoa dir liéu.
Cung cap co ché dam bao tinh toan ven va tinh bao mét cho dit ligu.
Nén dir liéu dé tang hiéu suat truyén

Tat ca déu sai.

Cau 17. Thu tuc bt tay (handshake protocol) trong SSL thuc hién cac chirc ning nao sau day:

a-

b-

CuubDuongThanCong.com

Thiét 1ap cac thong so két ndi gitra client va server.
Trao doi chung thuc d€ client nhan dugc khoé cong khai cta server va nguoc lai,
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cac khoa nay dung dé mat ma dir liéu trao ddi gitra client va server.
c- Thay doi cac thong sd vé thuat toan mat ma.
d- Cauavac.
Cau 18. Secure Electronic Transaction (SET):
a- La mot tng dung thwong mai dién tir trén nén cta IPSec.
b- Lamdt giao thirc an toan cho cac (rng dung toan qua mang.
c- Dung mat mé bat dbi ximg (RSA) dé mat mé hoa thong tin.
d- Tét ca déu dung.
Céau 19. Trong mot giao dich trén SET:

a- Ngudi mua hang (cardholder) phai c6 thé tin dung do mot ngan hang c6 hd trg
dich vu thanh toan qua mang phat hanh.

b- Ngudi ban hang (merchant) phai c6 quan hé vdi ngan hang phat hanh thé.

c- Viéc chuyén tién tir tai khoan ctia ngudi mua hang sang tai khoan cua nguoi ban
hang duoc thuc hién theo yéu cau ctiia nguoi ban hang ma khong can mét thanh
phéan tht 3 nao.

d- Viéc chon lya hang va quyét dinh mua hang phai dugc thyuc hién théng qua giao
dich SET thi méi c6 y nghia.

Cau 20. Thé nao la chit ky song song (dual signature)?
a- La mot chit ky duy nhat nhung gém hai ban sao goi cho hai di tac cling lc.

b- La mot chir ky nhung g6m hai thanh phan, ¢6 chirc nang ching thyc hai noi dung
khac nhau v6i hai doi tac khac nhau.

c- GOm hai chir ky khac nhau nhung duoc ghep chung trong mét ban tin dé tiét
kiém chi phi truyén trén mang.

d- La mot chit ky nhung duoc tao ra bang viéc 4p dung ham tao chir ky hai lan 1én
cung mot khoi thong tin goc nham dadm bao tinh an toan ctia chit ky.

Cau 21. Thu tu thuc hién céac giao tac trong SET:

a- Xac thuc thanh todn, yéu ciu mua hang, thyc hién thanh toan.

b- Yéu cau mua hang, xac thyc thanh toan, thyuc hién thanh toén.
c- Yéu ciu mua hang, thyc hién thanh toan, xac thuc thanh toan.
d- Tuy timg trudng hop ma thir ty thuc thi c6 thé khac nhau.
B- Bai tip
Cau 22. Trong giao thirc AH cta IPSec, thao tac tao ra ma xac thuc (MAC) khong duge thyc hién
trén toan bo goi dir liéu IP ma chi thyc hién trén cac phan khong thay d6i trong qua trinh
truyén (imutable) hodc nhitng phan c6 thay d6i nhung c6 thé doan dugc. Hay chi ra trong
goi IP (version 4), nhimg phan nao co6 thay doi, khong thay doi hodc thay doi nhung doan
trude duge trong qua trinh truyen?

Cau 23. O ché d6 van chuyen cuia IPSec, mot 16p tiéu dé (header) khac cua goi IP dugc tao ra
song song voi tiéu dé cii. Nhimng thanh phan nao cua tiéu dé méi gidng véi tiéu dé cii?

Cau 24. Thyc hién ciu hinh IPSec trén Windows 2003 server.
Cau 25. Cai dit va ciu SSL cho Website trén Windows 2003 server.
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Chuong I:
Cau 1. c
Cau 2. b
Cau 3. d
Cau 4. d
Cau 5. a
Cau 6. b
Cau 7. c
Céau 8. a
Chuwong I1:
Cau 1. b
Cau 2. d
Cau 3. c
Cau 4. b
Cau 5. b
Cau 21.

Cau 22.

Céau 23.

Cau 24.

Cau 25.

Cau 26.
Chuong I1I:
Cau 1. b
Cau 2. b
Cau 3. a
Cau 4. d
Cau 5. a
Cau 6. d
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Cau 9.

Cau 10.
Cau 11.
Cau 12.
Cau 13.
Cau 14.
Cau 15.
Cau 16.

Cau 6.
Cau 7.
Cau 8.
Cau 9.
Cau 10.
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a
b
b
a

C

Cau 17.
Cau 18.
Cau 19.
Cau 20.
Céu 21.
Cau 22.
Cau 23.
Cau 24.

Cau 11.
Céu 12.
Cau 13.
Cau 14.
Céau 15.

HUONG DAN TRA LOI CAU HOI VA BAI TAP.

a Céau 25.
d Cau 26.
c Cau 27.
d Cau 28.
b Cau 29.
c Cau 30.
c Cau 31.
d

d Cau 16.
d Cau 17.
c Cau 18.
c Cau 19.
d Cau 20.

Thuc hién thuat toan DES bang tay. Cha y khoa phu 1 K.

Chtng minh twong tu dbi véi ciu truc Feistel.

Thuc hién bang tay thao tic mé rong khoa (expand key) cua AES.

Thuc hién thuat toan RSA véi cac thong s6 twong tng.

Thuc hién thuat toan Diffie-Hellman.

Cau7.
Cau 8.
Cau 9.
Cau 10.
Cau 11.
Cau 12.

o

0 A o a e

Cau 13.
Cau 14.
Cau 15.
Cau 16.
Cau 17.
Cau 18.

d Cau 19.
c Cau 20.
c Cau 21.
b
d
b
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3DES
AAA
AES
AH
ANSI
AS
CBC
cC
CESG
CFB
CHAP
CIA
CMAC
CRT
DAC
DDoS
DES
DoS
DSA
DSS
ECB
ESP
FIPS
HMAC
TIAB
ICMP
IDS
IDEA
IETF
P
IPSec
ISAKMP
ISO
ITU
ITU-T
v
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THUAT NGU VIET TAT.

Triple Data Encryption Standard

Access Control, Authentication, Auditing
Advanced Encryption Standard
Authentication Header

American National Standards Institute
Authentication Server

Cipher Block Chaining

Common Criteria
Communications-Electronics Security Group
Cipher Feedback

Challenge Handshake Authentication Protocol
Confidentiality, Integrity, Availability
Cipher-Based Message Authentication Code
Chinese Remainder Theorem

Discretionary Access Control

Distributed Denial of Service

Data Encryption Standard

Denial of Service

Digital Signature Algorithm

Digital Signature Standard

Electronic Codebook

Encapsulating Security Payload

Federal Information Processing Standard
Hash-based Message Authentication Code
Internet Architecture Board

Internet Control Message Protocol

Intrusion Detection System

International Data Encryption Algorithm
Internet Engineering Task Force

Internet Protocol

IP Security

Internet Security Association and Key Management Protocol
International Organization for Standardization
International Telecommunication Union

ITU Telecommunication Standardization Sector

Initialization Vector
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KDC
LAN
MAC
MAC
MD5
MIC
MIME
MITM
MTU
NAT
NIST
NSA
NTFS
OFB
PAP
PCBC
PGP
PKI
PRNG
RBAC
RFC
RNG
SATAN
RSA
SET
SHA
SHS
S/MIME
SNMP
SNMPv3
SSL
TCP
TGS
TLS
UDP
WAN
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Key Distribution Center

Local Area Network

Message Authentication Code
Mandatory Access Control

Message Digest, Version 5

Message Integrity Code

Multipurpose Internet Mail Extension
Man-in-the-middle attack

Maximum Transmission Unit
Network Address Translation

National Institute of Standards and Technology
National Security Agency

NT File System

Output Feedback

Password Authentication Protocol
Propagating Cipher Block Chaining
Pretty Good Privacy

Public Key Infrastructure
Pseudorandom Number Generator
Role-based Access Control

Request for Comments

Random Number Generator
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