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Understanding Host-to-Host
Communications

= Older model
— Proprietary

— Application and combinations software controlled by one
vendor

= Standards-based model
— Multivendor software
— Layered approach
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Why a Layered Network Model?

- Application :

= Reduces complexity
6] Presentation = Standardizes interfaces

_ = Facilitates modular engineering

- Session _

= Ensures interoperable
- Transport technology

= Accelerates evolution
[ 3] Network = Simplifies teaching and learning
- Data Link
- Physical

© 2007 Cisco Systems, Inc. All rights reserved. CuuDuongThanCong.com https:/fb.com/tailieudientucntt ICND1 v1.0—1-3
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The Seven Layers of the OSI Model

- Application

- Presentation

- Session

- Transport

- Network

Data Link

© 2007 Cisco Systems, Inc. All rights reserved. CuuDuongThanCong.com

Network Process to Applications
Data Representation

Interhost Communication
End-to-End Connections

Data Delivery

Access to Media

Binary Transmission

= Defines the electrical, mechanical,
procedural, and functional

specifications for activating,
maintaining, and deactivating the
physical link

https://fb.com/tailieudientucntt ICND1 v1.0—1-4
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The Seven Layers of the OSI Model (Cont.)

Application

Presentation

Session

Transport

Network

Physical
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Network Process to Applications
Data Representation
Interhost Communication

End-to-End Connections

Data Delivery

Access to Media

= Defines how data is formatted for
transmission and how access to the

network is controlled
= Provides error detection

https://fb.com/tailieudientucntt
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The Seven Layers of the OSI Model (Cont.)

- Application

- Presentation

Session

Transport

Data Link

Physical

4]
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Network Process to Applications

Data Representation

Interhost Communication

End-to-End Connections

Data Delivery
» Routes data packets
= Selects best path to deliver data

= Provides logical addressing and
path selection

https://fb.com/tailieudientucntt ICND1 v1.0—1-6
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The Seven Layers of the OSI Model (Cont.)

- Application Network Process to Applications

- Presentation Data Representation

Session Interhost Communication

End-to-End Connections

m Handles transportation issues
between hosts

» Ensures data transport reliability
m Establishes, maintains, and

Network

terminates virtual circuits
. = Provides reliability through fault
- Data Link detection and recovery

information flow control

Physical
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The Seven Layers of the OSI Model (Cont.)

- Application

Presentation

Transport

Network

- Data Link
- Physical
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Network Process to Applications

Data Representation

Interhost Communication
» Establishes, manages, and

terminates sessions between
applications

https://fb.com/tailieudientucntt ICND1 v1.0—1-8
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The Seven Layers of the OSI Model (Cont.)

Network Process to Applications

Application

Data Representation

m Ensures that data is readable by
receiving system

® Formats data

m Structures data

» Negotiates data transfer syntax
for application layer

- Transport = Provides encryption

Session

Network

Data Link

Physical

© 2007 Cisco Systems, Inc. All rights reserved. CuuDuongThanCong.com https://fb.com/tailieudientucntt ICND1 v1.0—1-9
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The Seven Layers of the OSI Model (Cont.)

Presentation

Session

Transport

Network

Data Link

Physical
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Network Processes to Applications

» Provides network services to
application processes (such as

electronic mail, file transfer,
and terminal emulation)

= Provides user authentication

https://fb.com/tailieudientucntt
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Data Encapsulation

Application

B

- Presentation

Session

Transport

Network

Data Link

Physical

BB EEE

Bits

User Data

User Data
User Data
User Data
User Data

User Data
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HDR = Header
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Data De-Encapsulation

>
B

Application

- Presentation

Session

Transport

Network

Data Link

BB EEE

Physical

Receiver

|
g
User Data

User Data
User Data
User Data
User Data

User Data

Bits

© 2007 Cisco Systems, Inc. All rights reserved. CuuDuongThanCong.com

HDR = Header
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Peer-to-Peer Communication

Sender

4

!

Transport

Network

Data Link

Physical

Bits

Applicaton |— — — — — — — — — — — — —
Presentaton - - - - - - - ——-—- — — —

Session — =~~~ ——"———— — = ==

Receiver

<

~
2

— — — —| Application

— — — —| Presentation

- - == Session

Transport

Network

Data Link

Physical

301P_065
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TCP/IP Stack

= Defines four layers

= Uses different names for Layers 1
through 3

= Combines Layers 5 through 7 into
single application layer

© 2007 Cisco Systems, Inc. All rights reserved. CuuDuongThanCong.com https://fb.com/tailieudientucntt ICND1 v1.0—1-14
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TCP/IP Stack vs. the OSI Model

TCP/IP Stack OSI Reference Model

Application

Presentation

Session

Transport

Network

Data Link

Network
Access

Physical
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Exploring the
Packet Delivery

Process

Building a Simple Network
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Layer 1 Devices

g;

~
|/ = e et > = |

q s

Ethernet

= Layer 1 provides the physical media and its encoding.
= Examples:

— Ethernet

— Serial

— Repeater

— Physical interface of the NIC

© 2007 Cisco Systems, Inc. All rights reserved. CuuDuongThanCong.com https:/fb.com/tailieudientucntt ICND1 v1.0—1-17
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Layer 2 Devices

4
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= Layer 2 devices provide an interface with the physical media.

= Examples:
— NIC
— Bridge
— Switch

© 2007 Cisco Systems, Inc. All rights reserved. CuuDuongThanCong.com https:/fb.com/tailieudientucntt ICND1 v1.0—1-18
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Layer 2 Addressing

/— MAC Address \
et Layer2—>

~
==|/

q !
3

v

= MAC address
= Assigned to end devices
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Layer 3 Devices and Their Function
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Layer 3 Addressing

u¥

/ l IP Address l \ ;’

—— I — g — N -—
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ARP

| heard that
broadcast. That is

me. Here is my MAC

address.

| need the
MAC address
of172.16.3.2.

301P_128

Map |P =——p Ethernet
Local ARP

© 2007 Cisco Systems, Inc. All rights reserved. CuuDuongThanCong.com https://fb.com/tailieudientucntt ICND1 v1.0—1-22
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ARP Table

[+ C:\WINNT\system3 2\cmd. exe

D:~2arp —a

Interface: 192.168.1.181 on Interface Hx1808HA3
Internet Address Phyzical Address T ype
192.168.1.1 He-H4-5a-22-ec—c? dynamic
172_168.1 .44 H8-82-4b—cc—db6—d? dynamic
192 _168.1_42 HA-B2—fd-65-2f-82 dynamic
192_168.1_43 BB-A83-6h—BA2-59-29 dynamic
172.168.1.1808 HA-82-4b—cc—db6—dB dynamic
172.168.1.135 HB-HB3-6d-1e-6a—ab dynamic
192 _168.1_149 HA-58-8h—f7—cf-59 dynamic

CuuDuongThanCong.com https://fb.com/tailieudientucntt
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Host-to-Host Packet Delivery (1 of 22)

Application: Network, can you set up reliable
connection to 192.168.3.2 for me?

Transport: I'll use TCP.

/I'ransport: TCP! Setup a

TCP session to 192.168.3.2.
SYN

TCP: IP! Send this TCP
g — SYN to 192.168.3.2.

/\’Layer 3=192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

© 2007 Cisco Systems, Inc. All rights reserved. CuuDuongThanCong.com https:/fb.com/tailieudientucntt ICND1 v1.0—1-24
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Host-to-Host Packet Delivery (2 of 22)

IP: Layer 2! Send this packet to 192.168.3.2 .

SRC IP TCP
192.168.3.1 SYN

p, ’Layer 3=192.168.3.1 Layer 3 = 192.168.3.2 /"
| Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111 |

© 2007 Cisco Systems, Inc. All rights reserved. CuuDuongThanCong.com https:/fb.com/tailieudientucntt ICND1 v1.0—1-25
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Host-to-Host Packet Delivery (3 of 22)

Layer 2: ARP, do you have a mapping for 192.168.3.27

ARP: Is 192.168.3.2 in my ARP table? No, |
guess Layer 2 will have to put the packet in
the parking lot until | do an ARP.

/

SRC IP DST IP TCP
192.168.3.1 192.168.3.2 SYN

u i

2
— Xy
) Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2 )
| Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111 |

© 2007 Cisco Systems, Inc. All rights reserved. CuuDuongThanCong.com https://fb.com/tailieudientucntt ICND1 v1.0—1-26
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Host-to-Host Packet Delivery (4 of 22)

ARP: First comes the ARP request. It will say that | am 192.168.3.1
with a MAC of 0800:0222:2222. Are you 192.168.3.27

Parking Lot

ARP: Layer 2! Send this using our MAC as the
SRC MAC and a broadcast as the DST MAC.

ARP
Request /

DST MAC SRC MAC ARP
Broadcast | 0800:0222:2222 | Request

u u¥

/\’ Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2 /\’
| Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111 |

CuuDuongThanCong.com https://fb.com/tailieudientucntt
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Host-to-Host Packet Delivery (5 of 22)

Parking Lot

Layer 2: It is sent.

ARP SRC MAC
Request | 0800:0222:2222

Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

© 2007 Cisco Systems, Inc. All rights reserved. CuuDuongThanCong.com https://fb.com/tailieudientucntt ICND1 v1.0—1-28
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Host-to-Host Packet Delivery (6 of 22)

Parking Lot

Layer 2: | just got a frame with a broadcast
MAC so I'll process it. The protocol ID
indicates that it belongs to ARP. Let me strip

the Layer 2 header and send it to ARP.

L ARP SRC MAC DST MAC L

J Request | 0800:0222:2222 Broadcast J
~

| — |

Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

© 2007 Cisco Systems, Inc. All rights reserved. CuuDuongThanCong.com https:/fb.com/tailieudientucntt ICND1 v1.0—1-29
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Host-to-Host Packet Delivery (7 of 22)

Parking Lot

Layer 2: ARP! Here is something for you.

ARP
Request

Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

© 2007 Cisco Systems, Inc. All rights reserved. CuuDuongThanCong.com https:/fb.com/tailieudientucntt ICND1 v1.0—1-30
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Host-to-Host Packet Delivery (8 of 22)

Parking Lot

e ' ARP: | just got an ARP request from
: | Packet | 192.168.3.1. Let me add its IP and
MAC to my ARP table. Now | can respond.

N

ARP
Request

Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

© 2007 Cisco Systems, Inc. All rights reserved. CuuDuongThanCong.com https:/fb.com/tailieudientucntt ICND1 v1.0—1-31
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Host-to-Host Packet Delivery (9 of 22)

_ Parking Lot ARP: The ARP reply will say that | am 192.168.3.2
with a MAC of 0800:0222:1111.

ARP: Layer 2, send this using our MAC as the ARP
SRC MAC and 0800:0222:222 as the DST MAC. Reply

N\

DST MAC SRC MAC ARP
0800:0222:2222] 0800:0222:1111 Reply

Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

© 2007 Cisco Systems, Inc. All rights reserved. CuuDuongThanCong.com https://fb.com/tailieudientucntt ICND1 v1.0—1-32
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Host-to-Host Packet Delivery (10 of 22)

Parking Lot

Layer 2: It is sent.

DST MAC SRC MAC ARP
<:| 0800:0222:2222| 0800:0222:1111 |  Reply

Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

© 2007 Cisco Systems, Inc. All rights reserved. CuuDuongThanCong.com https:/fb.com/tailieudientucntt ICND1 v1.0—1-33
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Host-to-Host Packet Delivery (11 of 22)

Parking Lot

it to ARP.

Layer 2: | just got a frame with my MAC so ['ll
process it. The protocol ID indicates that it belongs
to ARP. Let me strip the Layer 2 header and send

/

L DST MAC
0800:0222:2222) 0800:0222:1111

SRC MAC

ARP
Reply

Layer 3 = 192.168.3.1
Layer 2 = 0800:0222:2222

© 2007 Cisco Systems, Inc. All rights reserved. CuuDuongThanCong.com

Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:1111
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Host-to-Host Packet Delivery (12 of 22)

Parking Lot

Packet
Layer 2: ARP! Here is something for you.
ARP
Reply
Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2

Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

© 2007 Cisco Systems, Inc. All rights reserved. CuuDuongThanCong.com https:/fb.com/tailieudientucntt ICND1 v1.0—1-35
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Host-to-Host Packet Delivery (13 of 22)

Parking Lot

ARP: I just got an ARP reply from 192.168.3.2.
Let me add its IP and MAC to my ARP table.

ARP: Layer 2! | have 192.168.3.2 ReAq'j'Zst
mapped to 0800:0222:1111.

Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

© 2007 Cisco Systems, Inc. All rights reserved. CuuDuongThanCong.com https:/fb.com/tailieudientucntt ICND1 v1.0—1-36
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Host-to-Host Packet Delivery (14 of 22)

%ayer 2: | can send out that pending packet.

k TCP DST IP SRC IP SRC MAC DST MAC
SYN 192.168.3.2 192.168.3.1 ]0800:0222:2222|0800:0222:1111
~
|/

Layer 3 =192.168.3.1 Layer 3 =192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

© 2007 Cisco Systems, Inc. All rights reserved. CuuDuongThanCong.com https:/fb.com/tailieudientucntt ICND1 v1.0—1-37
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Host-to-Host Packet Delivery (15 of 22)

TCP: | need to send a SYN ACK
to the TCP SYN that | received.

TCP

SYN

SRC IP DST IP TCP

192.168.3.1 192.168.3.2 SYN

L DST MAC SRC MAC SRC IP DST IP TCP
0800:0222:1111]0800:0222:2222] 192.168.3.1 192.168.3.2 SYN

~
7

Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2

Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

https://fb.com/tailieudientucntt
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Host-to-Host Packet Delivery (16 of 22)

TCP: Send this<
SYN
ACK

SRC IP DST IP SYN
192.168.3.2 192.168.3.1 ACK

DST MAC SRC MAC SRC IP DST IP SYN
0800:0222:2222]10800:0222:1111] 192.168.3.2 192.168.3.1 ACK

DST MAC SRC MAC SRC IP DST IP SYN
“/\ 0800:0222:2222|0800:0222:1111] 192.168.3.2 | 192.168.3.1 ACK
Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2

Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

CuuDuongThanCong.com https://fb.com/tailieudientucntt
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Host-to-Host Packet Delivery (17 of 22)

TCP: Got the ACK.
SYN

ACK

SRC IP DST IP SYN
192.168.3.2 192.168.3.1 ACK

DST MAC SRC MAC SRC IP DST IP SYN
0800:0222:2222]10800:0222:1111] 192.168.3.2 192.168.3.1 ACK

g;

~
/

Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111
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Host-to-Host Packet Delivery (18 of 22)

TCP: | need to let the other end know | got the
SYN ACK to complete the session establishment.

TCP
ACK
SRC IP DST IP TCP
192.168.3.1 192.168.3.2 ACK
DST MAC SRC MAC SRC IP DST IP TCP
0800:0222:1111]0800:0222:2222] 192.168.3.1 192.168.3.2 ACK
L TCP DST IP SRC IP SRC MAC DST MAC
ACK 192.168.3.2 192.168.3.1 ]|0800:0222:2222|0800:0222:1111
~
/

| =

Layer 3 = 192.168.3.1
Layer 2 = 0800:0222:2222

CuuDuongThanCong.com

Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:1111
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Host-to-Host Packet Delivery (19 of 22)

Layer 4: OK, Application, | have your session set up.

%\pplication: OK, I'll send you some data.

Layer 3 =192.168.3.1 Layer 3 =192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

© 2007 Cisco Systems, Inc. All rights reserved. CuuDuongThanCong.com https:/fb.com/tailieudientucntt ICND1 v1.0—1-42
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Host-to-Host Packet Delivery (20 of 22)

APP i :
e < Application: Here is the data.
TCP | APP
SEQ =3 | DATA
SRC IP DST IP TCP | APP
192.168.3.1 192.168.3.2 | SEQ =3 | DATA
DST MAC SRC MAC SRC IP DSTIP TCP | APP
0800:0222:1111|0800:0222:2222| 192.168.3.1 192.168.3.2 | SEQ =3 | DATA
~
APP | TCP DSTIP SRC IP SRC MAC DST MAC
DATA | SEQ=3| 192.168.3.2 192.168.3.1 |0800:0222:2222|0800:0222:1111

Layer 3 = 192.168.3.1
Layer 2 = 0800:0222:2222

CuuDuongThanCong.com

Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:1111
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Host-to-Host Packet Delivery (21 of 22)

TCP: Application! Here is some data. APE

DATA

TCP | APP

SEQ =3 | DATA

SRC IP DST IP TCP APP
192.168.3.1 192.168.3.2 | SEQ =3 | DATA

DST MAC SRC MAC SRC IP DST IP TCP | APP
0800:0222:1111|0800:0222:2222| 192.168.3.1 192.168.3.2 | SEQ =3 | DATA

Layer 2 = 0800:0222:2222

Layer 3 = 192.168.3.1

CuuDuongThanCong.com

Layer 2 = 0800:0222:1111

Layer 3 = 192.168.3.2

https://fb.com/tailieudientucntt
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Host-to-Host Packet Delivery (22 of 22)

SEQ=3
ACK =4
SEQ =3
ACK=4
SEQ =3
/

SRC IP
192.168.3.2

SRC MAC SRC IP
0800:0222:1111] 192.168.3.2

SRC MAC SRC IP
0800:0222:1111] 192.168.3.2

ACK =4
SEQ =3

Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111
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Default Gateway

OK, | have some data to send to 192.168.3.2.

That address is not in my ARP table and | cannot
use ARP because it is on a different network.

/ | guess | have to send the data to the
default gateway and let it forward it.

g
/\’Layer 3=10.1.1.1 Layer 3 = 192.168.3.2 /"
| Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111 |

Default Gateway
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Layer 3 Addressing (Cont.)

Layer 3 addressing:

Layer 3 addresses must include identifiers that enable intermediary

network devices to locate hosts on different networks.
TCP/IP protocol stack uses IP.
\’ - LE.E.'E[‘ 3 ——- E \’

L
Y - R |
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Layer 3 Addressing (Cont.)

Layer 3 addresses are assigned to hosts and network devices that
provide Layer 3 functions.

Network devices maintain a routing table.

Routing Table
182.168.3.0/24 Interface Gi0/0

182.168.4.0/24 Interface Gi0/1

‘/ Gi 0/0 Gi 0/1 ‘/
L3=192.168.4.1 L3 =192.168.4.2

L3 =192.168.3.1 L3 =192.168.3.2

L3i=Layer 3
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Host-to-Host Packet Delivery (Step 1 of 16)

Application: Network, | have some data to send to

192.168 4.2, and | do not need a reliable connection.
o

Transport: | will use UDP. Send me the data.

Application: Here is the data.

L3 = 192.168.3.1
L2 = 0B00:0222:2222

L3 = 182.168.3.2

e
— L

L3 =192.168.4.2
L2 = 0B00:0222:1111

L3 =182.168.4.1

L2 = 0800:0333:2222 L2 =0800:0333:1111

CuuDuongThanCong.com
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Host-to-Host Packet Delivery (Step 2 of 16)

- UDP: I will put it in a UDP header. I

E_...—-—
UDP &l
3 UDP: IP, send this to 192.168.4.2.
UDP
HDR

SRC IP
192.168.3.1

IP: Iwill put itin an IP header.
—

L3 = 192.168.3.1 L3 = 192.168.3.2 3=192.168.4.1 o= 19216842

L2=0800:0222:2222 | 5 - 0800:0333:2222 L2 = 0800:0333:1111 2 - 0800:0222:1111

SN A Cmen Syt Ime CuuDuongThanCong.com https://fb.com/tailieudientucntt
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Host-to-Host Packet Delivery (Step 3 of 16)

| Packet |

Layer 3: lamon 192.168.3.0/24 and the destination is
on 192.168.4.0/24, so we are on different segments.
| will have to use the default gateway 192.168.3.2.

= i
Layer 2: ARP, do you have a
mapping for 192.168.3.27

. — .
L3 = 192.168.3.1 L3 =192.168.4.2

L3 =182.168.3.2 L3 = 182.168.4.1

L2=0800:0222:2222 |, _ ha00:0333:2222 L2 = 0800:0333:1141 -2 - 0800:0222:1171

20 o e et el I CuuDuongThanCong.com https://fb.com/tailieudientucntt
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Host-to-Host Packet Delivery (Step 4 of 16)

Layer 2: ARP, do you have a mapping for 192.168.3.27

ARP: No, Layer 2 will have to hold the

packet while | resolve the addressing.
SRC IP UDP
182.168.3.1 HDR

L9 = 192.168.3.1 13=192.168.3.2 [3=192.168.4.1 ~ L°° 19210842

L2 =0800:0222:2222 | 5 _ 4ap0:0333:2222 L2 = 0800:0333:1111 -2 - 0800:0222:1111

& 20 e Sepata mm InE CuuDuongThanCong.com https://fb.com/tailieudientucntt
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Host-to-Host Packet Delivery (Step 5 of 16)

Parking Lot .
oo | ARP: The ARP request will say that | am 192.168.3.1.
i | Packet | : |Are you 192.168.3.27

ARP
Reguest
SRC MAC ARP
0B00:0222:2222| FReguest
SRC MAC ARP

0B00:0222:2222 | FReqguest

—> -~

L3 = 192.168.3.1 13 =102 168.3.2 13 =162 168.4 1 L3 =192.168.4.2

L2 = 0800:0222:2222 | 5 - 0800:0333:2222 L2 = 0800:0333:1111 2 - 0800:0222:11M

A G St Inc CuuDuongThanCong.com https://fb.com/tailieudientucntt
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Host-to-Host Packet Delivery (Step 6 of 16)

Parking Lot

Packet E

Router: | just received an ARP request.
Let me add host 192.168.3.1 to my
ARP table with MAC address

of 0800:0222:2222.

ARP
Feguest

SRC MAC ARP
0800:0222:2222 | Reqguest

L3 =182.168.4.2

L3 = 192.168.3.1 13 =180 168.3.2 L3 =102.168.4.1
L2 = 0800:0222:1111

L2=0800:0222:2222 | 5 - 0800:0333:2222 L2 = 0800:0333:1111

h ey ol - -
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Host-to-Host Packet Delivery (Step 7 of 16)

Parking Lot

Packet

Router: | will send an ARP reply
that | am 192.168.3.2 with MAC
address 0800:0333:2222.

DST MAC
| 0800:0222:2222

{—

L3 = 192.168.3.1 3= 162 168.3.2 3= 102 168.4 1 L3 =192.168.4.2

L2=0800:0222:2222 |, _ 80003332022 L2 = 0800:0333:4111 2 - 0800:02221111

CuuDuongThanCong.com https://fb.com/tailieudientucntt
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Host-to-Host Packet Delivery (Step 8 of 16)

...rekinglot | ARP: | just got an ARP reply from 192.168.3.2.
Packet :| Let me add its IP and MAC to my ARP table.
E _-..-rl""

ARP: Now | have a mapping for my default gateway.
| can give Layer 2 a mapping for 192.168.3.2.

Reply ‘<i ARP: Layer 2, | have 192.168.3.2 mapped

to 0800:0333:2222

DST MAC
0B00:0222:2222

ARP
Reply

L3 = 192.168.3.1 L3 =182.168.4.2

L2=0800:0222:2222 | 5 - 0800:0333:2222 L2 = 0800:0333:1111 -2 - 080002224111

L3 = 192.168.3.2 L3 = 192.168.4.1

G 20 7 Scs Syada b Jng CuuDuongThanCong.com https://fb.com/tailieudientucntt
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Host-to-Host Packet Delivery (Step 9 of 16)

Layer 2: | can send out that pending frame. |

SRC IP SRC MAC
192.168.3.1 | 0800:0222:2222

L3 = 19216831 (3=192.16832  L3=1902.16841 o 19210842

L2 =0800:0222:2222 | , _ 0an0:0333:2222 L2 = 0800:0333:1111 =2 - 0B00:0222:1111
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Host-to-Host Packet Delivery (Step 10 of 16)

Router L2: | received a frame with my
MAC address. | need to pass it to L3.

[
Router L3: This is not my Router L3: | need to
address. |t needs to be routed. || forward this packet.
\( L—d‘""——“—

UDP SRCIP
HDR 182.168.3.1

SRC IP SRC MAC
192.168.3.1 | 0B00:0222:2222

L3 = 192.168.3.1

3= 192.168.3.2 (3= 19216841 0 19210842

L2 =0800:0222:2222 | 5 _ 4300:0333:2222 L2 = 0800:0333:1111 L2 - 0800:0222:1111

CuuDuongThanCong.com https://fb.com/tailieudientucntt
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Host-to-Host Packet Delivery (Step 11 of 16)

ot

192.168.3.0/24 Connected Gi 0/0
192.168.4.0/24 Connected Gi 0/1

Router L3: | have an interface on the

192.168.4.0/24 segment. | can
forward this packet directly to host.

Router L3: L2, send this packet. |

SRC IP
182.168.3.1

L3 = 192.168.3.1 13=102 16R.3.2 L3 = 102 168.4 1 L3=192.168.4.2

L2=0800:0222:2222 | 5 - 0B00:0333:2222 L2 = 0800:0333:1111 2 - 0B00:0222111

i X1 T ey iy rrem CuuDuongThanCong.com https://fb.com/tailieudientucntt
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Host-to-Host Packet Delivery (Step 12 of 16)

Parking Lot
Packet I
ARP: The ARP request will say
that | am 192.168.4.1.
ARP Are you 192.168.4.27
Reguest
SRC MAC ARP
| . 0800:0333:1111 | Reguest | . ]
£ f S~ \T
L3 =182.168.3.1 e L3 =182.168.4.2

L3 =182.168.3.2 L3 =182.168.4.1

L2=0800:0222:2222 | 5 - 0800:0333:2222 L2 = 0800:0333:1111 2 - 080002221111
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Host-to-Host Packet Delivery (Step 13 of 16)

Parking Lot
Packet |
ARP
Reguest
SRC MAC ARP
0800:0333:1111 | Reguest

L3 = 192.166.3.1 L3 = 102.168.3.2 13=102.168.4.1 L3=192.168.4.2

L2 =0800:0222:2222 |, _ 1g00:0333:2222 L2 = 0800:0333:1111 =2 - 0800:0222:1111
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Host-to-Host Packet Delivery (Step 14 of 16)

ARP

Reply

SRC MAC ARP
0800:0222:1111 | Reply

ARP
Haplyﬁ_

SRC MAC
0800:0222:1111

L3 =192.168.4.2
L2 = 0800:0222:1111

L3 =192.168.3.1 L3 = 192.168.3.2 L3 = 192.168.4.1
L2 =0800:0222:2222 | 5 - 0800:0333:2222 L2 = 0800:0333:1111
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Host-to-Host Packet Delivery (Step 15 of 16)
... Parking Lot

|F‘ac:I-LEt|

L
sEmmnamE Il

Router ARP: | just got an ARP reply
from 192.168.4.2. Let me add its IP
and MAC to my ARP table.

Router ARP: Layer 2, | have |
192.168.4.2 mapped to
0800:0222:1111

ARP

& Reply
DST MAC SRC MAC ARP
‘/ 0800:0333:1111 | 0800:0222:1111 | Reply
L3 =192.168.3.1 L3 = 192 168.3.2 L3 = 192 168 .4.1 L3 =192.168.4.2
L2 = 0800:0222:2222 L2 = 0800:0222:1111

L2 = 0800:0333:2222 L2 =0800:0333:1111

CuuDuongThanCong.com https://fb.com/tailieudientucntt
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Host-to-Host Packet Delivery (Step 16 of 16)

‘ Router L2: | can send out that pending packet.

SRC IP SRC MAC
182.168.3.1 | 0B00:0333:1111

—>

13 = 182.168.3.2 13=192.1684.14 0= 19216842

L2 =0800:0222:2222 | 5 _ 4an0.0333:2222 L2 = 0800:0333:1111 -2 - 0800:0222:1111

L3 = 192.168.3.1

£ XA e Syatarmm, e
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E;jle of a Switch in Packet Delivery (Step 1 of

MAC | Port
0800:0222:2222 | Fa0/1

Switch: | just received a frame from a
host that is not in my MAC table. Let
me add it to the table.

SRC MAC ARP V
0800:0222:2222 | Request

> Fa0N

T
Fal/3 —

L3 = 192.168.3.1 E a6 L3 = 192.168.3.2
d
L2 = 0800:0222:2222 |2 = 0800:0333:2222
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ﬂl?){:ule of a Switch in Packet Delivery (Step 2 of

MAC | Port
0800:0222:2222 | Fa0/1

Switch: Since the destination address
of a frame is broadcast, | will flood
the frame out on all ports.

SRC MAC ARP
0B00:0222:2222 | Request

T
Fa0/3 ) -

13 = 192.168.3.2
@ Fa0/6
12 = 0B00-0333:2222

Fa0/

L3 = 192.168.3.1
L2 = 0800:0222:2222
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Efle of a Switch in Packet Delivery (Step 3 of

MAC Port
0800:0222:2227 Fal/1
0800:0333:2222 Fal/3

Switch: | just received a frame from
a host that is not in my MAC table.
Let me add it to the table.

SRC MAC ARP

0800:0333:2222 Reply

T

Fa0/3 {3 -

L3 = 192.168.3.1 Fa0/6 L3 =182.168.3.2
d
|2 = 0800:0222:2222 L2 = 0B00:0333:2222

Fal/1
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Role of a Switch in Packet Delivery (Step 4 of

MAC Port
0800:0222:2222 Fal/1
0800:0333:2222 Fal/3

Switch: The destination MAC is in
my MAC table, so | will send the
frame out on port Fa0/1.

SRC MAC

L3 = 182.168.3.1
L2 = 0800:0222:2222

S 0 A Caesa: By o Ine CuuDuongThanCong.com
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