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Chuong 2 — M6 hinh chire nang FCAPS

2.1 Cacdbituong can quan Iy
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Tainguyén phancimgciia mot hé thong

HOST RESOURCES MIB
MODEM MIB
?ﬁ-f PRINTER MIB
TN a
T N
\
HARDWARE SPECIFIC MIBs

Title RFC STATUS
Host Resources MIB 2790 D
Entity MIB 2737 P
Job Monitoring MIB 2707 I
Printer 1759 P
Modem 1696 P
Parallel printer-like Hardware 1660 D
RS-232-like Hardware 1659 D
Character Stream Devices 1658 D
UPS 1628 P
LEGEND:
S=STANDARD
D=DRAFT STANDARD
P=PROPOSED STANDARD
I=INFORMATIONAL
E=EXPERIMENTAL
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TRANSMISSION MIBs -1
Title RFC STATUS

Ethernet-like Interface Types 2665 P
ADSL Lines 2662 P
SONET/SDH Interface Type 2558 P
ATM Management 2515 P
Frame Relay/ATM PVC Service Interworking 2955 P
Function
DS3/E3 Interface Type 2496 P
DS1,E1, DS2 and E2 Interface Types 2495 P
DS0 and DSO Bundle Interface Type 2494 P
Classical IP and ARP Over ATM (IPOA) 2320 P
IEEE 802.12 Repeater Devices 2266 P
Dial Control 2128 P
ISDN 2127 P
Frame Relay DTEs 2115 D

TRANSMISSION MIBs -2
Title RFC STATUS
IEEE 802.3 Repeater Devices 2108 P
Data Link Switching 2024 P
IEEE 802.12 Interfaces 2020 P
IEEE 802.5 Station Source Routing 1749 P
IEEE 802.5 1748 D
SMDS 1694 D
Source Routing Bridges 1525 P
FDDI 1512 P
Bridges 1493 D
Bridge Network Control Protocol of PPP 1474 P
IP Network Control Protocol of PPP 1473 P
Security Protocols of PPP 1472 P
Link Control Protocol of PPP 1471 P
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TRANSPORTLAYER MIBs
Title RFC STATUS

Real-Time Transport Protocol 2959 P
IP Version 6 MIB for the User Datagram Protocol 2454 P
IP Version 6 MIB for the Transmission Control 2452 P
Protocol

User Datagram Protocol (UDP) 2013 P
Transmission Control Protocol (TCP) 2012 P

APPLICATION LAYER MIBs
Title RFC STATUS

MIB for the PINT Services Architecture 3055 P
Mail Monitoring MIB 2789 P
Network Services Monitoring 2788 P
RADIUS Accounting Server MIB 2621 I
RADIUS Accounting Client MIB 2620 I
RADIUS Authentication Server MIB 2619 P
RADIUS Authentication Client MIB 2618 P
Directory Server Monitoring MIB 2605 P
DNS Resolver MIB Extensions 1612 P
DNS Server MIB Extensions 1611 P
SNMPv2 MIB 1907 P
RDBMS MIB 1697 P
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APPLICATION LAYER MIBs
Title RFC STATUS
DNS Resolver MIB Extensions 1612 P
DNS Server MIB Extensions 1611 P

2.2 Cac chirc nang quan tri

IETF sir dung chuan mé hinh chtrc ning ctia OSI:

1. Chirc ning quan tri 16i (Fault mgmt)

2. Chtrc nang quan tri kha nang thyc thi (Performance mgmt).
3. Chlrc ndng quan tri bao mat (Security mgmt)

4. Chucnang quan tri tai nguyén (Accounting mgmt)

5. Chtrc nang quén tri cdu hinh (Configuration mgmt)
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2.2.1 Quantri16i- Fault Management (1/3)

= Ldila cac tinh hudng xdy ra khong dang nhu thiét ké ban dau
— Baselines
— Lién quan dén céc gia tri thér}g ké va trang thai cta céac
thong so hoat dong cua hé thong va mang.
=  Céchoat dong:
—  Ngin chin 16i xay ra (prevent).
—  Phat hién c6 16i xay ra (detecting)
—  Dinhvildi (locating)
—  Cachly 16i (isolating)
—  Thay thé/ Stra chira

Quan tri 16i- Fault Management (2/3)

= Yéu ciu:
— Giam sat va thong ké duoc cac loai 16i twong tng véi
dbi twong can quan tri.
— Nhan biét nguyén nhan gay ra 16i va phuc hoi 16i.
— Trién khai cac giai phap Fault-tolerance /Fail-over
= Quan tam dén kha ning 13i tai cac diém c6 thé lam té liét
toan bo hé théng : Single point of failure
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Cacloaildi (1/2)

= Lditruyén dir ligu.
* Nhan di¢n thong qua cac 16p trong mé hinh TCP/IP
— TCP:
» Két nbi TCP
» Quad trinh g&i va nhan cac doan dir liéu TCP
— Go6iIP va céc 16i lién quan
— Tin hi€u xung clock tai l6p vat Iy (dot3)
* Nhén dién thong qua ICMP- source quench;
 Trang thai hoat dong hay khong hoat dong tai interface (up /
down)
= Cac canh bio vé:
— ngudn dién
— DPuong truyén vt ly
— Chay nd thiét bi

Cacloaildi (2/2)

— L&ivi pham QOS:
— Sd cac goi 16i trong 1 don vi thoi gian
— S gbi truyén lai
— Thoi gian tic nghén hay suy giam kha ning hoat
dong cua tai nguyén mang.
» Qua tai: dan dén viéc hity goi goi ra hay nhan
Vao
— Lbido phan mém
— Lbdido moi truong hoat dong
« Doam
* Nhiét do
* Rung dong
* Vius ...
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banh gia va nhan dién 101

= Mirc d6 nghiém trong cua 16i.
* Canh b4o (Warning)
« Lbinho (Minor)
« Li quan trong (Major)
« Ldinghiém trong (Critical)
= Murc d6 nhén dién dugc 16i:
« Nhan dién rd rang nguyén nhan gay ra 15i (cleared).
* Nhén dién khong rd rang (indeterminate).
« Thoi gian , dia diém dat thiét bi va vi tri 16i trén thiét bi.

= Hé thong thé 16i- Trouble Ticket

Trouble Tickets — thudc tinh quan tri

= Ngay, gio hu hong xay ra

=  Ngay, gi¢ hu hdng dugc xur Iy xong

= Thong tin ngudi tiép nhan bao hong

=  Thong tin ngudixt Iy hu hong

= Co sd nhan biét sy cd (thong tin thu thap dugc tir cac Mibs so voi
baselines)

= Thong tin vé nhan dién thiét bi hu hong

=  Vitri hu hong

*  Tinh trang hu hong

= Loaildi giy ra su cb

= Chandoan nguyén nhan hu hong

*  Phuong phap xt ly

= Kétquaxuly
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Trouble Tickets — Muc dich st dung

= DPanh gia va thong ké cac loai 16i
— Kha nang nhan di¢n cac loai su kién lién quan
— Kha nang nhan dién cac loai su kién tuong quan
= Panh gi tinh dung dan trong xtr Iy hu hong
= Panhgia tinh hiéu qua trong cong tac quan tri 16i clia quan tri
vién.
= Danh gia chat lugng san pham hay chat lugng hau mai cia nha
xan xuat, nha cung cip.

2.2.2 Chtric nang quan tri kha nang thyc thi (1/2)

* Quitrinh Proactive
= Tap trung vao cac doi twong can quan tri.
= Caic tiéu chi thuc hién:
— Thoi gian dap @ng (Response time):
« Tic ngh&n (congestion)
« MAét g6i-> truyén lai (Retransmission)
« Yéutd anh huong: Links/ Hosts (end systems + transition)
— P tin cdy (Reliability)-> truyén lai (ARQ):
* Pkts Error; Duplication; Pkts loss
« =>anh huong dén: thoigian tré va hiéu suat truyén
— Tinh manh mé, bén bi (Robustness):
— Can bang tai khi can thiét (Load Balancing).
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Functions Network mgmt

Faults Monitoring

Performance Measurement

Faults
-Error Faults
-Lost Reliability Response time | -Congestion
-Duplication -Dropped Pkts
Performance
Robustness
To End Users

| Load Balancing|

Théngké dir liéu va 16i

= DPanh gia tinh sin sang cua hé thong :Availability.
— Phan trdm thoi gian tai nguyén mang san c6 ddi véi ngudi ding
v6i tong thoi gian dugce do.
Availability = MTBF/(MTBF+MTTR)

— Downtime: thoi gian hé thong hay tai nguyén khong sin sang.

MTTRepair = MTTDiagnose + MTTRespond + MTTFix
f !

f
Average number of  Average number of = Average number of
minutes until the minutes until the minutes until problem
root cause is service or vendor is fixed (shows
diagnosed (shows personnel arrives efficiency of repair
efficiency of NOC)  at location people)
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* Vi dl,} 1: s6 gio mdi thang ma hé thong hoat dong dugc chia
vo1tong gio trong thang (720 hours)
e Vidu?2: Xéac dinh sb gi0 hoat dong néu availability la:
* 99%dén 99.5%
«  Vidu3: Néu MTBF=10,000 va MTTR=4
=> Availability = MTBF/(MTBF+MTTR)

=10,000/(10,000+4) = 99,996%

23

Nghién ctru tinh hudng

= Thu thap thong tin thong ké cho phép danh gia performance

= Vidu:
Reasons:
e é progper setti a{ Transmiodion Time -out??
- Tlhe congedtion of uctuwork 7
- The bad link 77
Statiotico P Statistico
E Lok ) E
-Case2:
- Cacel: ) ;
- Rececved | packet with bad CREC
- Seut 1500 packets

- Received 2000 good packere

- Retransmit S00 packets ‘

lwru hanh nél bé- pmngs%ggduvn https://fb.comtailieudientucntt


../../../Mindmap-ppt/MIB-II%20-%20NTPD-%20tree%20of%20SNMP.doc
http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Bg.Quan ly mang - Gv.NTPDung

X/
L X4

2.2.3 Quan tri tai nguyén - Accounting management (1/2)

Danh gia thuc trang d6i véi cac thanh phan tai nguyén mang
=>tao co s hoach dinh, phat trién hé thong trong tuong lai.
> Giam sat, do dac va bao céo théng ké tirng loai tai nguyén.
«  Hangngay; Hang tuan ; Hang thang; Hang nim
Do vabaocaothongkeé veé so liéu sit dung cia ngudi dung cuoi, vé mic
tiéu thy, thoi gian su dung.

* Theo tirng c4 nhan
* Theo nhém
> Phan tich-> xem xét -> danh gia cic thanh phan lién quan
» Khanang thuc thi
» Muc kha dung

Quan tritainguyén - Accounting management (2/2)

< Co giai phap xur ly dung dan:
v Tim hiéu ngudn tiéu thy tai nguyén:
= Xéac dinh dugc tai khoan sir dung.
= Xac dinh dugc may truy cap st dung.
= Khongxéac dinh dugc ngudn truy cép.
v" DPua ra giai phap thich hop:
= Phdihop véi cac nhom quan tri khac:
o Nhom quan tri khéa nang thyc thi
o Nhom quan tri bao mat.
o Nhom quan tri ciu hinh.
= Nangcap hay morong
% Danh gia chi phi cu thé cho timg loaj tai nguyén dugc chia s& dbi voi
chinh sach su dung tai nguyén cu the.
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(AAA).

* Rights
* Permission
* User profile

— Nhat ky 16i...

Congcy hd trg cho quan tri tdi nguyén

= Congcuhd trg cho quan tri tai nguyen thucng duoc ho trg thém
chtrc ning kiém soat bao mat nhu xac thuc, cap quyén va theo di

= Mot sb cong cu dugc su dung phé bién nhu: RADIUS, Diameter.
= Vidu: RADIUS c6 cdu tric file quan 1y cac thong tin co s nhu:
— Danh sach nguoi dung cudi
— Danh sach cac thudc tinh mé ta ngudi ding cudi:

— Nhat ky vé chi tiét truy cap va str dung ctia tirng tai khoan

N
IF Mibs

ifNumber (1)
ifTable (2)
ifEntry (1)

iflndex (1)

iDeser (2)

ifType (3)

ifvitu (4)

ifSpeed (5)
itPhysicalAddress (6)
itAdminStatus (7)
ifOperStatus (8)
iLastChange (3)
ifinOctets (10)
iflnUcastPkts (11)
idInNUcastPkts (12)
iflnDiscards (13)
iflnErrors (14)

iflnU nknown P rotes (15)
O uwtOctets (16)
ifOutlUcastPkts (17)
HOutNUcastPkts (18)
HOutDiscards (19)
ifOutErrors (20)
HOutQLen (21)
ifSpecitic* (22)
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IP Mibs

ipForwarding (1)
ipDefault TTL (2)
iplnReceives (3)
ipinHdrErrs (4)
iplnAddrErrars (5)
ipFerwDatagrams (8)
iplnUnknownProtos (7)
ipinDiscards (8)
iplnDelivers (9)
ipOutRequests (10)
ipCutDiscards (11)
ipOutMoRoutes (12)
ipReasmTimeout (13)
ipReasmBPegds (14)
ipReasmOKs (15)
ipReasmFails (16)
ipFragOKs (17)
ipFragFails (18)
ipFragCreates (18)
ipAddrTable (20)
ipAddrEntry (1)
ipAdEntAddr (1)
ipAdErtIfindex (2)
ipAdERtNetMask (3)
ipAdEMBeoastAddr (4)
ipAdEMtReasmiaxSize” (5)

TCP Mibs

tepPRtoalgorthm (1)
tepRtoMin (2)
tepPtoMax (3)
tepMaxConn (4)
tcpActiveOpens (5)
tepPassiveOpens (B)
tepAttempt Fails (7)
tcpEstabFessts (8)
tepCurrEstab (9)
teplnSegs (10)
tepOutSegs (11)
tepRetransSegs (12)
tepConn Table (13)
tcpConnEntry (1)
tepConnState (1)
tepConnLocalAddress (2)
tepConnlLocalPort (3)
tepConnRermAddress (4)
tepConnRemPort (5)
teplnEms® (14)
tepOutRsts® (15)
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UDP Mibs

udplnDatagrams (1)

udpMNoPorts (2)

udplnErrors (3)

udpOutDatagrams (4)

udpTable™ (5)

udpEntry® (1)

udplocaladdress® (1)
udplLocalPort * (2)

EGP Mibs

o~

egplnMsgs (1)

egplnErrors (2)

egpOuthMessages (3)

eqpOutErrors (4)

egpMeighTable (5)

egpMeighEntry (1)

egpMeighState (1)
egpNeighAddr (2)
egpMeighAs® (3)
egpMeighinMsgs” (4)
egpMeighinErrs® (E)
egpNeighOutMezges* (&)
egpNeighQutErrs® (7)
egpMeighlnErrMsgs® (8)
egpNeighQutErrMlsgs® (8)
egpNeighState Ups® (10)
egpNeighState Downs® (11)
egpNeighlntervalHella™ (12)
egpNeighlntervalPall® (13)
egpMNeighMaode’ (14)
egpMeighBventTrigaer” (15)

egpAs” (6)
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Dot3StatsEntry

= Dot3StatsEntry ::= SEQUENCE { dot3StatsIndex Interfacelndex,
dot3StatsAlignmentErrors Counter32,

dot3StatsFCSErrors Counter32,
dot3StatsSingleCollisionFrames Counter32,
dot3StatsMultipleCollisionFrames Counter32,
dot3StatsSQETestErrors Counter32,
dot3StatsDeferredTransmissions Counter32,
dot3StatsLateCollisions Counter32,
dot3StatsExcessiveCollisions Counter32,
dot3StatsInternalMacTransmitErrors Counter32,
dot3StatsCarrierSenseErrors Counter32,
dot3StatsFrameTooLongs Counter32,
dot3StatsInternalMacReceiveErrors Counter3?2,
dot3StatsEtherChipSet OBJECT IDENTIFIER,
dot3StatsSymbolErrors Counter32 }

icmpinMsgs (1)
1 ic mplnErrors (2)

ICMP Mlbs icmplnDestUnreachs (3)
icmpinTimeExcds (4)
ic mplnParmnProbs (5)
icmpInScGuenchs (6)
icmpinRedirects (7)
icmpinEchos (8)
lemplnEchoReps (9)
icmpinTimeStamps (10)
icmpinTimestampReps (11)
icmplnAddrMasks (12)
icmelnAddrMask Reps (13)
icmpOuth sgs (14)
icmpOutErrors (15)
iempOutD estUnreachs (16)
iempOutTimeExeds (17)
icmpOutParmProbs (18)
ie mpRutSreQuenchs (19)
icmpOutRedirects (20)
icmpOutBEchos (21)
icmpOutEchoReps (22)
ic mpOut TimaStampe (23)
icmpOutTimestampReps (24)
icmpOutAddrM asks (25)
icmpOutAddrM askReps (26)
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2.2.4 Quan tri bdao mat-Security Management (1/2)

= Chinh sach bao mat.

— Thiét 1ap cac nguyén tic, diéu khoan, mirc ché tai, xir phat
ap dung cho céac ddi tuong lién quan dén viéc trién khai,
quan ly, sir dung va phat trién tai nguyén duoc chia sé trén
mang.

— Chinh sach bao mat dugc xay dung phu hop véi yéu cau va
chinh sach chung cua td chic.

Quan tri bao mat:

— Kiém toan viéc tuan thu chinh sach bao mat cta cac ddi
tuong lién quan.

— DPénh gia dugc tinh hi¢u qua cua céc giai phap bao mat dugc
trién khai.

Quan tri bio mat-Security Management

Databases
— Applications

Sharing Resource

Hardware

\ Software

Sharing Resources
Policy

Services

—\Qass.fybyA&c LA da>

-
Modifiability for I \ Conceming People

the development
Administratorg

7 Security

Persistence

Owner

Users/ Groupg
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Risk Management

Assets

/ [ Identification

—

Threats:
man-made, naturg

Vulnerabilities/

Remedy/
Mitigation

] Weakness
Risk
Management Controls
Analysis/Evaluation to protect

\:ost-Benefitanalysis
Control to reduce threat

Subjective intangible values

Transfer: Get insurance or outsource it

Accept: Hope for the best

Information Classification v

[ Basedon C.I.A }

Information
Classification

Private Sectors

Confidential
!

Sensitive

}
Public

Protection level

v

Procedures

Controls to protect
1

v

Labeling forhandling

*»| Top Secret
]

Seqret
¥

Confidentia
]

A

Sensitive
]

Unclassified
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Chinh sach biao mat- Doi véi chu dau tu
< D6ivéi chit dau tu: xéc dinh 1d tai san hitu hinh va vo hinh cia
t6 chirc. Tir d6 dua ra cac qui dinh cho cac dbi tuong lién quan.
% Xay dung chinh sach bao mat:

1. Nhan dién cac nguén tai nguyén, thiét bi can bao mat
(Assets)

2. Phan tich rui ro bao mat (Risks)

3. Phan tich cac yéu cAu bao mat va cac thach thirc phai d6i
dién (Requirements & tradeoffs)

4. Phat trién mot ké hoach bao mat (Security plan)

5. Pinh nghia cac nguyén tic, yéu cau tuan thi , yéu cau thyc
hién trong chinh sach (Define a security policy)

6. Phat trién thi tuc, qui trinh 4p dung chinh sich bao mat
(Procedures)

Panh gia cc taiinguyén trén hé thong

* Hardware

= Software

= Ung dung nghiép vu (Applications)

= Dirli¢u (Data)

=S¢ hiru tri tu¢ (Intellectual property)

= Bimat thwong mai (Trade secret)

= Danh tiéng cua cong ty (Company’s reputation)
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Chinh sach biao mat-Doingli quan tri mang va users

* Doi ngil quan tri mang/ 1T staff: ngudi tham gia phat trién va quan
ly tai nguyén:
« Thiét ké va trién khai ding din giai phap bao mat cho cac tai
nguyén dung chung.
*Gidm sat va danh gid dugctinh hiéu qua cua céc gidi phap bao
mat dugc trién khai.
«Thue hién kiém toan cac hoat dong quan tri va khai thac tai
nguyén -> nhanh chéng phat hién cac khiém khuyét trong hoat
dong bao mat mang
« Xay dung va trién khai chinh sach bao mat di v6i USERs
D 6i voi users: hiéu duoc quyén lgi va trach nhiém trong viée st
dung va bao vé tai nguyén dung chung.

Céc thach thirc vé bao mat (Security Tradeoffs)

= Affordability
= Usability

* Performance
= Availability
= Manageability
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P6ivéi bo phan quanly mang

Trién khai duoc cac giai phap vé ki thuat bao mat phu hop
(Technical Solutions)

Kiém s6at dugc su tuan thu chinh sach bao mat chung ctua tat
cd cac doi tugng lién quan (Achieve buy-in)

Huéan luyén thuong ky (Training users, managers, and
technical staft)

Trién khai cac chién luoc va thi tuc bao mat (Implement
security strategy and procedures)

Giam sat, Kiem thu va cap nhat, dicu chinh néu can thiét

Kiém toan thuong ky boi bd phan doc 1ap

Thiét ké bao mat theo modules

Internet connections

Public servers and e-commerce servers
Remote access networks and VPNs
Network services and network management
Server farms

User services

Wireless networks -
Management

Partner Site

Extranet

- - -~ Teleworker
Intarnet Edge o 2
Data Center gkl
E-Commerce
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Cacgiai phap baomat coso (1/3)

<% Giit cho hé théng va mang dugc an toan ddi voi cac truy
cap trai phép.
—  Pambao tinh sin sang cua tai nguyén, hé théng quan
tri tai nguyén.
—  Trién khai cac hé théng bao vé vong ngoai:
— tuong lua: firewall (packet filter; proxy)
— phat hién tham nhap IDS/IPS

Cac giai phap baomat coso(2/3)

< Thuc hién duoc yéu cau bao dam tinh riéng tu, tinh toan ven di
liéu trong truyén thong va luu tru dit liéu.
—  Tinh riéng tu (privacy) hay tinh bi mat (confidentiality)
—  Tinh toan ven di liéu (integrity)
«  Trién khai cac hé thng xac thuc, cip quyén: AAA
— Authentication
— Authorization

— Accounting
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Cac giai phap baomat coso(3/3)
< Cung cap dugc phuong tién thuc hién trao doi dit liéu an toan
cho ngudi ding cubi:
—  Sir dung mat khau (theo chinh sach mat khau)

—  Sirdungkhoa dbi xtrng- symmetry key hay khoa bi mat
(secret key)

—  Sirdung khoa bat d6i xtrng: asymmetry key
» Khoa cong khai (public key):
» Khoariéng (private key)

< Danh gia va phan loai d6 nhay cam, tam quan trong dir li¢u
truyén thong va luu trir theo tiéu chi CIA

— Confidentiality, Integrity , Availability

Bao mat trong congtac quan trimang

= Phan cap quyén quan tri cu thé theo ddi tuong quan tri.
— Xéc dinh mirc d6 can xac thuc va mi hoa khi truy cap vao co
sO thong tin quan tri trén thiét bi duogc quan tri.
— Chidinh cu thé nhom dbi twong quan tri d6i v6i ngudi co
quyén quan tri.
— Quyén han d6i v6i nhom théng tin quan tri.
= Yéu cau ma hoa thong tin quan tri trong truyén thong giira hé
théng quan tri va he théng dugc quan tri.

= Strdung cac dudng truyén VPN can thiét.
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Typical Org Chart

[Board ofDiectorsTrustees]————{presigen

|

[cFo] [eio| [cTO

| Infrastructure Director | |Security

Director| | ISM Director

Project

Security Architect| |Security Architect

Enterprise

Security Analyst Security

Auditor

Security-Oriented Org Chart

CIO

[Board orDirectors Trustees|———Tpresident]

IT Audit Manager

=

Security Director

Enterprise

Security Architect

Security Analyst FiElee!

Security Architect
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Thebest security-Oriented Org Chart

—

1
X AuditManager

IT Audit Manager _
I |

Audit Committee CIO

X Director

Enterprise Security Analyst Project

Security Architect Security Architect

2.2.5 Quantri cau hinh - Configuration management
(1/2)

* Quantri ciu hinh.
- Thiétrlép va ‘Cép nhét dugc cac ho so k¥ thuat mdt cach co
h¢ thong nham muc dich:
« Nhan dién cac thanh phan n6i mang, thanh phan tai
nguyén mang va ngudidung cudi.
« Luu trr thong tin chi tiét:
= Chinh sach chia s€ tai nguyén
= Chinh sach bao mat
= Ho so thiét k¢, trién khai va kiém thi
. C‘éu hinh pl}én cing & phan mém va thiét lap ban
dau cua thiét bi.

= Qua trinh xtr Iy va thay d6i trén mot thiét bi.

lwru hanh nél bé- mﬂngs%ggduvn https://fb.comtailieudientucntt

26


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Bg.Quan ly mang - Gv.NTPDung

Quan tri cdu hinh - Configuration management (2/2)

= Muc dich: Trién khai thanh cong cac hoat dong quan 1y su thay d6i
cAu hinh mdt cach chic ché va nhat quan.

— Thiét lap duoc cac gid tri co s (baseline) cua cac dbi tuong quan
tri dugc kiém thtr cudi cung trudc khi dua vao st dung.

— Duy tri dugc su toan ven cac s6 do vé nang luc hoat dong cia hé
thong trong sudt chu ky séng ctia cac hé thong nbi mang.

— Theo d&iva truy van dugc cac thay doi vé cu hinh, cac gid tri
thiét 1ap hoat dong cua hé thong trén mang LAN, WAN, cho phép

quan tri rai ro mot cach hi€u qua.

Céacloaithdéngtin ciu hinh

= Thong tin c4u hinh vé:
— Ph;?ln clirng va phan mém cia cac thanh phan thiét bi va hé
thong (systems)
— Céac duong két ndi vao thiét bi/ hé thong
* NIC->Media-BW
= Céc thong tin nhan dang thanh phan mang
— ID/ Addresses/ Name...
= Cac thong tin vé baselines:
— Céc thong tin vé yéu cau thiét ké, két qua thiét ké va trién
khai, kiém thir
— So d6 mang (Topology; diagrams, cable structure, ...)
— Cac gia tri cai dat ban dau (setting up)
— Céc gia trj & mirc dugce chap nhan cua cac thong sb diéu khién
hoat dong mang

|U’U hénh nél bé' mm&%ﬁ,@dvn https://fb.com/tailieudientucntt


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Bg.Quan ly mang - Gv.NTPDung

mib-2 (1)

Byatem
(1)

snmp
1)

interfaces
i2) transmission

address Ky

translation
(3)

oim

egp (9

udp (8)

@ O tep @)
(6)

sysDescr (1)

sysObjectlD (2)

sysUpTime (3)

sysContact® (4)

sysMame* (5)

sysLocation® (6)

sysServices® (7) * Adced by MIB-1I

Cacmoiquan hé gitra cac chirc nang quan tri

= Modi quan h¢ gilra quan tri kha nang thuc thi va quén tri 16i

= Modi quan hé gilta quan tri kha nang thuc thiva quén tri cAu
hinh.

= MGdi quan hé giita quan tri kha ning thuc thiva quan tri
bao mat.

= Moi quan hé giita quan tri 16i va quan tri ciu hinh.

= Moi quan hé giita quan tri 16i va quan tri bao mat.

= Moi quan hé giita quan tri tai nguyén mang va quan tri ciu
hinh.

= Mbi quan hé giita quan trj tai nguyén mang va quan tri bao
mat.
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