Bg. Quan ly mang -GV.NTPDung

Chuong 3: M6 hinh t6 chirc va mé hinh thong tin

1. MO hinh t6 chirc quan tri mang Internet
> Céc thanh phan chirc ning

2. M0 hinh thong tin (Information Model)
> Céutriic MIB-SMIv1

» RMON

M0 hinh té chire- Organization model

Mgmt protocol e

MgmtAppls L ../ o oo Mgmt object
-
e
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Hé thong quan tri mang- NMS (1/2)

= Bao gdm cac (g dung hd trg cong tac quan tri mang:
— Thu thap thong tin quan tri tir cac dbi twong, thanh phan dugc
quan tri (managed devices)
— Phan tich thong tin quan tri
— Piéu khién, xir Iy su cd
= NMS cung cp giao dién, phuong tién hién thi, chi bao hd tro
cho cong tac giam sat va didu khién mang.
= NMS thuc hién cic cong tac quan tri tir ngudi quan tri doi voi
cac thanh t6 can duoc quan tri trén toan hé théng mang.
= Luu trir va két xuat duge thong tin quan tri thu thap dugc tu cac
thuc thé dugc quan tri.

Thanh phan duoc quan tri (managed devices)

= (Cacthanh ph'?m ndi mang dugc quan tri bao g@)m:
— Agent: Phan mém dic dung, ¢6 chirc ning:

* Bién dich thong tin quan tri thanh dang thirc c6 thé luu
trir trong co s¢ dit liéu quan tri (MIB)

* Luu trir cdc thong tin sau khi bién dich.
« Tuong tac duoc véi hé théng quan tri (NMS)

— Co s¢ thong tin quan tri MIB.
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Co s¢ thong tin quan tr1 MIB

= Luu trir cac théng tin quan tri gdm cac tham s dai dién cho hoat
dong truyén thong va trang thai ctia thanh phan duoc quan tri.
= Cac dbi tuong quan tri cia MIB la:
— Cac giao thirc truyén thong
* B0 giao thuc TCP/IP: MIB-II
— Céc nha san xuit san phdm mang;
« Phan clrng: may in, thiét bi luu trer, cam bién. ..
» TCP/IPX Connection- RFC 1792
» Apple-talk- RFC 1742
* DECNET Phase IV- RFC 1559
— Quan tri su kién tir cac doan mang phan tan:
* Notification Log MIB- RFC 3014
* Expression MIB- RFC 2982
* Event MIB- RFC 298-

Giao thirc quan tr1 mang

1. Giao thirc quan tri mang la tp hgp cac thu tuc tao ra cac thong
diép dicu khién cho phép hé thong NMS va agent c6 thé tuong
tac dugc vo1 nhau.

2. C62 giao thic duge chuan héa sau:

1. Simple Network Management Protocol (SNMP) str dung trong
mo hinh mang TCP/IP.

2. Common Management Information Protocol (CMIP) str dung
trong mo6 hinh mang OSI.

3. Giao thirc quan tri proxy dugc sir dung trong trudng hop hé thong
NMS va agent khong st dung cung giao thirc quan tri.

4. Giao thuc SNMP dugc str dung pho bién nhét trong ca mang
Internet va mang vién thong ngay nay.
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Giao thirc quan tri mang SNMP

* Nhiém vy cﬁ‘a giao thirc S‘NMP: thu thap thong tin quan tri tur
cac thanh phan quan tri vé NMS.

= (62 co ché thu thap thong tin;

»  Thu thap dang chu dong: polling.

— Chﬁ‘ déng,g(yi yéu cau thu thap cu thé loai thong tin quan
tri can thict

— Strdung 2 thong di€p request (gdi tir NMS) va response
(goitur agent)

= Thu thap thong tin dang bi dong: trapping.

— Mot mirc ngudng dugce xac di7nh trudc cho mot tham bién
quan tri dugc quan tam cu the trén thanh phan dugc quan
tri.

—  Khivuot ngudng qui dinh, agent s€ goithong di€p
trapping vé cho NMS

M6 hinh t6 chitc cia SNMP/IETF
©1990, IEEE

= SNMP implemented on the top of UDP (or TCP), IP and relevant network-
dependent protocol (ex, Ethernet, FDDI, X.25, ATM,...)

Management Host

station

Netw Agent Process| User process
etwork,_, Manager Process

manager

SNMP SNMP FTP, etc

Central UDP TCP
ubP MIB c

P IP

Network-dependent
Protocol

Network-dependen
Protocol

Host Router

IAgent Process |User processes | Manager Process

SNMP FTP, etc SNMP

UDP

ubP TCP

P P

Network-depender

Network-dependent Protocol

Protocol
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Mo hinh théng tin quan tri d6i voi chuan IETF/ OSI

- —rmm = - i gm - >

Application MGoi trwong USER

Application - - _________ .

Presentation SMI (ASN.1- BER-MIBs)

I

------------ Session |-
TP \UDP Transport
e - Méi truwomng OSI
1P Network
Data link

M6 hinh thong tin quan tri

= Chu triic théng tin quan tri- Structure of Management Information
(SMI)
* Dinh dang’duqc str dung cho viéc mo ta cac d6i tuo ng quan
tri truy xuat thong qua giao thirc SNMP
* Ngonngir 1ap trinh ASN.1 Abstract Syntax Notation One
(ASN.1)dinh nghia céc doi tugng quan tri lién quan
« Ludt mé héa dit liéu truyén trong mdi trudng OSI- Basic
Encoding Rules (BER)
« Tt gé cAu tric ASN.1 duoc tqyén tudn tu qua moi trudng
truyén theo luat ma hoa va chuan CCITT X.209 BER
« MIBs quyét cac khia canh quan tri cho d6i twong can quan tri
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Abstract Syntax Notation One- ASN.1

ASN.1 14 dang ngén ngir 1ap trinh nhu C/C++ . Pugc st dung dé
xdy dung dinh dang cac thong diép diéu khién SNMP va mo ta
loai dit liéu cho cac dbi twong quan tri.

= MostSevereAlarm ::= INTEGER  -- typedef MostSevereAlarm int;

®= ErrorCounts ::= SEQUENCE {

circuitID OCTET STRING,
errored Seconds INTEGER,
unavailableSeconds INTEGER

}

Basic Encoding Rules- BER

= MObi quan hé song song giita ASN.1 and BER thé hién giira
mi ngudn (source code) va mi may (machine code).

= CCITTX.209 chi dinh chuan hoat dong cho Basic
Encoding Rules

= Tit ca cac thong diép diéu khién SNMP déu duoc chuyén
ddi tuan tu tir dang ASN.1 sang céc don vi di¥ li¢u nhi
phan, nho hon (BER)
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CAu trac MIB-SMIv1

- OBIJECT-TYPE
- Chubimé ta ddi trong cta thong tin quan tri.
- B0 nhan dang: Object IDentifier (OID).
- SYNTAX
- DPinhnghia loai dir liéu cua thong tin dugc luu trir trong ddi
tuong quan tri
- ACCESS
- Céckiéu truy cap vao ddi tuong quan tri, bao gdbm READ-
ONLY, READ-WRITE.
- STATUS
- Trang thai cia d6i twong quan tri lién quan dén ma truy cap
thong qua SNMP community.
- DESCRIPTION

- Motalydo ton tai cua dbi twong quan tri.

MIB — Management Information Base

MIB - tree view MIB - syntax view

[mib-2(1) Minh hoa:
sysUpTime OBJECT-TYPE
SYNTAX Time-Ticks
ACCESS read-only
STATUS mandatory
DESCRIPTION
) “Time since the
network
management
portion of the
system was last re-
initialised.
;= {system 3}

system(1)

sysDesc(1)
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Nhan dién d6ituong quan tri (OID)

= Thong tin nhan dang dbi tuong quan tri “Object Identifier”
— Tén ctia tham bién quan trj .
= Ludn bét dau boi 1.3.6.1...
— 1.3.6.1.2.1... dai dién cho cac
tham bién d3 dugc chuan hoa MIB-IT
— 1.3.6.1.4.1... dai dién cho cac tham
bién duoc dinh nghia boi nha san xuat.
- Example .1.3.6.1.2.1.1
-1s0(1). org(3). dod(6). internet(1) .
mgmt(2) .mib-2(1) . system(1)

iso(1)

org(3)
dod(6)
internet(1)

private(4)
directory(1)

tcp(6)

system(1)

interfaces(2)

MIB — Management Information Base

SNMP Instances

Mbi dbi twong MIB c6 thé c6 mot hay nhiéu gia tri (instance)

clia ciing mot dbi tugng quan tri.
iso(1) org(3) dod(6) internet(1) mgmt(2) mib-2(1) interfaces(2)
ifTable(2) ifEntry(1) if Type(3)
= E.g.nhan dién if Type cho interface (gia st chon 3) ctia mot
host nao do.
- Truong hop mot ddi tuong quan tri MIB co thé dai dién bai
nhi€u instances thong qua Tables, Entries, va Indexes.
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MIB — Management Information Base

= Tables, Entries, and Indexes.

ENTRY + INDEX = INSTANCE

ifType(3) ifMtu(4) Etc...

Index #1 ifType.1[6] ifMtu.1
Index #2 ifType.2:[9] ifMtu.2
Index #3 ifType.3:[15] ifMtu.3

Vidy truy van théng tin Mib

- Néutruy van MIB trén

ifType

- ifType.1:6 ifType OBJECT-TYPE

- ifType.2:9 S;N;l;?X INTEGER {
. other(1),

] ﬂTYI? e.3: 15 ethernet(6),

Tuong trng vo1: tokenRing(9)

- ifType.1 : ethernet fddi(15),

- ifType.2 : tokenRing .

- ifType.3 : fddi ete...
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Loaidir licu SNMP MIBs

= Kiéu dir liéu pho bién:
— Integer -- signed 32-bit integer
— Octet String
— Object Identifier (OID)
— Null
— Sequence/ Sequence of
= Kiéu dir lifu diic trung:
— IpAddress -- OCTET STRING of size 4, in network byte order
— Counter -- unsigned 32-bit integer (rolls over)
— Gauge -- unsigned 32-bit integer (will top out and stay there)
— TimeTicks -- unsigned 32-bit integer (rolls over after 497 days)
— Opaque -- used to create new data types

3.4.1 ADDRESS TRANSLATION GROUP

at (3)

mib-2(1)

system(1)

at(3)

atTable (1) interfaces(2)

LLI’U hé n h nél bé mm@%ﬁg;u .vin https://fb.com/tailieudientucntt

10


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Bg. Quan ly mang -GV.NTPDung

atTable

atPhysAddress
tNetAddress

ABCD aa.bb.cc.dd
EFGH ee.ff.gg.hh

N | = | atlfindex

n WXYzZ WW.XX.YY.ZZ

3.4.2 IF GROUP OF MIB-II

vé tai giao dién mang
= Moi quan hé ifindex ddivéi dia chi IP.
= ipAddrTable— liét ké tat ca dia chi IP.
= Cung cip con tro ifIndex chidén interface cu thé.
= RFC 1213

= RFCI229 interface (2)

ifNumber (1)

= Cung cap thong tin chi tiét lru lugng duoc goi di hay nhan

/\

ifTable (2)
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= 1=up
= 2=down
= 3 =testing

= ¢ jifAdminStatus / ifOperStatus

ifTable OF MIB-II
[%2]
2 »
» e h
62,9 25, &t ftg
c 8 2 x 0 8 L o =
vmﬁgw%w‘&wiﬁwssé’go
- 2 cC - c g o8 T s cog 835 0 298 &
X 5 g o3 E 2088352 2€0o0zawa o
0 o 2E o0 H 2 S 2 - c Q222U 3
UQ%EQ__C'OQ_£ODZDUJD:33:§::SQ_
e PE 2L TR IS sssss20202Q20Q2¢Q¢
1 o
2 ol »
n o~
ifType and ifStatus
= ifType
= EXAMPLES:
1 Undefined 16 LAPB
6 Ethernet 20 ISDN Basic
7 IEEE 802.3 21 ISDN Primary
8 |IEEE 802.4 23 PPP
9 IEEE 802.5 24 Loopback
10 IEEE 802.6 28 SLIP
15 FDDI 32 Frame Relay
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IPPACKET COUNT
L —— | ipOutRequests

| ipinUnknownProtos <-|—

| ipInDiscards |<

| ipForwDatagrams |= | ipOutNoRoutes |
i iscards

ipInAddrErrors| «— ibFraqO
ipInHdrErrors f«—— ipFragFail
FragCreat
| ipinReceives |—|— §— CPFragCreates

ipAddrTable

[}

N

p

—

©

x ) =

x © < IS

[ _8 = N (%

) c ® 3 3]

< = Z Q %

{= < c c c

L L L L L

el kel © © ©
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S = 8 = =
192.89.16.4 1 255.255.255.0 1 65535

192.89.16.8
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ipNetToMediaTable
ipNetToMedia ipNetToMedia ipNetToMedia ipNetToMedia
Ifindex PhysAddress NetAddress Type
1 08:00:20:00:25:66 129.14.16.4 3 (dynamic)
2
ipRouteTable of MIB-II
8- N[ | |0
T |3 IR IR
7] x T 7] BEEESEl 0| £
) ) © Solololole o o |o
a z E = 2SS EESE K| £ |<
2 2 2 2 22221228 T |
= S > =] S|3|3|3|3|3| 3 5 |5
) [¢] o [e] 0lO0|O0|O(O|O| O o o
(14 14 14 14 Ko Leoe £ ¥ |
= 2 = 2 ggeeee 2 o |2
129.14.164 129.16.1.7| 1 | 255.255.00| 3 ospf | &=
o~
192.89.16. S
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ICMP (5)

3.4.4 ICMP GROUP
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icmp
» message

types
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——» icmpOutErrors
icmpOutMsgs

Y

]
- —
]
-—
P —

ICMP PACKET COUNT

icmp
message < <—

types
icmpInMsgs

icmplInErrors

COUNTS FOR EACH ICMP MESSAGE TYPE HOW OFTEN IT

HAS BEEN:
* TRANSMITTED

*RECEIVED
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tcpRtoAlgorithm (1)

3.4.5TCPMIB

RFC 2012 - PROPOSED STANDARD

tcpRtoMin (2)
tcpRtoMax (3)
tcpMaxConn (4)
tcpActiveOpens (5)

tcpPassiveOpens (6)

TCP (6)

tcpAttemptFails (7)
tcpEstabResets (8)

tcpCurrEstab (9)
tepinSegs (10)

tepInErrs (14)

tcpOutSegs (11)
tcpRetransSegs (12)

tcpOutRsts (15)

tcpRtoAlgorithm (1)
tcpRtoMin (2)
tcpRtoMax (3)

tcpMaxConn (4)

tcpActiveOpens (5) AN

tcpPassiv n

tcpAttemptFails (7) ™

t ) |

tcpCurrEstab (9)

tcpRetransSegs (12

F]— tepConnTable (13

tcpInErrs (14)
tcpOutRsts (15)

L —

/

tcplnSegs (10)
| tcéOutSeés ;1 1 I)I

D) dOL

tcpConn
State

tcpConn
LocalAddress

RemoteAddress

tcpConn
LocalPort
tcpConn

RemotePort

tcpConn

listen

100.0.0.1

N
(5}

200.0.0.10

N
(=3
(=3
(=
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udpInDatagrams (1)

udpNoPorts (2)

3.4.6 UDP-MIB

= RFC2013- PROPOSED STANDARD

UDP (7)

udplnErrors (3) udpTable (5)
|

udpOutDatagrams (4)

udpNoPorts

udpInErrors

udpinDatagrams | —}—

UDPPACKET COUNT

—1— | udpOutDatagrams
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udpTable

udpLocalAddress udpLocalPort

129.16.4.12 161

Mission: Enterprise Traffic Management
Build on Foundation of Infrastructure Management
FJU\A‘ _—

— Business —_
<. O‘b jectives. ™

» Quality
Efficiency

Network & Transport

Policies

Survival!

Infrastructure Management

Monitoring & i ‘
Troubleshooting "DI:> Tuning and Planning
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3.4.7RMON
MANAGER

RMON

Hoat dong On-line va Offline

— Cho phép giam sat dé chu dong nhan dién trudc duogc cac
thay do6i lon cua h¢ thong mang.

[T
—mZxomI4m

— Phat hién kip thoi sy ¢6 va bao cao bang nhiéu hinh thuc kip
thoi.

Dir liéu mang nhiéu gia tri mo ta dugce sy da dang cua thong tin
quan tri.

Cho phép trién khai nhiéu tram quén tri va phan cip quan tri .

alMatrix alHost

useHistory 47 -
. 18 D 15 () niMatrix

probeConfig

iso 3 WSD 14 () niHost

org dod
8 13 - AddressMap

internet

12

- ProtocolDist
11
- ProtocolDir

Private

Mib-2 4

1

9 enterprises
9 cisco

Token Ring

Events

Packet Capture

ciscoMgmt
1
Filters . RMON
L 2
Statistics 3 4 5 Traffic Matrix . TR RMON
Host TopN RMON2
History Alarms Hosts P (D
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Chtrcndang va cac moi quan h¢ gitra cac doi tuong

Token Ring Statistics

Token Ring Token Ring \_H\_stcﬁ _\
Statistics History | Control
—

Ethemet Statistics

Ethemet Ethermnet History
Statistics History Control

Host and Conversation Statistics

Remately
Monitored Data | Host | | HostTopN Matrix || Metwork
Matwork Gathering Statistics Statistics Statistics Manager
Filter Group
Packet | | Channel L Packet
Filtering Filtering Capture
Alarm Event
Generation Generation
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