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Chuong4. M6 hinh truyén thong SNMP-IETF

1. Mo hinh truyén thong SNMP-IETF
Gioi thi¢u giao thic SNMP
Hoatdongcua giao thirc SNMPv 1
Hoatdgngcua giao thirc SNMPv2
Hoatddngcua giao thirc SNMPv3

Méi quan h¢ diéu khién truyén thong
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M6 hinh td chitc cia SNMP/IETF
s |

A P
Manager Process gent Process| User process
-M 1B
SNMP SNMP HTTP
UDP ubpP TCP

IP

Network-dependent
Protocol

| Router |

Network-dependen
Protocol

Manager Process
Agent Process ||User processes SNMP
SNMP SMTP UDP
ubP TCP
P
IP

Network-dependeni| Mibs
Protocol

| Mibs Network-dependent
Protocol

4.1 M6 hinh truyén thong cia SNMP/IETEF (1/2)
Ports & UDP
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Ports & UDP

*SNMP uses User Datagram Protocol (UDP) as the
transport mechanism for SNMP messages

4.3 M6 hinh truyén thong cia SNMP/IETE (1/2)

Ethernet
Frame P

Packet

UDP
Datagram

SNMP Message

CRC

*UDP Port 162 - SNMP Trap Messages

*UDP Port 161 — SNMP Get/ Getnext/GetBulk Messages

*Like FTP, SNMP uses two well-known ports to operate:

PDU

PDU Type Field Value

GetRequest

0

Pinh dang thong diép diéu khién SNMP

[ GetNextRequest

! e« | NAMEn | VALUEn
~] GetResponse 2
SetRequest 3
p Trap 4
pouTYPE | REGYEST) SRROR | SRoeR VARIABLE BINDINGS
SNMPmessage:.\"-\.\
VERSION | COMMUNIT SNMP PDU
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Pinh dane thone dién dién khién SNMP
Starus Name Meaning
0 noError No error
1 tooBig Response too big to fit in one message
2 noSuchName | Variable does not exist
3 badValue The value to be stored is invalid
4 readOnly The value cannot be modified
, 5 genkErr Other errors
NAME 1 | VALUE 1| NAME2 | VALUE 2 oo oo NAMEn VALUEné
el :
svwpPDU: T :
PDU TYPE REQWL,J EST‘ 55382 f,\FfSSXR VARIABLE BINDINGS

4.2 Hoat dong cua giao thttc SNMPv1

MANAGER

SNMP MESSAGES

AGENT

UDP

LINK

\ J

UDP

LINK
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Minh hoa thong diép diéu khién cia SNMPv 1

manager
manager ent
get —u|
getNext .
response
response
manager

manager

agent
NIIB
_|a—trap
«— response )

SET va yéu cau trong cau trac MIB lién quan

- ACCESS: SysUpTime OBJECT-TYPE
SYNTAX Time-Ticks
- READ-ONLY ACCESS read-only
- Get, Trap, Set, Response STATUS mandatory
DESCRIPTION
- READ-WRITE. “Time since the network
- Set managementportion of the
system was last re-initialised.
= {system 3}

ipDefault TTL OBJECT-TYPE
SYNTAX INTEGER
ACCESS read-write
STATUS mandatory

DESCRIPTION :"The default value inserted into the Time-To-Live
field of the IP header of datagrams originated at this entity, whenever a TTL value is
notsupplied by the transport layer protocol."

={ip2}
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TRAP - PDU FORMAT

ENTERPRISE

AGENT-ADDRESS

GENERIC-TRAP

SPECIFIC-TRAP

TIME-STAMP

VARIABLE-BINDINGS

TRAP - PDU FORMAT

ENTERPRISE

AGENT-ADDRESS

GENERIC-TRAP

SPECIFIC-TRAP

TIME-STAMP

VARIABLE-BINDINGS
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Generic Trap
Trap Value Meaning
ColdStart 0 Reinitialized => A gent’s configuration or entity implementation may be altered.
WarmStart 1 Reinitialized => but neither the agent’s conﬁguraﬁon northe pmtocol entity

implementation has been altered.

LinkDown 2 A communication link has failed--> name and value of the /fIndex instance.
Li.nkUp 3 A communication link has come upe name and value of the iflndexinstance.
Authentication 4 The com munity name was incorrect.

Failure

EgpNeighborLoss 5 An EGP peer neighbor is down.

EnterpriseSpecific 6 It’s up to the Specific Trap Type field and Enterprise field.

Co ché bao mat trong SNMP (1/2)

= SNMP str dung Community Strings nhu la passwords.
— Puogc strdung dé dinh nghia noi ma mot thong di¢p SNMP
dugc hudng dén.
= Can thiét lap “community name” trén céc tap tham bién cua cac
d6i tugng quan tri cu thé doi voi tirng nhém quan tri trong phan
cAp quan tri.
= Thiét lap cac cic mg dung quan tri trong cong tac gidm sat va

nhan canh bao (alert/ trapping)
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Co ché bao mat trong SNMP (2/2)

C6 3 loai chudi community chi dinh 3 mirc quyén han khac nhau
doivéi viée truy xuat thong tin quan tri:
= READ-ONLY: dugc thyc hién boi 1énh Get hay GetNext
= READ-WRITE: dugc thuc hién béi 1énh Get, GetNext, va
Set.
= Néu d6i twong quan tri ¢6 thudc tinh ACCESS mang
gia tri la “read-write” thi Iénh Set mo1 dugc thuc hi¢n

= TRAP: cho phép ngudi quan tri nhom céc thanh phan
dugc quan tri vao trong mdt cong déng quan tri cy thé.

Polling-> Get Request SNMP

Destination Prokocol | Info

SHMP GET IF-MIE::7itspeed.d

52,168, 100,

Frame 23 (87 bytes on wire, 87 bytes captured)
Ethernet II, Src: Mmware_c0:00:01 (00:50:56:c0:00:01), Dst: vmware_f0:6e:81 (00:0c:29:F0:62:81)
® Internet Protocol,

Src: 192.168.100.200 (152.168.100.200) E 168.100.1 (152.168.100.1)
User Datagram Protocol, Src Port: 1309 (13097, Dst Port:(snmp (1617

agemant Protocol

EP
VoY THY=YE s = PR T Ta YTl Y |

Rt el ettt |
EFror Status: MO ERROR (O
Error Index: 0

1.2.1 1.5.1 (TF-MIE::ifspead, 10

walue: MWULL

Bg.Quan ly mang.GV..NTRDung

https://fb.com/tailieudientucntt



http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Luu hanh noi bo cntt2.ptithcm.edu.vn

Polling-> Get Response SNMP

Ma. - Time Source Diestination Protocol | Info

@ Frame 26 (91 bytes on wire, 91 bytes captured)
Ethernet TI, Src: vmware_f0:6e:81 (00:0c:29:F0:60:81), Dst: wmware_c0:00:01 (00:50:56:c0:00:010

otocol, src: 192.168.%987I'?T§??&§8.100.1), Dst: 192.168.100.200 (1%2.168.100.200)
Jram Protocol] Lo POrt nmg €161%) DSt Ports 1300 (13097

gement Protoco

Error Index: 0
i) Yo S =T s =T N I T T T T (IF-mIE: cTTopeed. 1)
walue: Gauge3z: 10000000

Polling-> GetNext Request SNMP

Source Destination Protocal | Info

6

7 6.879615

Ethernet II, Src: Vmware_37:0e:dd4 (00:0c:29:37:0e:d4), Dst: Vmware_36:76:48 (00:0C:29:36:76:49)
Internet Protocol, Src: 10.10.10.100 (10.10.10.100), Dst: g (10.10.10.10

T e

Errar Index: 0

object ddentifier 1: 1.3.6.1.2.1.25.3.3.1.2 (SHNMPw2-3MI::mib-2.25.3.3.1.2)
ul

NTRTI

1 = =T = A
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Polling-> GetNext Response SNMP

Mo, - Time: Source Diestination Brab Ioi

Frame 7 (92 bytes on wire, 92 bytes captured)

Ethernet II, src: vmware_36:76:49 (00:0C:29:36:76:400, Dst: vimware_37:0e:dd (00:0cC:29:37:0e:d4)
# Internet Protocol, Src: 10.10.10.1 (1@ ™1), Dst: 10.10.10.100 ¢10.10.10.1007)
User Datagram Protocol, Src Port: sn % DSt POrt: 1459 (1459)
= simple Metwork Management Protocol

1l B = o (/[ ==t A

Error Index: O

object ddentifier 1: 1.3.6.1.2.1.25.3.3.1.2.5 (SNMPw2-sSMI::mib-2.25.3.3.1.2.5)
value: INTEGER: 3

Trapping -> Trap SNMPv1

Mo, - Time Source Destination Protocal  Info

73 22.141797 10.10.10.1 10.10.10.3 B fIndex.2
74 22.142227 10.10.10.1 10.10.10.3 SHMP TRAP-V1 IF-MIB::ifIndex.2

Frame 72 (108 bytes on wire, 108 bytes captured)
Ethernet II, src: wmware_b0:80:d6 (00:0c:29:h0:80:d8), Dst: vmware_bd:d4:9c (00:0c:29:bd:dd:9c)

Internet Protocol, Src: 10.10.10.1 ¢10.10.10.1), bst: 10.10.10.3 . IR0, 30
User Datagram Protocol, Src Port: 1169 (116%), Dst Port: snmptra

Simple hletwn anagement Protocol
version: 1 (O]

0l & EEE

.nnwl-rj:—. DR a1 = B | (A\.

enterprise: 1.3.6.1.4.1,311.1.1.3.1.3 (SNMF’VZ—SMI::enter‘nr"lses.311.1.1.3.1.'3)
agent-addr: internet (0)

generic-trap: Tinkup (3}

specific-trap: ©

time-stamp: 1504

object ddentifier 1: 1.3.6.1.2.1.2.2.1.1.1 CIF-MIEB::ifIndex.1)

value: INTEGER: 1

Bg - Q u én I y mang C@M\g‘mn]:—g@ru ng https://fb.com/tailieudientucntt


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Luu hanh noi bo cntt2.ptithcm.edu.vn

Trapping -> Trap SNMPv1

Mo, - Time Source Destination Protocol | Info

ey s suan TP N FTeE g

8.7384533 -1 .10, 3 SHMP TRAP-VL
24 B.738554 10.10.10.1 10,10, 3 SHMP TRAP VL
25 8.739855 10.10.10.1 10,10, 3 SHMP RESPONSE IF-MIB::ifDescr.l
26 B.743538 10.10.10.3 10.10.10.1 SHMP GET IF-MIE::ifoperstatus.l
27 8.744005 10.10.10.1 10.10. 3 SMMP  RESPONSE IF-mMIB::ifoperstatus.l
28 8. 7453460 10.10.10.3 10.10.10.1 SMNMP  GET IF-MIE::ifLastcChange.l
20 8.745901 10.10.10.1 10.10.10.3 SNMP RESPONSE IF-mMIB::ifLastcChance.l

[f Frame 22 (89 bytes on wire, 89 bytes captured)
| EThernet II, src: vmware_h0:80:d6 (00:0cC:29:h0:80:d6), Dst: wvmware_bd:dd:9c (00:0c:29:bd:d4:0c)
[ Internet Protocol, Src: 10.10.10.1 (10.10.10.1), bst: 10.10.10.3 e, 10,30

|7 User Datagram Protocol, Src Port: 1165 (1169%), Dst Port: snmptr

1 Simnle K k Manpagement Prot 1

s o
-
T I.3.0.L.9.L0.311.1.1.3.1.3 C(SMMPw2-SMI::enterprises.311.1.1.3.1.3) I
agent-addr: Tnternet (0)
generic-trap: coldstart (0)
specific-trap: 0
time-stamp: O

Trapping -> Trap SNMPv2

Mo, - Time: Source Destination Protocol | Info

i e ——
I EESEAbSE ShMELD LTE

Frame 206 (171 bytes on wire, 171 hytes captured)
Etherrnet II, Src: wmware_hd:dd:8c (00:0c:2%9:bd:dd :9c), Dst: vmware_h0:B0:d6 (00:0c:2%9:bh0:B0:d6)

Internet Protocol, Src: 10.10.10.3 ¢10.10.10.3), Dst: 10.10.10.1 10.1)
User Datagram Protocol, Src Port: 1064 (10640, Dst Port: snmptra
=] S'implhmmlgnﬂﬁnagement Protocol
peiome 2 il
ey T eang_n

FOU type: TRAP-V2 (70

Request Id: Ox000049CC

EFror STatus: WO ERROR (0D

Error Index: 0

object ddentifier 1: 1.3.6.1.2.1.1.3.0 (SNMPY2-MIE::sysUpTime.0)

value: Timeticks: (0) 0:00:00.00

ohject dentifier 2: 1.3.6.1.6.3.1.1.4.1.0 C(SNMPYZ-MIB::SnmpTrapoln, Q)

value: OID: SMMPYZ-SMI::enterprises.l11307.10

ohject ddentifier 3: 1.3.6.1.6.3.1.1.4.3.0 (SNMPY2-MIE::srmpTrapeEnterprise. ol
value: OID: SMMPYZ-SMI::enterprises.l1l307

ohject identifier 4: 1.3.6.1.4.1,11307.10.1 (SNMPvZ-SMI::enterprises.11307.10.1)
value: STRING: "Test trap at 09:43 pm"
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Cac giéi han cia SNMPv1

= Khong dinh nghia rd cac luat
= Conhan ché vé:
— Céc ma 1.
— Kiéudit ligu.
— Cac thong bao su kién.
— Kha nang thu thap lugng l6n thong tin quan tri.
= Sy 1€ thudc vao do tin cdy ciia modi trudong truyén, dic biét ddi
v61 TRAP.
= Chua hd tro kién tric phan tan.
= Han ché vé bao mat trong truyén thong SNMP

4.3 Phién ban SNMPv2

= Picdiém:

— Trién khai mé hinh hoat dong quan tri phan cap M2M

— Caithién mo6 hinh bao mat.

— Cai thién hoat dong thu thap luong lon thong tin
(Getbulk)

— Cai thién do tin cay trong hoat dong canh bao
TRAPPING béi Inform va Report.

— Cai thién kha niang chi bao 16i trong hoat dong cua
SNMP.
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Mo hinh quén tri phan cp trong SNMPv2

= MO0 hinh quéan tri MANAGER TO MANAGER (M2M)

Hoat dongcoban cia SNMPv?2
manager agent manager agent
get —mf g getNext —p] . 9
e (B L (we]
B response _ J.a—response
- . *— ~ -
manager agent manager agent
set —1
S MIB
e _fu—trap
_ J-e—response __ | -
-l
getBulk —m| _ |a—inform
el ,
l— response MIB
- Po response - .
manager S agert  manager =
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GET-BULK

~+—>

- -
* Chutc nang méi trong SNMPv2
— Dung dé thu thap lweng I6m thong tin quan tri.
— Cai thién kha nang hoat dong cia SNMP

manager getBulk —» . _ _ ~ agent @

___-{<*—response @

GET-BULK

= GetBulk REQUEST c6 2 thong sé duoc thém vao:
— N: non-repeators: khong lap lai
— M: max-repetitions: lap lai voi s6 1an tdi da
« Thong s6 non-repeators chira N phan tir ctia cac tham bién
quén tri trong danh sach can dugce xtr Iy nhu hoat dong
thong thuong ctia getnext
« Thong s6 max-repeators chi ra s6 M cac phan tir ké tiép cua
danh sach cac tham bi‘én dugc xur Iy nhu 1a céc hoat dong
getnext duogc lap lai can thiét.
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Minh hoa ctia ci phap GET-BULK

REQUEST(non-repeaters = N; max-repetitions = M;
)VariableBinding—1; ... ; VariableBinding-N; VariableBinding-(N+1); ... ; VariableBinding-(N+R)

N-TIMES
A
RESPONSE(
/Van'abIeBinding-t ...; VariableBinding-N; VariableBinding-(N+1); ... ; VariableBinding-(N+R)
15t LEXICOGRAPHICAL SUCCESSOR VariableBinding-(N+1); ... ; VariableBinding-(N+R)
'Y LEXICOGRAPHICAL SUCCESSOR - VariableBinding-(N+1); ... ; VariableBinding-(N+R) » m-TivieS

3" LEXICOGRAPHICAL SUCCESSOR )
4VariabIeBindi ng-(N+1); ... ; VariableBinding-(N+R)

M LEXICOGRAPHICAL SUCCESSOR

Cacma loi dugc dinh nghia maoi

SNMPv1 SNMPv2

PHASE 1: badValue wrongValue
badValue wrongEncoding
badValue wrongType
badValue wrongLength
badValue inconsistentValue
noSuchName noAccess
noSuchName notWritable
noSuchName noCreation
noSuchName inconsistentName
genErr resourceUnavailable
genErr genErr

PHASE 2: genErr CommitFailed

genErr undoFailed
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TRAP
manager agent .@
- (e trap @\
= D6ivéi SNMPv1: » D6ivéi SNMPv2:
— COLD START — MIBs c6 thé duge bao gdom
— WARM START cac Macro vé thong bao
NOTIFICATION
— LINK DOWN {
_ LINK UP - Cf) 2 tham bién: sysUptime
va snmp TrapOID
— AUTHETICATION
— St dungcungdinh dang voi
FAILURE
cac PDU khac.
— EGPNEIGHBOR LOSS
INFORM

manager "agent”
e inform @

i
Response — -

= Dung dé x4c nhan da nhan duogc canh bao TRAP
— Pay la giai phap dé 1§héc phuc su han ché vé do tin cay
ciiamoi truong truyén thong.
— DPinh dang dit liu tuong ty dinh dang cua TRAP
= Mildi : tooBig
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REPORT
manager agent

- report

* Chutcnang méi caa SNMPv2 str dung cho M2M
= Dung dé bao céo chi tiét cac trudng hop ngoai 18 xay ra.

Polling-> GetBulk Request SNMP

No, - Time Source Destination Protocal | Info

Frame 3 (85 bytes on wire, 85 hytes captured)
Ethernet II, Src: Wmware_e%9:c0:34 (00:0c:29:e9:c0:34), Dst: Vinware_d3:58:38 (00:0c:29:d3:58:38)

Internet Protocol, Src: 192.168.100,200 (192.168,100.2000, D e, 168,100,1 (192.168.100.10
User Datagram Protocol, src Port: 1142 (11423, Dst Port: smm

Mapagsment Protocol

Benuesst To: 00000000
MOn-repeaters: O

Mmax repetitions: 10
object identifier 1: 1.3.6.1.2.1.6.8 (TCP-MIB::tcpEstabResets)
walue: MWULL
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Mo, - Tirne:

Polling-> GetBulk Response SNMP

SOUFTE Destination Protocol | Infa

El

® User Datagram Protocol, src Part: snmp (161, 113 (113.0)

agement Protocol

versian: 2C (1))

| Pou type: rEsPONSE (2D |

FEqUEST

ToT URUoouTs

Error Status: MO ERROR (0D

= ol

ohject
value:
object
value:
object
value:
object
value:
object
value:
object
value:
object
value:
ohject
value:
ohject
value:
object

alue;

jdentifier 1: 1.3.6.1.2.1.6.8.0 (TCP-MIE::tCpEstabresets. Q)

counter32: 3

jdentifier 2: 1.3.6.1.2.1.6.9.0 (TCP-MIB::tcpCurrestab.0)

Gauges2: 19

identifier 3: 1.3.6.1.2.1.6.10.0 (TCP-MIB::tcpInsegs.0)

Counters2: 13480

identifier 4: 1.3.6.1.2.1.6.11.0 (TCP-MIB: :TcpoUtsSeqs. 0]

Counters2: 13346

identifier 5: 1.3.6.1.2.1.6.12.0 (TCP-MIB::TcCpRetransseqgs.0)

Counter32: 0

identifier 6: 1.3.6.1.2.1.6.13.1.1.0.0.0.0.53.0.0.0.0.18485 (TCP-MIG::tcpConnstate.0.0.0.0.53.0.0.0.0.1845
INTEGER: 1isteng2)

fdentifier 7: 1.3.6.1.2.1.6.13.1.1.0.0.0.0.80.0.0.0.0. 2080 (TCP-MIB::TcpConnstate.0.0.0.0.80.0.0.0.0.2080
INTEGER: 1isteng2)

identifier 8: 1.3.6.1.2.1.6.13.1.1.0.0.0.0.88.0.0.0.0.63725 (TCP-MIE: :TcpConnstate.0.0.0.0.858.0.0.0.0.6377
INTEGER: 1istent2)

identifier 9: 1.3.6.1.2.1.6.13.1.1.0.0.0.0.135.0.0.0.0.8434 (TCP-MIE::tcpConnState.0.0.0.0.135.0.0.0.0.843
INTEGER: 1istenc2)

identifier 10: 1.3.6.1.2.1.6.13.1.1.0.0.0.0.385.0.0.0.0.39006 (TCP-MIE::tcpConnstate.0.0.0.0.389.0.0.0.0.3
INTEGER; Jistenta)

Céac chuan RFCs lién quan SNMPv2

= Mo hinh truyén thong:

— DRAFT STANDARD
— RFC 1905,RFC1906

= Mo hinhbaomat-SNMPv2C:

— COMMUNITY BASED SNMP

— SAME ‘SECURITY MECHANISMS’ AS SNMPv1
EXPERIMENTAL STATUS

RFC 1901

= Mohinhbaomat-SNMPv2U:

— USER BASED SECURITY (AUTHENTICATION / ENCRYPTION /
ACCESS CONTROL)

— EXPERIMENTAL STATUS
— RFC 1909,RFC1910

= Mo hinhthéngtin:

— STANDARD, RFC2578,RFC2579,RFC2580
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4.4 Phién ban SNMPv3
= Gioi thiéu.
= Nhitng quyét dinh thiét ké SNMPv3
= Kién trac SNMPv3
= Ciu trac thong diép SNMPv3
= Bao mat trong truyén thong SNMPv3

— MO0 hinh bdo mat dya trén nguoi dung- USM/ USER
SECURITY MODEL
= Diéu khién truy cap
— M5 hinh diéu khién truy cap dwa vao MIB View
« VIEW BASED ACCESS CONTROL MODEL (VACM)

= Cac chuan RFCs lién quan

Bao mat truyén thong vs diéu khién truy cap

MANAGER AGENT

—
MANAGER  ACCESS CONTROL
APPLICATION PROCESSES D/g@b

SECURE COMMUNICATION
EET/ GET-NEXT / GETBU L?
SET/TRAP / INFORM

TRANSPORT SERVICE
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Mirc bdo mat strdung

= snmpSecurityLevel

— no authentication or privacy (noAuthNoPriv).
+ Vansir dung “securityName”

— Authentication and no privacy (authNoPriv).

— Authentication and privacy (authPriv).

ACCESS CONTROL TABLES

MIB VIEW ALLOWED ALLOWED REQUIRED LEVEL
OPERATIONS MANAGERS OF SECURITY
Authentication
Interface Table SET John Encryption
Interface Table | GET/ GETNEXT John, Paul Authentication
Systems Group | GET/ GETNEXT George None
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Céc budc cAu hinh bao mat cho SNMPv3

= U§ername :Mé ta dang text vé nguoichiu trach nhi€ém cho thuc
thé SNMP can dugc quan tri (security name)
= Security level: noAuthNoPriv, authNoPriv, va authPriv.
e Chuy: k}léng thé c6 privacy ma khong “authen‘tication”,
nhung van c6 thé “ authentication” ma khong can “privacy”
= Authentication protocol: MD5 va SHA1
— Authentication passphrase: passphrase st dung tuong trng
véi giao thire xac thuc lién quan.
= Privacy protocol: dwgc sir dung dé mé héa dix liéu ciia géi
SNMP (DES)
— Privacy passphrase: dugc su dung vgithuét téan ma hoa lién
quan

Céac RFCs lién quan SNMPv3

SNMP ENTITY RFC 2571
SNMP APPLICATIONS RFC 2573
SNMP ENGINE

RFC 2572 RFC 2572 USM: RFC 2574 VACM: RFC 2575
MESSAGE PROCESSING SECURITY ACCESS CONTROL
DIRIRAIEHER SUBSYSTEM SUBSYSTEM SUBSYSTEM
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4.5 Quan 1y cac mdi quan hé
cua cac thanh phan kién trac quan tri (1/5)

mib-2 (1)

Agent EI MIB View
for
Workstation

Communication with
devices not accessible
using SNMP

WAN

Connections

SNMP mib-2 (1}

MIB View
for
Router

Céac moi quan hé trong kién tric quan tri (2/5)

Giao thirc quan tri cho phép hé théng quan tri NMS va céc
thanh phan duoc quan tri twong tac voi nhau.
— Str dung SNMP hay CMIP

= MIB View la tap cac ddi tuong quan tri dic trung cho thiét
bidugc quan tri.

= Cip gia tri gibng nhu mat khau goi 1a “The SNMP
community “ dugc luu trir tai SNM va h¢ théng dugc quan
tri phuc vu cho xéc thuc quyén quan tri cia mot ddi véi
mib-view nao do.

* Phuong thure xac thuc- Authentication protocol: dugc chi

ra trong giao thirc SNMP (str dung trong phién ban v.3)
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Cac mbi quan hé trong kién trac quan tri (3/5)

= Application management entity: thyc thé tng dung quan tri
quan tri thue hién cac chtrc nang truyén thong cia SNMP.
= SNMP access mode chi dinh kiéu thao tac d6i véi tham bién
quan tri dugc luu trir tai thanh phﬁn duoc quan tri, do thuc thé
ung dung quan tri quan ly.
— read-only hay read-write.

= Két hgp SNMP community string va SNMP access mode cho
phép xac thue ngudi cé quyén han truy cép vao tham bién
quan tri dugc luwu trir tai thanh phan duoc quan tri.

— Authentication & Authorization

Céac moi quan hé trong kién triic quan tri (4/5)

= Két hgp Mib-view, SNMP community string va SNMP
access mode cho phép thuc hién phan cap quan tri cu thé
theo chirc nang quan tri.

— Community profile 1a gié tri tao bd1 SNMP access
mode va SNMP MIB View cho phép xac dinh dac
quyén truy xuét vao tap tham bién quan tri trong mot
MIB view.

— SNMP access policy : chinh sach truy céap la cap gia tri
gitta SNMP community vdi SNMP community profile.
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Cac mbi quan hé trong kién trac quan tri (5/5)

= SNMP proxy agent cung cap cac chirc ning quan trj dai
dién cho cac thuc thé mang khong thé truy cap truc tiép
vao dugc do khong s dung cung giao thirc quan tri hay

m0d hinh t06 chirc.

4.6. Quan 1y su kién

= (Congtac quan ly su kién
= Céckiéu thu thap thong tin quan tri
— Chtrc nang bao cdo canh bdo (trapping/ alert; events
report)
— Chtrc nang bao cdo thuong ky (polling)
— Chuc nang bao cao nhat ky (logfile/ syslog )
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Congtacquan ly su kién

= Xay dung va phat trién chién luoc quan tri sy ki¢n
= Téiuu cong tac quan tri sy kién
* Tan dung tat ca céc loai cong cu quan tri c6 sin
— Tich hop céc cong cu dé dat duoc sy thuan tién trong chién
lugt quan tri sy kién
= Nhan biét su ¢b xay ra
= Trién khai C4c chudn cdnh bao va x4c nhan dugc
— Syslog
— Polling
— Trapping/ alert

Céac yéu cau doi voi thu thap thongtin

= Thoa man vé chit lurong thong tin quan tri thu thap dugec.
— C6 thé phan tich.
— Puthong tin dé phan anh dugc thuc trang hoat dong
mang.
— Tinh dong nhét cta théng tin nhan duoc.
— D3 tin cay cua thong tin nhan dugec.
— Céc dang thirc chi bao/ két xuit ra man hinh hay file
— Dang biéu do
— Dang véan ban
—Dang co s¢ dir li¢u
= Hiéu suat tai nguyén mang.
— Bandwidth , CPU, Memory
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Loai thongtin can thu thap

= Chitiét cta luu lwong théng tin duoc théng ké trén mot link hay
trén mot interface.
— Addresses (Src-Addr, Dst-Addr)
— Application (port numbers)
— QoS (DSCP)
— Time stamps (ICMPs)
— Routing and peering

= Thong tin diéu khién (header) hay chi tiét ndi dung dit liéu nguoi
dung (payload)

= Thong tin tho ( thong tin 16p 2), thong tin 16p cao (16p 3, 16p
4..)

Xay dung va phat trién chién luoc quan trisu kién (1/2)

* Nhéan di¢n céc su kién dac trung cua hé théng can quan tri
— Xac dinh théng s6 quan tri tuong ung .
— Mib view
= Nhén dién nguon lién két voi cac sy kién.
= Xacdinh luéng cac su kién va cong cu quan tri lién quan s€ dam
trach viéc giam sat va thu thap su kién.
= Hop nhét moi su kién dén hé théng quan ly sy kién chung->DB
= Nhan dién cac tinh huéng dac biét va cac phuong an xu 1y kip
thoi.
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Xay dung va phat trién chién lugc quan tri sy kién (2/2)

= Nhan di¢n su kién theo dac trung hoat dong cua thiét bi:
— Nhan dién ddi vé6i thiét bj Hub
« Vén dé coliision
— Nhan dién d6i véi thiét bi Switch
* Broadcast storm
— Nhan dién d6i véi thiét b router
* Fragment/ reassembly
* Routing
— Nhan dién ddi véi hé thong web server
» Efficiency
* Error codes

» Retransmission

Téiuu cong tac quan trisukién (1/2)

= Loai trir duoc cac sy kién khong can thiét: luat 20/80.
» Tap trung vao viéc xur Iy 20% su kién quan trong ma ching
gay nén 80% loi.
— Théng ké 13i (trouble tickets)
— Phat trién céc luat dé béy su kién- ( rules)
— St dung cac bo loc phu hop (Apply filters)
— Hoach dinh su kién v&i phuong phap chi bao:
— Gdingay canh bao (alert/ trapping)
— Ghivao nhat ky (log file)
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Tbivu cong tac quan trisukién (2/2)

» Su dung sy tich hop céc su kién twong quan (event
correlation)
> T chtrc sy kién theo phan nhom .
= Phén cdp quan tri
* Phan nhom quén tri
— theo chirc ndng quan tri,
— theo loai hé théng,
— hay khu vuc

Tan dung tat ca cac loai cong cu quan trico san
= Cong cu quan tri kha nang thuc thi (Performance
management tools)
— Nhan dién cac thong sd quan tri va baselines lién quan.
— Nhan dién cac thong s6 quan tri can canh bao va ngudng
lién quan.
- Chuyén tiép cac su kién xay ra cho thuc thé quan tri sy
kién lién quan.
= Congcu quan tri hé thong (host resources Mibs).
— Xac dinh céc thong sb va baselines lién quan dén cac
thanh phan: CPU, RAM, Disk...
— Giam sat va thu thap thong tin.
= Phan tich nhat ky tu dong (parsing logs).
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Can tranh cac 161 thuong gip:

= Khong quén tri tit ca cac hé thong, thiét bi dang ndi vao

mang.
— Viduy: Khéng quan tri cac hé théng khong can thiét nhu
laptop, may in...

= Phaibao dam hé thong DNS va cic co so dir liéu lién quan
DNS dugc chinh x4c va hoat dong ding dan.

* Tan dung toi da céac hop déng, théa thuédn duy tri, bao
dudng hé théng, phan mém ung dung.

Tich hgp caccong cu

Tich hop céac cong cu quan tri kha nang thuc thi vao trong cung
moi trrong quan tri dé dat duoc sy thuan tién trong chién luge
quan tri su kién

Tich hop céc cong cu quan tri bdo mat vao chung cau tric quan
tri su kién.

Tich hop céc su kién tir cac di€u khién tinh hudng cu the.

Str dung cong cu quan tri su ki@n MoA (Manager to Agents) ;
MoM (Manager to Manager) dé€ quan ly su kién:

— RMON

— SNMPv2.
Chuyén cac sy kién quan trong dén hé théng quan 1y trouble
tickets.
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Nhan biét sy co xay ra

= Duya vao cac co ché quan 1y su kién:
— SNMP Traps/Informs
— SYSLOG
— Polling
— Help Desk

* Cosodirliéu luu trir cac thong tin quan tri dugc thu thap
truoc do.

Phuong cach thu thap thong tin Polling

= Nhan dién cac tham bién quan tri trén thiét bi duogc quan tri can thu
thap.

— Vidu:
« Sb octects hay goi trén mot interface nao do

* D6 khd dung ciia mdt tai nguyén mang nao do (utilization of
CPU)

> Quyét dinh chi tiét ciia thong tin quan tri thu thap duoc.

— Chon thoikhoang thu thép thong tin (Collection interval)

— Quan tam dén muc d¢ ldy mau thong tin quan tri (sample size).
= Uudiém: d6 tin cdy cao

= Han ché: anh huong hi¢u suat mang
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— Co s6 lua chon.

= Uudiém.

= Han ché: d6 tin cay kém

— Thot gian thuc/ real-time

Phuong cach thu thap thong tin Trapping

= Xéc dinh tham bién va ngudng can thiét lap

— Ung dung trong céc chirc ning quan trj

— Xay dung cac tinh hudng dién ciru (case study)

— Hiéu suat mang cao/ efficiency

+ SNMP Trap Notification
Unacknowledged UDP packet
» Contains
OID:linkDown Notification
Varbinds:
ifindex
ifDescr
ifType

linkDown Notification Delivered to CIC

Godicanh bao 1o1

@Agent Generates Notification
linkDown ifindexd 4
ifDescr{4| Serial 1/2

Instance 4 ifType.4 propPointToPointSerial(22)
Serial 1/2

Remote Device

Goes Down

OID for
linkDown
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Thongbao da nhan dugc canh bao 16i

@Agent Generates Notification

. . linkDown ifindeqd 4
+ SNMP Inform Notification iDeserdl serial 12
Acknowledged “Trap” Instance 4 ifTypd.4| propPointToPointSerial(22)
Serial 1/2

+ Contains
Remote Device

OID:linkDown Notification Goes Down SNMP Notification
Varbinds:

ifindex

ifDescr

Cac dangbdo cao vé thongtin quan tri

= B4o cao cac ngoai 1€ (Exceptions)

— Chibao vugt ngudng tai mot thoi diém cu thé trén cac tham bién quan tri
da duogc quan tam trude do.

— Baocdo véxuhudng hoatdong(Trends )
« Short term dya trén thong tin thu dugc trong 15 ngay gan nhat
+ Longterm dua trén thong tin thu dugc trong 3 thang gin nhit

=Tinh kha dung bi xam pham (Points to Watch)

- I\{hén dién duoc mot sb tai nguyén c6 muc su dung qua cao, de doatinh
sdn sang cua hé thong.

*Théngké cac hé thdng/ may dau cubi sir dung qué cao (Matrix/ RMON2)

=Chén doan 1561 (Diagnostics )

— Phan tich, truy tim nguyén nhan vé céc 161 xay ra hay sy giam sat kha
nang hoat ddng cua hé thong.
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=Ung dung trong RMON

OTHER GROUPS

— FILTER GROUP
* TOCOUNT PACKETS THAT CARRY A SPECIFICBIT-PATTERN
— PACKET CAPTURE GROUP
* TO STORE SPECIFIC PACKETS
— EVENT GROUP
+ TODEFINE THE VARIOUS EVENTS
+ TODETERMINEON LOGGINGAND/OR TRANSMISSION OF TRAPS

=Ung dung trong RMON

Chtrc nang va cac moi quan h¢ giura cac doi tuong

Token Ring Statistics

Token Ring Token Ring ‘7HTSICE 7\
Statistics Histary | Control
—
Ethemet Statistics
Ethemnet Ethernet History
Statistics History Control

Host and Conversation Statistics

Remctely

Data : Netwiork
Wanitored L Host HostToph hatrix |
Netwark Gethering Statistics [ '] Statistics Statistics Manager
Filter Group
Packet | | Channel || Packet
Filtering Filtering Capture
Alarm Event
Generation Generation
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