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Chuong 5: Trung Tam quan ly mang

—_—

Trung tam khai thac& quan ly mang

2. Céutrac cia hé théng quan Iy mang

[98)

Giao dién quan tri nguoi -may
4. HO tro nhan vién khai thac

5. Antoan trong khai thac va quan Iy mang

Mucti€u hoat dongcta trungtam NMS/NOC

Business needs

Applications
1. Cung cap ha tang

CNTT chét luong dé
dap ung hoat dong

hiéu qua cho cac ung
dung doanh nghiép
phuc vu cac hoat dong
w nghiép vu ctia mot to
Luve LULE

chtrc.
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M6 hinh kién triic doanh nghiép- EA

=  Muc dich:

— Nhan dién dugc thuc trangquan ly va hoat

BRM dongcua cac thanh phan nghiép vu cdt 161
Bl R trongmoi truong mg dung cong nghé
thongtin.
PRM

Performance RM * Phuong phip:

— Xacdinh kién tric doanh nghiép véicac

DRM mo hinh tham chiéu lién quan cho phép thu
thép thongtin chinh xacva hiu qua.
SRM
Service RM
TRM
Technology RM

Caithién kha nanghoat dongnghiép vu

bong co
thwe hién

1.Caithién khd ndng | =
hoat dén%nghiép vu

=» (2. TAm nhin chién lugc

Nhén di¢n cacdich vu

Thu thap thongtin

_______ > Pao tao nguc‘"m nhén lyc

Goals

YR k ...... > Day&hoc; Nghién ciru khoa hoc

Business RM

Tién trinh xemthong tin & dangky
PRM - vé& Day& hoc, thi, NCKH, e-library. ..

Performance RM

Co s dir lidu, hé théng thong tin:

e T SQL/Edu-soft ; LibS
- Web sites (IIS), mail (Mail Daemon)
SRM cac dich vu ha tangmang Intranet, extranet
Service RM -
b Chuan va congnghésu dung
TRM trongmdi trudng CNTT v viénthong.
Technology RM
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Mucti€u hoat ddngcua trung tam NMS/NOC

1. Cung cap ha tang CNTT chat luong dé dap tng hoat dong hiéu
qua cho cac ung dung doanh nghiép phuc vu cac hoat dong
nghiép vu ctia mot to chirc.

2. Poingil quan tri mang duoc giai phong khoi khéi luong cong
vi¢c ndng né bai su hd tro hitu hidu tir cdng cu quan tri mang va
cac giai phap dam bao kha ning san sang cta dich vu va thiét
bi.

3. Hé théng quan tri mang dugc khai thac mot cach don gian voi
nhiéu chirc ning phong phti cho mdi trudng mang hai tu.

4. Céc sy co can dugc nhan dié€n, cd lap va xt Iy nhanh chong voi
thoi gian stra chua (MTTR) qui ude.

Congtacquan Iy mang

> Trién khai va két hop tat ca ngudn luc, tai nguyén vé con ngudi,
cong cu va qui trinh hoat dong, dé:
1. Hoach dinh
2. Khaithac
3. Quan tri:
= Phéantich
= Panhgia
= Caithién hoat dong va mo rong mang
> Dap tng cac yéu cau dich vu tai tat ca cac thoidiém vai chi phi
va cong suc hop ly.
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Cac chtic nang cua mot NOC (1/2)

1. Giam sat va dénh gia duoc kha nang thuc thi ctia hé théng &
mang

2. Giam sé}t, Rhét hién va xur Iy 16i trude khi ngudi dung cudi
nhén biét 101.

— Hé théng thé 15i (trouble tickets)

3. Luu tru’ co hé théng va cap nhét dugc cac thay ddi vé thong
tin cau hinh cua cac thanh phan dugc quan tri (changes
control)

4. Hoach dinh va quan Iy tai nguyén mang.

— Phan tich va danh gia kha nang hoat dong mang
- N}}an dién co hoi dé cai thién kha nang hoat dong cua hé
thong

Cac chtic nang cua mot NOC (2/2)

5. Hoach dinh va quan ly bao mat.
— Gidm sét, phan tich va kiém toan cac giai phap bao mat
dang trién khai
— Kiém toan su tuan thu chinh sich bao mat
6. Quan ly dugc cong tac quan tri:
— Phan cép quan tri
— Kiém soat truyén thong trong quén tri hé théng & mang
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Khéi chitc niang cia mot NOC

- Monitoring Notifications _
»| - Data collection
-Accounting
Tickef
- Change control & A
monitoring - Capacity planning
y -NOC Tools | | - Availability (SLAs)
- Ticket system - Trends
i - Detect problems
Ticket
-Improvements ‘
-Upgrades .
| Tickeq] [ - User complaints
4 - Requests
A

-Fix problems

Trién khai quan tri mang

1. Giam sat hoat dong mang

2. Thu thap thong tin quan tri mang
= Thu thap thong tin vé cac sy kién quan tam (polling)
» Nhan céc canh bao

* Ghinhéan vao logfile cac sy kién xay ra tai cac h¢
théng duoc quan tri.

3. Phantich va danh gia kha nang hoat dong mang

4. Nhan dién co hoi dé cai thién kha nang hoat dong cta h¢
théng.
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Congtacquan trimangtai NOC

Business Technical
Requirements Requirements

s _Processes + Vendors
* SLAs « Architecture

0 (OFCIEI IS * Protocols and technologies
+ Costs (e.g., staffing levels) + Tools
+ Topissues (t\30/20)

+ Fault monitoring o Functional
+ Troubleshooting Tools consolidation requirements -
+ Change mgt TSI most tools are
l not fully
4 > leveraged
0 A!'e bus_iness requirem_ents met? Optimize tools
+ Find points of automation

Repeat

Revise Processes C D

Overlay processes
onto tool architecture

Hoach dinh congtdc quan trimang

1. Quitrinh khai thac va quan tri phai
dugc xay dung va cap nhat dé co
thé quan ly dugc cong tac quan tri
tai co sO.

2. Xay dung cac chinh sach quan tri
lién quan dén céc chlrc nang quan
tri.

3. Xay dung nén tang thuc hién cac
cac co ché quan Iy mang:

= Quan tri dua trén chinh sach
= Quan tri dua trén thoa thuan dich

vu (LSA)
4. Hoach dinh kha ning cung cép tai
nguyén mang.
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Quan tridyua trén chinh sach
(Policy-based management)

= Chu dau tr hay nguoi ding dau t6 chire phai xay dung mot chinh
sach chia s¢€ tai nguyén va chinh sach bao mat
= Cac chinh sach dugc xay dung trén co s& ¢6 su tu van chuyén moén
cua cac bo phan lién quan:
— B§ phén quén ly nhan sy
— B0 phén quén 1y tai chanh va dau tu
— Bophan CNTT

= Manager s€ thiét 1ap mirc vu tién cao nhat doi voi luu luong
videoconferencing trong khi d6 mirc vu tién sé thap nhat doi voi dich
vu email.

Quan tri dua trén murc théa thuandich vu 1/2)
(Service-level agreements)
— Xay dung cac bang biéu chi tiét vé cac mirc thoa thuan dich vu
mang lién quan.
= Muc thoa thuan dich vu mang dugc tap trung vao viéc chi ro muc

dod cu the cua cac ti€u chuan vé chat luwong dich vu truyén thong va
muc d) xay ra 101

— Bing thong truyén

— P06 tré 10n nhét cho phép

— Ti1é mat goi

— Thoi gian gian doan downtime hay MTBF va MTTR
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Quan tri1dua trén mac théa thuandich vu (2/2)
(Service-level agreements)

* Hoan canh 4p dung:
— Thué bao dich vy tng dung hay dich vu truyén thong giita to
chire dau cudi va nha cung cap dich vu cong cong.
« Céc mirc d6 boi thuong cling duge néu rd trong bang thoa
thuan dich vu nay.
— Ap dung cho viéc phan loai va déanh gia mtrc d6 riii ro va yéu
cau vé kha nang san sang ciia hé théng nay.
= viduyvé muc théa thuan dich vu vé gia tri MTBF yéu cau nho
nhit 99% cho dudng thué kénh riéng T1 trong thoi gian 4 thang.

Phén loai LSA cho tung loai tai nguyén mang

Highest
profit
potential

Medium
profit
potential

&/ >
Voice/guaranteed / S:r):ft
bandwidth - potential

— Priority
——___ data
Cable network H“"xu_k Best effort
oY — data

Next-generation (
CMTS/IP ~
access switch

Best Effort Data Ecanomy Class
Priority Data Business Class

Voice/Guaranteed Bandwidth Premitim Class

( >
~—r ( N
IP backbone N

PSTN
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Xacdinh cac thong s quan tri va baseline lién quan (1/2)

Lién quan dén viéc do va ghi nhan vao ho so ki thuat vé trang
thai hay gia tri cu thé ctia tham bién quan tri tai thoi diém d6i

twong duoc quan tri hoat dong dat mirc yéu cau (trong thiét ké)

Gia tri baseline c6 thé dugc st dung dé danh gia thuc trang
mang hién tai va giip cho ngudi quan tri mang c6 thé hoach

dinh cho vi¢c cai thién hoat dong mang trong tuong lai.

Viéc xac dinh va cap nhat baseline lién quan dugc thuc hién
ngay sau khi co cac thay d6i vé cdu hinh thanh phan cia hé

thong mang.

Xacdinh cac thong sé quan trj va baseline lién quan (2/2)

« Baseline cua cac tham bién quan tri (Mibs):
« Phén tich cac thong tin quan tri duoc thu thap tir mot sd
cac tham bién quan tri theo cac chirc ning quan tri tai nhiéu
hé thdng lién quan, bao gém céc loai server, cac thiét bi ndi
mang nhu routers, bridges, switches, hubs...

«Baseline vé cau tric mo hinh mang:
«Céc so dd két ndi mang:
« 50 d céu truc cable
« 5o d0 két ndi vat Iy
« 50 do logic...
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Qui trinh thuc hién quan tri kha nang thuc thi(1/2)

1. Nhan dién cac tham bién quan tri va gia tri baselines.
2. Giam sat va thu thap thong tin (polling/ trapping):
— Chidinh tap tham bién can thu thap
— Chidinh gia tri ngudng cho cac canh bao can thiét
— Thu thap thong tin
3. Phan tich thong tin.
— Thong tin thu thap dugc online va offline
— Cac su kién tuong quan (Correlation events)
— Cac thong tin quan tri c6 dugce trude d6 (Historical data)
— Nhén’dién xu hudng va danh gia kha nang thyc thi cua
hé thong mang.

Quitrinh thuc hién quan tri kha nang thuc thi (2/2)

4. Thyc hién diéu khién (Controlling):
— Xu ky tung budc:
» Nhan dién dugc cac thanh phan gy nén sy suy
giam kha nang thuc thi.
» Céach ly nguon gay giam sat kha nang thyc thi
— Co6thélién quan dén cac chtrc ning quan tri khac.
— Diéu chinh gia tri mdt s6 thong s6 cau hinh lién quan.
— Hoach dinh lai tai nguyén
» nang cép

» md rong.
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Congtac quan 1y 16i:

* DPGingli quan tri mang c6 nhi¢m vu phan tich cac su kién
thu thap dugc dé co thé chan doan va phdi hgp véi cac
cong su dé giai quyét su co

— Su c6 ¢6 kha nang xay ra
— Su cd da xay ra.
= NOC kiém tra, lan vét va truy ctru dé giai quyét triét dé cac
su cO xay ra.
= Cac su c0 khong dugc gidi quyét tri¢t d€ phai 1ap bao cao
cu thé cho nguo1i co trach nhi¢m.

Qui trinh quan trj 16i

[S—

Nhén dién tham bién quan trj cua d6i tuong lién quan.
2. Giam sat va phat hién 16i:
* Polling
*  Alarms/ trapping
3. Nhéandién cac su kién tuong quan
4. Dinhviva cach ly 16i
Thay thé hay phuc hoi
e Phuc héi tr dong.
«  Phuc héi nhdn céng
» Swachua

* Muamoi
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Trouble Tickets
= Hé thong thé 16i cho phép thdng ké va bao cdo cac 16i xdy ra trén
hé thong mang.

— Cothéty dong tao ra nho céc ph?m mém chuyén dung

— Tao bang nhan cong bdi bd phan khai thac mang NOC
* Muc dich st dung trouble tickets

— Theo ddi va thong ké cac sur cb xdy ra

« Théng ké cac loai 16i theo cac thudc tinh can thiét.
— HO tro cac gidi phap xir Iy hur hong theo mirc do wu tién khac
nhau.

Théngkéhangngay véi dit lidu vé luu lugng mang;

— Panh gi4 chat lugng mang:
— Tong s6 goi/ byte vai cai loai 16i trén mdi interface
— Théng luong truyén trung binh, thip nhét, cao nhét
— Panh gi4 15 trén hé thong va ha ting mang.
— Thong ké cac loai 161 theo céc tiéu chi:
« Loai thiét b
« Loai phan mém
« Nha san xuat
« Khu vyc xay ra 16i
= Thong ké cong tac xir Iy 15i:
— Theo thoi gian (ngay, thang, nam)
— Theo nhan vién xtr ly
— Nhan dinh dugc nguyén nhan gay ra 16i
— Két qua cudi cing
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Théngké hang gio, ngay, thang, nam

Allemagne.applet.cz{Motorola 6560 Regional Node)
o B Rovters Tuesday 25 April 2000

2 B canada [ Hour | [ Day [|}> [Week[+] [Month|~]| [ ¥ear|~]

QO M KTH-gatewsy

Incicators
0 BB notgrojs AR
Trends

Maximum: 71.25 pps

0 B seners Compare
0 B cuitches Nesw Peer
Delete
L3 ;
a 21, e Discover Maximum: 0 %
0 B nice Cisco_Cli RealkTime
o ﬁ, perfarm Properties

Maximum: 39.32 %

Maximum: 81.30 %

Maximum: 3.14 %

Muc dich thongké luu luong mang

* Panh gid mirc su dung tai nguyén cac loai
— Théng ké theo ting loai tai nguyén
— Thong ké theo c4 nhan ngudi ding hay nhom ngudi ding
= Nhan dién nhu cau sir dung tai nguyén chinh dang tir nguoi dung
= De:lnh gié Xu hu:’(')’ng hoat dong mang béng cac s6 liéu cu thé va
bicu do can thiet.
= Nhian dién duoc nguy co tiém 4n cac vi tri c6 thé s& bi nghén cd
chai
= Lap cac phuong 4n cai thién kha ning cung cap tai nguyén:
— Nang cap hay mo rong mang,
— Giai phap can bang tai va fail-over
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Qui trinh quan Iy thay d6i cdu hinh

1. Thiét lap gia tri baseline e - —

2.Nhan dién cac thay ddi va hoan tit yéu ciu thay ddi

3.Dé trinh thay ddi cAu hinh

4.Danh gia yéu ciu thay ddi

5.Xem xét va phan tich cac anh hwénglién quan

6. Phé duyét cudi cung: dong ¥, khong dong y, bé sung, ... .

l

b. Thuc hién kiém soat, theo di cac thay ddi cAu hinh lién qua4

8.Kiém dinh va kiém toan hoat djng thay dbi ciu hinh

5.2 Cau truc cua hé thong quan 1y mang
Network control Server
host (manager) (agent)
A NMA NME | Appl
NME | Appl Comm
Comm) N~ —0S_—
0S8 Router
— . (agent)
[ NME
Workstation LAN, WAN,
(agent) or Internet Comm
i \
Comm|
os _ -
- - NMA = network management application
NME = network management entity
Appl = application
Comm = communications software
0s = operating system
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Cau tric cu thé cia hé thdng quan tri (1/3)

—

‘ gUser Interface; I
o

Resp *uaelcammand
———
Diagnosis )
Manager _4

—  Policy |

| Manager |

<’ Log P\ L0 wyl  Data )
Manager |/ \ Manager

Ta lia is
esponzs
Communication Manager

Céc y€u cau vé tai nguyén

= Tai nguyén phan ctng cta hé théng: RAM, CPU, Hard-disk
— Tuy thudc vao luong thong tin can thu thap
— S6 may can quan tri
— Thoi khoang polling/ interval
— D6 16n dir li€u thu thap trong mot ky polling / sample size
— Phan mém quan tri dugc st dung
= Yéu cau vé bang thong truyén
— Tinh lién tuc
— Tbec do
— Do tin cay
— Thong lugng
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5.3 Giao dién nguoi- may

= Congnghé giao dién quan tri Desktop (DMI)
* Quan trimangvdigiao dien Web (HTTP & CGI)

Desktop Management Interface (DMI)- 1992

= GOm Digital Equipment, Hewlett-Packard, IBM, Intel, Microsoft,
Novell, SunSoft, va SynOptics Communications (Bay Networks).

= > phat trién tap cac chuan cho ldp trinh Gng dung APIs:

* cho phép truy céap va quan tri cic may Desktop (HW& SW
&1/0)

* cho phép quan tri mang LAN
» doc lap vadi viée khai thac va h¢ diéu hanh trén may
Desktop can quan tri.

= DMI duoc thiét ké tich hop véi tat ca cac giao thirc quan tri mang
nhu SNMP hay CMIP.
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Quén trimang véi giao dién Web (1/2)

=St dung giao thuc HTTP Web-Based NMS
va Giao dién CGI
=Sir dung ngon ngit XML Browser-based manager

HTTP

cho viéc trao doi cau truc

ditliéu quan tri.

=Nhiing Web server vao thiét b
tuwong thich cung voi cong cu CGI Gl

dé chuyén d6i cac thong diép diéu

2 Management
khién SNMP thanh dangthich hgp application
va nguoc lai. SHMP

Managed device

Quan trimang voi giao dién Web (2/2)

HTTP Access
to Agent

HTTP Access
to NMS

y
( ) ( )
SNMP
P
SNM 3
Network
Management
Systemn

- ﬂ:ﬁ)

'\ Agent
SNMP \/
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Kién trac quan tri mang dua trén web vd1 XML

XML scheme using

Currently deployed SNMP Gateways to translate msgs, ops XML-based agent &
based network management between XML,SNMP schemes manager
A A
4 A Tansition Period r N\
SNMP M XML-Based XML-Based
anager ’ SNMP Manager Manager Mar:ager
evolying evolying

XML{HTTP

SNMP Agent

i

A
XML-Based XML-Based
Agent ‘ ’ SNMP Agent ‘ Agent

()

(2) (b) (©

5.4 H0 trg nhan vién khai thac

= 3 yéu td quan trong trong cong tac
khaithdc va quanly mang:

Y ‘i'%

— Connguoi
— Congcu va phuong tién
.g‘ j p ) gl Business
— Quitrinh quanly mang BRM Objectives
= Cong (‘:u va phuong tién D i ﬁ
— HoOso ky thuatmang ?
* Caccongcu quantri mang @ @
. trinh: Enterprise
Qui trinh: PRM/ DRM/SRM Applications

* Quitrinh khaithac

* Quitrinh thyc hién cac chiic nang =

quan trildi va quan tri kha ning Pl —
i ; ¥ T/ =2
thuec thi. N n n ==
* Quantrithay ddiva quan tri cau peop|eh R g-‘g}‘/‘«etwork
hinh Tools Infrastructure
Processes and
Standards
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Congtacdao tao va huin luyén

= Tham gia huan luyén va dao tao cac loai hinh:
— Huén luyén tép trung (In-class): hudn luyén chuyén sau
— Huén luyén truc tiép: one to one
— Huén luyén gian tiép thong qua tai liéu huéng dan
= Cap nhat dugc kién thirc vé cong nghé hién dai vé may tinh, thiét
binoi mang, cac phan mém ung dung va su tién hoa cua IP.
= Cap nhat duoc kién thirc vé cong nghé vién thong trong moi
truong mang [P va céc tién hoa cuia mang LAN, MAN

= Tham muu duge cho lanh dao hiéu duogc vé loi ich chién luge
trong viéc ho trg hoat dong nghiép vu thong qua viéc phat trién
cac irng dung trong moi truong CNTT.

Congtaccuanhan vién quan tri

= Thuc hién cong tac bao dudng dinh ky va khai thac mang hang
ngay
= Hd tro ngudi dung cudi:
— Xurly su cb
— Huén luyén va tu van
= Xirly dugc su cb xay ra trén cac hé thong chia s& va thiét bi mang
= Tuén thu ding cic qui trinh khai thac, bao dudng va xir Iy su cb.
= Bao dam mang hoat dong thong sudt
* Panh gid dugc chét lurong hoat dong mang
= Trién khai chiéq luogc quan tri proactive-> dap trng cac yéuqcéu
nghiép vu cua t6 chire.tiét kiém duogc chi phi quan tri cho t6 chuec.
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Cacnguyén tac can tuan thu

1. Tudong hoa tat ca cac cong tac quan tri néu co6 thé

2. Lapho so ky thuat moi dbi twgng lién quan

(98]

Thuyc hién truyén thong tat ca cac ddi tugng quan tri dén
nguoihay bd phan lién quan ngay khi c6 thé

Nhan biét 5 vé tai nguyén mang

Nhan biét rd vé nguoi ding mang

Nhén biét 15 vé yéu cau nghiép vu cta td chirc

Phai c6 ké hoach va giai phap trong van dé bao mat.

® =N ok

Hoach dinh chién lwgc va qui trinh quan tri cu thé .

Céctién trinh then chot trong quan tri mang

= Pinhnghia nguyén tic va phuong phap dé cac thanh vién
trong doi quan trj c6 thé 1am viéc duoc véi nhau va khai thac
cdng cu quan tri.

= Pinh nghia phuong phap dugc trién khai dé dap tmg duoc
yéu ciu nghiép vu trong moi trudng hé théng mang.

= Giam sat va danh gia dugc tinh hiéu qua cua ké hoach trién
khai cong cu va chién Iwge quan tri sy kién.
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Congcu va phuongtién ho trg

= Ho so ki thuat mang va cong cu hd trg

Cong cu chan doan va giam sat

Cong cu danh gid kha nang thuc thi

Cong cu kiém thir chu dong va thu dong

Congcu quan ly mang mang.
Congcu lap so do mang

Windows Diagramming Software
= Visio:
http://office.microsoft.com/en-
us/visio/FX100487861033.aspx

= Ezdraw:
http://www.edrawsoft.com/

Open Source Diagramming Software
= Dia:
http://live.gnome.org/Dia

= Cisco reference icons:
http://www.cisco.com/web/about/ac50/ac47/2.html

= Nagios Exchange:
http://www.nagiosexchange.org/
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Ho soky thuat
« Ho so vé ké hoach danh nhan cables, nhan patch panel.

« H6 so céu trac cables.
—Loai cables

— Chiéu dai cables

—Loai co

Network Configuration Diagram
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Layer 1 Documentation -
Logical Diagram

MDF

WAMN

Location-Rm 203
Speed = XXX bps

12-strand fiber
{2 used, 10 spare)
Link speeds = 100 Mbps

IDF2
Location-Rm 220
Service area-

Room-XXX-4 drops (2 used)
Room-ABC-5 drops (3 used)

IDF3

IDF1
Location-Rm 222

Location-Rm 215

"
# Logical diagram is a snapshot view of all LAN implementation
# Useful in troubleshooting problems and implementing expansion in

the future

Cut Sheet

IDF1
Location-Rm 33X

Cross Connection Type of
Connection  Cable ID Paired#/Ports Cable Status

IDF1 o Rm 203 2031 HCCA/Port 13 Category 5 UTP Used
HCC1/Port 14  Category 5 UTP Mot used

IDF1 to BRm 203 203-2
IDF1 1o Rm 203 203-3 HCCZ2/Port 3 Category 5 UTP Mot used
Multimode fiber Used

IDF1 to MOF  IDF1-1 VCC1/Port 1
IDF1 ta MDF  IDF1-2 VCC1/Part 2 Mullimode fiber  Used

https://fb.com/tailieudientucntt
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Congcu quan ly mang mang.
Congcu kiém thu 16p vat ly

BERT Modem Modem BERT
A A B B

Loop Loop
Back Back

Bit Error Rate Tester (BERT)

RF
Head ) Fart Cahble Suhbscriber
BERT . — R 1]
End HFC Link Modam 1 PC

HFC Testing Using BERT

Congcu quan Iy mang mang.
Congcy kiém thurlop vatly

» Giam sat tai lop vat ly
* BERT:
«Phat chubi bit va phat hién 16i: so sanh BER nhan duogc vdi chudi
bit mau duogc phat
*Bit error rate (BER)
« Str dung cho kiém thir cuc bo (Loop back ) hay kiém thir link giita
2 modem hay CPE.
*Customer Premises Equipment- CPE

* VAM :B§ cong cu kiém tra dién tw -Electrical testers (voltage,
ampere, etc.)
*Cable testers B cong cu kiém tra cap - (open circuits, etc.)
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Phan mém quan trimang

Y éu cau tai nguyén:
= Phén cling:
— CPU, RAM, free Disk space, BW...
Phan mém:
— Hé diéu hanh
— Cac g6i phan mém hd trg xir Iy thong tin va truyén
thong

Dich vu hd tro:

— Web services: IIS/ Apache

— Database: SQL, MySQL, Oracle ...
— Két xuit d6 hoa: RRD

Phan mém qudn trimang

= Céc thanh phan chire ning:
— Giao dién nguoidung:
* Giaodién dong lénh- CLI
+ Giao dién dd hoa-Graphical User Interface (GUI)
— Co s0 thong tin quan tri:
* MIB-II,RMON 1-RMON 2
* HostResources Mib
+ hay cacthanh phan tuongduong
— Co ché va giao thirc thu thap thong tin quan tri:
* Polling
* Trapping
* Logfile/ syslog
* SNMP; HTTP; XML-RPC
— Co ché quan 1y su kién
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Phan mém quan trimang

= Mot s6 thanh phﬁn phu tro:
— Thanh phan biéu dién d6 hoa

— Thanh phan Iuu trir va két xuat thong tin quan trj thu thap
duoc (co so dir licu).

— Cong cu lap trinh tng dung mang (APT) cho phép phat trién
thém cac tién ich khac.

— Thanh phan thyc hién truyén thong.

Congcu quan tri
Phan loaicongcu quan tri

= (Cong cu giam sat hé thong
— Kiém traso sanh v4i baselines
= Giam sat trang thai & céu hinh
* Giam sat luu lugng
= Cong cu hd trg bao mat
= Cong cu kiém thu
— Kiém thir tai workload
— Kiém thir kha ning thyc thi so v&i baselines
= (Cong cu tich hop cung hé diéu hanh
= Bo cong cu ddc lap
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2.

Phan loai cong cu phan mém quan tri mang (1/3)

Céc gbi phan mém luon dugce ho tro san vaihé diéu hanh.

—  Thuéntién cho cac hoat dong kiém thirdon gian.

— Ping, tracert, route, arp, etherfind...

B0 cong cu doc lap.

Céacbd cong cu dugc thiét ké tich hop nhiéu chirc nang
quan tri va ¢ co sé dit lidu vé thong tin quan tri cho phép
phan tich va danh gid duogc xu hudng hoat dong cia hé¢
théng va mang.

Phén loai theo san pham thuong mai va san pham ma ngudn
mé, mién phi.

Phan loai cong cu phan mém quan tri mang (2/3)

* Chtrc nang quan tri:
— Khéanang thyc thi;
— Cau hinh;
— Lai;
— Tai nguyén va nguoi st dung
— HO tro quan trji bao mat:
= Dbituong quan tri:
— Luulvong mang LAN
— Luuluong mang LAN/ WAN
— Cacung dung; dich vu
— CAuhinh phén ciing cua servers; thiét bi nbi mang
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Phan loai cong cu phan mém quan tri mang (3/3)

= Co ché thyc hién:
— SNMP
— Ping
— HTTP/ CGI
= Moi truong hoat dong:
— DOS
— Windows Server; Windows XP/ Server
— Linux/Unix/ SUN
= Chiphi trang bi cong cu:
— Mién phi toan b
— Mién phi phan 15
— Ban quyén thuong mai

Mot s6 bod cong cu quan trihoat dong mang

Tinh nang giam sat mang:

— Sun’s SunNet Manager

— HP’s OpenView

— IBM’s Netview for AIX

— Solarwind
Equipments/ link status

— Nagios & Intermapper

Traffic & services

— NTOP; Nagios; Argus; Zennos
Traffic:

— MRTG; Cricket
Configuration

— Rancid
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Congcu hd trobao mat

— Many many more...

= Some security tools to consider:
— NetFilter IP Tables — Firewall
— WireShark — Protocol analyzer
— Snort — Intrusion detection
— Netcat — Feature rich tool. Great for debugging.
— Nessus — Vulnerability scanner

Caccong cu giam sat trang thai
Congcu tién ich cia HDH-trang thai & cau hinh
Téncoéng | Hédiéu hanh Mb t&
Ccu
Ifconfig Unix S dung dé chidinh hay truy
van théng tin dia chi doi v&i
mot interface.
Ping Unix; Windows | Kiémtra trang thai cia mot
node/ host
Nslookup | Unix; Windows | Truy van thong tin tén mién va
diachiciiamodt host ttr DNS
server
Dig Unix/Linux Truy van DNS server
(Domain Name Groper)
Host Unix/Linux Truy van thong tin ctia mot
host
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Caccong cu giam sat trang thai

Congcu ti¢én ich cia HDH- Giam sat duongdi

Téncoéng cu| Hédiéu hanh Mo ta
netstat Unix; Windows | Truy véan thong tin vé trang thai
hoat dong truyén thong hién tai
Arp Unix; Windows | Chi dinh hay truy van thong tin
Rarp ARP cache
Route Unix; Windows | Thay d6i hay truy van thong tin
dinh tuyén tai mot host
Traceroute | Unix; Windows | Truy vét cac 16 trinh duong di
Tracert tr nguon dén dich, quan tam
dén do tré truyén thong.
A few Open Source solutions...
Performance Change Mgmt Net Management
« Cricket « Mercurial . Big Brother
- IFPFM . Rancid (routers) . Big Sister
. flowe « RCS . Cacti
o mrtg . Subversion - Hyperic
- netflow Security/NIDS - Munin
» NfSen . Nessus - Nagios*
- ntop . OSSEC « Netdisco
» pmacct « Prelude » Netdot
» mrdtool o . Samhain « OpenNMS
° SmokePlng SNORT ° Sysmon
SNMP/Perl/ping ° Untanale . Zabbix
* Ticketing * 9
« RT, Trac, Redmine
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5.5. Antoan trongkhaithic va quanly mang

1. Véndé tinh dién (Static)

Bui va chat gay 6 nhiém (contaminants)
Van d¢ nhiét do

Vén dé d¢ 4m

Su chén dong (rung dong/ Vibration)

biéu kién v€ ngudn cung cap

NS kW

Software viruses

1. Van dé tinh dién (Static)

= Cén trong trudce khi tiép xuc voi cac thanh phan linh
kién va mach dién tur bén trong thiét bi:

= Vian dé tiép dét (grounding strap )
= Véin dé phong dién (discharge)
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2.Van dé buiva chat 6 nhiém

= Tranh dugc bui va ban ra khoi cac bo phan ban phim, 6 dia,
canh quat toa nhiét va 16 thong khi trong thiét bi. ..

= Gilt cho méi trudng noi thiét bi dugc luu gilt duoc sach va
khéng bi 6 nhiém bai cac chat nhu khéi thude (nhya thude 1a
va chat nicotine) .

3. Van dé nhiét do

> Nhiét d6 bén trong thiét bi:
= Quat gi6 gin bén trong (built-in fans)
* Khe thong gio
= T4m toa nhiét
» Nhiét d0 moi truong:
= Phong dit thiét bi
= Hé thong thong gio (quat hut)
= Hé thong diéu hoa
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4.Vandédoam

» Vén dé d6 am:
= Anhhudng hoat dong 6n dinh cia linh kién dién tur

= Tudi tho cua linh kién, thiét bi

5.Vandé rungdong (Vibration)

> Su‘rung dongvava cham dot ngdt dan dénsu long Iéo cua céac thanh
phan linh kién trong thiét bi.
» Can tranh syrung dongva vacham tir cac nguén nhu luu lugng xe c§
bén ngoai, sam sét, giong bao
» Giaiphap:
> Can xiét chit tit ca cac linh, phu kién trong thiét bi.
> Str dung cac hé thong c6 dinh thiét bi nhu:
= Racks/Cabins gin chit xudng dat
= Cég ké rack voi géc khe cim hayhé théng bat bc, vit chéic
chan cho cac thiét bi nhu:
= Servers; switches, UPS; back panel... =>racks/ cabins
= Str dung cac chau cim hay gen chuyén dung ndi va rang tai
cac Sockets/ connectors.
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6. Vandénguodn dién

= Vén dé nhiéu dién tir (Electro-Magnetic Interference -EMI)

= VAn dé nhiéu song vo tuyén dién (Radio Frequency
Interference -RFI)

= Bién dong ctia ngudn cung cap.

— On ép (Electrical irregularities)

7 Van deé lay va nhiém viruses

Boot virus (boot sector /master boot record )
File virus (EXE, .COM,)

— DLL, OCX (machine codes)

— DOC, XLS (macro)

— HTM, RTF, PDF (script, OLE).

Trojan Horse: Seven, Girl Friend, The Thing...

= Worms
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