BAI 5
CAC TAP LENH LINUX

l. Quyen st dung tap tin va thu muc

- Tat ca cac tap tin va thu muc cua Linux déu c6 nguoi so hiru va quyen truy nhap. Co thé doi cac tinh chét nay cho phép nhiéu
hay it quyén truy nhap hon dbi véi mét tap tin hay thu muc. Quyen cua tap tin con cho phép xac dinh tép tin c6 1& mot chuong
trinh (application) hay khong (khac véi Windows xac dinh tinh chat ndy qua phan mo rong ciia tén tap tin).

Kiéu Quyén S8 Chu Tén Kich thudc Thdi diém stra Tén
tép tin tdp tin lién ket nhan nhém (bytes) d8i sau ciing tap tin
bebey e
—Irw—r——r——' 1 bibica hacker 207 !’\pr 10 11.30 mydata
1. Kiéu tap tin: ‘
Thé hién bang ky tu dau tién trong chudi thudc tinh cua tp tin.
Ky tu dau Giai thich
- File thong thuong
- Hard link
d Thu muc
| Link mém (symbolic link)
c/b Character (c) / Block device (b)
s Domain socket
p Name pipe

2. Quyén tap tin
FwxX rwx rwx

o

owner group other

C6 3 ddi twong chinh 12 {owner, group, other} va mdi ddi twong tmg véi 3 quyén cu thé {read, write, execute}.

r: Read = Thudc tinh doc (khong co quyén ghi/xoda)
w: Write = Thudc tinh ghi (hi¢u chinh ndi dung)

X: Execute = Thudc tinh thyc thi (chay chuong trinh)
-: None = Khong c6 quyén trén déi tuong

- Quyén tap tin dugc thay doi bang lénh chmod: chu y khéng thay d6i dugc quyén ciia symbolic link.

chmod [-R] mode file

C6 hai phuong phap ding chmod: phuong phap tuong trung va phuong phap tuyét doi.
- Phuong phap tuong trung:

Pbi twong truy nhap (Who) Gén/thu hoi quyén (Operation) Quyén (Permission)
Mot bo: Co6 quyeén: i Mot bo:
u (user, tirc owner) = (gan quyen) r (read — doc)
g (group —nhém) + (thém quyen) w (write - ghi)

O (other — nguoi dung con lai)
a (all -twong duong ugo)

— (thu hdi quyén)

X (execute — thyc thi)
hodc mét trong cac ddi twong sau dé sao chép quyén:
u (user, tirc owner)
g (group —nhém)
0 (other — ngudi ding con lai) dé thiét 1ap user id,

groupid: s




Vi du:

$ chmod u+rx-w /tmp
$ chmod —-R u+rwx,g+r-w,o-rwx /tmp
$ chmod a=rx abc.txt

- Phuong phap tuyét doi:

Song song Véi cach ky hiéu miéu ta bang ky tu nhu & trén, quyén thao tac tap tin con co thé cho dudi dang 3 sd, vi du quyén 644.
Céc sb co thé nhan tat ca cac gia tri tir 0 dén 7. S6 dau tién miéu ta quyén cia owner (s6 hitu), s6 thir hai cho group (nhém) va
s6 thir ba cho other (nhimng nguoi con lai).

Mbi s6 1 tong cua cac quyén theo quy tic sau :

Quy@n doc
Quyén ghi 2
Quyén thyc thi 1
Két hop nhu sau (cho m¢t doi tugng u, 0 hodc g)
S6 bat phan S6 nhi phan Quyén Giai thich
0 000 -—- khong c6 moi quyén
1 001 -=-X quyén thyc thi
2 010 -w- chi ghi (hi€m gap)
3 011 -WX ghi va thyec thi (hiém gép)
4 100 r-- chi doc
5 101 r-x doc va thuc thi
6 110 rw- doc va ghi
7 111 rwx doc, ghi va thuc thi
Vi du:

[$ chmod 751 abc.txt

c6 nghia 1a owner c6 quyén read, write, va execute (4+2+1=7), group c quyén read va execute (4+1=5), va
other chi c6 quyén execute (1). Xem céch tinh toan trong bang sau:
owner group other

7 5 1
Thu muc dugce gan sticky bit thi chi owner cta tap tin va root méi dugc phép stra, x6a file. Nhan dién thu muc co sticky bit
drwxr-xr-t: quyén thyc thi ciia ngudi dung khéc 13 t.

Gan bit sticky cho thu muc theo mau Oxxx nhu sau:

$ mkdir test

$ chmod -R 1777 test

$ Is -1

drwxwrxrwt 2 s01 student 40 Apr 12 16:00 test

- Céc quyen 1a mac dinh khi tao tap tin. Khi mot tap tin hay thu muc duoc tao ra, quyén mac dinh s& dugc xac dinh bdi cac quyen
666 trir bt cac quyén hién thi bang 1énh umask. Quyén cao nhat ¢ day 1a 666 do quyén thyc thi chuong trinh can dugc gan co y
boi nguoi st dung hay cac chuong trinh bién dich.

$ umask 002

$ echo tao mot file > tmp

$ Is -1

total 5472

-rw-rw-r-- 1 s01 student 12 Apr 3 21:55 tmp //Quyén 664
$ umask 022

$ echo tao mot file khac > tmpl

$ Is -1




-rw-rw-r-- 1 s01 student 12 Apr 3 21:55 tmp
-rw-r--r-- 1 s01 student 12 Apr 3 21:59 tmpl //Quyén 644

Gid tri mic dinh clia cac quyén thudng dugc gan moi khi nguoi str dung login vao h¢ thong thong qua céc tép tin an khdi tao bien
moi treong nhu - profile, _bashrc. Ping trén quan diém bao mat hé thong, gia tri 027 1a tot nhat, nd cho ngudi cung nhom
6 quyen doc va khéng cho quyén nao véi nhitg ngudi khac.

3. S lién két
Linux va UNIX cho phép ban tao ra mét file lién két tit (symbol link) dén mét file vat 1y khéc. File lién két tit ¢ thé tro dén mot
file hodc thu muc. C6 2 loai lién két:
- Lién két tit cing (hard link): tao ra mét file tré dén ciing muc nhap i-node cua file vat 1y trén dia. Va do d6 file vat 1y trén dia
chi that su bi x6a khi tat ca cac lién két cing dé bi x6a cling voi ban than file (khdng tao dugc hard link cho thu muc).

file inode

filename inoded# —:D perm.bits, ect. addresses

/ \L
othername | inode# ‘ data | | data | etc.

$In filename othername

- Lién két tait mém (soft link): chi chira cac thong tin tro dén file vat Iy. File lién két mém khong tham chiéu truc tiép dén diém
nhép i-node cua file vat ly ma né tro dén. Néu ban x0a file vat Iy ban déu di thi file Ijén ket mém s& khong bict duong tham chicu
dén file gbéc ban dau nita. Tuy nhién mot khi ban tao lai file goc vat 1y thi file lién két mém van tiép tuc ¢ hiéu luc.

file inode

othername | inode# 7:> perm.bits, ect. addresses

N

’7 redirected at open() time ——— path to some file
N

filename | inode# | — = permbits, ect. addresses

‘ data ‘ ‘ data ‘ elc.

$In —s filename othername

4. Thay dbi chii sé' hiru

- Tao nguoi dung mai tén userl: useradd userl

- Tao mot tap tin test].txt & thu muc gdc “/”: touch /testl.txt

- Thay d6i quyén ownership cua tap tin textl.txt 1a userl: chown userl /testl.txt

-Kiémtralai: Is —1 | grep testl.txt

Luu y: Néu mudn thay d6i ownership cho mét thu muc va cac thu muc con bén trong thi ta dung tiy chon (-R) cho lénh
chown.VD: chown —R userl /test

5. Thay d6i nhém sé hiru




- Tao nhom mai tén groupl: groupadd groupl

- Thay d6i group sé hiru cia tap tin test1.txt 1a groupl: chgrp groupl /testl.txt

-Kiémtralaiz Is =1 /

Luu y: Néu mudn thay doi group so hitu cho mot thu muc va cac thu muyc con bén trong ta ding tdy chon (-R) cho Iénh chgrp.
VD: chgrp —R groupl /test

IL. Di¢u khién tién trinh

1. Pinh huéng nhap xuét

Céc tién trinh thuong nhan dir liéu ddu vao xur 1y va ghi két xuat ra mot noi nao do. Linux quy dinh co ban dau vao la ban phim
stdin (thiét bi nhap chuan) va dau ra 1a man hinh stdout (thiét bi xuat chuan).

Vi du: 1énh Is —1 s& liy thong s dong lénh g vao tir ban phim doc duyét thu muyc va in két qua ra man hinh.

$ls -1
-rw-rw-r-- 1 s01 student 12 Apr 3 21:55 tmp

Linux cung cap co ché chuyén huéng xuat nhap. Ky hiéu 1énh > ding dé chuyén huéng két xuat dau ra trong khi < ding dé
chuyén huéng két xuat dau vao.
Vi du: st dung 1énh I's sau d6 ghi két xuat ra file data. txt

[$1s -1 >data.txt

Néu mudn két xuat ctia 1énh ghi ndi dudi vao file hién c6, ban ding chuyén hudng >>. Vi duy:

[$1s -1 >>data.txt

Lénh more cua Linux cho phép hién thi dir liéu ctia dau vao theo timg trang. Ban c6 thé chuyén cho 1énh more néi dung file
bang dinh hudng dau vao nhu sau:

[ $more <bigfile. txt

2. Kiém soét tién trinh
a. Xem thong tin ve tien trinh )
Mubn xem céc tién trinh dang chay trong hé thong Linux hién hanh ban goi 1énh ps

$ps

PI1D TTY TIME CMD
128 ttyl 00:00:00 bash
137 pts/9 00:00:00 mc
235 pts/0 00:00:00 bash

Lénh ps tuong tu chirc nang Task list trén Window khi ban nhan Ctrl — Alt — Del. Lénh ps c6 rat nhiéu ty chon. Vi du
ta sir dung tly chon —a (all) yéu cau liét ké tit ca cac tién trinh trong Linux.

b. Tién trinh tién canh

Khi dang trén ddu nhic hé thong (# hodc $) va goi mét chuong trinh, chwong trinh tré thanh tién trinh va di vao hoat dong dudi
su kiém soat ctia hé thong. Dau nhac hé thong s& khong hién thi khi tién trinh dang chay. Khi tién trinh hoan thanh tac vu va chdm
dirt, hé diéu hanh (chinh x4c hon 1 hé vo Shell) s& tra lai diu nhic dé ban gd lénh thyc hién chuong trinh khac. Chuong trinh hoat
dong theo cach ndy goi 1a chuong trinh tién canh (foreground). Vi du: 1én Is —R liét 12 Iénh liét ké dé quy tat ca cac thu muc
con. Ban hay thyc hién 1énh nay tir diu nhic hé théng nhu sau:

[$Is R /

Dau nhac hé thong trd lai khi chuong trinh da thyc hién xong.

c. Tién trinh hiu cianh

Néu c6 cach nao d6 yéu cau Linux dwa cac tién trinh chiém nhiéu thoi gian xir Iy hodc it twong tac v6i ngudi ding ra hoat dong
phia hau canh (background) tra lai ngay diu nhac dé cac tién trinh & tién canh c6 thé thuc thi thi tét hon. Linux cung cip kha ning
nay bang 1énh & két hop véi 1énh ciia chuong trinh ma ban g6 tir dau nhac hé thong. Tat ca nhimg 1énh gd kém theo chi thi & déu
dugc hé diéu hanh dwa vao hoat dong ngam bén trong. Vi du:

$Is R /7 &
[1] 23978
$




Khi tién trinh hau canh cham dit, hé théng s& tw dong dua ra thong bao nhu sau:

$
[1] Done Is —R

d. Tam dirng tién trinh

Str dung phim Ctrl — Z dé dua mét tién trinh dang chay ¢ tién canh vao chay ¢ hau canh. Khi mét tién trinh nhan duoc tin
hiéu Ctrl — Zn6 s& bi hé thong cho tam dimg va dua vao hau canh. Dau nhéc hé théng duoc tra lai cho ngudi dung. Tuy dua
vao hau canh nhung tién trinh dang bi tam dimg, n6 chi thuc su chay lai & hau canh khi ban cho phép . Vi du:

$Is —R / >allfiles.txt

nZ

[1]+ Stopped Is —R / >allfiles._txt
$

Mudn xem PID cua tién trinh ban goi 1énh ps —afF

e. Panh thitc tién trinh
Str dung 1énh _jobs dé€ kiém tra chuong trinh cta ta dang ding hay dang chay.

$jobs
[1]+ Stopped Is —R / >allfiles._txt

Lénh jobs hién thi trang thai cua tat ca cac tién trinh dang chay & hau canh. Nhu két qua trén: tac vu [1] dang ¢ trang thai
dimg. D¢ yéu ciu tién trinh cua ta tiép tuc hoat dong & hau canh: sir dung 1énh bg.

$bg 1

Ls —R /7 >allfiles._txt

$jobs

[1]+ Running Is —R />allfiles._txt &

Dung lénh Fg dé mang tién trinh tré lai hoat dong & phia tién canh.
$fg 1

Ls —R /7 >allfiles.txt

f. Hity tién trinh ) ) i

Khong phai lac nao tién trinh ciing hoat ddng tot dep. Co thé ching sé bi treo hodc budc vao vong lap v tan va khong bao gio
cham dut. Trong trudng hop ndy, ta can phai loai bo chuong trinh ra khéi hé thong. Lénh Ki 1l cia Linux thuong duge ding cho
muc dich nay, Ki 1l yéu ciu cung cap ma s6 dinh danh PID ciia tién trinh. Lénh ki 1l thuong ding chung véi 1énh ps —af.
Ban dung lénh ps —af dé xem thong tin vé tién trinh dang chay, sau d6 lay PID cua tién trinh can hity va goi lénh Ki Il

$Is —R / >data.txt

"2

$ps -af

PID TTY TIME CMD
128 ttyl 00:00:00 bash

137 pts/9 00:00:00 Is -R
235 pts/0 00:00:00 bash

éki 11 137

$ps -af

PID TTY TIME CMD
128 ttyl 00:00:00 bash

235 pts/0 00:00:00 bash

C6 mat sé tién trinh 6 do wu tién cao va khong thé loai bo theo cach thong thudng. Luc nay ta sir dung kill & cip do -9. Vi du:

[$kill -9 137




111, Luyén tap

1. Thay doi ‘quyén truy Xut

- Truy cap bang quyén root

- Tao 2 nguoi dung: user1l va user2

- bit password ddng nhap cho userl va user2 va root

- Tao nhom nguoi dung: groupl

- Chuyén user1 va user2 vao nhém groupl

- Tao thu myc /baitapl véi quyén 770

- bang nhép vao tai khoan userl

- Viét chuong trinh ¢: programl . ¢ dat trong thu myc /baitap1l in ra cau théng bao: “Hello world”

2. Lién két tat

- Viét chuong trinh program2 . c in ra man hinh cac sé nguyén tir 0 dén 9 dat trong thu muc /baitap2/
- Chuyén ra thy muc gbc “/”

- Tao lién két ctimg véi tén méi 1a hardlink dén tap tin thyc thi

- Tao lién két mém véi tén méi 1a soFtlink dén tap tin thyc thi

- Chay chuong trinh véi 2 lién két vira tao ¢ trén

- Xo0a tép tin thyc thi trong thu muc /baitap2/

- Chay lai chuong trinh vai 2 1ién két ¢ trén

3. Diéu khién tién trinh

- Viét chuong trinh program3.c in ra cac s6 tir nguyén 0 dén 20, mdi gidy in ra mot s, ghi két xuat ra tap tin ketqua. txt
- Cho chuong trinh chay & hau canh.

- Khi chuong trinh hoan tat, xem néi dung tap tin ketqua.txt



