Chapter 08: IP Security

IP security la kha nang nang duot thém vao cac version hién nay cla Internet
Protocol (IPv4 & IPv6) béng cach thém headers.

Chik nang: xac thuc(authentication); Confidentiality(bao mét); key
management (quan ly khéa).

Chulrc ndng xac thuc strdung HMAC message authentication code.

Xac thuc ¢ thé duoc ap dung cho toan bd cac goi IP ban dau (ché dod dudng
ham) hodc dén tat ca cac gdi tin ngoai trircac tiéu dé IP (transport mode).

Tinh bi mat duoc cung cap bdi mét di nh dang m3 héa duoc goi 1a déng goi
tai trong an ninh(encapsulating security payload). Ca hai tunnel va transport
mode c6 thé duot cung cép. IKE di nh nghia mot sb ky thuat dé quan ly khoa.

IP Security Téng quan

N3m 1994, Bi déng Kién truc Internet (IAB) d3 dua ra mot bdo céo cé tua
dé "An ninh trong kién truc Internet" (RFC 1636).

Bao cdo xac éinh cac khu vuc quan trong cho co'ché bdo mat.

Trong ® d6 12 swcan thiét dé bdo ddm co's®ha tang mang tlrgiam sat
trai phép va kiém sodt luu luong truy cdp mang va swcan thiét dé dam bao ngudi
dung cudi clia ngudi strdung luu luong truy cdp bang cach slrdung xac thuc va ky
thuat ma hoa.

B dam bao an ninh, IAB bao gdm xac thut va m3 héa nhwcac tinh ning
bdo mat can thiét trong cac thé hé tiép theo IP, ma d3 duoc ban hanh nhwIPv6

May rén thay, nhiing kha ning bdo mat duoc thiét ké dé strdung duoc ca
vOi IPv4 hién tai va IPv6 trong tuong lai.

BBu nay cd nghia rang cac nha cung cAp cé thé bat dAu cung cp céac tinh
nang bay gi®, va nhiéu nha cung cAp hién nay cé mot sd kha ning IPsec trong céc
s&n pham cUa ho.
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Cac dc diém ky thuat IPsec hién hiiu nhwla mot tap hop cac tiéu chuén
Internet.

Cac Ung dung cUa IPsec

IPsec cung &p kha ndng dé bao dam lién lac trén mot mang LAN, trén
mang private va cong cdng WANS, va trén Internet. Vi du vé viéc strdung bao
gbm:

e B3o vé két ndi vin phong chi nhanh qua Internet.
 Bao vé truy cdp tlrxa qua Internet
e Thiét 1ap mang dién rdng va mang ndi b0 két ndi véi cac ddi tac

 Tang cudhg an ninh thuong mai dién tk

Loi ich cua IPsec

Trong it tudng I0a hodc router, nd cung cap bao mat manh mé ma cé
thé duot ap dung cho tat ca cac luu luong truy cap qua cac vanh dai.

IPsec trong it tudng It cé kha ning chdng bd qua néu tat ca luu luong
truy cap tbén ngoai phai strdung IP va tudng IUa 13 phuong tién duy nhat cla 16i
vao tInternet vao td chik.

IPsec 13 ddi 16p truyén tai (TCP, UDP) va nhwvay |a trong subt dbi véi cac
Ung dung.

IPsec c6 tB duoc minh bach cho ngudi dung cudi.
IPsec c6 tB cung cAp bdo mat cho ngudi dung ca nhan
Ung dung di nh tuyén

IPsec c6 thé ddm bao rang
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N3t quang cdo b di nh tuyén (router méi quang céo hién dién cla no)
xuat phat ttPmét bo di nh tuyén duoc xac thue.

Nt quang cdo hang xdm (mot router nham thiét 1ap hodc duy tri mot
m&i quan hé hang xém véi mot bd di nh tuyén trong mot mién di nh tuyén) xuat
phét ttpm6t b di nh tuyén duoc xac thue.

N3t tin nhan chuyén hudng xut phat tirrouter ma géi IP ban dau d3
duoc gUi.

N3t ban cap nhat di nh tuyén duoc khéng gid mao.(not forged).
Tai liéu IPsec
IPsec bao @m ba khu chlc ning:
e ching thuc,
e bi mat, va
e quan ly khoa

Toan B cac dac diém ky thuat IPsec duoc rdi rac trén hang chuc RFC va
dwthdo vin ban IETF, 1am cho nay swphk tap va khé khin nhat dé ndm bat tat
ca cac thong s6 ky thuat clia IETF

The documets can be categorized into the following groups
e Architecture
o RFC4301 Security Architecture for Internet Protocol
e Authentication Header (AH)
o RFC4302 IP Authentication Header
e Encapsulating Security Payload (ESP)
o RFC4303 IP Encapsulating Security Payload (ESP)

e Internet Key Exchange (IKE)
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o RFC4306 Internet Key Exchange (IKEv2) Protocol
e Cryptographic algorithms
Di ch vu IPsec

IPsec cung &p di ch vu an ninh tai cac I6p IP bang cach cho phép mét hé
thong dé lua chon giao thiit bao mat can thiét, xac di nh cic thuat toan (s) dé st
dung cho cac di ch vu (s), va dat &vj tri bat ky khéa mat m3 can thiét dé cung
cAp céc yéu caudi ch vu.

RFC 4301 6t ké cac di ch vu sau day:
e Kiém soat truy cap

o toan ven huong két ndi

e x4c thuc ngudn gbe divliéu

e Loai bd cac gdi tai hién lai(replays) (mot hinh thik toan ven xép tlng
phan)

e Tinh bao méat (m3 hoa)
e luu luohg giao thong bao mat gidi han
e Other
Ché do Transport
cB d6 Transport cung cap bao vé chiiyéu cho céc giao thik 16p trén.

D6 13, Bo vé ché dd van chuyén kéo dai dén tai trong(payload) clia mot
goi tin IP.

Thong thidng, phuong tién giao thong duoc strdung cho giao tiép end-to-
end giltia hai mdy chu (vi du, m6t khach hang va m6t mdy chu, hodc hai may tram)

& m3 hoéa va xac thuc divliéu tuy chon IP

&S]

e ¢4 thé lam phan tich giao théng nhung hiéu qua
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e t&t cho ESP luu luong host-to-host
Ché do dudng ham(Tunnel mode)
Tunnel mode cung:ap bao vé cho toan bd géi tin IP.

B dat duoc diéu nay, sau khi cac linh vuc AH hodc ESP duot thém vao
gai tin IP, toan b céc Iinh vut géi cOng véi an ninh duoc coi la payload cla goi IP
m&i bén ngoai voi mot tiéu dé IP madi bén ngoai

Toan B ban dau, ndi, géi tin di qua mot dudng ham tirmot diém cla mot
mang IP khac; khdng cé cac router trén dudng di cé thé kiém tra cac tiéu dé IP
bén trong

e ma hoda toan b gdi IP
e thém tiéu dé mai cho hop tiép theo
e khong cé router trén dudng co thé kiém tra tiéu dé IP bén trong
o t6t cho cac VPN, clia ngd vao cbng an ninh
Piém khéc nhau gilia transport mode va tunnel mode:

Transport : bao vé upper-layer protocol.

Tunnel: entire IP packet.

&transport: chia 1am 4 tang va &tang th(r4: orig IP hdr -> ESP hdr

Otunnel ¢6 5 tang: tAng 4 ESP hdr -> orig IP hdr va tang th(5 cé: new IP
hdr.

IP Security Policy

0'ban dé cac hoat dong clia IPsec |a khai niém vé mot chinh sach an ninh
ap dung cho méi géi IP di qua trmdt ngudn dén dich.

chinh sach IPsec dioc xac di nh cht yéu béi swrtuong tac cla hai co's&di
liu,
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o cosddirliéu lien két an ninh (SAD) va
e cos@d¥liéu chinh sach an ninh (SPD)
Security Associations
6s&dirliéu Hiép hdi An toan
Database Security Policy
IP Traffic Processing
Hiép h6i bao mét (SA)

N3t khai niém quan trong xudt hién trong ca cac co'ché xac thuc va bao
mat cho IP la hiép hdi bao méat (SA)

rdt két n6i hop ly mét chiéu gilia ngudi gli va ngudi nhan ma danh dj ch
vu an ninh cho giao théng van chuyén trén né

xac fnh bdi 3 théng sb:

e Security Parameters Index (SPI): M&t chudi bit duoc gan cho SA nay
va c6 y nghia ndi bd

o IP Destination Address: di a chi cla thiét bi dau cudi dich

* Security Protocol Identifier: chi ra cho du hiép hdi la m6t hiép hoi
an ninh AH hoac ESP

Cosddirliéu Hiép hbi An toan (SAD)

Trong tung thut hién IPsec, c6 mot co'sddirliéu Hiép hbi An toan danh
nghiia xac di nh cac thong s6 lién quan véi méi SA.

e Security Parameter Index
e Sequence Number Counter

e Sequence Counter Overflow
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¢ Anti-Replay Window
* AH Information
® ESP Information
e Lifetime of this Security Association
e |[Psec Protocol Mode
e Path MTU
Cos&dirliéu Chinh sdch An ninh (SPD):

Cac phuong tién ma luu luong IP ¢6 lién quan dén SAs cu thé (hodc khdng
c6 SA trong trudng hop luu luohg truy cdp duoc phép bo qua IPsec) 1a
Database Security Policy danh nghia.

Ddng gbi An Ninh Payload (ESP)

ESP c6 tB duoc strdung dé cung cép bao mat, xac thue ngu("in géc div
lidu, toan ven phi két ndi, va di ch vu chong phat lai (mdt hinh thikc toan ven xép
tlng phan), va (gidi han) luu luong dong chdy bdo mat.

Ap hop cac di ch vu cung cap phuthudc vao tuy chon d3 chon tai thoi
diém Hiép hoi An toan (SA) thanh |p va vao vi tri cla viéc thuc hién trong mot
topo mang.

ESR6 thé lam viéc vl mét loat cac thuat toan ma héa va xac thuc.
Ma héa va xac thuc Algs

CaPayload Data, Padding, Pad Length, va Next Header [inh vuc duot ma
héa bang cac di ch vu ESP.

Bu thuat todn duoc strdung dé m3 hoa diliéu ddng bo tai trong yéu cau
mat m3, chéng han nhwla mot vector khéi tao (IV), sau d6 cac dirliéu co thé duoc
thuc hién mot cach rd rang vao dau clia trudng Payload Data.
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Bu duoc dua vao, mot IV thudng khong duoc m3 hda, méc du né thudng
duoc goi nhwla mot phan clia ban ma.

Padding
Cac wdng Padding phuc vu nhiéu muc dich:
e m&rodng plaintext dén chiéu dai yéu cau
o dé sap xép thoi gian pad va céc linh vuc tiéu dé tiép theo
e Cung cAp mot phan bdo mat luu luong giao thong
Di ch vu chéng Replay
replay |2 khi & tAn céng gli mot ban sao clia mot gai tin xac thuc
8 thirtwstrdung dé ngan chan cac cudc tan cong nay
sender kBi tao chudi s 0 khi mdt SA méi duoc thiét 13p
e tang cho moi goi
 khong duot vuot qua gidi han cla (2mii 32)-1
nBn sau d6 chp nhan céac goi tin vdi sd seq trong clia s6 clia (N -W + 1)
Két hop Hiép hdi An Ninh
SA cdhé thuc hién mot trong hai AH ho&c ESP
thic hién ca hai can phai két hop SAs
e tao thanh mot bé hiép hdi an ninh
o c6 thé chdm dit &thiét bi dau cudi khac nhau hodc cling
o két hop boi
o giao ké

o ham 13p
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&t hop xac thuc va m3 hoa

e ESP v6i xac thuc, di kém bén trong ESP & AH ngoai, géi van chuyén
bén trong & ngoai ESP

IPSec Key Management
wly thé hé & phan phdi chinh
thidng can 2 cdp phim
e 2 mbi hudng cho AH & ESP
an quan ly khoa
e quan tri Sys tay cAu hinh mdi hé théng
gan ly khoa twrdbdng

e hé thdng twdodng cho vao viéc tao ra nhu cau clia cac phim cho SA
trong cac hé théng 16n

o c6 Oakley & ISAKMP yéu td
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