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" '“Fr Moi trucng an ninh trong T

o H|en chu’a cO con sO cu thé vé toi pham mang,
con sO thiét hai la kha I6n nhu’ng on dinh, cac ca
nhan phal doi mat véi nhiéu I‘UI ro gian Ian mOi

cd thé lién quan tdi tdn that ma khong dudc bao
hiém

o Theo Symantec: lugng t0i pham mang gia tang trong
nam 2007

e Theo IC3 (Internet crime complain center): Ba xur' ly
200.000 khi€u nai vé toi pham trén Internet

» Theo diéu tra nam 2007 cua CSI: co 46% hang bao
cdo do thay 16 hdng an ninh trong ndm

o Thi trudng phi phap chao ban tai khoan an cap dang
ma rong
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o Nhom rui ro dir liéu

o Nhom rui ro vé cong nghé

o Nhom rui ro vé thu tuc quy trinh giao dich
cla to churc

o Nhom rui ro vé luat phap va cac tiéu
chuan cdng nghiép
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~ Non-delivery
Confidence fraud

Credit/debit card fraud

Check fraud
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Insider abuse

Virus
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Nigerian letter fraud
Laptop/mobile device
theft

Phishing

IM misuse

Denial of service
Unauthorized access to
information

Bots

Theft of data

Abuse of wireless
network

Financial fraud

Password sniffing

Web site defacement | 10%
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o Phat tan virus

e Tin tac, cac chucng trinh pha hoai
o Phishing — " ke gia mao”
o Ké trom trén mang (sniffer)

e Tan cong tu choi dich vu (DOS - Denial Of
Service attack)

o GUi thu rac véi quy mo I6n
» Thu thap thong tin ngudi st dung bang
spyware.




e 3 loai chinh:
e virus anh hudng tdi cac tép (file) chuong
trinh (.com, .exe, .bat, .pif, .sys...)

e virus anh hudng tdi hé thong (dia ci’ng hoac
dia khai dong)

e VIrus macro

e Virus dugc danh gia la moi de doa I6n
nhat dbi vGi an toan cua cac giao dich
thuong mai dién tu hién nay.



- - [ | U
RGN 72N
S 11N Ta
| |
ll .' ‘ ,

]

c (hacker) va.cac chg
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e Tin tac hay toi pham may tinh:

» nhirng nguGi truy cap trai phép vao mot

website, CSDL hay HTTT.

» Nhirng hanh vi cua tin tac:

o danh sap website,

o huy d{ liéu,

» xam nhap hé thong ngan hang,

o danh cap cac tai khoan ATM,

o tai khoan Game, tai khoan Mobile



» Nguy hiém han ching cé thé sir dung cac
chuong trinh pha hoai (cybervandalism)
nham gay ra cac su’ co, lam mat uy tin
hodc pha huy website trén pham vi toan
cau.



o mot loai t6i pham cong nghé cao
e st dung email, tin nhan pop-up hay trang web
» ira ngudi dung cung cap cac thong tin ca nhan
nhu thé tin dung, mat khau, so tai khoan ngan
hang.
» Cac website thudng xuyén bi gia mao
o Ebay, MSN, Yahoo, BestBuy, American Online

o Paypal: http://paypal.com,
http://paypal.com@218.36.41.188/fl/login.html



o Trong TMDT moi de doa I6n nhat la bi
“*mat” (hay bi 10) cac thong tin lién quan
dén the tin dung hoac cac thong tin giao
dich sU dung the tin dung trong qua trinh
thuc hién cac giao dich mua sam qua
mang va cac thiét bj dién tu.



o tan cong khién mot hé thong may tinh
hoac mot mang bi qua tai, dan tdi khong
thé cung cap dich vu hodc phai dirng hoat
dong.

» Vu tadn cdng DOS dién hinh vao nhiing
website hang dau:

e eBay, Amazon, CNN, E-Trade, Yahoo,
Buy.com va ZDNet.



o Ké trom trén mang (sniffer) la mot dang
cua chuang trinh theo doi, nghe trom,
giam sat su di chuyén ctia thdng tin trén
mang.



e Kinh doanh
o Ky thuat
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e Trong giao dich B2C:
e Uy tin, terdng hiéu cua chinh doanh nghiép do

e Su xac thuc cua mot ca quan co uy tin (Bo thucng
mai, nha cung cap dich vu Internet, cd quan quan ly
san giao dich dién tur, Verisign, Trush/n)

Pé xac thuc khach hang, doanh nghiép can c(r vao:
e Thong tin theé tin dung
o Kiém tra cac dan hang
o ID number, dia chi, van tay, giong noi..

» Trong giao dich B2B: Cac doanh nghiép xac thuc lan
nhau thong qua:

e Cd quan chung thutc khi st dung chir Ky sO
e Thong qua mot cd quan quan ly, to chic cd uy tin
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o Tuong lira: Windows XP Personal firewall,
Microsoft ISA server (da chic nang),
Checkpoint

—_— Public Metwork

— Private LAk |

Company Metwork (LAMN)



o TUONg lUra

» Mang riéng ao (VPN)

e Phong chong virus

o SU dung cac giai phap ma hoa
o Chir ky so
» Phong bi s6
o Ching thu' so




» Vu tan cong vao Chodientu.com

» RUi ro trong thueng mai dién tu cua
IPremier






