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M6t s6 rii ro trong TMPT

Rui ro v dit lidu

Rui ro vé cong nghé

Rui ro vé thii tuc va quy trinh giao dich

Rui ro vé phap 1y va cAc tiéu chuin cong nghiép

Rui ro khéac
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y 3 A g~ oA
Nhom rui ro vé dir liéu

Lién quan dén viéc bao mat cac dir li€u ciia doanh nghiép

Céc thong tin c4 nhan cia khach hang, dbi tic

Noi dung cac don chao hang , hoi hang , dit hang

Thong tin mét vé nhitng cudc déu thiu , dam phan hop ddng hay

Danh myc san phdm muc mét cia doanh nghiép...

Nhom riii ro vé cong nghé

Su xam nhap va lay lan cta virus

Tan cdng cua tin tac, trdm cap trén mang

Su giam st hiéu qua cta dich vu thuong mai dién tir khi cong ng|

ctia doanh nghiép chua dap tng dugce véi trinh d§ cia dich vu sur

dung

Co s¢ vat chét

Trinh d6 clia nguoi sir dyng

Nhém rii ro vé duwong truyén &
quy trinh giao dich

Nhém rii ro dwong truyén

Cadc thi tuc , quy trinh giao dich

Quy trinh giao dich thiéu chat ch& cta cic doanh nghiép

So xuat trong viéc chimg thyre cac thong tin vé nguoi mua va doi tac...




Nhém rii ro vé phap ly &
céc tiéu chuin cong nghiép

Riii ro vé phap Iy

Ruii ro vé cdc tiéu chudn cong nghiép

Mot s6 dang tin cong TMDT

Virus

Tin tac (hacker) va cac chuong trinh pha hoai (cybervandalism)
Tén cong tir chédi dich vu (DOS — Denial of Service Attack)

Ké trom trén mang (Sniffer)

Phishing — ké gia mao

Virus tin cong vio thuong mai dién t thuéng gém 3 loai chinh: virus anh hwdng tdi cic tép
(file) chwong trinh (gén lién voi nhing file chuong trinh, thuong li.COM hoic EXE), virus
anh huong ti hé théng (dia cing hodc dia khdi déng), va virus macro. Virus macro 14 loai
virus phé bién nhit, chiém th 75% dén 80% trong téng s6 céc virus duoc phat hién. Dy 14
loai virus diie biét chi nhiém vio cdc tép tng dung soan thio, ching han nhv cic tép éng
dung cia MS Word, Excel va Power Point . Khi ngudi st dung mé céc ti liéu bi nhifm virus
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Ngiy 1-4-2001, tin tdc 48 s dung chweng trinh pha hogt tén eing vdo ede may chd
6 sk dung phan mém Internet Information Server (II5) cda Microgoft nham lam
gidm uy tin cda phan mém neky vé rat nhide nan whén nhe hing koat hin,

Disney, Nhat bao phd Wall ...da phai gdnh chiu héu qud od vd tai chinh vd uy tin,

gy tre ngai cho hoat déng cua nhisu deanh nghisp. Vi tin oéng DOS disn hinh dao tién

xay ra vio thing 2-2000, cic hoat déng tin cong tue khi ng loat website trén the
gidd ngimg hoat déng trong nhisu gis, trong 46 o6 nhimg website hang dau nhw: eBay

ngimg hoat déng trong 5 gis, Amaron gan 4 g, CNIN gan 3.5 giér, E-Trade gan 3 git, Yahoo

va Buy A ZDNet ciing nygimg hoat déng tir 3 8 i i khing 15
Microso! ng 33 timg phai ginh chiu hiu qua cua nhimg cude tin odng nay. 4 Viet

n,ciing di cd rat nhicu deanh nghiép bi tan cdng dwsi hioh thie nay.

Ké trdm trién mang (sniffer) li mét dang cia chuong trinh theo doi, nghe trém, gidm =it so
di chuyen cia thing tin trén mang. Khi st dung vio nhimg muee dich hop phip, nd o the
gitip phat hign ra nhimg yeu diém cia mang, nheng ngwoe lai, néu sir dyng vio cic myc dich
phi phép, cde phan mem ong dung nay & tre thanh cic moi hism hoa lén va rat khé od the
phit hi¢n. Ké trém s dung cic phan mém nay nham lay cip cic théng tin cb gid tri nhw thy
dién v, dr lidu kinh doanh oa ede doanh nghiép, cée bao cio mat...vir bat o nei

ma
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i b ke gia mao tan cong &n cip thong tin cva khich hing, Hay Vio 17/12/2003 mit 58
khich hing cia eBay nhan duec email véi théng bio rang hisn tai tai khoan cia he tam
ngimg hoat déng cho t khi ho kich vio dwéng link diee cung edp trong email v eip nhat
thong tin vé the tin dung, cing voi cic théng tin ci nhin khic nhe ngiy sinh, tEn théi con
g ciin me, 85 Pin oia the ATM. Duéng link trong dia chi email két nai 14 trang web cia
ehay nhung diy khing phai 13 trang web thit cas ebay ma chi 13 mat trang web gia mao ob
logo v hinh thie giong véi trang web ebay thit. PavPal mét trang web giai phip thanh
todn cfing 18 dai twong thueng xuvén by gia meo. Ke gia meo Pavpal 43 xiy dwong URL cai
trang giong URL cua Paypal bang cich s dung ki hitu @

(hitp:/ L 3640188/ [l loxinhitml). Thetng thi cic server bo qua cic ki tw
trude @ va chi sir dung nhing kv ty san nd. Nhuwe viy 1i khich hing chi o6 thé nhin thiy
durimg link trong mail nhe hitp://paypal.com Chinh vi viy ma khach hang d3 khing nhin
ra dwge 13 minh dang by tan cong tircéc tin téc vA 43 cung cap nhung théng tin cd nhin va

Nhirng bién phap co ban dam bdo an
toan trong giao dich TMDT

Sir dung ky thuat ma héa thong tin
Phong bi s6

Chtmg thur s héa

Nhitng bién phap co bian nhim dam
bdo an toan cho hé thong TMPT

Tuong lira

Mang riéng a0

Sir dung mét khéu

Phong chéng virus

Giai phap an ninh ngudn nhan lyc

Giai phép vé trang thi€t bi an ninh mang
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