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Mang may tinh va Internet

Lé Thi Nhan
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im Noi dung

Kién thirc nén tang
Mang Internet

0 World Wide Web (WWW)
] Giao thure Internet

Bao mat
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“eio Thé giéi két noi mang

~ L,
“\/Z/,}%
\\bfo
R 6
\\\\?\9’

a TV station

mobile MAN (wired or wireless)
base station

mobile
MAN base station

G

mobile
a base station
A /

e e s
WAN (the Internet, or “cloud”)

Pt

Source: Chun-Jen Tsai, ics12, National Chiao Tung University
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ﬂcdo Mang dich vu

Mang truyén hinh (TV networks)

0 Mang vé tinh (satellite network)

O Mang trén mat dat (terrestrial network)
0 Mang cap (cable network)

Mang giao tiép

O Mang dién thoai chuyén mach céng cong (public
switched telephone network - PSTN)

0 Mang di dong
Mang may tinh
0 Mang Ethernet

O Mang so dich vu tich hop (integrated service digital
network - ISDN)

O Puwdng thué bao khéng ddi xirng (asymmetric digital

/ criber line - ADSL)
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ﬂd Phan loai mang may tinh

Pham vi

[0 Personal area network (PAN)

[0 Local area network (LAN)

[0 Metropolitan area network (MAN)
0 Wide area network (WAN)

So hiru

[0 Closed (individual, corporation)
[0 Opened (public)

Cau truc hinh hoc (topology)
|:| Bus, start, ring
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ﬂd Phan loai mang — pham vi

Mang ca nhan (personal area network)

O Khoang cach ngan, vai mét

Mang ndi bo (local area network)

O Qui mé nhd, dwdng kinh vai km (cdng ty, phong thi
nghiém, trwrd’'ng hoc)

O Toc d6 cao (> 100Mbps)

Mang thanh phé (metropolitan area network)

O Qui md vira, trong 1 thanh phd

O Toc dd bang théng réng (1~10 Mbps)

Mang dién rong (wide area network)

O Qui mé I&n, phd toan bd 1 hodc nhiéu quoc gia

68 d6 cham (< 1Mbps)
_
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Phan loai mang — cau hinh

a. Bus b. Star

Computer Computer Computer Computer
Computer Computer
\ Computer e
Computer Computer Computer Computer

Mang truc tuyen ] Mang hinh sao

c. Ring

" | computer
computer
computer
computer

Mang hinh vong \

Source: Computer Science - An Overview, 12e

computer
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ﬁd Giao thirc (protocol)

Giao thirc mang (network protocol) la
mot tap hop cac quy tac dé géc may tinh
trong mang thwc hién trao doi dir lieu
Cau hinh cia mang xac dinh giao thirc
trao doi

/ \ Computer Computer Computer

Computer M gme Computer | |

dlrection
\ / Computer Computer

Computer — Computer

Bus Network Source: Computer Science -
An Overview, 12e

Ring Network

9
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ﬂd Giao thire Ethernet

Giao thuc Ethernet cho mang truc tuyén
st dung quy tac CSMA/CD

[0 Carrier-Sense Multlple Access with Collision
Detection (da truy cap nhan biét sbng mang
co phat hién xung dot)

M6&i may tinh trong mang déu c6 1 ma dia chi
Bat ky thong diép nao ciing dwoc phat séng toi
cac may tinh trong mang
Mot may tinh chi gilr thdng diép dwoc guri t&i no
Néu nhiéu hon 1 may cd gang glvi thédng diép
cung 1 luc - phat hién va cham - ngirng guvi

= Cac may tinh sé thir giri théng diép lai sau khi ch&

- p I
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ﬂd Giao thirc khéng day

Giao thirc mang khéng day str dung quy
tac CSMA/CA

[0 Carrier-Sense Multiple Access with Collision
Avoidance (da truy cap nhan biét séng mang
co tranh xung dot)

Thiét bi méi phai doi cho dén khi n6 khong nghe
thay bat ky thong diép nao truoc khi no co the yeu
cau st dung kénh truyén

Dé tranh “hidden terminal problem”, thiét bi moi
can dgi diém truy cap (access point) cap yéu cau
triwdc khi giri thdng diép

/\
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ﬁd Hidden terminal problem

Xay ra khi 1 nut co
thé nhin thay tr 1
diém truy cap khéng TP

day (AP), nhwng -
khdng nhin thay tw )

nhirng nut khac co

can hear each other although

Range of B

Range|of C

each can communicate

giao tiép véi AP do

Source: Computer Science - An Overview, 12e
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ﬂd Két néi mang

Pé lién két 2 hay nhiéu mang, ta can cac
thiét bi

[0 Bé Idp (repeater): thiét bj truyén tin hiéu gitra 2
mang

O Bridge: twvong tw nhw bo Iap, nhwng chi thwe

hién chuyén tiép théng diép “co nghia” gitra 2
mang twong thich

O Thiét bi chuyén mach (switch): lién két nhiéu
mang twong thich

O Bé djnh tuyén (router): lién két nhiéu mang
khéng twong thich, cho ra 1 mang cua nhiéu

mang goi la Internet
/
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AN,

{cdio Két noi mang

A\

Repeater Switch

L] ] or [] [] L] [] L] L]

Bridge

I Al A I 1 11

-

I
-

I

. A repeater or bridge connecting b. A switch connecting multiple buses
two buses

Source: Computer Science - An Overview, 12e
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{cdio Két noi mang

Wi Fi network

Router Router

Ethernet network

~ J
& & WiFinetwork

Source: Computer Science - An Overview, 12e
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ﬂd Co’ ché giao tiép lién qua trinh

Khach-Chu (client-server)
O 1 may chud, nhiéu may tram

Client Client

N

0 May chu phai thwe hién lién e
tuc /
O May tram bat dau qua trinh Client Cttent
g iaO ti é p a. Server must be prepared to serve multiple clients at any time.

Mang ngang hang (peer-

to-peer)

0 Hai may tinh giao tiép
ngang hang nhau

O Qgé tr‘|’nh ngang héng co b. Peers communicate as equals on a one-to-one basis.

_gtili@\ngan

Peer <4——» Peer

Source: Computer Science - An Overview, 12e
— 16
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ﬂd Hé thong phan tan

La nhirng hé thong cd cac thanh phan chay

trén nhiéu may tinh khac nhau

MO hinh

O Tinh toan cum (cluster computlng) cac may
tinh két ho’p chat ché véi nhau tao thanh cum,

thire hién cting 1 nhiém vy, dwoc kiém soat va
|ap lich b&i phan mém

O Tinh toan mang lwoi (grid computlng) cac may
tinh lién két khéng chat ché, co thé thwe hién
nhiéu nhiém vu khac nhau

O Tinh toan dam may (cloud computing): cac may
tinh lién két qua mang Internet
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INTERNET
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ﬂd The Internet

Mang internet pham vi toan thé gioi
0 Bat dau 1a DARPA vao nhirng nam 1970

Co quan cac du an phong thu tién tién (Defense
Advanced Research Projects Agency)

0 Muc tiéu ban dau 1a lién két cac mang dé
khéng bi gian doan badi tham hoa

0 Ngay nay la lién két toan cau cia PANS,
LANs, MANs, va WANs co lién quan t&i hang
trieu may tinh

/\
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ﬂd The Internet

Mang chuyén mach goi (packet-

switched network)

O Tat ca di liéu dwoc truyén trong mang trén
co sO tirng goi tin

Message Number
Destination

P

(/< \
\ (uufr_,,_j—/\——-‘_,

Ngubn: Laudon, 2016
Packet 3

Data

Message

uongThanCong.com https://fb.com/tailieudientucntt
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ﬂd The Internet

Tap hop cac tén mién (domains)

0 Mbi tén ,mié,n & 1 mang hodc tap hop cac
mang két néi nhau duoc kiem soat béi 1 to
chirc

0 Tén mién phai dwoc dang ky théng qua
ICANN (Internet Corporation for Assigned
Names & Numbers)
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ﬂd Két néi vao Internet

Pai véi td chire 1én, thué két ndi trurc tiép
] Lease line

Poi voi td chrc nhd, lién két tén mién voi
tén mién cta nha cung cap dich vu
Internet (Internet Service Provider - ISP)

[0 C6 3 cap: Tier-1 ISPs, Tier-2 ISPs, Access
ISPs

O Access ISPs (tier-3 ISPs) cung cap két noi
dén Internet

Hot spot (wireless), Telephone lines, Cable/
atellite systems DSL, Fiber optics

/

https://fb.com/tailieudientucntt
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[ SN,

£ cdio Kién tric Internet

— Tier-1 ISPs

— Tier-2 ISPs

— Access ISPs

~ |- End systems

Source: Computer Science - An Overview, 12e
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ﬂd Pia chi Internet

Moi may tinh trén mang phai c6 1 dia chi
duy nhat. V&i Internet, dia chi nay goi la
dia chi Internet Protocol (IP)

O IPv4: dia chi IP cua 1 may la dinh danh 32-bit
[ IPv6: dia chi IP la 128 bits

Dia chi IP thuwdng dwoc viét bang ky hiéu
140.113.39.164
L LC/» identifies the host

- identifies the domain
\ Source: Chun-Jen Tsai, ics12, National Chiao Tung University
CuuDuongThanCong.com https://fb.com/tailieudientucntt
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ﬂd Pia chi Internet

Dia chi IP ky hiéu bang cac sb thap phan véi
dau cham : kho nho

Can co dia chi goi nhé twong dwong
0 Tén mién: 1a phan dwoc chi dinh b&i cong ty
dang ky
Tén mién cap cao nhat 1a sy phan loai cGia cha tén
mién, vi du .com ho&c .vn
Ma&y chu tén mién (domain name server - DNS) sé&
dich cac dia chi goi nh& sang dia chi IP nhi phan
0 Tén may chu: dwoc chi dinh boi quan tri vién
Chu sé& hiru t&n mién can phai dat tén may cha dé cac
gy tinh khac tim thay lan nhau

https://fb.com/tailieudientucntt
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ﬁd Dich vu Internet

Network News Transfer Protocol (NNTP)
File Transfer Protocol (FTP)

Telnet & SSH

Hypertext Transfer Protocol (HTTP)
Electronic Mail (email)

Voice-over-IP (VolP)

World Wide Web
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ﬂd World Wide Web

M4y chu truyén céc tai liéu siéu van ban

(hypertext, hypermedia) qua Internet

O Nhung cac siéu lién két (hyperlinks) dén cac
tai lieu khac

MOt trang web la 1 may chu lwu trir tat ca

cac siéu van ban duoc kiém soat bdi 1 to

chirc hoac ca nhan

Ngdn ngl» phd bién nhat 1a HTML (hyper
text markup language)

v =
CuuDuongThanCong.com https://fb.com/tailieudientucntt
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ﬂ“ Cai dit World Wide Web

Web server

O Cung cap truy cap vao cac tai liéu trén may
chu theo yéu cau

Trinh duyét (browser)
0 Cho phép nguoi dung truy cap vao trang web
Hypertext Transfer Protocol (HTTP)

O La mdt giao thire trao ddi gitra browser va
web server

Uniform Resource Locator (URL)
O La dia chi duy nhat cua 1 tai lié trén web

.,_//\
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()

\\} [}

" cdio URL vi du

http://eagle.mu.edu/authors/Shakespeare/Julius_Caesar.html

\ \
Mnemonic name of Document name
host holding the
document
Protocol required Directory path
to access the indicating the
document. In location of the
this case it is document within
hypertext transfer the host's
protocol (http). file system

Source: Computer Science - An Overview, 12e
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 ctio Tai liéu siéu van ban

Toan b0 tai liéu la cac ky tw in dwoc

Chira nhiéu thé (tag) dé dieu khién hién thj, lién
két tol cac tai lieu hay noi dung khac va 1 s6
chirc nang dong

Tag indicating _

beginning of —  <html>
document gl
Preliminaries —  <title>demonstration page</title>
</head>
bod
Part of the page that e G
will be displayed — <hl1>My Web Page</hl>
by browser
Y <p>Click here for another page.</p>
</body>
Tag indicating T html
end of document = 5

Source: Computer Science - An Overview.
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N 1Y

cdio

A““"'

<html>
<head>

<title>demonstration page</titles>

</head>
<body>
<hl1>My Web Page</hl>
Clhick
Anchor tag bl
containing <a href="http://crafty.com/demo.html">
parameter T
Closing
anchor tag _[ S/e=
for another page.</p>
</body>
</html>

Source: Computer Science - An Overview, 12e
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oS

{ cdio Tai liéu siéu van ban

My Web Page

Click here for another page.

\_ )

Source: Computer Science - An Overview, 12e
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ﬂff?ﬁiw Ng6n ngir danh dau mé réng (XML)

Extensible Markup Language

La ngon nglr dung dé xay dwng cac ngén nglr
danh dau twong tw nhw HTML

Thudc loai ngén nglr SGML (Standard
Generalized Markup Language)

Mo réng cho World Wide Semantic Web
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im XML vi du

<staff clef = “treble”> <key>C minor</key>
<time> 2/4 </time>

<measure> < rest> egth </rest> <notes> egth G,
egth G, egth G </notes></measure>

<measure> <notes> hif E </notes></measure>
</staff>

i
! o o o

>2
4 >

a\ Source: Computer Science - An Overview, 12e
Cuu

uongThanCong.com https://fb.com/tailieudientucntt
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ﬂd Trang web déng

Pé tao ra cac trang web giau da phwong
tién (van ban, am thanh, hinh anh, hoat
hinh, video, va nQi dung co twong tac)
[0 Hoat ddng & phia may khach (client-side)
Javascript, Java applets
Macromedia flash

[0 Hoat ddng & phia may chu (server-side)
Common Gateway Interface (CGl)
Servlets

JavaServer Page (JSP)/Active Server Page (ASP)
PHP

—_//\
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GIAO THUC INTERNET
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ﬁcdo Mo hinh mang ISO

Hau hét cac mang dwoc thiét ké tiép can
theo Iop (M6 hinh 7 1op 1ISO)

Application Application
Presentation [¢-1-----------oooooooooooooo -» Presentation
Session Session
v !
RREEAIE R LR ¢ - 1~~~ -~~~ -~~~ -#»  Transport
! v
Network — [¢-y-------m-mmmommomoooeoes -»  Network
{ !
Data link D R LR - b Data link
! !
Physical i e e - b Physical

Host A Host B
Source: Chun-Jen Tsai, ics12, National Chiao Tung University
CuuD:
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ﬁd Giao thirc Internet

Tang rng dung (Application layer) FusTeeiion
0 Xay dwng cac théng diép véi dia chi

Tang van chuyén (Transport layer) Transport
O Cat thédng diép thanh cac gai tin

Tang mang (Network layer)
O X& ly dinh tuyén

Network

Tang lién két (Link layer) Link

O X ly truyén tai goi tin
/_/ Source: Computer Science - An Overview, 12e
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[ AN\,

‘@ic Vi du : Van chuyén hang hoa

W\

Origin Final destination

Pepares package . Receives and
for shipping You Friend opens package
Places package l i ) T ) Removes package
in container Shipping Shipping from container
for airline Cmpany . company and delivers it

l Intermediate stops T to addressee
Places container . R o e Sends container
in airplane Airline —> Airline =7 Airline —P Airline to shipping

company

Transfers container
to another airplane

Source: Computer Science - An Overview, 12e
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Thong diép tréen Internet

At each intermediate stop
the network layer assigns

a new intermediate address
to the packet and returns it
to the link layer for
transmission across
another network.

Prepares A S Receives

message Application Application message

and attaches A

destination

address

Chops message Collects packets

into packets Transport Transport | and reassembles
I message

Assigns Detects that

intergmediate Network Network Network Network packet has

address to reached its

each packet final destination

v

Transfers Receives

intermediate

address

Origin Intermediate Final

stops destination

Source: Computer Science - An Overview, 12e

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

ﬁ" Bo giao thirc TCI/IP

rang van chuyén
0 Transmission Control Protocol (TCP)
0 User Datagram Protocol (UDP)

rang mang
[ Internet Protocol (IP)

CuuDuongThanCong.com https://fb.com/tailieudientucntt
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' edio Bo giao thuwec TCIl/IP

Application layer

TCP is a connection-based protocol: UDP is a connectionless
a two-way communication channel protocol: consecutive
between the origin and destination messages may be send
must be established before any to the destination
messages can be sent through different routes
a
TcP UDP

Transport Layer < More efficient

but less “reliable”

More “reliable”
but less efficient

Source: Chun-Jen Tsai, ics12, National Chiao Tung University
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BAO MAT
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ﬂf“cdm Béo mét mang

May tinh c6 thé bi tan céng bdi
[0 Viruses va worms
[0 Trojan horses
0 Spywares va phishing
O Tan cdng tir chdi dich vu (denial of services)
0 Spamming
Ky thuat bao vé may tinh
O Twdng ltra (firewall)
0 Proxy server
O Phan mém diét virus
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ﬂd M3 héa (Encryption)

HTTPS va SSL (Secure Socket Layer)

Ma hoa khoa cong khai (public key)
O Public key: dung dé ma héa thdng diép
O Private key: dung dé giai ma théng diép
Chirng nhan (certificate) va chir ky s
(digital signature)

O T6 chirc phat hanh chirng thwe sb (certificate
authority - CA)

v |
CuuDuongThanCong.com https://fb.com/tailieudientucntt
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Ma hoa khoéa cong khai

Alice holds Encr
i Ypteq
public key % W
Both Alice and
Bob holds Carol can send
private key encrypted messages

ssages
rypted M€ to Bob.
Carol holds % M

public key

Alice holds Enc
public key % "Ypted Message o )
arol cannot decrypt
? Bob holds Alice’s message even
: i though she knows how
private key ¢ \
Alice encrypted it.

Carol holds
public key

Source: Chun-Jen Tsai, ics12, National Chiao Tung University
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ﬂd Virus may tinh

La mét chwong trinh phan mém co6 kha nang
tr sao chep chinh no tw may tinh nay lay
nhiém sang may tinh khac dé phéa hoai hé
thong

Tac hai

0 Giam hiéu nang hoat déng cua may tinh

O Lam sai léch qua trinh hoat ddng cua may tinh
O Danh cap, thay doi, pha hay di liéu

Hinh thire lay nhiém

0 Qua cac thiéts bi lwu triy

) thw dién t&r, mang Internet
R
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ﬂd Phan loai

Virus khoi dc“mg
O Lay nhiém & vung kh&i dong hé diéu hanh cta 6

cung lam thay doi hoac pha hdng qua trinh khéi
ddng cua may tinh

Virus tap tin

O La nhirng virus lay nhiém vao nhirng tap tin
chwong trinh, pho bién nhat 13 trén hé diéu hanh
Windows, nhw cac file co dudi mé
rong .com, .exe, .bat, .pif, .sys..

Virus macro

0 La loai virus lay vao nhirng tap tin van ban
(.doc), bang tinh (.xIs) hay trinh dién (ppt) trong
bd Microsoft Office

/
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ﬂd Phan loai

Trojan

0 M6t doan ma chwong trinh khéng cé kha
nang lay lan xam nhap vao may nan nhan.
Pén thdi diém thuan loi, Trojan sé &n cap
théng tin quan trong trén may tinh cua nan
nhan nhw sb thé tin dung, mat khau... dé gui
vé cho chu nhan cda né & trén mang hodc cé
thé xoda di liéu néu dwoc 1ap trinh trwdc
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ﬂd Phan loai

Backdoor

O Loai Trojan sau khi dwoc cai dat vao may
nan nhan sé tv mo ra mot cong dich vu cho
phép ké tan céng (hacker) co thé két ndi twy
xa tol may nan nhan, tir do no s€ nhan va
thwe hién lénh ma ke tan cdng dwa ra

Sau Internet (worm)

O Loai virus co stre lay lan rong, nhanh va phd
bién nhat hién nay. Worm két hop ca stre pha
hoai cla virus, dac tinh A&m tham cla Trojan

va hon hét 1a sy lay lan dang so
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ﬂd Phan loai

Adware

0 Phan mém quang cao bat hop phap, gay khé
chiu cho nguwdi str dung khi ching ¢c6 tinh
thay ddi trang web mac dinh (home page),
cac trang tim kiém méac dinh (search page)...
hay lién tuc tw ddng hién ra (popup) cac
trang web quang cao khi dang duyét web

Spyware (phan mém gian diép)

0 Phan mém theo ddi va tap hop cac théng tin
cua nguoi dung may tinh

.,_//\
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ﬂd Phan loai

Rootkit

0 BO cdng cu phan mém dwoc st dung dé che
giau sw ton tai va hoat ddng clia nhirng tién
trinh hodc nhirng tap tin trong hé thong

O Rootkit 14 cé kha nang an cac tién trinh, tap
tin, va ca dir liéu trong registry (voi
Windows). Néu chi dung nhirng cdng cu phd
bién cua hé diéu hanh nhu "Registry Editor",
"Task Manager”, "Find Files" thi khong thé
phat hién ra céc tap tin va tién trinh nay

.,_//\
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ﬂd Phan mém chong virus

Phat hién va loai bo cac virus may tinh
trong hé thong

f'w hoc cac mau virus méi dé phat hién

lan sau
sz @ ireve pCtooOls McAfee
KAJPIR{KKY 2 M -
o AVG GMTA PANDA Ay Ahnlab
4oL N rton »‘ Sect
avastr’ © or F-Secure. ¢’ [N Egsceurﬂgls

/.\OWObroot‘ CIETLE) zSIncmem  (wpitdefender
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ﬁd Bai giang hom nay

Kién thrc nén tang clia mang may tinh
0 Phan loai (pham vi va cau hinh mang)

O Giao thure (Ethernet va wireless)

O Thiét bj két noi

Internet

O Dinh nghia, kién trdc, giao thic

1 Dich vu wwww

Bao mat cua mang may tinh
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id Bai giang tuan sau

[huat toan (chwong 5)
0 Khai niém
O Biéu dién thuat toan
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