BAI GIANG .
TIN HOC CO SO

BAI 16. DPAO BUC VA PHAP
LY DOI VOI CNTT

Giang vién: PAO KIEN QuUOC

Mobile 098.91.93.980
Email: dkquoc@vnu.edu.vn

https://fb.com/tailieudientucntt


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

NOI DUNG

e Cac loai td6i pham tin hoc
e Phap luat Viét Nam lien quan t&i toi pham CNTT
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MOT SO HOAT DONG CO MUC PiCH XAU
c_--

e Tan cdng tryc tiép hodc xam pham cac hé thong théng
tin nhw tao ra va phat tan vi-rat, vi pham cac quy dinh vé
van hanh, khai thac va st dung mang may tinh gay roi
loan hoat ddng, phong toa hodc lay cap thong tin, lam
bién dang, lam huy hoai cac di¥ liéu cua may tinh

e \/i pham ban quyén phan mém va ndi dung théng tin

e Lam dung mang may tinh dé pham téi nhw Itra dao tai
chinh qua mang; phat tan cac tai liéu phan van hoa, vi
pham an ninh quoc gla st dung Internet dé& nham muc
dich de doa, quay rdi, xiic pham dé danh dw , nhan pham
cua nguoi khac

e Vipham tinh riéng tw qua thw rac (Spamming) va phan
mém quang cao (Adware)
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VIRUS VA SAU (WORM)

e Virys la cac doan ma chwong trinh c6 muc dich gay
nhiéu, thAm chi pha hoai cé cac dac tinh sau:

— Chuo’ng trinh twong ddi nhd, hiéu quéa cao va thwdng cé cac
co ché chong phat hién.
- Virug c6 kha nang lay lan, khi lot vao mét may no chiém

quyén diéu khién cta hé diéu hanh dé tw nhan ban nham lay
lan tr may nay sang may khac

- Phan biét virus: phai c6 vat chu la mét file hay doan ma diéu
khién cda vung boot ctia dia. Chinh vi tinh ndng tucyng tw voi
virus sinh hoc nay ma ngwoi ta goi cac chwong trinh o kha
nang tw nhan ban phai nho vat chi nay Ia virus.

e Sau la chwong trinh ddc 1ap, khéng can vat chd. Sau
thwe hién lay lan thwdng theo dwong mang. Sau
khong nhiem vao file

e Tuy nhién khi noi vé virus noi chung nguwdi ta van ham
y Noi ca virus va worm.

longThanCong.c https://fb.com/tailieudientucntt
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CO CHE CUA VIRUS FILE
O

e Ky sinh vao moét file chwong trinh. Khi thi
hanh, chwong trinh nay, doan ma virus sé chiém
mot ving bd nhé dé sao ma cla virus va stra mot
so dich vu (mét s6 ngat, chu yéu lién quan dén
viéc ghi fiel) ciia hé diéu hanh. Khi d6 may tinh da
bi nhiém virus

e Sau khi da may da nhiém, néu chay mot chwong
trinh khac, cac dich vu da bi stra dbi sé lam viéc
gan doan ma cla virus da co trong bd nh& vao file
chwong trinh chay va ghi lai vao dia. Khi do virus
da thyc hién dwoc viéc lay nhiem.
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VIRUS BOOT

e Boot la vung dia ghi chwong trinh khéi déng cua
hé diéu hanh. Khi khéi ddng may, nhan khoi
dong cua hé diéu hanh trong ROM sé chay
trwde, roi tim vung boot dé thi hanh.Dén lwot
minh boot sé tai cac thanh phan cua hé diéu
hanh tw dia vao b0 nho.

e \irus boot gan ma cua minh vao vung boot. Khi
kh&i dong may bang mot dia nhiém virus, virus
cting chiém mét vung b6 nhd va swra dICh vu cua
hé diéu hanh dé khi dat vao mét dia khéac, dich
VU nay sé& gan virus dang dé trong bd nh& vao
boot cua dia md&i va hoan thanh 1 chu ky lay lan.
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SAU (WORM)
c—

e Sau (worm) la chwong trinh hoan chinh, khéng can ky
sinh vao boot hoac file ma théng qua mang (web hoac
mail) @& nhan ban va phat tan. Vi s&r dung mang nén toc
do lay lan cla sau rat 1én

e MOt s sau phat tdn qua email. Khi xam nhap vao
may, no tim cac dia chi email va tao cac thw dién to gui
t&i cac dia chi do c6 dinh kém cac file la méa virus. Ngu o
nhan thw khéng biét mé file 1a bi nhiém.

e MOt s sau dwoc dat trong cac dia chi cé thé download
dwoc dwdi nhivng 1&i gidi thiéu co tinh kich thich, dé
nguwdi dung lay vé chay thr va bij lay nhiém
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TAN CONG TU CHOI DICH VU (DOS)

DOS (Denial of Service) la loai hinh tan cong
khlen hé thong khéng thé dap trng dwgc yeu
cau dich vu nira. C6 2 hinh thai tan céng
chinh :

e Tieu hao tai nguyén tinh toan (nhw bang
thong duwong truyén, khong gian dia, chiém
dung thoi gian CPU)

e Pha vo thong tin cau hinh cta hé thong
khién hé thong tir chdi dich vu (chang han
lam sai lac hé thong DNS )


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

MAO DANH, XAM NHAP TRAI PHEP

An cap mat khau bang céch thr tw ddng mét cach cé hé thong
An trdm mat khau bang cach bat cac gaéi tin cia mang dé phan
tich.

Dung cac phan mém gian diép (Spyware) Phan mém dwoc gui
qua mail hay kich thich dé nguoi str dung download Ve chay
thtr. Khi chay mét 1an 1a bi nhiém. Phan mém nay sé guri cac

théng tin cua may ra ngoai giup cho tin téc co thé khong ché
dwoc may bi nhiém.

Mot loai phan mém spyware la Keylogger, phan mém loai nay
sé ghi lai cac hoat ddng ctia ban phim da gé dé gwi ra ngoal

M6t khi da khdng ché dwoc may tinh, tin tac co thé l1ay cap
théng tin, pha huy hay stra chira dir liéu.
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SU DUNG MANG MAY TINH
VI CAC MUC DICH XAU

e Phat tan cac tai liéu van hoa doi truy, cac tai
lieu c6 hai cho an ninh, cac tai lieu kich dong
cac van dé dan tdc hep hoi, xung doét tén
giao va bao lwc

e Lra dao tai chinh qua mang

e De doa, quay roi, dwa tin that thiét, xic pham
ngwol khac qua mang
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SO’ HU TRI TUE
c_-

e Ban quyén phan mém: quyen tac gia, quyén
s® hiru (quyén thwong mai), quyén str dung

e Viét Nam da tham gia cong wéc Bern vé s&
hiru tri tué

e Viéc ton trong ban quyén phan mem gop
phan phat trién nganh céng nghiép phan
mém
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MOT SO PIEU KHOAN TRONG BO
LUAT HINH SU VE TOI PHAM TIN HO€

bieu 224. Toi tao ra va lan truyen, phat tan cac chwong trinh virus

e Diéu 225. Toi vi pham cac quy dinh vé van hanh, khai thac va st
dung mang may tinh dién te

e Diéu 226. Toi st dung trai phép théng tin trén mang va trong may
tinh

Nghi dinh 55/2001/NDb-CP, diéu 41 quy dinh mdt s6 mire x& phat

cac vi pham khi str dung Internet chwa dén murc hinh Sy

Khoan 2 vé St dung mat khau, khoa mat ma, thong tin riéng cua nguwdi khac
dé : truy nhap, str dung dich vu Internet trai phep va sr dung cac cong cu phan
mém dé truy nhap, st dung dich vu Internet trai phép"

Khodn 5 vé St dung Internet dé nham muc dich de doa, quay rdi, xic pham dé
danh dw , nhan phdm cutia ngudi khac; Pua vao Internet hoac loi dung Internet
dé truyen ba cac thong tin, hinh anh doi truy, hodc nhirng théng tin khac trai
v&i quy dinh cua phap Iuat vé noi dung thong tin trén Internet; Hanh cap mat
khau, khoa mat m3, théng tin riéng cua to chirc, ca nhan va pho bién cho
nguoi khac st dung Vi pham cac quy dinh vé van hanh, khai thac va str dung

may tinh gay roi loan hoat dong, phong tod hoac lam bién dang, lam huy hoai
cac div liéu frén Internet

Khodn 6 vé tao ra va cd y lan truyén, phat tan cac chwong trinh vi rat trén
Internet

CuuDuongThanCong.com https://fb.com/tailieudientucntt
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TONG KET

Céac hoat déng c6 muc dich xau lién quan dén CNTT bao gom

Tao va reo rac virus

Xam nhap trai phép chiém doat thdng tin, lam bién dang hoac huy
hoai di¥ liéu

Vi pham cac quy dinh vé van hanh, khai thac va sir dung may tinh
gay roi loan hoat dong, phong toa hoat dong cua may tinh va cac hé
thdng may tinh

Lam dung mang may tinh dé thwc hién céc tdi 4c khac nhw truyén ba
théng tin co hai, xic pham ca nhan,, Ira dao

e Vipham suv riéng tw
e Vi pham ban quyén

Phap luat cua Viét Nam da co6 nhirng quy dinh dé trirng phat nhirng
hanh vi ké trén trong b luat hinh sy va nghi dinh 55/2001/ND-CP.
Tuy nhién diéu quan trong la m6i ca nhan phai nhan thirc dwoc trach
nhiém cta minh truéc cdng dong

ongThanCong.com https://fb.com/tailieudientucntt
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CAU HOI VA BAI TAP

e Thé nao la virus va worm va cac phwong
thirc hoat ddng cua né

e Thé nao la tan cdng tlr chdi dich vu.

e Néu cac khia canh cuia ban quyén phan
mém: quyén tac gid, quyén s& hiru va quyén
sty dung
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