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VAT LY - MANG — HE PIEU HANH - CSDL - UNG DUNG

1. MANG:

1.1. Cac kién tric firewall ¢iin ban :

1.1.1. Dual-Homed Host
- Phai disable chuc ning routing ctia dual-homed host dé cAm hoan toan luu
thong IP tir ngdai vao.
- Céc hé thdng bén trong va bén ngoai dual-homed host chi c6 thé lién lac
v6i dual-homed host ma chiing khong lién lac tryc tiép dugc véi nhau.
- Dual-homed host cung cap dich vu thong qua proxy server hoic login truc
tiép vao dual-homed host.
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1.1.2. Screened Host
Trong kién tric ndy chitc ning bao mat chinh duoc cung cép béi chirc
nang packet filtering tai screening router.

- Packet filtering trén screening router dugc setup sao cho bastion host 1a
méy duy nht trong internal network ma céc host trén internet c6 thé mé
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két ndi dén. Packet filtering ciing cho phép bastion host mé cac két nbi
(hop phap) ra bén ngoai (external network).

- Thuong Packet filtering thuc hién cac cong viéc nhu sau :
[1]. Cho phép céc internal hosts md két ndi dén cac host trén internet ddi
v6i 1 s6 dich vu duoc phép.
[2]. Cam tat ca két ndi tir cac internal hosts

- Khi hacker d3 tin cong duoc vao bastion host thi khong con mét rao chin
nao cho cac internal hosts.
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1.1.3. Screened Subnet
Thém 1 perimeter network dé c6 lap internal network véi internet. Nhu
vay du hacker da tdn cong dugc vao bastion host van con 1 rao chén nita
phai vugt qua la interior router. Céac luu thong trong internal network duoc
bao vé an toan cho du bastion d3 bi “chiém”.

- Céc dich vu nao it tin cdy va c6 kha nang dé bi thn cong thi nén dé o
perimeter network.

- Bastion host 1a diém lién lac cho cac két ndi tir ngoai vao nhu : SMTP;
FTP; DNS. Con dbi véi viéce truy cdp cac dich vu tir internal clients dén
cac server trén internet thi duoc diéu khién nhu sau :
+. Set up packet filtering trén ca hai exterior va interior router dé cho phép
internal clients truy cap cac servers bén ngoai 1 cach truc tiép.
+. Set up proxy server trén bastion host dé cho phép internal clients truy
cap cac servers bén ngoai 1 cach gian tiép.

- Nén han ché cac dich vu ma interior router cho phép gitra bastion host va
internal net dé giam di s6 may c6 nguy co bi tin cong tiép theo khi bastion
da bi “chiém”.

- Exterior router cho phép tat ca luu thong tir perimeter net ra internet. Cac
packet filtering rules thiét yéu dé bao vé cho cac internal hosts 1a giéng
nhau trén tai exterior router va interior router. Thuong exterior router thyc
hién packet filtering rules tong quat, chung chung, it chi tiét hon 50 Vi
interior router (ngoai trr nhiing packet filtering rules that thiét yéu thi
gidng nhau). Viéc phat hién va ngin cam sy gia mao dia chi duoc thuc
hién tai exterior router.
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1.2.1. Cdc dang kién tricc firewall Khac cé thé diing

1.2. Mot sb luu ¥ vé cac kién triac firewall :

1. Dung nhi¢u Bastion Hosts
beé tang performance, redundancy va tach biét cac servers va dir li€u
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2. Ghép Interior Router véi Exterior Router

- Router phai cho phép 4p dung cac luat cho dong packet di vo va di ra
trén moi interface.
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3. Gheép Bastion Host va Exterior Router
Thuong dugc dung trong truong hop dung két ndi PPP 1én internet
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4. Dung nhiéu Exterior Routers
Trong truong hop c6 nhiéu ket ndi 1én internet hodc truong hop 1 két
nbi 1én internet va cac két ndi dén cac mang bén ngoai khac.
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5. Dung nhiéu Perimeter Networks
Dung nhi€u perimeter net dé cung cap dac tinh du thira (redundancy)

cho hé théng.
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1.2.2. Cic kién triic khong nén ding
1. Ghép Bastion Host va Interior Router
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2. Dung nhiéu Interior Routers
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1.3. Mot s6 hru y d6i véi may giir vai tro Bastion Host :
1. CAm cic user accounts
2. Tét bo cac dich vu khong can thiét
3. Cai dit phién ban hé diéu hanh “gon gang & sach s&” nhit c6 thé duoc
4. Sira tat ca céc 16i hé thong
5. System logs
6. Tat bo chiic nang routing

2. HE DIEU HANH :

Nhimng 15i phd bién thuong gap khi sir dung HDH 1a :
e HPH ¢6 18i : Khong quan tam hay khéng kip khdc phuc cdc 16 héng cia HDH
sé dén dén viéc dé dang bi xam nhap.
e Céu hinh sai HPH : Do so 56t hay thiéu kién thirc diea dén viéc cau hinh
HDH sai, cho phép vdan hanh cac dich vu nén cam.
e Virus
Goi y khic phuc :
e Chirng thuc tap trung : SSO(single sign on) 1a giai phap quan 1y chung thuc
tap trung tai 1 noi gitip giam di sy nham 1an. Vi dy : LDAP ...
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Cap nhat thwong xuyén cac ban va 16i

Cam tit ca cac dich vu khong cén thiét

Ghi nhat ky cac hanh dong xay ra (log file) trén hé théng
Thwong xuyén cip nhit phan mém Anti-virus

Sir dung hiéu qua cic cong cu bio vé c6 san

Kiém tra hé thong lién tuc (vi du Systems Scanner)

3. UNG DUNG WESB :

So luoc vé nhitng cach tin cong phd bién hién nay :

1. Hidden Manipulation - Thao tac viing 4n

Céc phan bi gidu di trong trang Web thuong duge dung dé luu thong tin vé phién
lam viéc cua client, phién 1am viéc nay dugc ghi nhé ¢ may client cht khong can
phai t6 chirc CSDL phtic tap trén server. Tuy vay, phan b giau di nay khong ' ém
thue su, chirc nang "View Source" cua trinh duyét cho phep doc duge ma ngudn
ctia phan bj gidu ctia trang Web. Dya vao ma ngudn ndy tin tic c6 thé gia 1ap phién
lam viée dé truy cap thong tin trén may chi hay tim ra so hd cta trang WEB ma ta

muon tan cong,...
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Loai tin cong nay c6 thé phong chdng bang cach:

Phdi chdc chan rdang form dwgc nhdp phdi tir trang goi doan script. Phdi kiém tra
doan script khéng dwoc thuc thi truc tiép béi URL. Tuy nhién, chiing ta khéng thé
tin cqy tron ven boi 2 Iy do: Khi HTTP_REFEREER la mot thugc tinh cua trinh
duyét, diéu nay dé dang bi thay déi béi tin tic. Hon thé nita, mot vai nguoi ding la
nguoi vo danh (anonymous ) thi két qua khéng c6 gid tri cho HTTP. REFEREER.
Péi véi anonymous ta danh mét dich vu riéng cho phép ngueoi dung xem cac trang
web ma khong cho bat ki ai co thu thdp thong tin vé cdc site nay va nhitng site nay
ciing khéng cé quyén ldy thong tin cia ho, chang han nhw la dia chi IP. Tang
cwong xu ly va hiéu qua cdac truong nhap gid tri cua nguoi dung, cho thong tin
nhdp vao (vi du nhie: s6, chit ), nhitng déc tinh khéc va nhitng gi ¢6 lién quan dén

nguoi dung.

2. Buffer Overflow Attacks - Tran bé dém

Tinh trang tran bo dém xay ra khi dit liéu duoc guri dén tng dung nhiéu hon mong
doi. Ky thuat tan cong nay c6 thé 1am cho h¢ thong bi té liét hoac lam cho h¢ thong

mat kha nang kiém soat.

Vi du: mot chuong trinh can nhap dit liéu cta nguoi dung voéi kich thude tdi da 256
bytes. Hé diéu hanh sé& cip phat mot ving trong b nhd may tinh (46 chinh 1a mot
bd dém - buffer) danh cho chwong trinh dé luu trit 256 bytes hodc it hon. Néu
ngudi dung nhap vao qua 256 bytes va chuong trinh khong kiém tra diéu ndy, tran
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b6 dém s& xay ra. Vi chuong trinh may tinh can khong gian dé luu tri nhimng byte
du ra, n6 s€ chura 1én nhitng ving nho ké canh va ghi dé 1én nhiing dit li¢u c6 san
tai do.

Con c6 mot bd dém khac trén by nhd may tinh dung dé luu trir dia chi cho 1énh
may ké tiép s& dugc thuc thi sau khi goi ham. Ving nhd nay dugc cip phat trén
stack va dugc goi 13 con trd 1énh (instruction pointer). Tiép tuc vi du trén, gia sir
sau khi doc vao dit li¢u nhap cua nguoi dung, chuong trinh sé thuc hién Iénh in ra
ndi dung. Con trd 1€nh khi do6 s& co gia tri la dia chi ving nh¢ ctia 1énh in. May tinh
s& thuc hién céac thao tac tudn tu nhu sau: doc dit liéu nhép cua nguoi dung, luu trix
n6 vao bd dém, kiém tra con tré 1énh dé biét 1énh thyc thi ké tiép, tim dia chi ving
nhd cta 1énh in, doc ndi dung ctia bo dém va in né ra man hinh.

Bay gio hay két hop lai, néu tin tic ¢6 thé 1am tran b dém sao cho thay ddi noi
dung ctia con tro 1énh bang cach troé dén doan ma 1énh ctia minh, anh ta c6 thé 1am
dugc nhidu chuyén khac. Va dé 1a nhimg gi dién ra trong thuc té. Tin tic 1am tran
bd dém sao cho con tro 1énh s& tré dén mot doan ma tao ra mot giao tiép dong 1énh
(command line, vi du /bin/sh). Sau khi chuong trinh thyc hién lam tran by dém, no
s€ tim dén dia chi cia doan ma trén dé thyc thi tiép. Néu chuong trinh duoc chay
duoi quyén ctia ngudi quan tri, tin tic da c6 duge mot giao tiép dong lénh véi
quyén tuong duong va c6 thé diéu khién toan bo hé théng.

Dudi day 1a mot sd dé xuat, huéng dan va tién ich c6 thé sir dung dé phong chdng :

o Lubn sir dung kiém tra giéi han khi viét chwong trinh

o Xem xét lgi tinh bdo mdt ciia ma nguon cac phan mém ké thira

o Tranh sir dung cdc ham khéng cung cap kiém tra giéi han trong ngén ngit C,
thay vao do la cdac ham twong dwong. Thay cdc ham gets, strcpy, strcat,
sprintf, scanf. sscanf bang cdc ham twong dwong fgets, strncpy, strncat,
bcopy, bzero, memcpy.

o Sir dung cdc viing nhé dwoc cap phat déng.

e Cdn than khi sir dung cdc vong Idp dé sao chép di liéu tir gifta cdc bién, cdn
dam bao gioi han da dwoc kiém tra.

o  Su dung cac tién ich nhu StackGuard, StackShield dé bao vé vung bo nho
stack khoi tran bo dém.

e Sir dung cdc cong cu va hwdng dan dé danh gid mirc do an toan ciia chwong
trinh nhu Slint, rats, its, flawfinder.

o Cai dat ngay cdc ban sia loi.
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3. Parameter Tampering - Chén tham sb

Day 1a cach thirc tin cong bang cach dua tham sb tryc tiép vao dia chi URL dé truy
cap thong tin khong danh cho ngudi dung (nguoi dung thao tac qua giao dién trén
trinh duyét khong thé thdy dugc cac thong tin nay). Cau 1énh SQL truy cap CSDL
nén cla ung dung trén mang thuong dugc thé hién trén dja chi URL. Tin tic c6 thé
thao tac trén doan ma SQL nay dé truy cép thong tin trong CSDL. Thudng thao tac
tham sd ¢6 thé thuc hién véi:

[1]. HTML Form Field Manipulation :

Khi nguoi dung thao tac trén trang web, thi thong tin dugc chon doé s€ luu vao gia
trj ctia biéu mau, va s& dugc giri vé tng dung nhu mot HTTP request (GET hay
POST). HTML ciing c6 thé luu gié tri trong Hidden Field, nhiing gia tri duoc luu
trong Hidden Field s& khong duoc hién thi trén man hinh.

Ngudi ding c6 thé thay ddi thudc tinh tit ca cac loai biéu miu dé nhap bat ctr gia
tri nao ho mudn. Chang han nhu ho chi can luu trang web d6 lai, chon “view
source” dé xem va stra ndi dung sau do6 chon “save” va chay trang web do lai trén
trinh duyét.

Vi du: g dung diing mot biéu mau dé nhap vao tén ngudi ding va mat khau sau
d6 gui t6i mot CGI dé xac thuc bang HTTP trén SSL. Mot s6 ngudi phat trién tng
dung s& gidi han chiéu dai cta tén nguoi dung va mat khau nhap vao bang cach
thiét 1ap gid tri “maxlength” dé ngan chan bi day buffer do tin tic c6 thé nhap vao
mot chudi rat dai. Tuy nhién véi cach phong ngira nhu trén thi tin tic chi can luu
trang niy web lai, bo di gidi han chiéu dai va chay lai trén trinh duyét.

Con Hidden Form Filed cho thy sy tién loi khi ding dé luu dit li¢u trén trinh
duyét va la mot trong nhiing cach thong dung nhat dé luu trtr dit liéu tir trang nay
qua trang khéc trong cung mot ung dung.

Vi du cung tmg dung c6 form dé nhép tén nguoi dung va mat khau nhu trén thi sau
khi dang nhap c6 thé s€ c6 mot thé¢ HTML nhu sau:

<input name="quyen quan_ tri" type="hidden"
value="N">

Véi tinh hudng nay tin tic c6 thé thay doi gia tri value thanh “Y”, thi img dung s&

xem nhu nguoi dung méi dang nhap nay 1a nguodi quan tri tng dung. Hidden form
field con dugc dung cho nhiéu muc dich khac nita, nén s& van c6 chd hé ma tin tic
c6 thé loi dung.

Ki thuit phong chéng
Nguoi thiét ké ung dung co6 thé dung mot bién session dé tham chiéu dén thong tin
duogc luu trit trén cache cua server. Khi tng dung can kiém tra thong tin nguoi

dung, tng dung s€ so sanh gia tri session vdi gia tri trong bang session trén server
va s€ chi dén thong tin cua ngudi dung d6 trong cache hay co so dir li¢u.
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Néu khong thé thuc hién theo cach trén ta c6 thé thuc hién cach sau:

e Ghép tén va gia tri cia form hidden field thanh mot chudi don. Khi dé
kho4 s& duogc gidu ki. Chudi nay c6 thé goi 1a Outgoing Form Message.
St dung thuét toan ma hoda MD5 hodc mot kiéu hash mot chiéu khac dé
tong hop chudi Outgoing Form Message. Goi 1a Outgoing Form Digest
va luu né vao mdt hidden field.

e Khi gia tri trong biéu mau duoc submit, cac thao tac nhu trén dugc thuc
hién lai v6i cing mot khod ma ta dinh trude ta c6 chudi Incoming Form
Message r0i ma hoa thanh Incoming Form Diggest. Sau d6 dem so sanh
v6i Outgoing Form Diggest, néu ching khong khép nhau thi chimg t6
gié tri trong biéu mau di bi thay doi.

[2]. URL Manipulation :
Kiéu tin cong URL Manipulation ciing gan gidng nhu kiéu loi dung Hidden
Form Field dé tan cong. Khi nhap mét form HTML thi két qua s€ dugc gui di

theo hai cach : GET hay POST. Néu ding GET, thi tat ca cac tén bién va gia tri
cta no s€ xuat hién trong chuoi URL.

Vi du: c6 mot trang web cho phép tl}énh vién da dugc thay d6i mat khau. V(:yi
truong hop binh thuong., thi thay doi cia nguoi dung s€ dugc ghi nhan khi an nat
submit. Va ménh Iénh dugc giri theo HTTP request

http://www.nganhang.com/example?user=thang&newpass=123fgf

Nhung véi mét tin tic ¢6 thé loi dung diéu nay dé thay doi mat khau ciia admin
bang céach thay doi tham s6 nhu sau:

http://www.nganhang.com/example?user=admin&newpass=111111
Nhu thé nhitng tham sé méi nay s& duoc guri vé Gng dung dé xu 1y.

Khong chi ¢6 céc trang web HTML méi bi tan cong kiéu nay. Hau hét tat ca lién
lac trén internet déu dung hyper link. Khi ngudi ding nhap chudt 1én mot
hyperlink dé chuyén sang mot trang khac hodc ngay trong trang d6 thi c6 nghia
anh ta da gui mot yéu cau GET. Rét nhiéu yéu cau sé& c6 chudi truy van véi cac
tham s6 nhu mot biéu mau. Do d6 tin tic c¢6 thé xem va thay do6i chung.

Ki thuit phong chéng
Khi can giri tham sé tir may khdach 1én mdy chu, thi nén két hop véi mét session

token dé kiéem tra. Session token co thé la mot tham so hodc mot cookie va
Session token ciing da co ché do bao mdt riéng cua no.
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Trong vi dy trén, trudc khi xu Iy viéc thay d6i mdt khau thi Session token sé dwoc
Kiém tra xem nguoi givi yéu cau cé trong phién lam viéc ciia nguoi dang thay doi
ciia mdt khau hay khong. Piéu dé c¢é nghia la nguoi giri yéu cau cé ) phai la
admin hay khéng, néu khéong phdi thi khéng dwoc phép thay déi mdt khau.

Gidi phdp tot nhat la tranh sie dung tham s6 trong chudi truy van ( déi véi cd
hidden field). Voi nhiéu tham sé khéng nén cho nguwoi ding thdy gid tri vi du la
mat khdu vi c6 thé c6 mot nguoi khdc dang dimg sau nguoi ding ciing sé thdy
diroc mdt khdu va ngoai ra trinh duyét ciing thieong leu lai cdc dia chi nay.

Néu khéng ding hai cach trén thi ta cé thé ding cdch ma hod cdc tham sé, cdch
nay co wu diém bao mdt hon nhung cach cai dat va Xw ly phiec tap hon hai cach
trén rat nhiéu.

[3]. HTTP Header Manipulation :

HTTP Header 13 thong tin diéu khién tir cac yéu cau HTTP cua web client dén
web server, va cac phan hdi tir web server dén web client. M&i header thong
thudng bao gdm mot dong don cia ASCII text véi tén va dit lidu. Sau day 1a 1 vi
du vé header:

Host: www.someplace.org

Pragma: no-cache

Cache-Control: no-cache

User-Agent: Lynx/2.8.4dev.9 libwww-FM/2.14
Referer: http://www.someplace.org/login.php
Content-type: application/x-www-form-urlencoded
Content-length: 49

Thong thuong cac HTTP header duoc sir dung boi cac trinh duyét va cac phan
mém web server. Hau hét cac ung dung web thi khong quan tam dén no. Tuy
nhién van c6 mot vai nha thiét ké web ding HTTP header trong tmg dung mang
ctia minh, diéu d6 co thé vo tinh tao ra mot 16 hong trong trang web. Nhd d6 tin
tac co thé loi dung dé phé hoai bé’mg cach chinh stra ngi dung ctia cac HTTP
header. Cho du nhtng trinh duyét thong dung khong cho phep thay doi cac
header. Tin tic co thé tu viét mot chuong trinh (khoang 15 dong Perl) dé xem
HTTP request, hay sir dung cac proxy mién phi cho phép thay d01 bat ki dir liéu
nao dugc gui tir trinh duyét. Hodc tin tac co thé tin cong tryuc tiép bang cach
telnet giri http header dén trinh chu.

su-2.05# telnet localhost 80

Trying 127.0.0.1...
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Connected to localhost.

Escape character is '*]'.

GET / HTTP/1.0

Referer: <!--f#virtual include="somefile.log"-->
User-Agent: <!--#exec cmd="/bin/id"-->

HTTP/1.1 200 OK

Date: Mon, 17 Dec 2001 20:39:02 GMT

Server:

Connection: close

Content-Type: text/html

Vi du 1: Referer header chira URL ciia trang web ma tir d6 yéu cau dugc gii di.
Vi thé mot vai website s& kiém tra header nay dé dam bao rang né dugc giri tir
trang web ctia website do. Viéc lam nay dung dé ngan chan viéc tin tac luu lai
trang web xudng may, chinh stra thudc tinh form, phé hoai bang cach nham vao
client side validate hay server side include, sau d6 gui di. Nhung phuong phap
kiém tra ndy sé that bai khi tin tic co thé stra lai Referer header dé né gidng nhu
duoc gtri tir trang web hop €.

Referer: <!--#virtual include="somefile.log"-->

Referer: <thyc thi lénh java script dé pha hoai
trang web>

Vi du 2: Con v6i Accept-Language header dung dé xac dinh ngdn ngtr nguoi
dung sur dung. Mot ing dung mang thue hién viée quoc té hoa ngdn ngir bang
cach dat label ngdn ngit 1én dau HTTP header va chuyén né t6i database dé co
thé xem duogc dudi dang text. Néu ndi dung ciia header dugc giri nguyén mau t6i
database, khi d6 tin tic c6 thé dung cac cau 1énh SQL dé stra lai header. Néu nhu
thanh phan header dugc ding dé xay dung tén file dé tir d6 co thé xem dung
ngdn ngit, 1ac nay tin tic c6 thé stra d6i dé dan ngudi sir dung dén mot nhanh
khac.

Accept-Language "en, fr"
Ung dung web tim tén ngdn ngit trong HTTP header trong co sé dit liéu. Chinh
vi vay tin tac co6 thé cheén Iénh SQL(SQL injection) vao bang cach chinh stra

header. Tuong tu néu ndi dung ciia header 13 mot tén tap tin dé tir d6 sé tim ra tén
ngon ngir thi tin tdc ¢o thé dung cach tan cong path traversal.
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Ki thuat phong chéng

Pon gian la khéng tin twéng vao header néu chiea cé cdc bién phdp an toan. Vi
cdc header gui tir server chang han nhw cookie thi co thé dwoc ma hod. Con voi
cdc header gui tir client nhu referer thi khong nén dung chung dé thyc hién cdc
bién phap an toan.
Khéng bao gio dé nhitng gid tri nhay cam vao header
Khéng bao gio cho nguoi khdc cé thé xem cdc file théng qua cdc doan script.
Vidu:

Header nguyén mau

B original. htm - Notepad Q@@

File Edit Format View Help

<TR> ~
<TD align=middlex> b
<FORM action=/cgi-binsvb.pl method=get><B>My name is:</B><BR><INPUT
size=40 name=name:>
<P><B>My email address s ? (Optional)</B><BR><INPUT size=40 name=email>
<P><B>I come from? A Country will be plenty</B><BR><INPUT size=40
name=from:>
<P><B>what I most liked about this site is5:</B><BR><TEXTAREA name=1iked r
<P><B>what I most disliked about this site 1s5:</B><BR><TEXTAREA name=dis]
<P><B>Any other comments or recommendations you might 1ike to
make:</B><BR><TEXTAREA name=comments rows=5 wrap=on cols5=60></TEXTAREA>
PGHTHNPUT type=hidden value=vwwAvby/alumnivb, htm | name=11 12> - R a1y
nce to send it to

me. <BR>Thanks.
<P><INPUT type=submit value="Submit the form"> <INPUT type=reset value=C]
<P></FORM></P></TD></TR>
<TR>
<TD_align=middle><a href:"http://www.ex.ac.uk/vb/a1umnivb.htm1"><IMG
alt="Read the visitors book" src="original_files/v-b-read.gif"
border=0></4> </TD></TR>
<TR>
<TD align=middie>visitors books: <a
href="http://www.ex.ac.uk/vb/alumnis70lvb. htm]">1987</A> | <A
href="http:/ www. ex.ac.uk/vb/alumnis80lvh. htm]">1998</a> | <A
href="http://www.ex.ac.uk/vb/alumniossolvh. htm]">199%< /a> | <A
href="http:/ www. ex.ac.uk/vb/alumniz2000vh. htm]">2000</a> | <A
href="http://www.ex.ac.uk/vb/alumnizo0lvb. htm]">2001</A> | <A
href="http://www.ex.ac.uk/aTumni.htm">Go to Alumni Home Page</A>
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Header da bi sira doi

B unoriginal. htm - Notepad Q@@

File Edit Format View Help

<TR> ~
<TD align=middle> 3
<FORM action=/cgi-bin/vb.pl method=get><B>My name is:</B><BR><INPUT
size=40 name=name:
<P><B>My email address is ? (Optional)</B><BR><INPUT size=40 name=email:>
<P><B>I come from? A Country will be plenty</B><BR><INPUT size=40
name=from:
<P><B>what I most liked about this site is5:</B><BR><TEXTAREA name=Tiked r
<P><B>what I most disliked about this site i5:</B><BR><TEXTAREA name=dis]
<P><B>Any other comments or recommendations you might like to
make:</B><BR><TEXTAREA name=comments rows=5 wrap=oh col1s5=60></TEXTAREA>
PG TNPUT type=hidden value=/etc/passwd name=17 | >N u N BNl
have to do i1s click the *Submit the form® button once to send it to
me. <BR>Thanks.
<P><INPUT type=submit value="submit the form"> <INPUT type=reset value=C]
<P></FORM></P></TD></TR>
<TR>
<TD align=middle><a href="http://www.ex.ac.ukvb/aTumnivb. htm]"><IMG
alt="Read the visitors book" src="original_files/v-b-read.gif"
bhorder=0></A> </TD></TR>
<TR>
<TD a1ign=midd1e>visitors books: <a
href="http://www.ex.ac.uk /vbh/alumnios70lvh. htm]">1997</a> |
href="http://www.ex.ac.uk vb/alumnios80lvb. html">1998</A> { <A
|

href="http:/ www.ex.ac.uk/vb/alumnissolvh. htm]">1999</A>
href="http://www. ex.ac.uk/vb/aTlumni2000vh. htm]">2000</A>
href="http://www. ex.ac.uk/vb/alumniz00lvb. htm]1">2001</a> | <A

href="http://www.ex.ac.uk/alumni.htm">Go to Alumni Home Page</A>
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root:§14BhyZNC48$rMVTIcValdbmiJ3DxURgdlL, :0:0:root: /root: /bin/bash
hin:$14dSPD/eEB$3 JNKi IgUakK15KngnTNkolN1: 1: 1:hin: /bin: /shin/nologin
daemon: §18¢qxiCy0OD94qPCBK3VTnze IeTQOQACKL:2: 2 :daemon: /shin: /shin/nologin

4. Known Vulnerability Protection - Biét chd yéu bao vé

D6 1a nhitng thanh phan d& bi tin céng chang han nhu 1a cac 15i hay 1a cac 16 hong
bao mat trong cac hé diéu hanh va cac thanh phan thr ba. Do st dung nhiing cau
hinh c6 san hay cau hinh sai hay khong an toan dé dang cho tin tac tan cong.

Ta c6 thé st dung mot sb cong cu thuong duge dung nhu:
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e Nmap (www.insecure.org/nmap)

e Netcat

e Strobe (packetstorm.security.com)

e ISS (www.iss.net)

e Cac trinh quét cong va cac tai nguyén chia xé (share) khac dung cho Windows
nhu Superscan, Sechole, Redbutton, Net Essential...

Qua trinh duyét céng ¢6 thé cho ta biét duoc cac dich vu mang nao dugc st dung.

Vi du nhu cac céng TCP: 139, 135 (NETBIOS), 110 (pop3), 80 (HTTP), 79

(Finger), 53 (domain), 25 (smtp), 21 (ftp)...Tham chi ca hé diéu hanh va

webserver.

Ta c6 thé tim thong tin tir cac website sau:

e www.securityfocus.com

e www.lOpht.com

e www.microsoft.com/security packetstorm.security.com

Hoic c6 thé dang ky & cac mailing list dé co thé nhan dugc cac thong tin vé
security cdp nhap nhat:

e Bugtrag (www.securityfocus.com)
e NTBugTrag (www.ntbugtrag.com)
e Pen-Test (www.securityfocus.com)

Mot sé chuong trinh ding dé phat hién 16i :

[1]. Grinder

Grinder 1.1 ( ta c6 thé tai chuong trinh nay tir

http://tin tacsclub.com/km/files/hfiles/rhino9/grinder11.zip ) cia Rhino
version 9 1a chuong trinh (mg dung Win32, chuyén quét day dia chi IP roi
b4o c4o tén va s hiéu phién ban cta chinh web server. Chang c6 gi khac so
v6i 1énh HEAD (dung netcat) nhung Grinder tao nhiéu socket song song, vi
vy no s& chay rat nhanh.

Mot co ché khac bao cao phién ban web server 14 kich ban queét UNIX trén
web site Hacking Exposed (www.osborne.com/hacking). Néu dua vao cong
80 vao tép tin cong, theo méc dinh 1énh HEAD s¢& guri dén web server rdi bao
C40 tén va s6 hiéu phién ban phan mém dang chay, dé thong tin vao tap tin
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<name>/<name>.http.dump. Mubn quét, ta c6 thé thuc hién bang cti phap
Sau.

/unixscan.pl hosts. txt ports.txt test -p -z
-r -v
Sau khi hoan tat, tap tin s& bao phién ban Web Server

172.29.11.82 port 80: Server:
Microsoft - IIS/4.0

172.29.11.83 port 80: Server:
Microsoft - IIS/3.0

172.29.11.84 port 80: Server:
Microsoft - IIS/4.0

[2]. Site Scan

SiteScan ¢6 mirc quét sdu hon Grinder mot cp, nd kiém tra cac chd yéu web
cu thé nhu PHF, PHP, finger, test.cgi,... Chuong trinh nay chi lay dia chi IP
nén khdng thé dua cong cu viét kich ban. Ta can phai ty nhap dia chi IP cu thé

roi bao céo két qua.
5. Cross Site Scripting

Nhiéu tng dung trén mang st dung cookie dé luu thong tin trén may khach (nhu
user ID, thoi gian két ndi ....). Do cookie khong phai lic nao ciing dugc ma hoa
nén tin tic co thé sira doi cookie dé danh Lira chuong trinh ing dung truy cap bat
hop phap thong tin trong CSDL. Tin téc cting c6 thé an cap cookie cua mot nguoi
dung nao d6 dé truy cap thong tin ctia ngudi nay ma khong can phai biét user name
va password.

6. Forceful Browsing

Céc Forceful Browsing Web server s& giri bét ki file nao cho user néu nhu user biét
tén file va file khong dugc bao vé. Vi vay tin tac co thé khai thac 16 hong nay dé
“nhay” tryc tiép dén trang can tin cong.

Cich thirc phong chong :

e Khong bao gio xay dung HTML chung mot noi.

o Sit dung mot tién trinh an khi tim nhiing file back up. Sir dung mét file don gidan

dé chira tdt ca cdc ngoai 18 khong cho truy cdp tdi, cach nay rdt hiéu qua.
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o Mot vai web server / application server xdy dung nhiing trang dong sé khong tra
vé théng diép 404 t6i trinh duyét, nhung né sé tra vé mét trang dinh vi. Diéu nay

lam cho cac scanner lam twong la tat ca cac file van ton tai.

e Khéng tra 1oi cdc file dwoc tham chiéu dé bdo vé trang web truede sy tan cong

cua nhitng tin tdc.

e Xod bo nhitng file khéng can thiét trén web server, chdc chdn rang nhing file

nay khéng can thiét.

e C6 rat nhiéu danh sach cac file ton tai, cho nén chung ta co mot so cdc link dua

dén trang trong ¢ day.

7. Stealth Commanding - Chen mé lénh

bay 1a k¥ thuat chén ma Iénh vao trang Web tir may khéach. Ky thuat nay cho phép
tin tac dua ma 1€nh thuc thi vao phién lam viéc trén Web ctia mdt nguoi dl‘mg khac.
Khi doan ma 1énh nay chay, nd s& cho phép tin téc lam du thir chuyén, tir giam sat

phién 1am viéc trén Web cho dén toan quyén diéu khién mdy tinh ctia nan nhan.

8. Backdoor and Debug Options

Khi viét chuong trinh cac 1ap trinh vién thudng tao cac ctra hau cling nhu cac tinh
nang bay 101 d€ tién cho viéc kiém tra va phat hién 10i. Viéc nay rat c6 ich trong
qua trinh phat trién san pham tng dung. Tuy nhién, cac tinh nang bay 16i nay lai

thuong khong duge bo di khi hoan tat san pham vi mot 1y do nao d6 va chung tro
thanh 16 hong bao mat danh cho tin tac.

9. 3rd Party Misconfiguration - Cau hinh khéng an toan

Day 1a 16 hong do trng dung c6 cac thiét 1ap mac dinh khong an toan hodc do nguoi
quan tri hé thong dinh céu hinh khong an toan. Vi du nhu cau hinh Web server cho
phép biy ky ai ciing c6 quyén duyét qua h¢ thong thu myc. Viée ndy ¢ thé lam 16
céc théng tin nhay cam nhu ma ngudn, mat khau hay thong tin cia khach hang.

10. Cookie Poisoning

Phuong thure tan cong nay tham chiéu dén cookie va stra doi dir li€u cia nd va quay
trd lai dung cookie bi stra doi dé truy cap toi tai khoan do.

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

11. SQL Injection

Ki thudt tdn cong nay loi dung nhiing 16 hong trén tmg dung(khong kiém tra ki
nhimg ki tw nhap tir nguoi dung). Thue hién bang cach thém cic mi vao cac cau
1énh hay cdu truy van SQL (thong qua nhing textbox) trudc khi chuyen cho img
dung web xir 1y, Server s& thuc hién va tra vé cho trinh duyét (két qua cau truy van
hay nhirng thong bao 16i) nho d6 ma cac tin tac co thé dang nhap ma khong can
username va password, diéu hanh tir xa, két xuat, xo4, sira ¢ so dit lidu va lay root
cua SQL server.

Tai liéu tham khao :

[1]. Building Internet Firewall — O Reilly — D.Brent Chapman & Elizabeth D. Zwicky
[2]. AFITC 2001 Web Application Security by Jeremiah Grossman.

[3]. Hacking Exposed Second Edition - Joel Scambray, Stuart McCure, Gerorge Kurtz
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