Tim hiéu hé thong tén mién DNS —
Domain Name System

Hé thdng phan giai tén mién Domain Name System (hay con goi la DNS) la
mot giao thirc phd bién trén mang Internet. Vay DNS la gi va cdng dung
clia DNS trong mang Internet nhu thé nao?

DNS dugc dinh nghia chinh thirc trong chudn RFC1034 va RFC1035, DNS
giup mang Internet trd nén than thién han véi nguGi dung.

MOi tai nguyén mang déu dugc thé hién bang mot dia chi s6 (dugc goi 1a
dia chi IP) vi du 123.123.123.123 la m6t dang dia chi IPv4. Va hién nay VJi
su' ra dGi cua moi thiét bi két nGi Internet (Internet of Things), s6 lugng dia
chi IPv4 da can kiét va IPv6 da dudc ra d&i nham dan dan thay thé IPv4.

Ngudi ding chi nhé dugc tén website ma rat khod cé thé nhé dugc day s6
dia chi IP cua website dd. Chinh vi vay xuat hién DNS la mét dich vu cho
phép ngudi dung nhap tén mién trén trinh duyét web va tén website do sé
dugc anh xa dén dia chi tai nguyén mang ndi website dugc luu trir trén
Internet.

Ai diéu hanh DNS?

TG chirc Internet Corporation for Assigned Names and Numbers (ICANN)
o trach nhiém diéu hanh hé thdng root, chia thanh cac ki€u tén mién cd
dang .com, .org, .edu. Mdi qudc gia déu clf ra mét dai dién diéu hanh tén
mién cap cao cla quoc gia minh. Vi du tai Viét Nam tén mién .vn do Trung
tdm Internet Viét Nam (VNNIC) ki€m soat.
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Cac kiéu tén mién

MGt tén mién dugc chia ra thanh nhiéu cap bac:

gTLD (Generic Top Level Domain) — tén mién két thic bang .com, .net,
.org, .gov, .edu va .name.

ccTLD (Country Code Top Level Domain) — té&n mién riéng ctia moi
quoc gia (vi du .il, .ru, .uk, ,us, .cn, .vn).

Infrastructure TLD — XU ly va diéu hudng chuyén dai tir dia chi IP sang
tén mién, Vi du IPv4 48.199.81.in-addr.arpa. St dung trong ban ghi PTR
(dugc giai thich bén dudi).

Cap 2ld, 3Id, 4ld — Vi du www.somedomain.co.uk, uk la ccTLD, co la 2Id,
somedomain la 3ld va www la 4ld.

Cac ban ghi DNS

Cac ban ghi DNS dudc phan loai nhu sau:

A

Ban ghi A xac dinh dia chi IPv4 hodc IPv6 cua tai nguyén mang. Vi du ban
ghi:

www  IN A 12.34.56.78

trong tén mién somedomain.co.uk dinh nghia www.somedomain.co.uk
dugc truy cap duy nhat tai dia chi IPv4 12.34.56.78.
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CNAME

Ban ghi CNAME (canonical name) xac dinh mét dinh danh khac hay con goi
la “bi danh” (alias) sé dudc phan giai dén khi tim thay ban ghi A. Vi du ban
ghi:

WWW IN CNAME www.somedomain.co.uk

trong tén mién somedomain.com dinh nghia dinh danh duy nhat
www.somedomain.com la bi danh cho www.somedomain.co.uk.

MX

Ban ghi MX (mail exchange) xac dinh tén tai nguyén va danh sach may chu
mail theo thr tu uu tién cho tén mién dé. Vi du ban ghi:

somedomain.co.uk IN MX 10 mailsrvl
somedomain.co.uk IN MX 20 mailsrv2

xac dinh mailsrvi.somedomain.co.uk la may chd mail dugc uu tién gui dén
dau tién va ti€p sau do la mailsrv2.somedomain.co.uk.

NS

Ban ghi NS (name server) xac dinh authoritative name server cia domain.
Vi du ban ghi:

somedomain.co.uk IN NS nsl.somedomain.co.uk
somedomain.co.uk IN NS ns2.somedomain.co.uk
PTR

Ban ghi PTR (pointer) trd mot dia chi IP dén mét ban ghi A trong ché do
ngudc (reverse) va dudc st dung trong ki€u tén mién infrastructure TLD.
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IP: 62.56.230.2
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PTR: 2.230.56.62.in-addr.arpa

IP Address Domain Name TTL Protocol Record Type A Record
2.230.56.62.in-addr.arpa. 38400 IN PTR ftp.somedomain.co.uk

TTL

TTL la thdi gian cache cua ban ghi DNS trén mot may chu tén mién trudc
khi may cha dé tim ki€m mot phién ban cap nhat

Ban ghi SOA — Start of Authority la gi

Thong thudng, moi tén mién sé sir dung 1 cdp DNS nao do dé tro vé 1
hodc nhiéu may chu DNS, va & day, cac may chd DNS co trach nhiém cung
cdp thdng tin ban ghi DNS cla hé thdng cho tén mién nay dé nd hoat
dong. SOA duoc coi nhu dau hiéu nhan biét cua hé thong vé tén
mién nay.

MOt cau truc cia ban ghi SOA thong thudng sé bao gom:

nsl.somedomnain.co.uk abuse.somedomnain.co.uk 2006030501 28800
3600 604800 3600
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Primary DNS Contact Person

! !

IN SOA nsl.somedomain.co.uk abuse.somedomain.co.uk. (
Serial Number —> 2006030501 ; Serial number (yyyymmddss)
28800 ; Refresh every 8 hours (.\
3600 ; Retry every hour € Secondary Options
604800 : Expire every week € |
3600) ; Minimum TTL 1 hour

[

TTL=Time To Live

Trong do:
nsl.somedomnain.co.uk: gia tri DNS chinh cua tén mién hodc may chu.

abuse.somedomnain.co.uk: chuyén dai tir dang
abuse@.somedomnain.co.uk, thé hién chu thé s& hitu tén mién nay.

2006030501 : Thdi gian cap nhat DNS cho tén mién mdi nhat.
28800: sO giay trudc khi ban ghi DNS dudc tu dong cap nhat lai

3600: sO gidy trudc khi ban ghi DNS bj I6i khdng thé tu ddng cap nhat lai
va can lay lai thong tin DNS lan tiép theo.

604800: gidi han thai gian tinh bang gidy sau khi ban ghi DNS dugc g bo
trén server va khong con hiéu luc trén server.

3600: TTL — xac dinh thdi gian cachecua ban ghi

May chua phuc vu tén (Name Server -NS) la gi?

NS la mot may chu chiu trach nhiém tra I6i truy van DNS

NG ton tai & tat ca cac cap trong kié€n trdc DNS
Authoritative name server kiém soat mot phan co sé dir liéu DNS
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M&t NS c6 thé phuc vu nhiéu zone khac nhau

Nhiéu NS phuc vu cho mét s6 zone/subzones nhat dinh
Truy van tuong tac va truy van dé quy

Truy van tuong tac (Iterative) va truy van dé quy (Recursive) la
hai chirc ndng thudng bi hi€u nhadm trong Name Server. NS truy van tucng
tac chi cd thé tra 16i thdng tin ma mdy chu nay biét hodc d& dudc cache.
Ngugc lai NS dé quy khdng ghi nhd thong tin, nd sé hai cac tai nguyén
khac vé thong tin dugc yéu cau dén.

Hay cung xem vi du khi nguGi dung go http://www.google.com vao trinh
duyét web va nhan [Enter]:

Budc 1: May tinh giri m6t yéu cau phan giai dén may chu NS da dugc cau
hinh, thong thudng dugc dat tai nha cung cap dich vu Internet cia ngudi

dung.
Tell me the address of e
“‘www.google.com” ?..
L] G -

Your PC ISP “recursive”
DNS server

“hay cho toi biét dia chi cia www.google.com”
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Budc 2: NS dé quy bat dau hoi mot trong nhitng may chi DNS gbc da
dugc cdu hinh trudc dé tim tai nguyén dugc yéu cu.

1 Tell me the address of
. “www.google.com”
o - Y
Ol . ?
ISP “recursive” | don't know the HsHEe
DNS server address but | know oot Servers

who'’s the authoritative
for the “com” domain.
Ask them

“may chu root DNS khong biét dia chi nay la gi nhung bi€t may chi DNS
chiu trach nhiém cho tén mién .com. Hay héi ti€p may chd DNS dd”

Budc 3: NS dé quy tiép tuc hai mot trong nhitng may chu DNS chiu trach
nhiém tén mién .com

= Tell me the address of
. “www.google.com”
cam N
(o e 7
- ¢
ISP “recursive” | don’t know the Rook
DNS server address but | know oot Servers

who's the authoritative
for the “google.com”
domain. Ask them

“may chu root DNS khong biét dia chi nay la gi nhung biét may chu DNS

nao chiju trach nhiém cho tén mién .google.com. Hay héi ti€p may chi DNS
d‘o’”
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Budc 4: NS dé quy hdi mot trong nhitng NS google.com

e Tell me the address of —
= i » O
O . www.google.com O e
[ == > o =
Ol " 4 Ol S
ISP “recursive” The address of google.com
DNS server www.google.com is DNS server
216.239.53.99

“may chu DNS chiu trach nhiém cho tén mién .google.com tra két qua cho
NS dé quy”

Budc 5: NS dé quy gui két qua tré vé may tinh cla ngudi dung. Sau dé nd
sé ghi nhd (cache) diT liéu trong khoang thai gian TTL.

o
OIS
CEn
o . =
] The address of o

Your PC www.google.com is

216.239.53.99 ISP “recursive”
DNS server

“dia chi cua www.google.com la 216.239.53.99"

Budc 6: May tinh ngudi dung da cd thé glri HTTP request dén may chu
web cua Google.

| Send me the
O “www.google.com” G
Q web page Camre..
R -
Your PC Here it is! www.google.com
web server
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