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Noi dung

1.1 - Mang mdy tinh va tthg dung trong doi song
1.2 - Phan loai mang (network taxonomy)

1.3. - Giao thuc mang (Protocol)

1.4 - Cac md hinh tham chiéu (reference models).
1.5 - Chuan mang mdy tinh (network standards).
1.6 - Hé diéu hanh trong mdi truosng mang.

1.7 - Mang Internetf.

1.8 - Mot s6 mé hinh mang

1.9 - Lich st phédt trién Internet
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1.1. Mang may tinh va tng dung

0 Mang mdy tinh (computer network) la hé thong bao
gom nhiéu hé mdy tinh don l¢ (ndt mang) duoc Aet noi
véi nhau theo kien tric ndo dé va cé kha nang trao doi
thong tin.

> NGt mang (node): host, workstation, network component...

> Két noi (interconnected): ddy (cable), song (wave)...

> Kién trdc (architecture): Chi ra phuong thic xdy dung va
hoat dong ctua mang.

0 Loi ich cia mang:

> Chia s¢, trao doi thong tin.
» Tdng cuong suc manh cua hé thong (distributed system,

narallel system).
Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model 8
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Ung dung ctia mang mdy tinh

0 Mang néi bo (co quan, toa nha)

> Chia sé tdi nguyén (mdy in, 6 ciung, chuong trinh...).

> Lién lac trong mang noi bo co quan (local mail).
0 Cung cap dich vu (md hinh client/server).

> Web, Email, search engine, tin tuc.

> Thuong mai dién tu (ecommerce - electronic commerce).
a People online communication.

> Chatting, conference
» Dién thoai (PSTN, Mobile).

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model 9
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Cdc thdanh phan cua kién tridc mang mdy tinh

0 Duong truyén vat ly (physical media)
> Truyén tin hi¢u giita cdc hé thong.
> Hitu tuyén (cable) va vd tuyén (wireless).
> Bdng thong (bandwidth)
» Toc do (speed) hay thdng lugng (throughput):
» S0 lugng bit truyén dugc trong mot gidy (bps).
» S0 lugng thay doi tin hiéu trong mot gidy (baud).
0 Kién trdc mang (network architecture)
> Hinh trang mang (topology).
> Giao thuc (protocol).

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model 11
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1.2. Phan loai (network classification, faxonomy)

0 Theo topo mang
> Broadcast: Truyén quang bd.
> Point-to-point (switched): Truyén diem-diém.
0 Theo ki thuat truyén (fransmission technique)

> CI r'CUIT_SW”-Ched Interprocessor Processors Example
. distance located in same
> PGC keT"SW I TC hed im Square meter Personal area network
A
0
0 Theo quy mo (scale) i o
100 m Building Local area network
> LAN 1 km Campus
> M A N / 10 km Cl‘y : Metropolitan area network
100 km Country |
> WA N e e ]>- Wide area network
10,000 km Planet ) The Internet

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model 13
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Topology (broadcast & point-to-point)

o ()

Bus Topology Ring Topology Star Topology
Extended Star Hierarchical Mesh
Topology Topology Topology

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model
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Van chuyén dir liéu qua mang

0 Mang mdy tinh gom 2 phan

> Lop "Ria"
> Lop “Loi"

0 Lop 18i ¢6 nhiém vu chuyén dit
lieu tu thiet bi dau cuoi dén
thiét bi dau cuoi, coé 2 cach

chuyén
» Chuyén mach 4o
> Chuyén mach géi

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model
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Truyén dit liéu trong mang

communication

/ networks \

switched broadcast

networks networks

(vd. Radio,

/ \ Broadcast T\/)
circuit-switched packet-switched
networks hetworks
(vd, tglephone) (vi du Internet,
/ ATM)
FDM TDM

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model 16
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Circuit switching (chuyén mach kénh, 40)

0 Khi hai ndt mudn trao doi
thdng tin = thict lap
kénh (circuit).

a Kenh duoc gitt rieng cho
hai ndt cho 16i khi két

thidc phién trao doi.

a VD: Mang dién thoai.

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model 17
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=

Circuit switching: FDM & TDM
—

0 Hai phuong phdp chia s¢ lién két (link) trong circuit

switching:

> FDM (Frequency Division Multiplexing).

> TDM (Time DM).

FDM
4KHz —
- —Link . Freguency
4KHz —
TDM
1123|4123 |4|1]|12|3|4|1(2]|3|4
L
Slot Frame
Time
Key:

2

All slats labeled " 2" are dedicated
ta a specific sender-receiver pair.
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FDM & TDM example

Example:

FDM

4 ysers H

frequency |

time
TDM

time

time

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model
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Cac giai doan cua circuit switching

Host 1 I I Host 2
— Node 1 Node 2 —
.-} Processing delay at Node 1
propagation delay
w:};z{::::::::::::::::::::::::::::::::::::::} from Host 1
circuit ) h fo Node I
establishment —
-, propagation delay
--------------------------------------------- [} from Host 2
— To Host 1
—

data
transmission

circuit
termination

\

y

-
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20


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Packet switching

| 10 Mbps Ethernet
‘ Statistical
: B . ;

Queue of
packets waiting
for output link

101001.1010001101011011110.11001

Header Data
packet

Key:

‘ ‘ Packets

0 Dt lieu dugc chia thanh cdc géi tin (packet). Mdi géi déu cé
phan théng tin diéu khién (header, trailer) cho biét ngudn gui,
dich nhan...

0 Cdc géi tin cé thé dén va di theo nhu:ng duong khdc nhau > don
kénh (multiplexing), duoc luu trir roi chuyeén tiep khi di qua nit
trung gian (store & forward).

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model
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Thoi gian trong Chuyén géi

Ndt A D NGt 1 NG+ 2 D Nat B
= =F == = = = = i- —_51
B Théi gian
Do tré lan X ly va
o .| cuu duc __téatr A dén Do tré xép
Tphmkglta? truyén { """""" ~ P NGt 1 hang cla
acke
o NULA Packet 1 Piilcket 1 tai
Packet 2 Nut 2
| Packet1 P
Packet 3 a
Packet 2
Packet 1
Packet 3
Packet 2
Packet 3

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model 22
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Do tré trong mang chuyén géi

Xee Iy
tai nut Xép hang
a Tré do phai xt ly tai ndt:
> Kiém tra xem cé 16i bit khdng?
> Xac dinh duong ra
0 Tré do xép hang
> Doi tai cong ra dé truyén di tiép
> Phu thuoc vdo mtc do tic nghén cua router

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model 23
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So sdnh mach chuyén géi va mach chuyén kénh

a Packet switching
> Khdng chiém dung duong truyén = cho phép nhiéu nguoi
ding hon, hiéu suat st dung duong truyén cao.
> Khdng can thiét lap kénh truyén (call setup).
> C6 do tré goi tin.
» Can phai cé co ché khic phuc 16i.
a Circuit switching
> Call setup
> Thich hop véi truyén tin chat leong cao, tic thi.

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model
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Mach chuyén goi va mach chuyén kénh

Mach chuyén géi cho phép nhiéu nguoi st dung mang hon!
Véi két noi 1 Mbit
0 MGéi ngwoi dung can :

> 100Kbps khi “active” D

> Sur dung 10% thot gian -

0 Mach chuyén kénh:
> Cho phép 10 NSD 1 Mbps link

2 Mach chuyén goi D

> Cho phép 35 NSD, (kha nang
co qua 10 “active” trong mot
khoang thot gian nho hon
0.004)

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model 25



http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Packet switching: Datagram

Vd: Internet

st & é
] e

Datagram packet switching

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model 26
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Dinh tuyén

0 Mang chuyén mach goéi:
> Stt dung Dia chi dich d¢ xdc dinh ching ké tiép
> C6 thé di theo nhiéu tuyén duong khdc nhau
0 Chuyén mach io:
> Moi géi tin cé mot thé (Dinh danh mach 40), duoc st dung d¢
xdc dinh ching ké tiép
> Tuyén duong co dinh dugc xdc dinh tai thoi diém thiét lap
kénh truyén
> Cdc routers duy tri trang thdi cho mdi kénh truyén

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model 27
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1.3. Giao thic mang (Protocol)

0 La tap cdc qui tic dé cdc bén truyén thdng cé thé giao tiép
véi nhau

TCP connection

req. :|
TCP connection
T o “repl
May gio roi? _, \py.
__— Get h’r‘rp://gaia.cwdu/index.h‘rm

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model 29



http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Giao thuc mang (Protocol)

Khai niém ve giao thirc

« Cac thuc thé clia mang mubn trao ddi thdng tin voi nhau
phai bat tay, dam phan vé mot so thu tuc, quy tac... Cung
phai “n6i chung mdét ngdn ngx". Tap quy tac hdi thoai duwoc
goi la giao thirc mang (Protocols).

Cac thanh phan chinh ctia mét giao thirc

v Cu phap: dinh dang dir lieu, phwrong thirc ma hoa va cac
murc tin hiéu.

v" Ngir nghia: théng tin diéu khién, diéu khién luu lwong va xdr
1y 16i..

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model
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Mot s6 chirc ndng cua giao thirc

v’ Dong goi

v' Phan doan va hop lai
v’ Diéu khién lién két

v’ Giam sat

v’ Diéu khién lwu lurong
v' Diéu khién 16i

v Dbéng bd hoa

v' Dia chi hoa

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model 31
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Hé thong gtri thu - Nguyén tic phan tang

Addressed
Envelope

Addressed

Envelope

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model 32
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Unix Operating System Layers

System Calls

:  Kernel

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Giao thuc huéng noi va khdong husng noi

Giao thuc truyén thong dugc chia lam hai loai:
0 Truyén tin ¢é lién két (connection-oriented): 3 giai
doan
> Thiét 1ap lién két (handshaking).
> Truyén dit liéu (data transferring).
» C6 cdc co ché kiém sodt 10i
> Huy bo lién két (terminating).
0 Truyén théng khdng lién két (connectionless): chi ¢é
giai doan truyén dit liu.
» Thuong st dung cho cdc tang thap, duong truyén cé do tin
cay cao.

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model
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A TOP-DOWN APPROACH
FEATURING THE INTERNET

James F. Kurose
Keith W. Ross
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Truyén thdong host-to-host

0 M3 hinh doc quyén
> Phan cting
> Phan mém

0 M& hinh dua trén su chuan héa
> Mdy tinh cé thé cdi nhiéu phan cua cdc hdng khdc nhau
» Cdc mdy tinh khdc nhau cé thé két noi duoc véi nhau
=> can chuan héa dua trén co s¢ phan l6p

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model 36
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Tai sao phai phdn tang?

Why a Layered Network Model?

7 | Application

6 |Presentation .

+ Reduces complexity

5 Session + Standardizes interfaces

+ Facilitates modular engineering

+ Ensures interoperable technology
3 Network + Accelerates evolution

+ Simplifies teaching and learning

4 | Transport

2 | Data Link

1| Physical

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

M6 hinh khdng phan tang

Ung dung Telnet
Ao . A C' A
Moi truong truyen Ethernet quzsg Kgg;‘g

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model 38
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M& hinh phan tang

Ung dung Telnet FTP Ui
Gido vin __-N%---
vaMang T A o ____ Layered
Méi truong truyén din
Khong
Ethernet quang day

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model 39
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1.4. Cdc mo hinh tham chiéu

0 Open System Interconnection Reference Model
(OSI Reference Model)

> Dua ra boi ISO (International Organization for
Standardization) nam 1984.

> M3 hinh tham chiéu ly thuyét cho cdc hé thong mé néi chung.
> 7 tang: Physical, Data Link, Network, Transport, Session,
Presentation, Application.

a TCP/IP Reference Model

> Su dung cho mang Internet.
> 4 tang: Host-to-network, Internet, Transport, Application.

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model 40
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OSI layers

System #1 System #2

Application Application

Presentation Presentation
Session Session
Transport Transport
Network Network
Data Link Data Link
Physical Physical

011010100011001111

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model 41
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Layer 1. The Physical Layer

0 Chi ¢é tang vat ly cta hai hé thong duoc Aét noiva truyén
thong trwc tiep voi nhau (wire/wireless).
0 Cdc dic ta vat ly (dien, dién tur...) nhim dam bao su két noi
va truyén tin hi¢u giita hai hé thong.
0 Mot so yéu 1o
> Cdp truyén (Cable).
> Muc dién thé (voltage levels).
> Phuong phdp diéu ché tin hiéu.
> Chu ky tin hiéu, khoang cdch...

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model 42
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Layer 2: The Data Link Layer

0 Bién dit liéu thd nhan duoc tur tang vat ly thanh dit liéu
¢ cau tric logic cu thé hon.
> Framing.
» 001101010 - Khung (frame) cé cau tric.
> Physical Addressing.
« Dit ligu d@én tir dGu? Mdy tinh ndo giri dén?
« Dir liéu can phai gti tiép &i dau?
0 Dam bao sy #in ciy cua tin hiéu truyén giita hai tang
vat ly.
> Kiém sodt 15i (error control).
> Kiém sodt luong (flow control).

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model 43
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Layer 3: The Network Layer

0 Dinh tuyén géi dit liéu
0 Cung cap dia chi logic va chon duong di
0 Két noi cdc mang cé kién tric khdc nhau.

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model 44
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Layer 4: The Transport Layer

0 Tang trén clng cua qud trinh truyén dit liéu.
0 Dam bao dir ligu dugc truyén thdng sudt va tin cay giita hai
hé thong (2 end-systems).
> Thiét lap, quan ly cdc két noi dau cudi - dau cudi (virtual
circuits).

> Kiém sodt 15i, kiém sodt luong (error detection and recovery,
information flow control).

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model 45
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Layer 5: The Session Layer

0 Thiet lap va quan ly cdc phién truyén thong gitia hai hé
thong.
> Chting thuc (security authentication).
> Thiét lap lién két (connection establishment).
> Huy bo lién két (connection release).

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model 46
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Layer 6: The Presentation Layer

0 Diam bao thdng tin truyén tir thg dung ctia hé thong truyén
cé thé doc dugc bai ttng dung cua hé thong nhan.
> CU phdp va ngit nghia cua dit liéu (syntax & semantic).
> Dinh dang di liéu (data formatting).
> Chuyén doi dinh dang (format exchange).
> Nén di liéu (data compression).
> Md hda dit liéu (data encryption)

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model 47



http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Layer 7: The Application Layer

0 Cung cap cdc dich vu @ nguoi dung hay cdc ang dung nhu
ftp, telnet, electronic mail,...
0 Co ché xdc thuc ngusi ding

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model 48
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Qua trinh ddng gdi dit liéu

Syslem A Syslern B
Datn
Application . Apphcation
Protocol data unit
A
Protocol control ¥ -
= . information——"1AH| Data | Virtual commection | < ]
ADDECINIOR EYEER  f0 ov < coconcat s mte et s re s et s et s an s Gu ettt e s an s S5 4400 0e s ae s eesnn s ansones o = Application layer
‘| PH | Data Virtual connection | |
I ) <5 0 S065.0-05005 S50, S5 5. .. .05 S50 2 S 5.0 .. 5 .. P 5 s e -  Presentation layer
1 :‘\'H. : Data Virtual conmnection | |
Session laver PO oA r e s an e e e T PP S AR S SN S SR S SRS FE S BE S SSRGS SS S SELERI BT NG FEas DS Re S we ’1 Session layer
s =1 K",' Data : Virtual commection | s |
Trassport layer F O e e e e e et e e S S e S e e S S RS B S ET S EEe e S e e e > Transport layer
. Py
| | )+ . » } ‘.
L INH| Data Virtzal connection |
Network layer b e e e e e e e e s e et s me s e e mm e e. s . ————— —— - Network layer
TN TR — 11} DHI Data Virtual commection |° """" i
Data link layer P e s e e e e e e e S S R P SRS e S N S e S e - S ST SR SRS S e we e we - Dada link layer
| i Bits ool Virtzal connection | 71
Physical layer e - Physical layer

Gl ey

{,\Q{ Application laver boader TH | Transport layer header PRH Physical layer header
[PH | Presentation layer heades ,\'H‘ Network layer beader
{SH | Scssion layer header DH| Data lnk layer header
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Don vi dit lidu cua cdc tang

OSI Model
Data Layer
r Data Application
Network Process to Application
o =
£ Data Preseptatlon '
% Data Representation and Encryption
~J
b
8 Data Session i
I Interhost Communication
Segments Trans_port —_
L | End-to-End Connections and Reliability
Packets Network

» Path Determination and IP (Logical Addressing)
S
- Frames Data Link
% MAC and LLC (Physical Addressing)
()
= Bits Physical

L Media, Signal, and Binary Transmission

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model o]0)
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TCP/IP Reference Model

0 M3 hinh OST chi mang tinh chat ly thuyét, phuc vu nghién
cuau va hoc tap.
0 TCP/IP la mo hinh dp dung cho mang Internet.
» TCP = Transmission Control Protocol.
» IP = Internet Protocol.
> TCP, IP la hai giao thirc pho bién trong ho giao thirc TCP/IP.
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TCP/IP Layers & Protocols

Appliﬂﬂtiﬂn FTP | HTTP SMTP‘ DNS‘ DNS‘ TFTP‘
Transport TCP UDP
~ Intenet Sl
IP
Network Access g
Many LANs

Internet Your
LAN and WANs

Protocols
Network Access = Host-to-network = Data link + Physical
Network = Internet
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Doi sdnh OSI va TCP/IP

TCP/IP Model

Application

Protocols

MNetworks

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model

OS5l Model

Application

Application
Layers

Data Flow
Layers
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A TOP-DOWN APPROACH
FEATURING THE INTERNET

James F. Kurose
Keith W. Ross
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1.5. Network Standardization

a OSI.
> Chi néu Ién chtrc hdng cua ting tang.
» Khong chi ra cdi dit cdc tang nay nhu thé ndo.
> Dé hai hé thong giao tiép dugc voi nhau thi ching can:
« Duoc cdi dit cde chic ndng truyén thong chung.
+ To chuc thanh cling mot tap tang.
« Hai tang dong muc phai ¢é chung giao thirc.
0 T d6, can phai chuan hod (standardization)
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Cdc 16 chtrc va chuan thdng dung

0 ISO (International Organization for Standardization)
> http://www.iso.org

Q CCITT (Commité Consultatif International pour Télégraphe et
Téléphone)
> Khdng ban hanh cdc chuan ma ban hanh cdc khuyén nghi (X.25...).
0 ANSI (American National Standard Institute)
0 NIST (National Institute of Standards and Technology)
0 IEEE (Institute of Electrical and Electronics Engineers)
0 IAB (Internet Architecture Board).
0 RFCs (Request For Comments).
0 IRTF (Internet Research Task Force).
0 IETF (Internet Engineering Task Force).
a0 ISOC (Internet Society)...
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Nhém chuan IEEE 802 (LAN)

Number Topic

802.1 Overview and architecture of LANs

802.2 | | Logical link control

802.3 * | Ethernet

802.4 | | Token bus (was briefly used in manufacturing plants)
802.5 Token ring (IBM’s entry into the LAN world)

802.6 . | Dual queue dual bus (early metropolitan area network)
802.7 . | Technical advisory group on broadband technologies
802.8 1 | Technical advisory group on fiber optic technologies
802.9 | | Isochronous LANs (for real-time applications)

802.10 L | Virtual LANs and security

802.11 " | Wireless LANs

802.12 | | Demand priority (Hewlett-Packard's AnyLAN)

802.13 Unlucky number. Nobody wanted it

802.14 | | Cable modems (defunct: an industry consortium got there first)
802.15* | Personal area networks (Bluetooth)

802.16 * | Broadband wireless

802.17 Resilient packet ring

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model
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A TOP-DOWN APPROACH
FEATURING THE INTERNET

James F. Kurose
Keith W. Ross
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1.6. Hé diéu hanh trong mai truong mang

0 Khong ho tro mang
> DOS
a Tram lam viéc
> Windows 9x/NT Workstation/2000/XP/Vista/Serven
> MacOS
> Linux...
0 Mdy chu quan ly mang, cung cap dich vu mang.
> Windows NT/2000/2003/2008 Server

> Novel NetWare
> Unix, Linux, Sun Solaris...
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A TOP-DOWN APPROACH
FEATURING THE INTERNET

James F. Kurose
Keith W. Ross
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1.7. Mang Internet

Home
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Kién trdc Internet: mang cia cdc mang

a roughly hierarchical - khong cé tha bac
a Trung tam: "l6p-1" la cdc ISP (vi du: MCI, Sprint, AT&T,
Cable and Wireless), bao trum cdc quoc gia/todn thé gisi
> Doi xtt nhu nhau

Lép-1 cling cung cap
cdc két noi cong

Lop-1 ) cong (network
cung cap access points-NAP)
cac két

noi riéng
(peer)
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Lép-1 ISP: vi du Sprint

Mang Sprint US backbone

DS3 (45 Mbps)

OC12 (622 Mbps)

s 0C48 (2.4 Gbps)

¢  POP: point-of-presence — I
- e - A (

, " ) P £ \
déen/tu backbone e/ £ 2. .
-, @ New York
@™ Pennsauken
7% Relay
~ = J )\ Wash. DC

dén/tir khdch hang
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Kién trdc Internet: mang cia cdc mang

a "Lop-2" cac ISP nho hon (thuong la ISP vung)
> Noi két mot hoic nhiéu ISPs lop-1, cling cé thé mot s6 ISP lop-2

ISP Lop-2
ISP Lop-2 gidp Cllrjrlg.lfe'f
ISP lop-1 ISP két noi rfng
noi véi phan con lai véi nhau,

noi lién véi

cua Internet

Lop-2 ISP la
khach hang cua
ISP lop-1

NAP
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Kién trdc Internet: mang cia cdc mang

a ISP "Lop-3" va ISP dia phuong (local ISP)

> hop cudi cling “truy xuat")mang (gan cdc hé thong dau cudi nhat)

ISP dia
phuong va
l6p-3 la
khdch hang
cua cdc l6p
cao hon, két

ni chung VGi Lop 1 ISP
phan con lai

cua Internet @
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Kién trdc Internet: mang cia cdc mang

0 Mot géi phai di qua nhiéu mang!
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Kénh truyén logic

applicatio
J transport

hetwork
link
physical

plicaTion
ansport

hetwork
-~ link
—phyical

hetwor
link
physical
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Kénh truyén logic

Message M
Segment Hy M | Transport
Dataframe H, H{ M | Network
Frame H; H, Hy M | Link
Physical
Hy Hy He M “ Link Hy Hy He M
- —vl/ Physical
Destination A
M | Application
Hy M | Transport Hya Hy M W Hy, Hit M
H, Hy M | Network Hy Hy Hy M Link Hi Hy Ht M
H;y Hy Hy M | Link Physical
Physical o’
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1.8 - Mot s6 mé hinh mang

computer

ATOP-DOWN APPROACH 4.
FEATURING THE INTERNET \

networ ing |

James F. Kurose
Keith W. Ross
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Truy cip vao Mang va Mai truong Vat ly

0 Lam thé nao dé két noi thiet bi
dau cuoi vao cac Router ?
> Truy cip tu nha riéng
> Truy cap tr co quan, truong hoc
> Truy cap qua mang di dong
Q Chd y:
> Bdng thdng cta duong truyén
(bps)
> Chia sé hay Dung rieng?
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Truy cap T nha

0 Quay s6 qua modem
> Truy nhap truc tiép t6i router, toc
do 1en d&én 56Kbps. (theo ly
thuyét)

0 ISDN: mang s6 cdc dich vu tich hop :
toc @6 128Kbps cho moi két noi s6 t6i
router

0 ADSL: mang thué bao s6 khdng
dong bo (asymmetric digital
subscriber line)

> up to 1 Mbps home-to-router
> up to 8 Mbps router-to-home

> Su khai trién ADSL
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9

1.9 Lich st phat trién Internet

Internet hosts 1981-2012
https :#www .isc.org/solutions/survey/history
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Lich sir phat trién Internet

1960 - 1972: Thoi ky cd cdc nguyén ly chuyén goi

Q Kleinrock - ching Q
minh hiéu qua cua ct\uyén goi > ARPAnet pho bién rong rdi
J Baran - chuyén géi > NCP (Network Control Protocol)
trong cdc mang quan doi giao thuc host-host du tién
a1 ARPAnet hinh thanh > chuong trinh e-mail dau tién
;‘;o?::f:;egdesf;ea'"‘:h > ARPAnet cé 15 nt
0 nit ARPAnet dau tién
hoat dong

THE ARPA NETWORK
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Lich sir phat trién Internet

1972-1980: Internetworking, cdc mang riéng va moi

- ALOHAnet mang vé tinh o Nguyén Iy mang todn cau cua Cerf
Hawaii , va Kahn:

0 Cerf va Kahn - kién tric > yéu cau téi thicu, Tu quan-
su cua mang toan cau khdng thay doi bén trong ndo

a Ethernet tai Xerox PARC dugc doi hoi

0 kién trdc: » mo hinh dich vu 161 nhat
DECnet SNA XNA > dinh tuyén phi trang thdi

Q : ' chuyén cdc > dieu khién tap trung
géi do dai cb dinh (tién thdn cia dinh nghla kien trdc cua Internet
ATM) ngay nay

Q ARPAnet cé 200 nut
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Lich sit phat trién Internet

1980-1990: cdc giao thirc méi, sw gia tang phdt trien

0 xuat ban TCP/IP 0 Cdc mang qudc gia moi:
a dinh nghia giao Csnet, BITnet, NSFnet,
thic email SMTP Minitel
a DNS dinh nghia 0 100,000 hosts dugc két
cdch chuyén déi tén-dia noi vao lién minh cdc
chi IP mang
0 giao thuc FTP
dugc dinh nghia
a diéu khién tac
nghén TCP
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Lich sit phat trién Internet

1990, nhithg nam 2000: thuong mai hoa, Web, cdc irng dung moi

Q ARPAnet
ngung hoat dong
Q NSF cham dtt nhitng han ché S e i L
9 ‘ ) 0 Nhiéu tng dung ra doi: tin nhan
fg‘;gSF net (hgimg hoat dong, nhanh, chia s¢ file P2P
0 bao mat mang
- Web 0 Udc lugng khoang 50 triéu
oc luo a é
> hypertext [Bush 1945, Nelson host h0n9100 Tr?éu ngudi dung
1960's] ’ '

. 0 lién két backbone chay voi toc
> HTML, HTTP: Berners-Lee d6 Gbps

> 1994: Mosaic, Netscape
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Mot s6 cau hoi thao luan

1. Mang mdy tinh la gi? Chirc ndng co ban ciia mang mdy
tinh? Cdc thanh phan chu yéu cia mang may tinh?

2. Trinh bay khdi quét dic trung co ban cia duong truyén:
bang thong (bandwidth), thong luvgng (throughput) va suy
hao (attenuation)

3. Trong ky thuat chuyén mach kénh, vai tré cta dia chi nhu
thé nao?

4. Hiéu the nao la giao thirc, vai trd cua giao thic trong
truyén thong?

5. Hiég thé ndo vé md hinh chuan héa mang, tai sao phai
chuan héa?

6. Hiéu thé ndo vé mang client/server, mang peer to peer

Chapter 1. Introduction to Computer Network, OSI, TCP/IP Reference Model
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Application Layer A —

7 | Application |—» Network Processes to Applications
+ Provides network services to application

6 Presentation processes (such as electronic mail, file
transfer, and terminal emulation)

= Session
4 | Transport
3 Network

2 | Data Link

1 Physical

CuuDuongThanCong.com https://fb.com/tailieudientucntt
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The Application Layer . S

2.1. Mot s6 khdi niém va nguyén tic.

COMPUTER w22 Web & Hyper Text Transfer
NETWORKING Protocol

2.3. Web design and HTTP, Web
programming.

2.4. File Transfer Protocol.

kurose-ross 2 B Electronic Mail Protocols.

2.6. Domain Name System.


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

2.1. Mt so khdi niém va nguyén hies==—
—

0 M6t sd chwong trinh tng dung (network applications)
» Email (Yahoo! Mail, Gmail, FPT mail...).

> Web browser (MS Internet Explorer, Netscape
Navigator...).

> Instant messenger (Yahoo! Messenger, ICQ...).

> P2P file sharing (Napster, KazaA, eMule...).

> Internet games (Yahoo! Games).

> Internet telephone (Skype, FPTFone,VNNFone...).
> Real-time video conference.

> Massive parallel computing.
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M¢t so giao thirc (application-layer.

d HTTP (Hyper Text Transfer Protocol)

> Giao thic web.

a FTP (File Transfer Protocol)
> Giao thuc truyen t¢p.

a SMTP (Simple Mail Transfer Protocol)
> Giao thuc truyén thu dién 1.

3 POP (Post Office Protocol)
» Giao thuc nhan thu dién tu.

3 IMAP (Internet Mail Access Protocol)
» Giao thuc nhan thu dién tu (khac POP3)

d DNS (Domain Name System)
> DNS = hé¢ thong té&n micn, giao thirc DNS quy dinh quy tic st dung
ten mién.
a TFTP (Trivial FTP)
> Mot dang khdc cua FTP.

ongThanCong.com https://fb.com/tailieudientucntt
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a Applications: ft
> Chuong trinh ung dung chay trén
hé diéu hanh => 1 tién trinh
> Cdc tién trinh trao d6i v6i nhau
qua cdc thong diép (message)
nham thuc thi vai tro cua Gng
dung.

> Vd: web browser, email client...

Q Application-layer protocols:
> La mot thanh phan cia chuong

trinh (tng dung.
> Dinh nghia cdc quy tic trao doi

thong diép.
> Giao tiep véi cdc dich vu duoc
cung cap boi tang duoi (TCP, 6

U D P ) . CuuDuongThanCong.com https://fb.com/tailieudientucntt
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Céc chuong trinh giao tiép véi nhau=nPnd=
—

a Cdc chuong trinh trén cung mot may tinh
> Stt dung cdc dich vu dugc cung cap boi hé diéu hanh
(interprocess communication).
a Cac chuong trinh trén cdc may tinh khac nhau
> Giao tiép thdong qua giao thuc cua tang tng dung
(application-layer protocol).
A Chuong trinh phia nquoi dung = user agent
> Giao tiép voi nguoi str dung (giao dién sir dung).
> Giao tiép véi cdc giao thirc mang.
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Cac mo hinh ciua wng dung e —

Q Client-server
a Peer-to-peer (P2P)
Q Lai gitra client-server va P2P
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Mo hinh khach-phuc vu (client-servep=———
—

MG hinh khach-phuc vu duoc quen goi la mé hinh khach - chu.
Mot tng dung cu thé bao gom hai phan:

D C“en"' application
, , transport
> Thiet lap lien két voi server. AT
A A .p . . thSilCClll(
> Yeu cau dich vu tu server. II: N\
> Vd: web browser.
a Server
> Chd va cung cap cdc dich vu khi client
yéu cau.

i reply
!l

application
transport

> Vd: web server.

network
data link

= (o)
30 Cﬁ)
g (Cg physical

9
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Mo hinh ngang hang (Peer-to-peer)

d

0 Khdng ¢é mdy dich vu ¢6 dinh,
cdc may tinh trong mang ldic g
nay la server (hhan yéu cau
két noi) nhung ldc khdc lai la =%
client (yéu cau mdy khdc két
noi).

dCac may tinh la ngang hang,
tu do két noi va giao ticp doi
mot.

AODia chi cua cdc mdy tinh
tham gia giao tiép lién tuc
thay d6i. 1

ongThanCong.com
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M5 hinh lai —

d May chu quan ly ddng
nhap, thong tin st dung
chung

0 Cdc mdy khdch trao doi
truc tiép voi nhau sau
khi dang nhap

3 Vi du: Yahoo Messenger,

Skype.,...
Client @ 1’ Client

Client-Server Comm.
P2P Comm.

11
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Client-server & P2P examples ===

3 CNN.com > Client-server
3 Yahoo! Mail > Client-server
3 Google > Client-server
3 Yahoo! Messenger > Client-server & P2P

A Internet Relay Chat (IRC) - Client-server & P2P

12
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Yéu cau doi véi viéc van chuyén ¢

A Data loss
> Cdc tng dung audio/video cé thé chap nhan mat mdt, sai
léch di liéu trong khoéng cho phép.
> Email, file transfer yéu cau dit liéu phai chinh xdc.
d Timing
> Cdc tng dung online can do tré (delay) nho (phone,
games).

3 Bandwidth

> Cdc tng dung multimedia can duong truyen toc do cao dé
dam bao chat luong.

> Cdc tng dung email, file transfer mém déo hon, tuy theo

toc do.

13
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Cdc yéu cau giao vin ciia mjt so ngrdung=—
)

Application Dataloss Bandwidth Time Sensitive
file transfer no loss elastic no
e-mail no loss elastic no
Web documents loss-tolerant elastic no

real-time audio/video loss-tolerant audio: 5Kb-1Mb yes, 100’s msec
video:10Kb-5Mb
stored audio/video loss-tolerant same as above Yyes, few secs
Interactive games loss-tolerant  few Kbps up yes, 100's msec
financial apps no loss elastic yes and no

14
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Internet Transport protocols: TCP &DR=—==
-

Q TCP (Transmission Control UDP (User Datagram Protocol)

Protocol) O Truyén dit licu khdng tin cay
0 Hudng noi : Yéu cau thiet lap  gitta cdc tién trinh gui va
két ndi gitta client va server. nhan.

2 Truyen di licu 1Ay 9l 0 Khong hd tro : thiét lap két
tien trinh gui va nhan néi, do tin cay, didu khién luu

. D~leu l/(\hlen\lust.[‘ lu:Q"ngA bénAgﬁ' lugng, kiém sodt tic nghén,
Se?khong '“'T‘ hut” ben r‘\han. thoi gian, bdng thdng toi
0 Kiém sodt tic nghen: dieu thidu '
chinh toc @6 giri khi mang '
qua tai.

2 Khong ho tro : thoi g
bang Thong toi ’rhleu

15
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Internet applications: TCP or UDP2==——
—

Application Underlying
Application layer protocol transport protocol
e-mail SMTP [RFC 821] TCP
remote terminal access telnet [RFC 854] TCP
Web  HTTP [RFC 2068] TCP
file transfer ftp [RFC 959] TCP
streaming multimedia  proprietary TCP or UDP
(e.g. RealNetworks)
remote file server NSF TCP or UDP
Internet telephony  proprietary typically UDP

(e.g., Vocaltec)

16
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2.2. Web & Hyper Text Transfer Protocol. :yf_-— —

CO M PUTE :R FIFTH EDITION
NETWORKING

KUROSE - ROSS
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2.2. Web & HTTP S —
S T SSsdfi

d Trang web (web page): mot loai tai liéu cé chuia
nhicu doi tuong: text, image, audio, Java applet,
HTML...

0 Vé co ban, web page = HTML file (base HTML).
> HTML = Hyper Text Markup Language.
> HTML st dung cdc thé (tag) dé mé ta doi tuong chta

trong né.

O Mbi doi tuong duoc chi ra boi dia chi URL
(Uniform Resource Locator)
> http://www.gnu.edu.vn:80/cs/index.htm

> http://www.qnu.edu.vn:80/cs/images/calendar.ipg
\ AN ' VAN . T

Y ~ N 18
P r‘ O 1- 0 C O I CuuDuorIa'-lQS.Im na m e & p O r‘.l- PaT h https://fb.com/tailieudientucntt
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HTTP (Hyper Text Transfer Protecey——
—

Server running

u LC\I giGO Thﬁ’C Téng 1'1’n9 dun9. Apache Web server
0 St dung md hinh client/server.
» Client (user agent):

e Trinh duyét web (web browser)
e Yéu cau truy cap web thdng qua URL

G | \2\<\ 3
(URL request).
e

> Server
2 PC i M i
e May phuc vu web (web server). bl kel
o Gui cdc dbi tugng toi client thdng
quan phan hoi (response).

JHTTP version:
> HTTP 1.0: RFC 1945
> HTTP 1.1: RFC 2068
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HTTP: Qua trinh trao doi thong/diép=—=
d

0 Client (browser) thict lap lién ket t6i web server (TCP
connection) qua cong 80 (mac dinh).

0 Server dong y két noi (accept).

0 Cdc thdong diep (HTTP messages) duoc trao d6i giita
browser va server.

0 Ngit két noi.

HTTP la giao thuac “khdng trang thdi": khong luu lai yéu
cau cua client

20
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HTTP example

Gia st nquoi dung truy cap URL: www.gnu.edu.vn/cs/index.htm

(trang web co text va 10 hinh anh jpeg)

la. http client thiét lap lién két
TCP vé6i http server
(process) tai dia chi
www.qnu.edu.vh, cong 80
(ngam dinh véi http server

2. http client gti Attp request
message (bao gom ca URL)

time

t&i TCP connection socke?\?-

1b. http server tai mdy phuc vu

www.gnu.edu.vn cho yéu cau
két noi TCP tai cong 80, chap
nhan két néi roi thong bdo voi
client.

http server nhan request
message, tao ra Affp
response message c6 chira
cdc doi tuong dugc yéu cau
roi gii vdo socket.

21
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—

/ 4. http server ngat lién két.

D. http client nhan response
message co6 chira html file,
hicn thi html. Sau dé, phén
tich html file, +im URL cua 10

time hinh anh jpeg trong tai liéu.

6. Budc 1-5 duoc lap lai véi ting
hinh anh.

22
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HTTP Connection: Persistent & Non-persistent
J

HTTP Khong lien tuc HTTP lien tuc
O Chi ¢ mot doi twong 0 Cho phép nhicu doi tuong
web gui qua lién két  dugc truyén trén cung mot

TCP. lién két.
St dung mac dinh Q0 Client phc’in ’rich,, tim ra v,c‘x
trong HTTP/1.0 gui yeu cau tai tat ca cdc doi

tuong ngay sau khi nhan dugc
trang HTML ban dau (base
HTML).

O HTTP 1.1 st dung lién két loai
nay & ché do mic dinh.
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HTTP Message Format: request & respense=——
—

a Hai loai message: reguest va response.
O HTTP request message: dang ASCII (doc duocl)

request line
(GET, POST,\‘EET /somedir/page.html HTTP/1.0
HEAD commands) User-agent: Mozilla/4.0
Accept: text/html, image/gif,image/jpeg

heQder Accept-language: fr
lines

Carriage r'e‘rurn/'(CR'LF)

line feed
indicates end
of message

24
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HTTP request message e —

Request line method |sp URL sp| Version | cr| If

header field name: [sp| value |cr| If

A\
AR}
A\

Header lines ——

header field name: [sp| value |cr| If

Blank line cr| If

Entity body J J,

25
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HTTP response message L —

T HTTP/1.0 200 OK

Date: Thu, 06 Aug 1998 12:00:15 GMT
Server: Apache/1.3.0 (Unix)
Last-Modified: Mon, 22 Jun 1998 .....
Content-Length: 6821

__Content-Type: text/html

data data data data data
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s —

HTTP response message e —

Status line

version |sp| statuscode (sp| phrase | cr| If

header field name: |sp| value |cr| If

A\
AN

-
-1

AN

Header lines

header field name: |sp| value |cr| If

Blank line——— cr | If

Entity body b l
T

27
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HTTP response message: status.;

200 OK

O request succeeded, requested object later in this
message

301 Moved Permanently

O requested object moved, new location specified
later in this message (Location:)

400 Bad Request

O request message not understood by server
404 Not Found

O requested document not found on this server
505 HTTP Version Not Supported
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Vi du thuc hanh JUR—

1. Telnet t6i web server:

telnet www.gqnu.edu.vn 80

Mo mot ket noi (TCP) t6i cong 80 tai web server cia truong DHQN. Sau
khi ket ndi, tat ca ky tu go vao s€ duoc gui t6i cong 80.

2. Nhiap vao GET http request

GET /cs/index.htm HTTP/1.1

Bay la mot htfp request don gian.
Nhap xong go 2 lan Enter dé gui toi server

3. Kiém tra két qua nhan dugc (http response
message)/
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User-server interaction: authentication

|

lIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII!!!J

time

client

Authenthication

server

.

usual http request msg

401: authorization req.

WWW authenticate:

usual http request msg
+ Authorization: <cred>

<4

usual http response msg

usual http request msg
+ Authorization: <cred>

usual http response msg

CuuDuongThanCong.com
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Trang thai User-server: cac cookie==——
—

Nhiéu Web sites ding cdc
cookie
4 |oai:

1) cookie header line cua
thong diép phan hoi
HTTP

2) cookie header line
trong thong diép yéu
cau HTTP

3) cookie file luu trong
host cua user, quan ly
boi trinh duyét cua user

4) co so dir liéu back-end
tai Web site

Vi du:

» Susan truy cap
Internet luon tur mot PC

~ She lan dau tién vdo mot
e-commerce site xdc
dinh

» Khi yéu cau khéi tao
HTTP dén site, site tao
mot ID duy nhat va tao
mot diém ddng nhap
trong co so dit liéu
back-end cho ID d¢
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Cdc cookie: luu giir "trang thaéi"
d

Cookie file
ebay: 8734

Cookie file
amazon: 1678
ebay: 8734

mot tuan sau:

Cookie file
amazon: 1678
ebay: 8734

client

—

<«

server
07@;7
Sy o
usual http request msg | server O,Z}O/ﬂ 7o 4
usual http response + tao ID s, o,
Set-cookie: 1678 1678 cho user %, Y

usual http request msg
cookie: 1678

3 oo
— specific

usual http response msg

usual http request msg
cookie: 1678

~——

usual http response msg

CuuDuongThanCong.com

cookie-

action

cookie-
spectific
action

32
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cdc cookie (tiep) —

=

, — p—— ngodi ra —
/ . . cac cookie va sw riéng tw:
Cac ciOOk"e dem Ia" . [ cac cookie cho phép cac site biét
0 Khong can nhép username va nhiéu hon vé ban
password nhiéu lan 3 ban cé thé cung cap tén va e-mail
cho sites

0 cdc khuyén cdo
O trang thai phién lam viéc cua
user (Web e-mail)

33
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Web caches (proxy server)

Muc tieu: théa man yéu cau cla client khdng can lién
gquan dén server nguon

0 user thiét lap trinh server
duyét: truy cip Web i
thong qua cache

O trinh duyét gui tat ca
yéu cau HTTP cho
cache
- doi tugng trong cache:

cache tra vé doi tuong

~ nguoc lai cache yéu cau
doi tuong tu server server
nguon, sau dé tra vé cho nguon
client

34
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Web caching L ———

O Cache hoat dong tai ca client Server

va server ’
O Tiéu biéu cache duoc cai dat e

boi ISP (truong hoc, cong ty, Iﬂmmﬂ j

ISP riéng)

==
Tai sao dung Web caching? ?gﬂgpr: ngoa
O Giam thoi gian ddp ung cho
AN . Mang trong

yéu cau cua client Co quan 10 D

0 Giam luu thdng trén lién két >

oy ci 2828 ()

A Nha cung cap khdng quan tam
den viéc trién khai cache trén Cache tai

Internet Co quan
35
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GET co dieu kién

@_
2
f

0 Muc tiéu: khdng gui doi
tugng néu cache dd cap
nhat

a cache: xac dinh ngay cua
ban sao cache trong yéu
cau HTTP:

If-modified-since:
<date>

a server: ddp tng khong
chta d6i tugng néu ban sao
cache dad cap nhat:

HTTP/1.0 304 Not
Modified

CuuDuongThanCong.com

cache server

—  HTTP request msg
If-modified-since: — Z
<date> dokl thIQng

ong

—  sua doi

HTTP response
HTTP/1.0
304 Not Modified

— HTTP request msg
If-modified-since: — )
<date> doi ‘ruo’ng
co
sua doi

HTTP response
<  HTTP/1.0 200 OK

<data>

36

https://fb.com/tailieudientucntt


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Web servers L —

0 ITS (Microsoft Internet Information Server)
> Chay trén moi truong Windows
> Di kem Windows Server
Q Apache web server
> M3 nguon mé.
> Linux/Windows...
> http.//www.apache.org
> Web server duoc ding nhiéu nhat.

0 Tomcat, Netscape, Xitami...
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2.3. Web design and HTTP, Web progmmmiy—‘ —

CO M PUTE :R FIFTH EDITION
NETWORKING

KUROSE - ROSS
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Web design: HTML —
—

a Thiét ké web: Tao ra tai lieu HTML
O HTML (Hyper Text Markup Language)
> Trong tai lieu HTML ¢é thé cé nhiéu d6i tuong
o Text

e Images
e Hyper link

> Su dung thé (tag) dé dién dat d6i tuong.
e Thé mag, vd: <html>; <head>; <title>; <body>...
e The dong, vd: </html>; </head>;</title>;</body>...
a Cong cu:
> Text editor: Notepad, Ultra Edit...
> Microsoft FrontPage
> Macromedia Dreamweaver
> ...
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Web programming L

O HTML = trang web fihh (Static web): Web server
ludn tra vé mot trang HTML ¢6 dinh khi nhan duoc yéu
cau cta nguoi ding.

a Lap trinh web: tuong tac voi nguoi st dung thong qua
web.

> Java script, VB script.
> ASP, JSP, PHP, Perl...

40


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

HTML Form: Send user requests—=—
ﬁ

HTML ASP

<html> EEEZ“D—:

<head> . Title>Simple ASP</fitles

<title>Simple Form</title> </HEAD>

</head> <BODY»

<body>

<form method="POST" action = "simple.asp"> dim welcome
<p><input type="text" name="myName" size="20"> dim myName

myName=Request.Form("myName")

<h><i - sl - el —R1s € .
. p><input type="submit" value="Submit" name="B1 welcome = “<hl>Welcome " & myName & l</h1>"
</ Torm> Response.Write (welcome )
</body>
</html> </BODY>
</HTML>
a Simple Form - Microsoft Internet Explorer a Simple ASP - Microsoft Internet Explorer
File Edit \View Fawvorites Tools  Help File Edit Wiew Favorites Tools Help
O © -4 B D5 Q- © - 11 B B0
Lirks 7 My ¥l (2] WYNE (&) wNNet & Edunel Links "% My ¥l @] YNE (2] vhNet (] Edunh
|J|:|hn| > Welcome John
Submit

41
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ASP (Active Server Page) ——

3 Microsoft/IIS. ?

0 Mot tai ligu ASP c6 thé coi nhu mot tai licu HTML
co nhdng cac script ASP, duoc ghi lai dang tép
*.asp, dat tai web server.

0 Moi khi dyoc request, cdc script duoc chay ¢ phia
server, két qua tra ve client dang HTML (client
khong thay source).

A Cdac doi tuong:

> Request - Client request.
> Response = Server response.
> Application
» QueryString...
Q Cong cu: MS Visual InterDev
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Mo hinh 3 lop trong lap trinh web==—=
—

req
WEB BROWSER > WEB SERVER (Apache, IIS)
b

resp I

Server-side scripts ASP, PHP, JSP
Cdc thi tuc truy xuit CSDL DB APT

-t A
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2.4 FTP = .

CO M PUTE :R FIFTH EDITION
NETWORKING

KUROSE - ROSS
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A

h¢ thong +— hé thong
file file tr xa

cuc bd

O truyén file dén/tir host tir xa

0 mo hinh client/server
-~ client: phia khoi tao truyén (dén/tir host ¢ xa)
» server. host ¢ xa

O ftp: RFC 959

Q ftp server: port 21
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® A

>
c

A
=
(g

FTP: két néi dir lieu, d h riengsbi¢
,,

két noi diéu khién TCP
QO FTP client tiép xdic FTP server port 21
tai port 21, xdc dinh TCP nhu | ) ] n
giao thuc ’rr'anspor"r Gt néi di licu TCP
a Client Iay giay phép théng qua  FTP port 20 FTP
két noi diéu khién client server

Q C[lenf thao tac thu muc ¢ xa
bang vi¢c giri cdc Iénh thong qua
ket noi diéu khien.

3 Server mé két ndi dir liéu TCP

O Khi server nhan I¢nh truyen file, khac d& truyén file khac
server mo ket noi TCP thi 2 [ S dung kénh didu khién khac voi
(cho file) den client kénh truyén di liéu goi 1a “out of
O Sau khi truyén 1 file, server band”
déng két noi dit ligu O FTP server git lai “trang thai”; thu

muc hién hanh, gidy phép truédc

do
46
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N\

Cac lénh, phin hoi FTP

Vi du cac lénh:

a

O U

gti nhu van ban ASCIT trén
kénh diéu khién

USER username

PASS password

LIST tra vé danh sdch cua
file trong thu muc hién hanh

RETR filename trich chon
(lay) file

STOR filename [|uu (dat)
file vao trong host ¢ xa

CuuDuongThanCong.com

Vi du mad tra vé

d

d

md trang thdi va cum (nhu
HTTP)

331 Username OK,
password required

125 data connection

already open; transfer
starting

425 Can’t open data
connection

452 Error writing file

47
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2.5 Electronic Mall zyf— —

CO M r_-’UTE R FIFTH EDITION
NETWORKING

KUROSE - ROSS
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Electronic Mail ﬁ= o
hang message

O  hop thu user

3 thanh phan quan trong:
O user agents
O mail servers

Q simple mail transfer protocol:
SMTP

User Agent

ad con goi la "mail reader”

0 viét, stta doi, doc cdc thdng
diép mail

3 Vi du: Eudora, Outlook, elm, ﬁ
Netscape Messenger

O cdc thong diep di va dén duoc ﬁ

leu trén server
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Electronic Mail: mail servers ./

Mail Servers
O mailbox (hop thu) chuaa cdc

thong diép dén user
Q hang thong diép cho cdc thong SMTP
diep email ra ngodi (chuan bi ﬁ
SMTP

gui)
Q giao thac SMTP gitta cdc mail
servers dé¢ gui cdc thdong diép S MTP

email

» client: mail server gt
» "server”: mail server nhan
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Electronic Mail: SMTP [RFC 2821}
—

0 dung TCP dé truyén tin cay thong diép email tur client dén
server trén port 25
O truyén truc tiép: server gui dén server nhan
O 3 giai doan
~ bat tay (chdo hoi)
~ truyén thong diép
» dong
O tuong tdc lénh/phéan hoi
> |énh: van ban ASCIT
~ phan hoéi: md trang thdi va cum

0 cdc thong diép phai & dang md ASCII 7-bit

o1
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Tinh huong: Alice giti cho Bob. /===
—

1) Alice diing UA viét thong dicp  4) SMTP client gui thong diép

va “gtri dén" cta Alice trén két noi TCP

bob@someschool.edu 5) mail server cua Bob dat
2) UA cua Alice gui thong diép thong diép vao hop thu cua

cia cd ay dén mail server; Bob

thdng diép duoc gia nhap vao  6) Bob kich hoat trinh user

hang doi agent doc théng diép

3) Phia Client cia SMTP mo két
néi TCP véi mail server cua
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Vi du twong tac SMTP —

W QnoooaoonoanOnQun O n

220 hamburger.edu
HELO crepes.fr
250 Hello crepes.fr, pleased to meet you

: MAIL FROM: <alice(@crepes.fr>

250 alice@crepes.fr... Sender ok

RCPT TO: <bobfhamburger.edu>

250 bob@hamburger.edu ... Recipient ok

DATA

354 Enter mail, end with "." on a line by itself
Do you like ketchup?

How about pickles?

250 Message accepted for delivery
QUIT
221 hamburger.edu closing connection

53
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Thir nghiém twong tac SMTP: —

] telnet servername 25
0 thay 220 tra loi tur server

3O nhap cdc lénh HELO, MAIL FROM, RCPT TO, DATA,
QUIT

lénh trén cho phép ban giri email khdng can ding email client
(reader)
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SMTP | —

Z

0 SMTP ding cdc két ndi lién  So sdnh véi HTTP:
tuc o,

0 SMTP yéu cau cdc thdng digp - HTTP'. ke;o
(header & body) phai ¢ dang SMTP: day

thac 7-bit ASCII O tit ci déu cé tuong tdc

O SMTP server dung lénh/ddp tng, cdc md trang
CRLF.CRLF xac dinh Kkét thdi ASCII

thdc thong dié
I P O HTTP: mdi d6i tuong duoc
dong kin trong thong diép
ddp tng cua nd
O SMTP: nhiéu d6i tuong duoc
gui trong thdng diép nhiéu
phan
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Dang thiic thong diép email  r—

SMTP: giao thiic cho trao doi

RFC 822: chuén chW : ong

van ban:
ad cdc dong header, vi du:

Fr'om
Subject:
khdc voi cdc lenh HTTE
O body

“thong diép”, chi co cac ky tu
ASCIT
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Dang thiic thong diép: cdc mé rong-

O MIME: Multimedia Mail Extension, RFC 2045, 2056
0 cdc dong bo sung trong header cua thong diép khai bdo kiéu
néi dung MIME

From: alice(@crepes.fr

phlen ban MIM To: bob@hamburger.edu
, . Subject: Picture of yummy crepe.
phuong phap dung MIME-Version: 1.0

R ~ / ~ A \ .
dé md hoa dir liéu " Content-Transfer-Encoding: base64

.2 .2 >Content-Type: image/jpe
kieu, kiéu Con,/ YP ge/Jpeg
khgu bdo T.ham §0 base64 encoded data .....
dit ligu multimedia | ..

dit lieu dd@ md hoa

S7
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Cac giao thirc truy cip email

SMTP’ SMTP !

mail server cta ngudi nhan

giao Thuc
Truy cap

Laﬁfﬁﬁ

rfl-'"'|

mail server cua nguai gui

O SMTP: truyén dan/luu trit vdo server ciia hguoi nhan
O Giao thirc truy cap email: trich xuat tur server
> POP: Post Office Protocol [RFC 1939]
e cap phép (agent <--> server) va download
> IMAP: Internet Mail Access Protocol [RFC 1730]
e nhiéu tinh ndng (phuc tap hon)
e diéu khién cdc thdng di¢p dd luu trén server
> HTTP: Hotmail , Yahoo! Mail,...
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Giao thiuc POP3

giai doan cap phép
Q cdc lénh phia client:
~ user: khai bdo username
~ pass: password
Qd cac ddp ung phia server
~ +OK
-ERR

glal doan giao dich, M

list: liet k& cdc s6 thdng
diép

O retr: trich xuat théng diép
theo s6

0 dele: xda

d quit

CuuDuongThanCong.com

I

|U)OOU)U)OOUJU)OUJUJ(DO||UJOUJO

er ready
user bob
+O0K

: pass hungry

+OK user successfully logged on

list
1 498
2 912

retr 1

: <message 1 contents>

dele 1
retr 2

: <message 1 contents>

dele 2

quit

+OK POP3 server signing off
59
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POP3 va IMAP

nghién cau thém vé POP3
0 Vi du frusc dung ché do
“tai xuong va xda".

0 Bob khdng thé doc lai
email néu thay doi client

0 “tidi  xudng-va-gitt":  sao
chép cdc thong diép
trén cdac client khdc
nhau

d POP3 khong giit trang
thdi cua cdc phien lam
ViéC

IMAP

O Giir tat ca thong digp tai
1 vi tri: server

0 Cho phép user to6 chuc
cdic thong diép theo
dang thu muc

0 IMAP git trang thdi
xuyen suot cdc phién
lam viéc:

cdc tén cua thu muc va

dnh xa gitra ID cua thong
diép va tén thu muc
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2.6 DNS - Domain Name System :yr-— *

CO M pUTE :R FIFTH EDITION
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Con nguoi: nhiéu cdch nhan
dang:
~ tén, #ho chiéu
Internet hosts, routers:
» dia chi IP (32 bit) dung
cho cac goi dinh dia chi
~ “ten", vi du:
www.yahoo.com - dung bai
con ngudoi
Anh xa gitta dia chi IP va
ten?

Domain Name System:

Q co so dir /gy phan bo hign thuc
theo 16 chuc phdn cap cua nhiéu
servers

Q La giao thicc lop application
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Cac thanh phan trong dich vu-

DNS Servers
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DNS

| —

/|

Cac dich vu DNS

0O Tén Host chuyén thanh
dia chi IP

O Bi danh Host

~ cdc tén ding chuan va bi
danh

O Bi danh Mail server
0 Tai phdn bo
> Cac Web server ban sao:

tap cdc dia chi IP cho 1
tén ding chuan

Tai_sao _khong tip trung hda

DNS?

O mot diém chiu 15i

a luu lugng

a khoang cach co so dir liéu
tap trung

a béo tri

khéng /inh hoa t!
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Co sé¢ dir lieu cau tric, phdn b=
—

DNS Servers goc

/\

com DNS servers org DNS servers edu DNS servers
/ \ poly.edu umass.edu
yahoo.com  amazon.com pbs.org
DNS servers DNS servers DNS servers DNS servers DNS servers

Client mudn IP cho www.amazon.com:

0 Client hoi mot server goc (root) dé tim com DNS
server

0 Client hoi com DNS server & lay amazon.com DNS
server

O Client hoéi amazon.com DNS server dé lay dia chi IP
cua www.amazon.com

65
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Authoritative DNS server & Non-aufhoritativ%ﬁm%

—

DNS Servers goc

/\

com DNS servers org DNS servers edu DNS servers
yahoo.com amazon.com pbs.org poly.edu umass.edu

DNS servers DNS servers DNS servers DNS servers DNS servers

O Authoritative DNS server (DNS server cé tham quyén) sé thuc
hién:
~ Kiém tra cache, kiém tra zone, goi IP address cho truy van.
3 Non-authoritative DNS server sé thuc hién:
~ Chuyén yéu cau truy van khdng thé phan giai dén Forwarder
server.

~ St dung root hints server dé tra loi cho truy van.
66
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DNS: cdc server tén goc F

O Local name server s& hoi Root name server khi khong xdc dinh duoc dnh
Xa.
d Root hame server:
~ Hoi authoritative name server néu khdng tra loi dugc
~ Nhan cau tra loi tir authoritative name server
» Tra loi local name server

a Verisign, Dulles, VA
¢ Cogent, Herndon, VA (also Los Angeles)

d U Maryland College Park, MD k RIPE London (also Amsterdam, Frankfurt)
g US DoD Vienna, VA
h ARL Aberdeen, MD i Autonomica, Stockholm (plus 3

j Verisign, (11 locations) other locations)

m WIDE Tokyo
e NASA Mt View, CA

f Internet Software C. Palo Alto,
CA (and 17 other loca

13 name servers
goéc trén toan cau

b USC-ISI Marina del Rey, CA
| ICANN Los Angeles, CA
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Server tén cuc bd L ——

0 Khdng hodn todn theo cau tric phdn cap
2 Moi ISP (ISP ca nhan, cong ty, truong hoc) cé mot
server cuc by nhu vay.
> cling goi la "server tén mac nhién"
0 Khi mot host tao mot truy van DNS, truy van d6 duogc
gtri 16i DNS server cuc bo cua né

> Hoat dong nhu mot proxy, chuyén truy van vao cho 16 chirc
phan cap
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Vi du =

DNS server gbc

0 Host fai cis.poly.edu
muon dia chi IP cua

) q DNS server cé tham quyén
gaia.cs.umass.edu

umass.edu

t

DNS server cuc
dns.poly.edu

1

8

DNS server cé tham quyén
cs.umass.edu

host y&u cau
cis.poly.edu @

gaia.cs.umass.edu 69
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Recursive query e

recursive query dwoc go’l toi DNS server, trong d6 DNS client yéu
cau DNS server cung cap day du thong tin cho truy van.

DNS server kiém tra forward lookup zone va
cache deé tra I&i truy van

Recursive query for

mail1.yahoo.com

®e, 66-8-133.10 . .0..

Computer1 I Local DNS Server
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Interactive query ——

interative query la truy van dwoc géi téi DNS server trong d6 DNS
client yéu cau DNS server cung cap thong tin tot nhat ma né cé
chir khong tim sw tro’ giup tir Name server khac. ACK cua iterative
query thwong tham chiéu den DNS server con trong DNS tree.

Local
DNS Server

yahoo.com
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forwarder cung cap co ché chuyén yéu cau truy van cho internal
DNS servers ra ngoai external DNS server

lterative Querx

Forwarder pocccccccee ececccccces Root H|nt()

DNS Server
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Caching DNS Server

Caching Table
Host Name IP Address TTL
clientA.vnn.vn. 192.168.8.44 28 seconds

ClientA is at
192.168.8.44
Client1 B (
ClientA is at
Client2 g 192.168.8.44

Caching I‘é tién trinh lwu trir tam (nét s6 théng tin phan giai trweéc dé cung gép
cho cac lan phan giai sau nay nham lam tang toc qua trinh phan giai tén miéen
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Caching DNS Server L

=

A Khi *hoc" dugc them mot dnh xa, name server sé “ghi
nhé" dnh xa nay

~ Sau mdt khoiang thoi gian, néu thanh phan ndo trong cache
khong dugc st dung thi sé bi xdéa bo.

0 Co ché Cap nhat va Thong bdo do IETF thiét ké:
» RFC 2136
» http://www.ietf.org/html.charters/dnsind-charter.html
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Cac DNS record L ———

DNS: co s6 dit ligu phdn bé luu trit cdc record tdi nguyén (RR)

dang thic RR: (name, value, type, ttl)

O Type=A O Type=CNAME ,
+ name la tén host % name la bi danh cla tén “chuan”
« value la dia chi IP (tén thuc)
www.ibm.com 1la tén thuc
0 TYPZ:NS servere‘as:c.bac]iup2 .1bm.com
| . A ) < value la tén chuan
> name l|a tén mién (vd:
foo.com)
» value ld tén host cua O Type=MX
server tén cé tham quyén + value la tén cua email server

cho t&n mién nay lién két voi name

75
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2.7 Lap trinh socket v&i TCP :%— —

CO M pUTE :R FIFTH EDITION
NETWORKING
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LﬁE trinh socket - G

Muc tiéu: nghién ctru cach xay dwng (rng dung truyén théng client/server dung

sockets
Socket API — socket
O dd duoc gigi thiéu trong
BSD4.1 UNIX, 1981 L& giao dién nam trén mdy
0 st dung va giai phdng bai ting tinh, do itng dung tao ra va
dung guan ly, nhung HOH kiem
O mo hinh client/server sodt (la “"cua”) thong qua do

P n tién trinh vira giri va nhan
2 kée‘jr :,lath vu luu thong qua thdng digp tir cdc tién trinh
SocKke N tthg dung khadc (6 trén may
> datagram khong tin ciy tinh khdc)
> tin cay, truyén byte theo
streaming

U
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Lap trinh socket dung TCP | ———

Socket: mot cdnh cua gitta tién trinh thg dung va giao
thic transport (UCP hoic TCP)

Lflp t['iIlh Viéﬂ“ m pr'ﬂCESS 1 Lﬂp F[-]Ilh vien
i process Ll ¢
kiem soat § ‘Im m 1em soa
1 : TCP with .
Hé Diéu Hanh [ [ TCP #ith) < > ouffors | | Hé Diéu Hanh
kléﬂl SUErlt Vfll.-lr'iﬂET; IHTEI‘HET Vﬂr'iﬂb|a.:.; | klém Sﬂét
Mdy tinh Mdy tinh

Dich vu TCP: truyeén tin cdy cdc bytes tir mot ticn trinh
dén tién trinh khac
78
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Lap trinh socket v/ TCP

Client phai lién lac frusc voi
server

O tién trinh server phai chay
truoc

O server phéi,’rao ,socke‘r (ctra)
moi client dén tiep xdc

Client lién lac server bing:

O tao socketTCP client cuc bo

Q xdc dinh dia chi IP, s6 port
cua tién trinh server

Q Khi clienjr tao soc,ke’r: ,clien’r
TCP thiet lap két noi voi
server TCP

=

0 Khi d& chap nhan y&u cau boi

client, server TCP tao socket

ma&i cho tién trinh server dé

truyén thong voi client

» cho phép server "néi
chuyén” véi nhiéu client

~ s0 port dung d¢ phan biét
cac client (xem trong
chuong 3)

Nhin duéi goc do (thg dung

| —

TCP cung cip viéc truyéen cdc byte

tin ciy va theo thir tu
giira client va server
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Giao tiep socket Client/server r— '

Client process Server process

Welcoming
socket

Connection
socket

Client
socket

80
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Giao tiép socket Client/server: TCP =

Server (chay trén hostid) Client

create socket,
port=x, for
incoming request:
welcomeSocket =
ServerSocket()

[

- Tcp

wait for incoming €= = = = =— — — — ) Créatesocket,
connection request connection seTup connect to hostid, port=x

connectionSocket = C|lentSSOCkl((9t =
welcomeSocket.accept() ocket()

v

l send request using
read request from / clientSocket
connectionSocket

write reply to — v
connectionSocket — read reply from
1 clientSocket

close 1

clientSocket
81
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Thuat nglr Stream

0 Mot stream ld mot chuoi cdc
ky tu dugc ,“chéy" vao hoic ra
khoi mot tién trinh

O Mot input stream dé chi
nguon vao cua mot tién trinh,
vd: ban phim hoic socket.

0 Mot output stream dé chi
nguon ra ciaa mot tién trinh,
vd: man hinh hoic socket.

CuuDuongThanCong.com

tién
trinh
Client

keyboard monitor

"

o
. n
input|>
strean] §
(@]
(L
£
g 2
output | g 3 input
stream |4 £| stream
= o
5|2

socket

to network  from'network
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Lap trinh socket dung TCP | ———

Vi du ung dung client-server :

1) client doc cdc dong tir input chuan (inFromUser stream) , giri dén
server thong qua socket (outToServer stream)

2) server doc cdc dong tir socket

3) server chuyén cdc dong thanh chit hoa, giri ngquoc tro lai cho client

4) client doc, in cdc dong dd swa doi tir socket (inFromServer
stream)
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Vi du: Java client (TCP) | ———

import java.io.*;
import java.net.*;
class TCPClient {

public static void main(String argv[]) throws Exception
{

String sentence;

String modifiedSentence;

tao

input s‘rr'ea.m_'_' BufferedReader inFromUser =

new BufferedReader(new InputStreamReader(System.in));

taog
’ clien‘r socke’r,:l—» Socket clientSocket = new Socket("hostname”, 6789);
két noi vao server
tao — DataOutputStream outToServer =

output stream new DataOutputStream(clientSocket.getOutputStream());

gan vao socket
84
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Vi du: Java client (TCP) L —

Tao BufferedReader inFromServer =
input stream new BufferedReader(new
gan vao socket InputStreamReader(clientSocket.getinputStream()));

sentence = inFromUser.readLine();
Gui dong _
dén server. — outToServer.writeBytes(sentence + '\n");

doc dong— modifiedSentence = inFromServer.readLine();
T server-

System.out.printin("FROM SERVER: " + modifiedSentence);

clientSocket.close();

85
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Vi du: Java server (TCP) L —

import java.io.*;
import java.net.*;

class TCPServer {

public static void main(String argv[]) throws Exception
{
String clientSentence;
- Taa String capitalizedSentence;
socket moi tiep xdc
tai port 6789 ServerSocket welcomeSocket = new ServerSocket(6789);

Cho, client: while(true) {
tiep can voi f—,
server Socket connectionSocket = welcomeSocket.accept();
Tao inpuT BufferedReader inFromClient = new BufferedReader(new
stream gén vao InputStreamReader(connectionSocket.getinputStream()));
sockeft

86
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Vi du: Java server (TCP) —

__:;/

Tao outpu

stream, gse:)nc\lg%]—» DataOutputStream outToClient =
new DataOutputStream(connectionSocket.getOutputStream());

Doc don _ | | |
+ir socketl ™ clientSentence = inFromClient.readLine();

capitalizedSentence = clientSentence.toUpperCase() + '\n';

Viét dong r
+ir S0 cgke — outToClient.writeBytes(capitalizedSentence);
} 4 Vi \
} ét thdc vong lap while

quay lai va cho cho
¢t noi cua client khac

87
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2.8 Lap trinh socket voi UDP :yr—g ’
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Lap trinh socket vo/ UDP L ——

UDP: khéng "két noi" giita client
va server

0 khdng bit tay

O nguoi gii rd rdng gan dia chi

IP va port cua dich vao mi géc nhin ung dung

géi UDP cung cép viéc truyén khéng tin cdy
QO phai trich dia chi IP, port cua mot nhom cac byte (“datagrams’)

ngudi gui tir géi dd nhan gitra client va server

UDP: dir liéu truyén cé ‘rhér khdng
theo tht tu, hoic bi mat mat

89
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Giao tiép socket Client/server: UDP ===

4

Server (chay trén hostid) Client

create socket, create socket,

port=x, for clientSocket =
Incoming request: DatagramSocket()
serverSocket =

DatagramSocket() 1

Create, address (hostid, port=x,

> l send datagram request
read request from using clientSocket

serverSocket

write reply to

serverSocket d ly f
specifying client e :;Tizntrsegc)liertom
host address,

close 1
clientSocket

port nulmber

90
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Vi du: Java client (UDP)

keyboard monitor

o

input
streamn

| inFromUser

Client
process Input: nhan géi
(con goi la UDP

Output: giri géi nhan “dong byte”)

(con goi la UDP
gﬁfi “déng by’re") UDP

packet

sendPacket
receivePacket

client UDP

socket

socket

to network  from network
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Vi du: Java client (UDP) L —

=

import java.io.*;
import java.net.*;

class UDPClient {
public static void main(String args[]) throws Exception

{

Ta
input sTrearﬂ—> BufferedReader inFromUser =
new BufferedReader(new InputStreamReader(System.in));
Ta

client socke DatagramSocket clientSocket = new DatagramSocket();

d\iCh — |netAddress IPAddress = InetAddress.getByName("hostname");
hostname thanh

dia chi IP dung DN byte[] sendData = new byte[1024];
byte[] receiveData = new byte[1024],

String sentence = inFromUser.readLine();

sendData = sentence.getBytes();
92
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Vi du: Java client (UDP). —

Tao da‘rqgmm Véfi DatagramPacket sendPacket =
dir ligu dé g, new DatagramPacket(sendData, sendData.length, IPAddress,

d6 dai, dia chi IP, porf—=876);

gui daTagr*arf:l-' clientSocket.send(sendPacket);

dén serve
DatagramPacket receivePacket =

new DatagramPacket(receiveData, receiveData.length);

doCdamgm'ﬂ_. lientSocket.receive(receivePacket):
i server clientSocket.receive(receivePacket);

String modifiedSentence =
new String(receivePacket.getData());

System.out.printin("FROM SERVER:" + modifiedSentence);
clientSocket.close();

}

93
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Vi du: Java server (UDP) L —

import java.io.*;
import java.net.*;

class UDPServer {
public static void main(String args[]) throws Exception

Ta {

datagram socket
Yai port 9876 — > DatagramSocket serverSocket = new DatagramSocket(9876);

byte[] receiveData = new byte[1024];
byte[] sendData = new byte[1024];

while(true)

{

Tao khdng gian dé
nhan da‘ragra —> DatagramPacket receivePacket =
' new DatagramPacket(receiveData, receiveData.length);

nhalm——v serverSocket.receive(receivePacket);

datagra
94
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String sentence = new String(receivePacket.getData());

iy dia chi IP]
port # cua — InetAddress IPAddress = receivePacket.getAddress();

ol qui |—» . .
nguot g —=int port = receivePacket.getPort();
String capitalizedSentence = sentence.toUpperCase();

sendData = capitalizedSentence.getBytes();

DatagramPacket sendPacket =
new DatagramPacket(sendData, sendData.length, IPAddress,

port);

tao datagram
de gui 16i client

viét
sia‘l‘agr'am — serverSocket.send(sendPacket);
vao socket

}
NS
} ket thdc vong lap while,

quay lai va cho
| datagram khdc

95
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Bai tip lap trinh mang L —

a Bai 1: Hay lap trinh socket TCP & UDP thuc hién:
> Client: Nhap mot mang s6 hguyén va giri dén Server
> Server: Nhan mang so nguyén va in ra man hinh. Sau dé
sap xép theo thu tu tang dan roi gui lai cho client.
> Client nhan mang s6 nguyén sau khi sip xép va in ra man
hinh cho nguéi str dung.
O Bai 2: Sta lai chuong trinh trén cho phép nguoi dung
cé thé lap lai qud trinh giri ddy s6 nguyén dén Server.
0 Bai 3: Viét chuong trinh cho phép 2 nguoi chat véi
nhau (simpleChat)
0 Bdi 4: Viét chuong trinh cho phép nhiéu ngusi chat
(MultiChat)
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Muc tiéu:
0 hiéu cdc nguyén tic Qnghién ctu vé cdc giao
ding sau cdc dich  thicc trén Internet:

vu . ~ UDP: van chuyén khdng

» multiplexing/demult ket noi (connectionless)
iplexing ~ TCP: van chuyén huéng

- truydn dit lieu tin két  noi  (connection-
cay oriented)

» didu khién luu luong ~ diéu khicn tic nghen TCP

~ diéu khién tic nghén
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Chuong 3: Ndi dung trinh bay

Q 3.1 Céc dich vu 0 3.5 Van chuyén huong ket
0 3.2 Multiplexing va  noi: TCP

demultiplexing cau trdc phén doan
0 3.3 Van chuyen khdng fruyen dir ligu tin cay

két ndi: UDP diéu khién luu leong
quan ly két noi
3.6 Cdc nguyén ly cta diéu
khién tic nghén
0 3.7 Diéu khién tic nghén
TCP

3.4 Cac nguyén ly cua
viéc truyén do liéu tin
cay
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3.1 Cac dich vy —
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Cac dich vu va giao thirc Transpor+=

O cung cap fruyen thong logic e
chay trén cdc host khdc nhau Rl
O cdc giao thuc fransport chay ‘ Sgiﬁ"ﬁfn'}
trén cdc hé thong dau cuoi ' e
~ phia gui: cit cdc thong digp
ang dung thanh cdc doan,
chuyén cho 16p network
~ phia nhan: tdi két hop cdc
doan thanh cdc thdng di¢p,
chuyén cho I6p application
0 Tang giao van ctia Internet cé 2
giao thuc giao van: TCP va UDP

CuuDuongThanCong.com https://fb.com/tailieudientucntt
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véi l6p network

Q /6p  network:  truyén
thong logic gitta cdc
host

Q Lop fransport: ’rruyen
thdng logic giita cdc tién
trinh

~ Thém, phdt Tr'ién dich vu
mai tr dich vu tang mang

il

Tinh huong tu nhién tuong tu:

12 dira tré qier thue dén 12 dira
tré khdc

0 cdc tién trinh =
Tre

O cac théng diép = thu trong
bao thu

a cdc host = cdc gia dinh

ad giao thuc transport = An
va Binh

Qd giao thuc l6p network =
dich vu buu dién

cac dua
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Cac giao thitc tréen Internet A —

0 fin cdy, fruyen theo tho el

TI.I (TCP) network
» diéu khién tic nghan - oyeicd

~ diéu khién luu leong
-~ thiét 1ap két noi

0 khdong tin  cay, tfruyén
khong theo tha tu: UDP

» mo rong cua giao thic IP
0 khdng cé cdc dich vu: )
~ bao dam tré
~ bao dam bandwidth

CuuDuongThanCong.com https://fb.com/tailieudientucntt
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3.2 Multiplexing va demultiplexing :yr—= *
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Multiplexing/demultiplexing
IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII!I!!!!!J

- Demultiplexing tai host nhan: — Multiplexing tai host gui:
' . thu nhat dit ligu tir nhiéu

socket, dong goi dit licu véi
header (s& dung sau d6 cho

van chuyén cac doan da nhan
duwoc dén dung socket

demultiplexing)
[ 1 =socket D = tién trinh
application application application
transport o 'Fansrpﬁv transport
network network network
link “rk link
physical physicat physical
host 1 host 2 host 3

CuuDuongThanCong.com https://fb.com/tailieudientucntt
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Demultiplexing lam viéc nhu thé nae==—
—

A host nhan cac IP datagrams

~ moi_datagram cé dia chi IP ) 32 bits
nguon va IP dich

~ moi datagram mang 1 doan
cua tang giao van

port # nguon | port # dich

» mdi doan cé s6 port nguon va cdc header fields khdc
dich
O host dung dia chi IP & so port
dé dieu huéng doan dén socket dir liéu tng dung
thich hop (thdong diép)

dang thuc doan TCP/UDP

10
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Vi du Multiplexing/demultiplexin

A Rrlacll il il S

source port: x

dest. port: 23

server B

Ung dung Telnet don gian

ource

Web client
host C

L)
R

= m

ource Source IP: C

Dest IP: B Dest IP: B

source port: y | [source port: x

dest. port: 80 | | dest. port: 80

Dest IP: B

!
Web

Web client
host A

e,
v

CuuDuongThanCong.com

source port: x

dest. port: 80

' ' server B

port : 'ng dung Web

https://fb.com/tailieudientucntt

11


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

3.3 Van chuyén khong két noi: UDP:yr-— —
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UDP: User Datagram Protocol [RFE-768T—

ad giao thuc Internet transport

“don gian héa" Cé UDP dé lam gi?

Q dich vu “best effort”, cac 0 khdng thiét lap két ndi (gidp
doan UDP ¢4 the: c6 thé thém delay)
- mat mat 0 don gian: khdng trang thdi két
- van chuyén khdng thu tu noi tai noi gtri, noi nhan

dén (rtng dung , 0 header cua doan nho

0 connectionless  (khong ket | 0 khang didu khién tic nghen:
noi): , UDP cé thé gui nhanh nhit
~ khong bat tay gita bén theo mong muon

nhan va bén guri UDP
~ moi doan UDP dugc quan
ly doc lap

13
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UDP: (1)

—

a thuong dung cho cdc tng
dung streaming multimedia

chiu mat mat Do dai | source port # | dest port #
cam nhan téc do doan UDP T~ length checksum
a ngoai ra, UDP dung b“°,?§a”;§ﬁ
DNS
SNMP
QO truyén tin cay trén UDP: dir liu
thém kha ndng nay tai lop tng dung
application (thdng diép)
sua loi

« 32 bits -

dang thuc doan UDP

14
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UDP checksum

Muc tiéu: kiém tra cac “16i” (cac bit c& da bat 1én) trong cac

doan da truyén

bén gui:

Q

doi xi cdc nodi dung doan
nhu mot chudi cdc s6 nguyén
16-bit

checksum: bo sung(tong b
1) cua cac ndi dung doan

dit gid tri checksum vao
truong UDP checksum

bén nhan:

3 tinh todn checksum cua doan da
nhan
0 kiém tra gid tri trén cé bing véi
gid tri trong truong checksum:
» NO - ¢6 16i xay ra
~ YES - khong ¢4 15i.
~ Nhung cd the con loi khdc
nra? Xem tiép phan sau ...

15
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Vi du Checksum | ———
—

QLuuy

> Khi cong cdc s0, mot bit nho ¢ phia cao nhat ¢6 the sé
phai thém vao két qua

0 Vi du: cong hai s6 hguyén 16-bit

11100110011 00110
1101010101 010101

bit du @1011101110111011
tong. 1 011101110111100
checksum 01 0001000100001 1

16
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3.4 Cac nguyén ly cua viéc truyén di liéudi

=

CO M PUTE R FIFTH EDITION
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Cdc nguyén ly truyen dir lidu tin ey
—

U

quan trong trong cdc |6p application, transport, link
ld danh sdch 10 van dé quan trong nhat ciia mang

sending receiver I
process process
| 1
reliable Chcmnel)j

U

applicafion
layer

transport
layer

Junreliable ohonneI)J

(a) provided service (b) service implementation

O cdc dic tha cua kénh"rr'uyén khdng tin cay s& xdc dinh su phuc
tap cua giao thirc truyén dir liéu data transfer protocol (rdt)
18
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Cdc nguyén ly truyen dir lidu tin ey
—

3O quan trong trong cac l6p application, transport, link
0 & danh sdch 10 van & quan trong nhat cia mang

-
O
O O
O & sending receiver I
8 —= process process
O | 1
dt d () | [Garal -
= reliable Chcmnel)j zdt_send () } [dofa deliver data()
8 5 reliable data reliable data
B > transfer protocol transfer protocol
% O (sending side) (receiving side)

udt send ( )1 [packet | [ packet| Irdt rev ()

Junreliable ohonneI)J

(a) provided service (b) service implementation

O cdc dic tha cua kénh"rr'uyén khdng tin ciy s& xdc dinh su phuc
tap cua giao thuc truyén di liéu data transfer protocol (rdt)
19
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° A

Truyén dir liéu tin cay

rdt send () : duoc goi bai l6p app.
Chuyén dit ligu can truyén dén I5p cao
hon bén nhén

\ rdt send()

bén reliable data
. tfransfer protocol
gul (sending side)

-

deliver_data(): duoc goi
boi rdt dé truyén di liéu dén
|6p cao hon /

reliable data
tfransfer protocol ha
(receiving side) nhan

udt_send ()} [packel

pioksl | rdt _rcv()

unreliable channel )J

udt send () : dugc goi bai rdt,
dé truyen cdc géi trén kénh
khong tin cay dén noi nhan

CuuDuongThanCong.com

rdt rcv () : duoc goi khi géi dén
kénh bén nhan

20
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Truyén dir liéu tin cay L —

0 chi xem xét truyén dir liéu theo 1 huong duy nhat
~ nhung diéu khién luu lugng thdng tin sé theo ci 2 chiéul

O ding mdy trang thdi hitu han (finite state
machines-FSM) dé xdc dinh bén giri, bén nhan

sy kién gdy ra trang thdi truyen
cdc hanh dong xay ra khi truyén

— I
su kién @
¢dc hanh dong )

21

trang thai: khi & “trang
thai” nay thi trang thai
ké tiép duy nhat dwoc
xac dinh b&i sy kién ké
tiép

CuuDuongThanCong.com https://fb.com/tailieudientucntt
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Rdt1.0: truyén dir licu tin ciy trén 1 kénh_trayeretincay
—

0 k&nh truyén tin cay hodn todn

~ khong cé cdc 16i
~ khdng mat mdt cdc géi

a cdc FSM phan biét cho bén guri, bén nhan:

~ bén guri gui dix liéu vao kénh tin cay

» bén nhan nhan dir liéu tir kénh tin cay

rdt_send(data)

\‘x
ch& goi tw
|&p trén

packet = make pkt(data)
udt_send(packet)

bén gui

CuuDuongThanCong.com

\\x
ch& goi tw
|&p dwoi

rdt rcv(packet)

extract (packet,data)
deliver_data(data)

bén nhan

22
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Rdt2.0: kénh truyén cé 10i P —

/|

0 Kénh truyén bén dusi cé 16i bit
~ checksum dé kiém tra cdc 10i
Q Ao/ lam sao khdi phuc cac 16i?
- cdc acknowledgements (ACK): bén nhan rg rang thong bdo cho
bén gti rang qua trinh nhan goi tot
-~ cdc negative acknowledgements (NAK): bén nhan rd rang
thdong bdo cho bén gui rang qua trinh nhan géi cé 16i
~ bén gti gti lai géi nao dugc xdc nhan la NAK
0 cac co ché méi trong rdt2.0 (sau rdtl.0):
~ kiém tra l6i
~ nhan phan hoi: cdc thong digp diéu khien (ACK,NAK) bén nhan
- bén gui

23
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rdt2.0: diac ta FSM

rdt_send(data)

snkpkt = make_pkt(data, checksum)
udt_send(sndpkt)

rdt_rcv(rcvpkt) &&
ISNAK((rcvpkt)

&P trén udt_send(sndpkt)

rdt_rcv(rcvpkt) && isACK(rcvpkt)
A

bén giri

CuuDuongThanCong.com

i

bén nhan

rdt_rcv(rcvpkt) &&
corrupt(rcvpkt)

udt_send(NAK)

cho goi tl
|6p dwéi

rdt_rcv(rcvpkt) &&
notcorrupt(rcvpkt)
extract(rcvpkt,data)

deliver_data(data)
udt_send(ACK)

24
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rdt2.0: hoat dong khi khong l6i ===
]

rdt_send(data)

snkpkt = make pkt(data, checksum)
udt send(sndpkt

rdt_rcv(rcvpkt) &&

ISNAK((rcvpkt)
P rdt_rcv(rcvpkt) &&

udt_send(sndpkt) corrupt(rcvpkt)
udt_send(NAK)

O

cho goi tl
|6p dwéi

rdt_rcv(rcvpkt) && isACK(rcvpkt)
<
A

rdt rcv( rcvpktL&&
notcorrupt(rcvpkt)

extract(rcvpkt,data)
deliver_data(data)
udt_send(ACK)

25
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rdt2.0: hoat dong khi co l6i ==

=

rdt_send(data)

snkpkt = make pkt(data, checksum)
udt send(sndpkt)

t rcv(rcvpkt) &&

rdt_rcv(rcvpkt) &&
corrupt(rcvpkt)

dt send(NAK

rdt_rcv(rcvpkt) && isACK(rcvpkt) a
<
A

cho goi tl
|6p dwéi

rdt_rcv(rcvpkt)»&&
notcorrupt(rcvpkt)
extract(rcvpkt,data)

deliver_data(data)
udt_send(ACK)

26
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rdt2.0 cé 16 hong nghiém trong! e

Dicu gi  xay ra néu Quan ly trang lap:
ACK/NAK bi hong? 0 Bén gui truyén lai géi hién tai
0 bén gui khéng biét didu g dd néu ACK/NAK bi hong
x4y ra tai bén nhanl O bén gui thém so6 thir fu vao
0 khdng thé don phuong truyén mdi goi
lai: kha ndng trung lap O bén nhan huy (khong nhan) goi
trung lap

—dung va cho
bén gti gui 1 gdi,
sau d6 ding lai chd phan hoi
tir bén nhan

27
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rdt2.1: bén giri quan ly cac ACK/NAK=51Hong
d

rdt_send(data)

sndpkt = make_pkt(0, data, checksum)
udt_send(sndpkt)

rdt_rcv(rcvpkt) &&
( corrupt(rcvpkt) ||
ISNAK(rcvpkt) )

udt_send(sndpkt)

ch& goi 0t
|&p trén

rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)
&& iSACK(rcvpkt)

rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)
&& iISACK(rcvpkt)

t A
chd ACK
hoac NAK 16p trén
rdt_rcv(rcvpkt) && 1 p
( corrupt(rcvpkt) ||
iSNAK(rcvpkt) ) rdt_send(data)
udt_send(sndpkt) sndpkt = make_pkt(1, data, checksum)

udt_send(sndpkt)

Bén gili 28
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rdt2.1: bén giri quan ly cac ACK/NW ,

rdt_rcv(rcvpkt) && notcorrupt(rcvpkt)
&& has_seqO(rcvpkt)

extract(rcvpkt,data)
deliver_data(data)

sndpkt = make_pkt(ACK, chksum)
udt_send(sndpkt)

rdt_rcv(rcvpkt) && (corrupt(rcvpkt) \\

rdt_rcv(rcvpkt) && (corrupt(rcvpkt)

sndpkt = make_pkt(NAK, chksum)
udt_send(sndpkt)

sndpkt = make_pkt(NAK, chksum)

udt_send(sndpkt) Q

rdt_rcv(rcvpkt) &&
not corrupt(rcvpkt) && <
has_seql(rcvpkt)

sndpkt = make_pkt(ACK, chksum)

udt_send(sndpkt)

rdt_rcv(rcvpkt) &&
not corrupt(rcvpkt) &&
has seqO(rcvpkt)

sndpkt = make_pkt(ACK, chksum)
udt_send(sndpkt)

rdt_rcv(rcvpkt) && notcorrupt(rcvpkt)
&& has_seql(rcvpkt)

extract(rcvpkt,data)

deliver_data(data) R ~
sndpkt = make_pkt(ACK, chksum) Bén Ylh@n
udt_send(sndpkt)

29
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rdt2.1: thao luan L ———

bén gi: bén nhan:
056 tha tu # thém vao 0O phai kiem tra cé nhan
goi trung goi khong
a chi can hai s6 thu tu trang thai chi ré co hay
(0,1) la di. Tai sao? khong mong cho s6 thir tu
‘ R ' O hoac 1

a phill klem tra n.eU?VIQC 0 Ch‘:l ;I: bén nhén khang
nhan ACK/NAK bi hong biét ACK/NAK vira rdi
1 S0 trang thai tdng len 2 cia né cé dugc bén gui
lan nhan 151 hay khéng
trang thdi phai "nhs" goi
“hién tai" ¢ so thu ty la 0
hay 1
30
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rdt2.2: m¢t giao thirc khong cin-Nak——
—

0 churc ndng giong nhu rd+2.1, chi ding cdc ACK
0 thay cho NAK, b&n nhan giri ACK cho géi vira roi d@ nhan
tot
~ bén nhan phai ré rdng chén s6 tha tu cua géi vira ACK
A frung ACK tai bén giii hau qua giong nhu hanh dong cua
NAK: truyéen lai gor viea roi

31
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rdt2.2: giri, nhin cac manh P —

rdt_send(data)
sndpkt = make_pkt(0, data, checksum)

udt_send(sndpkt) rdt_rcv(rcvpkt) &&

\Ch(‘)’ cho ( corrupt(rcvpkt) ||
ACK ISACK(rcvpkt,1))
0 udt_send(sndpkt)

rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)

doopkyas T && isACK (rcvpkt,0)
Gormuptiepk) [| o
has seql(revpkt) . nh@n phan manh e

udt_send(sndpkt)

&& has_seql(rcvpkt)

extract(rcvpkt,data)
deliver_data(data)

sndpkt = make pkt(ACK1, chksum)
udt_send(sndpkt)

CuuDuongThanCong.com https://fb.com/tailieudientucntt
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rdt3.0: cac kénh véi 16i vd mat mat ————

—

Gia_dinh mai: kénh truyén Cdch tiép cin: bén gii cho

cling ¢é thé lam mat cdc ACK trong khoing thoi
géi (dir lieu hoic cdc gian "chap nhan dugc”
ACK) O truyén lai néu khdng nhan ACK
~ checksum, sb tht tu, cdc trong khoang thoi gian nay
ACK, cdc viéc truyéen lai s8¢ 0O néu géi (hoic ACK) chi tré
hd tro nhung khéng du (khdng mat):

~ truyén lai s& gdy ftrung,
nhung ding s6 tha tu s& giai
quyét duoc
~ bén nhan phai xdc dinh sb6
thir tu cua géi vira gtri ACK
O can bo dinh thi dém Iui

33
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rdt3.0 giri GO

rdt_send(data)

rdt_rcv(rcvpkt) &&

\  sndpkt = make_pkt(0, data, checksum)
\ udt_send(sndpkt)
\ start_timer

rdt_rcv(rcvpkt)
A

goi 0

rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)
&& iIsACK(rcvpkt,1)

stop_timer

timeout

udt_send(sndpkt)
start_timer

@,

rdt_rcv(rcvpkt) &&
( corrupt(rcvpkt) ||
ISACK(rcvpkt,0) )

A

CuuDuongThanCong.com

Cho& cho

tw trén

( corrupt(rcvpkt) ||
ISACK(rcvpkt,1) )

A

timeout
udt_send(sndpkt)
start_timer

rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)
&& iIsACK(rcvpkt,0)

stop_timer

Cho cho
goi 1
tw trén

rdt_rcv(rcvpkt)

rdt_send(data) A

sndpkt = make_pkt(1, data, checksum)
udt_send(sndpkt)
start_timer

https://fb.com/tailieudientucntt
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hanh dong ciia rdt3.0 ﬁr- =

sender receiver

kt
send pktO 0 rev pkio

pkt

send pki0 \0’

gcé‘égk;%m ACK send ACKO
v ACKO }Q/ ord ol ] o
send pkt] kt serd P \%
\ (loss)
ACK
CK

sender receiver

rcv pktl

send ACKI1
rcvACK :
kt o timeout  _| okt |
\ cv pk.”

send pktO
“ rev pkio resend pki1l
send ACKO ACK send ACK1
rcvACKI1 ot

send pki0

Q) operation with no loss rev pkio
9) ope ‘}8/ send ACKO

(b) lost packet

35

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

hanh dong cia rdt3.0 ﬁr- =

sender receiver sender receiver
e P % rcv pktO send pki0 \%‘ rcv pkio
ACK send ACKO ACK send ACKO

rcv ACKO rcv ACKO
send pktl \N(Tk‘ — send pki] .
ACK send ACK send ACKI
(loss) x/
timeout
fimeout = Pkt 4 resend pktl
resend pktl \rcv pkil rcv pktl
ACK (detect duplicate) rcvACK (detect duplicate)
send ACK] send pkit0 send ACK
rcvACK] " rcv pkio
S kit send ACKO
ACK rcv pkt0 ACK o
send ACKO
(c) lost ACK (d) premature timeout

36

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Hiéu suat cia rdt3.0 | —

0 rd+3.0 lam viéc dugce, nhung hiéu suat thap
O vi du: lién két 1 Gbps, tré lan truyén gitta hai dau cuoi la 15 ms,

goi 1KB:
T . - L(d¢daigditinh bang bits) _ 8x103b/pkt _ .
truyén R (T3¢ do truyan, bps) 10° b/sec = 8 microsec
O U onger: 6 kha dung — Hiéu suat sir dung dwdrng truyén
U = L/R = % = 0.00027

sender RTT+L/R ~30.008

o go6i 1TKB méi 30 msec -> 33kB/s trén dwdng truyén 1 Gbps
o giao thirc network han ché viéc dung cac tai nguyén vat ly!

37
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g6i dAu tién da truyn, t = 0 —fee oo
goi cudi cung da truyén, t=L/R

4

goi dAu tien da dén

RTT —g6i cudi cung da dén, giri ACK

ACK dén, guri goi ké tiép,
t=RTT+L/R

4

y -_ L/R _ .008

dor™= — = 0.00027
sender  RTT+L/R 30008

38
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Cac giao thirc Pipelined L —

Pipelining: bén gui cho phép gui nhiéu géi dong thoi,
khdng can cho bdo nhan dugc
~ nhém cdc s6 tht tu phai tdng dan
~ phai c6 bo nho dém tai noi gti va/hoac noi hhan

data pc:cke’r—»

<+— ACK packets

(a) a stop-and-wait protocol in operation (b) a pipelined protocol in operation
0 hai dang phé bién cua cdc giao thuc pipelined: go-Back-N,
Selective Repeat

39
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——— e

Pipelining: d¢ kha dung tang e —

sender receiver

goi dau tién da truyén, t=0
goi cudi cung da truyén, ;
t=L/R

g6i dAu tién da dén

goi cudi cung da dén, giri ACK

bit cudi ctia goi thir 2 dén, glri ACK
bit cudi cua goi thir 3 dén, giri ACK

RTT

~ ACK dén, giri goiy
ké tiép, t=RTT + L/ R [ =
.............................. Do kha dung tdng Ién

.. r
........ A

gap 3 lan!

U = 3*L/R :'Oﬁt = 0.0008
sender

40
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Go-Back-N L —

Bén gui:
0 k-bit s6 tht tu trong header cua géi
0 “cira s6" tdng I&n dén N, cho phép giri cdc géi lién tuc khdng can ACK

send_base - nextsegnum already 1 usable. not
L i ack’ed | yetsent
JARORDC DT TERDRIO0N00D | sepzera ) movesame
t _ window size—% -
N

1 ACK(n): ACKs tat ca cac goi dén, chira s6 thir tw n — “ACK tich lay”
o ¢6 thé nhan cac ACK trung l&p (xem bén nhan)
7 dinh thi cho méi géi trén dwdng truyén

0 timeout(n): gwilai géi n va tat ca cac goi co sob thir tw cao hon trong cira
sO
41
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GBN: bén giti mé rong FSM ® R

rdt_send(data)

if (nextsegnum < base+N) {
sndpkt[nextsegnum] = make_pkt(nextseqnum,data,chksum)
udt_send(sndpkt[nextseqgnumy)
if (base == nextsegnum)
start_timer
nextseqnum-++
~~~~~~ }
A e else
—_— refuse_data(data)

.
.
.
.
.
.
.
‘e
£

. timeout
start_timer
O udt_send(sndpkt[base])

rdt_rcv(rcvpkt) udt_send(sndpkt[base+1])

&& corrupt(rcvpkt
pt(rcvpky) Q udt_send(sndpkt[nextseqnum-1])

rdt_rcv(rcvpkt) &&
notcorrupt(rcvpkt)

base = getacknum(rcvpkt)+1
If (base == nextsegnum)
stop_timer
else
start_timer 42
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GBN: bén nhin mé rong FSM e
—

default
udt_send(sndpkt) rdt_rev(revpkt)
~~ . ( D && notcurrupt(rcvpkt)

A T~ a && hassegnum(rcvpkt,expectedsegnum)
expectedsegnum=1 A:->extract(rcvpkt,datta)
sndpkt = deliver_data(data)

make_pkt(expectedsegnum,ACK,chksum) sndpkt = make_pkt(expectedsegnum,ACK,chksum)
udt_send(sndpkt)
expectedsegnum-++

ACK-duy nhat: ludn ludn giri ACK cho géi dd nhan ding, véi
s6 tha tu xép hang cao nhat
~ €6 thé sinh ra cdc ACK trung nhau
~ chi can nho expectedseqnum
a goi khong theo thu tu:
> huy -> khong nhan vao by dém!

- qui lai ACK cua géi ding thu tu I6n nhit
43
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GBN hoat dong

sender
send pktO
send pki |

send pktZ

send pkt3
(wait)

-

rcv ACKO
send pkt4d

rcv ACKT
send pkfd

—pkt2 fimeout
send pktZ
send pkt3
send pktéd
send pktd

receiver

rev

4

INOX

L ——

pktO
send ACKO

rev Pk
send ACK]

rcv pkt3, discard
send ACK

rcv pktd, discard
send ACKI

rcv pktd, discard
send

ACKI

rcv pkt2, deliver

send ACKZ?
rev pki3, deliver

send ACK3
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Lip co luva chon L

=

0 bén nhan thdng bdo dd nhan dlng tat ca tirng géi mot
~ dém (buffer) cdc géi néu can thiét

0 bén gui chi gui lai cac géi ndo khong nhan dugc ACK
~ bén gui dinh thi d6i voi mdi géi khdng gui ACK

d cira $6 bén gt
~ N s6 thu tu lién tuc
~ han ché s6 thir tu cdc géi khdng giri ACK
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Lap cé lwa chon: cac cira so giti, n

send_base nextsegnum -

TR

(a) sender view of sequence numbers

out of order

| acceptable
(buffered) but Il (\ithin window)
' already ack’ed

JODDONDO R RRVELRRIRIOND  eepecisger roresesr

t _ indow size—4
1 N
rcv_base

(b) receiver view of sequence humbers

46
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~ 4 —
LaE co lua chon ~

—Gri — Nhan
Gui dir ligu tu 16p trén: goI n trong [rcvbase, rcvbase+N-1]
O neu so tht tu ke ticp sin sang I g&i ACK(n)
trong cira so, giri géi 7 khéng thir tw: lwu vao bd dém
timeout(n): (buffer) o
O gt lai gdi n, tdi khoi tao bo dinh O Ding thi ty: chuyen tat ca di
thi lieu da nhan dung th tw Ién

tang bén trén

AC K(n) trong [sendbase,sendbase+N]: L.
goOlI N trong [rcvbase-N,rcvbase-1]

0 ddnh dau géi n la d& nhan

0 Néun la STT bé nhat chua bién - ACK(n).
hhan, dich chuyén cira s6 1en nguwoc lai:
STT géi tin bé nhat chua bién A 1o di

nhan ké tiép
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A > < s | —
Hoat dgng cua laB co lwa chon =

pktl =ent

0134567873 E__hﬁﬁ—_h%ﬁ__a%ﬁ__‘“ﬁ‘pktD rovd, delivered., ACED sent

Cktl sent of1 2 3 4|56 7 89
012 3[456 74883 pktl rovd, delivered, ACKL sent

pkt? =ent n 12 3 4 5| 7 8 9
—— |01 2 3|4 56 7 g9 W
(loss)

pkt3 =zent,. window full
n12 3|45 739

pktd rovd, buffered. ACEI =s=ent

01[2 3 45]6 780

ACED rowd, pktd =s=nt
of1 2 3 4]5 6 7 8 9

pktd rovd, buffered. ACKY =zent
ACEL rowd, pkth ==nt 012 2 4 5|6 7 8 9

o 12 3 4 5|6 72 89

plktS rovwd, buffered. ACES =ent
012 3 4 5| 7 8 9

—— plkt?2 TIMEQOUT, pltd reszent
pkt? rowd, pkt? pktd, pltd plth

012 3 4 5(a 7 8 9
delivered., ACKZ =e=nt
ACKY rocvd. nothing =sent 012345k 74849

n1j2 3 45| 7 819

48
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Lép C6 ll;l’a Ch(.)n | sender window
. P (after receipt )
tinh hop kho

0121301

g|a' quye 0124301

ACK2
Vi du:

receiver window
(after receipt) —

01 2 3]0 1 2

0 112 3 0J1 2

CK1

012)1301)2

0 Séthatw:0,1,2,3 retransmit pkig . |
O Kich thusc cira 6 = 3 oy L R
, ()
O bén nhian khong thay su
khdc nhau trong 2 tinh ot (Sftor Tocepty
hU6n9 5 1z]s 01 AL oli 23012
| ChUYén kh6ng Chinh XéC 012|301 o1l2 3 0l1 2
di liéu’rr'Cmg Iép nhu di 012301 A(::KK120123012
liéu méi trong (a) R
0123011

receive packet
with seq number O

Hoi: quan h¢ gitra ddy s6 thu
tu va kich thudc cta s6?

(b)

49
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Q point-to-point:
» mot bén gui, mot bén nhan
Q tin ciy, dong byte cé thu
tu.
~ khong
diep"
0 Bu:(‘mg ong - pipelining:
~ TCP dicu khién luu lugng va

tic nghen thiét lap kich
thuoc ctra s6

Q cdc bo dém quei & nhin

"ranh gi6i thong

socket
door —

receive buffer

() segment] —» ()

send buffer

ongThanCong.com

TCP: Tong quan recs:

Q dir liéu full duplex:

» luong dit lieu di 2 chiéu
trong cung mot ket noi

» MSS: maximum segment
size - kich thuéc doan toi
da

0 huéng két noi:

~ bit tay (trao doi cdc thon
dicp dleu khlen) trang thai

bén gui, bén nhan trudc
khi trao doi di lieu

Q diéu khién luu luong:
~ bén gtri s& khdng lan t bén

socket

door nhﬁn
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TCP: cau tric doan " R

URG: urgent data
(generally not used)

32 bits
source port # | dest port #

counting

ACK: ACK #\
valid ™

by bytes
of data

. Sequence number

Header length ~_

(not segmentsl)

owledgement number

(by 32-bit word)
PSH: push data fo—

W'ﬂ: Rls|F| rcvr window size
ks,

app immediately
(generally not used)

# bytes
checksdm ptr urgent data rcvr willing
/({p‘ri s (variable length) fo accept

RST, SYN, FIN:.~
connection estab

(setup, teardown
commands/
Internet

checksum
(as in UDP)

/ application

data
(variable length)
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Cac so thi tu TCP va ACK  —

Cdc so thu tu:
~ dong byte “ddnh sb"
byte dau tién trong
dir liéu cua doan
cdc ACK:
~ 86 thtr tu cua byte ké
tiép dugc cho doi tur
phia bén kia
» ACK ftich Ity
Hoi: lam thé ndo bén nhan
quan ly cac doan khong
the tu
~ Tra loi: TCP khong dé
cap, tuy thudc nguoi
hién thuc

CuuDuongThanCong.com

A & |
D Host A Host B LY
User Seq~
nhap 3742, ACK=>
9, dat
' a=
host ACKs
., bdonhan
X gata=S—"'C’, phan hoi
ACKEA: hguoc lai 'C’
seQ‘79‘ 9
host ACKs

nhan phan hoi Seqeq
Pl = 3

C m’&x‘

\ 4 . Time
tinh hudng telnet don gian
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TCP Round Tr'iE Time v&TimeFJ

Hoi: Lam thé ndao dé thiét  Hoi: Ldm thé ndo dé thiét lap

lap  gid tri  TCP RTT?
timeout? 0 SampleRTT: thoi gian duoc do tu
O ddi hon RTT khi truyén doan dén khi bdo nhan
ACK

- khéc voi RTT o o
O qud ngin: timeout sém - lodiviee truyen lat . R
. truyén lai khdng cin 0 SampleRTT s¢ thay d6i manh nén
thidt ' can udc lugng RTT "mugt hon”
~ tinh trung binh mot sb gid tri
do duoc gan d6, khong chi
SampleRTT hién tai

O qud dai: phian thg cham dbi
vGi viéc mat mdt goi
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TCP Round Trip Time va Tim% T

EstimatedRTT = (1- o) *EstimatedRTT + a*SampleRTT

3 giatridac trweng: a =0.125
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Vi du danh gia RTT:

>

RTT (milliseconds)

350

RTT: gaia.cs.umass.edu to fantasia.eurecom.fr

300

250

200 -

150

100

15

22 29 36 43 50 57 64 71 78
time (seconnds)

—e— SampleRTT —®— Estimated RTT

CuuDuongThanCong.com

85 92 99
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TCP Round Trip Time va Timg‘ﬁ' T

Thiét lap timeout

0 EstimtedRTT cong “hé so du trit an todn"
-~ su bién thién l6n trong EstimatedRTT -> hé s6 du trit an todn lén
hon
0 uéc leong dau tién vé sy bién thién cia SampleRTT  tur
EstimatedRTT :
DevRTT = (B)*DevRTT +

B* | SampleRTT-EstimatedRTT |

(tiéu biéu B = 0.25)

Sau dé thiet 1ap timeout interval:

TimeoutInterval = EstimatedRTT + 4*DevRTT

57
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TCP: truyen dir ligu tin cdy

0 TCP tao dich vu rdt trén QO Truyén lai duoc kich
dich vu khong tin cay IP hoat béi:

» cdc su kién timeout

~ cdc ack trung lap

St dung cdc co che 0 ldc diu khao sdt cdc bén

Q cdc doan Pipelined giri TCP don gian:
a cac ACK tich Ity ~ & di cdc ack trung lap
0 TCP deg bo dinh thoi ~ 1o di diéu khién luu luong,

dé truyén lai% diéu khién tic nghén
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Cac su kién TCP tai bén gt

Su kién: nhan d liéu
tir phia bén trén
Tao va Gl segment

Su kién: timer timeout cho
segment co STT lay

G la1 segment

Str kien: Nhan bién nhin cho
go1¢coSTT lay

Xt ly ACK

59
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NextSegNum = InitialSegqNum
SendBase = InitialSegNum

loop (forever) {
switch(event)

event: data received from application above
create TCP segment with sequence number NextSegNum
if (timer currently not running)
start timer
pass segment to IP
NextSegNum = NextSegNum + length(data)

event: timer timeout
retransmit not-yet-acknowledged segment with
smallest sequence number
start timer

event: ACK received, with ACK field value of y
if (y > SendBase) {
SendBase =y
cancel the timer for sendbase
if (there are currently not-yet-acknowledged segments)
start timer

}

} /* end of loop forever */

CuuDuongThanCong.com
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TCP: cac tinh huong truyen lai/~===

—

«— timeout ——
X
\ -
>
Q
9
-~
Q
o

SendBase
= 100

v v

time . .
tinh huong mat ACK

CuuDuongThanCong.com

!
o
kS
+
N
(@)
lUI'
Q
(Vp)
Sendbase %_
= 100 g
SendBase
= 120 £
N
(@)

eq-

(Vp]
SendBase _L
= 120 v timeout sé6m
time
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TCP: cdac tinh huf’ma ’rruzén lai (F Y=

timeout ——

(7))

D

QO

|

>

@)
A

loss
f?
SendBase ‘P\C\K/

=120

Time
tinh huong ACK tich Iy

v

62
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TCP tai bén nhan [rFc 1122, RFC 2581

Suv kién tai bén nhan TCP bén nhan hanh ddng
Poan dén v&i dang sb thir tw ACK tré. Cho den 500ms
mong mudn. cho doan ké tiép. Néu khdng co doan

ké tiép, giri ACK

Boan dén véi ding so thir ty GUri ngay mot ACK tich Iy

mong muoén. M6t doan khac dang

chd ACK

Céac doan dén khong thir tw GUri ngay ACK trung Iap, chi thi s the tw

I&n hon s6 th tw doan mong mudn|  doan cua byte ké tiép dang mong cho
Co6 khoang trong

Boan dén dién vao vi tri khodng Gui ngay ACK tich Idy, 1a géi tin c6 so
trong |on nhat chwa dwoc nhan

63
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. out of order tabl
I Goi tin dén (buffered) but | SoceRIaOe
already ack’ed
i Expected, not not usable
nACk tich Iy I yet received I]

HIIIIIIIIIIIIII][H] LR

L window size—4 t _ window size—4

N 1 N
rcv_base rcv_base

n
LT M‘IIIIIIIII Il

t _ window size—4 t _ window size—4

N N
rcv_base rcv base
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Truyén lai nhanh

Q Chu ky Time-out thuong
tuong doi dai:
~ do tré dai trusc khi gui lai
g6i dd mat
QO Xac nhan cdac doan dd
mat bing cdc ACK tring
lap.
~ bén gui thuong gti nhiéu
doan song song
~ Néu doan bi mat, s& xay ra
tinh trang giéng nhu nhiéu
ACK trung nhau

=

0 Néu bén giri nhan 3 ACK
cua cung mot dir liéu, nod
cho la doan sau dir liéu da
ACK bi mat:

» Truyén lai nhanh: gti lai
dgan trudc khi bo dinh thi
hét han

| —
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Giai thuat truyen lai nhanh:

s kién: ACK da nhan, voi tredong lay
if (y > SendBase) {
SendBase =y
if (there are currently not-yet-acknowledged segments)
start timer
}
else {
increment count of dup ACKSs received for y
if (count of dup ACKs received fory = 3) {
resend segment with sequence number y

}
| \

mot ACK trung lap cho Truyén lai nhanh
doan da duoc ACK

66
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TCP diéu khién luu luong L

-diéu khién luu luong—

bén gti s& khong lam

d bén nhan cua két noi TCP tran bo dém vi truyén

c6 mot bo dém nhan: qud nhiéu va qud nhanh
*— RevWindow —f
A j/ ?? soienion ) diCH VU SO tring toc do:
IP s 50 trlng toc do gui voi
/ 77 toc do nhan cua tng

b—— RevBuffor ——— dung

7 tién trinh &’ng dung cé
thé cham tai luc doc bd
dém
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‘?

TCP diéu khién luu luong

RovWindow
#— ReviWindow —4 source port # | dest port #
data from TCP application sequence number
P ~ data —* process
s s acknowledgement number
head| not . .
AlP

b RevBuffer —— len |used | |R5F rcvr window size
checksum ptr urgent data

r Chd trong trong B6 dém
= RcvWindow

Options (variable length)

application
data
(variable length)

CuuDuongThanCong.com
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TCP quin ly ket noi

Chd y: Bén gui va bén nhan TCP
thiet lap “ket noi" trudc khi
trao doi dit liéu

O khéi tao cdc bién TCP:

cdc s6 thu tu doan
thdong tin cdc by dém, diéu
khiéen leu  lugng (nhu

RcvWindow)
Q client: Khoi tao, yéu cau ket
Nnoi
Socket clientSocket = new

Socket ("hostname", "port

number") ;

O server: chap nhan két noi khi
client c6 yéu cau
Socket connectionSocket =
welcomeSocket.accept() ;

ongThanCong.com

ﬁﬁ%ﬁﬁiﬁiﬁiﬁiﬁﬁ!&gg;:

phuong phdp bit tay 3 buéc:

Buéc 1. client host gui doanTCP

SYN dén server
xdc dinh s6 tha tu khsi dau
khong phai dit liéu
Budc 2: server host nhan SYN, tra
|61 voi doan SYNACK
server cap phdt cdc bo dém
xdc dinh s6 tha tu khsi dau
Buéc 3: client nhan SYNACK, tra loi

vsi doan ACK (cé thé chuwa dix
licu)
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TCP quin ly ket noi

Ddéng mot két noi:

client dong socket:
clientSocket.close() ;

Buéc 1. client gui doan diéu
khién TCP FIN dén server

Budc 2: server nhan FIN, tra
loi v&i ACK. Déng két noi, gt
FIN.

don
g9 i
M dong
N
;8_-
O ACk
c
.9
&)
ES)
<
1
da dong
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TCP quan ly két noi (1) S —

—

Budc 3: client nhan FIN, tra
|61 véi ACK.

Wl FIN
» Trong khoang "thoi gian

chd" - s& phan hoi véi ACK

d¢ nhan cdc FIN ,
" dang dong

Busc 4: server, nhan ACK thi

Kt ndi d& déng thuc sy &
dong. S Ack
1V i % ‘ S dd dén
Chu y: véi mot sira doi nho, cé > 9
thé quan ly nhicu FIN dong 2
thoi. -
dd ddng
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wait 30 seconds

CLOSED

TIME_WAIT

F Y

receive FIN
send ACK

FIN_WAIT_2

receive ACK
send nothing

client application
initiates a TCP connection

send SYN

SYN_SENT

h 4

receive SYN & ACK
send ACK

ESTABLISHED

FIN_WAIT_1

chu ky sbng ctia

TCP client

client application
initiates close connection

send FIN

CuuDuongThanCong.com

receive ACK
send nothing

CLOSED

LAST_ACK

A

send FIN

CLOSE_WAIT

receive FIN
send ACK

chu ky séng cua
TCP server

server application
creates a listen socket

LISTEN

receive SYN
send SYN & ACK

A 4

SYN_RCVD

ESTABLISHED

receive ACK
send nothing

72
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3.6 Cac nguyén ly cua diéu khién téczrl

CO M PUTE :R FIFTH EDITION
NETWORKING

KUROSE - ROSS
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Cac nguyén ly diéu khién tic nghgr————
—

Tac nghén:

0 “qud nhiéu nguon gtii qud nhanh va qud nhiéu dit ligu dén
mang'

0 khdc véi diéu khién luu luong!

Q cdc biéu hién:
~ cdc géi bi mat (tran bo dém tai cdc router)
~ cdc do tré qud dai (xép hdng trong bo dém cua

router)
0 la 1 trong 10 van & nan giai nhat!
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Cdac nguyén nhan/chi phi cia tic nghén: tinh

{4‘_

A . original data

ad 2 gui, 2 nhan

21 router, cac bod
dém khong gidi han

0 khéng cé truyén lai ==

unlimited shared output
link buffers

Hinh A
Cr2+ , . : 0 cdc do tré Ion
- g ’ hon khi  tac
& © nghén
i ; d nang suat co thé
C/2 Cr2 dat t6i da
7\‘in ?\'in

X . 75
Hinh B Hinh C
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Cdc nguyén nhan/chi phi cia tac ng&én: tinh

A 1 router, cdc bo dém co gisi han
0 bén gti truyen lai cdc géi dd mat

Host A

A, : di liéu gbe Aout

A : dir liéu gbe, cung voi
d liéu truyén lai

Host B chia sé v6 han

cac bd dém ouput

76
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Cac nguyen nhan/chi phi ciia tac ng%=

A=A

O Truong hop ly tuong™in~ ““out

O truyén lai khi mét géi tin: A > A

O truyén lai vi tré (khdng méat) lam cho xi'n> Ay,

(O A . Cl2 t-=-=======--mmmm - ; Cl2
CI3 f--mmmmmmmmmmmee s i
5 5 ! 5
(<o (<° (<o ClA -~~~ =TT S
. Cl2 . Cl2 . Cl2
}"in }‘in }"in
a. b. C.

“céc chi phi” clia tac nghén:
0 nhiéu viéc (truyén lai)
0 céac truyén lai khdng can thiét: lién két nhiéu ban sao cla goi 77
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Cdc nguyén nhan/chi phi cia tac ng:én: tinh

0 4 nguoi gui Hoi: diéu gi xay ranéu A, va i,
0 cdc duong qua nhiéu hop tang 1€n?
O timeout/truyen lai

Host A 7“out

Ai, - AP liéu goc

A o div liéu gbe, cung
v@i dir liéu truyén lai

chia sé v6 han
cac bdé gém ouput

Host B
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Cdc nguyén nhan/chi phi cia tac ng&én: tinh

—

C/2 i

79


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Céc cdach tiép can doi voi dicu khicn_tde=nghén—
1

2 cach:

diéu khién tic nghén dau - diéu khién tic nghén cé su
cuoi hd tro cua mang:

0 khdng cé phan hoi ré rang ti 0 cdc router cung cap phan hoi ve
mang cdc hé thong dau cudi

O tic nghén duoc suy ra tir viéc ~ 1 bit duy nhat chi thi tic
quan sdt cdc hé thdéng dau nghén
cuoi ¢6 mat mdt, tre - téc do s& gui duoc xdc dinh

QO ftiép can dugc quan ly bai TCP ro rang
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Vi du: diéu khién tic nghtn ATM ABRe===——
4

ABR: available bit rate:
a “dich vu mém déo"
O néu duong truyén “+ot":
~ bén gtri s& dung tdng t6c
O néu duodng gt tic nghén:
~ bén gui dieu tict vai toc
do toi thieu

RM (resource management):
O gui boi bén gui, rai rdac voi cac 6
dir lieu
0 cdc bit trong 6 thiét lap boi cdc
switch
- bit NI : khong tdng toc do
(tac nghén nhe)
~ bit CI : tic nghén rd rét
0O Cdc 6 RM dugc tra vé bén guri tur
bén nhan véi nguyén ven cdc bit
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Vi du: didu khién tic nghin ATM ABR==—
—

I RM cells
source D data cells destination

Switch Switch

w11/ 1) Syg ML g 1
I :II I :II

0 truong 2-byte ER (explicit rate) trong té bdo RM
~ switch dd tic nghén cé thé gén gid tri ER thap hon
~ toc @6 giri do d6 cé thé dugc hd tro 16i da trén duong
QO EFCI bit trong cdc 6 dir liéu: dugc cai gia tri 1 trong
switch dd tic nghén
> néu té bao dir liéu diing trudc té bdo RM cé cai EFCI, bén nhan
sé cai bit CI trong té bao RM va tra lai cho bén gti

82
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3.7 Diéu khién tac nghén TCP

CO M PUTE R FIFTH EDITION
NETWORKING

KUROSE - ROSS
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Co ché diéu khién tic nghén

0 Cdc chién luge (thuat todn) diéu khién tic nghén trong TCP:
~ Slow Start (55): bat dau cham
- Tinh thoi gian khtr hoi mot cdch théng minh + RaT lui
theo ham mi
- Congestion Avoidance (CA): Trdch tic nghén
- Fast Retransmit (FRTX): Phat lai nhanh
- Fast Recovery (FRCV): Khoi phuc nhanh
0 Cdc thuat todn trén ld doc lap, nhung thuong dugc két hop
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TCP Congestion Control (gitu khién tiengher———
IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII!I!!!!a

Q end-end control (no network assistance)
0 Toc do truyén bi gisi han boi kich thudc cia s6 tic
nghé&n congwin, dugc tinh la s6 segment

send_ base nextsegnum B

dlready usable, not
i ack’ed | yetsent
IIIIII IETTI000000 [ et ) oomcme

Congw1n

0 w segments, each with MSS bytes sent in one RTT:

w* MSS

throughput =
roughpu RTT

Bytes/sec
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TCP congestion control: e

Q St dung ky thuat tham do a Co 2 giai doan ("phases”)

“probing” k&nh truyén ~ Khéi dong chan (slow start)
- Khi khéng cé tic nghén, thi ~ Trdnh tic nghén (congestion
truyén véi toc do nhanh nhat avoidance)
cé the

~ Tang Congwin cho dén khi
mat géi tin (congestion)

~ Khi mat géi tin: giam
Congwin, sau do lai tham do
dé tdng trd lai
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TCP khéi dong cham -Thujt todn SlowsStart=

{
=

QO Thuc thé phdt sir dung thém bién:
> Congwin(congestion window) - kich thusc cira s6 phdt
> threshold - gi¢i han trén cia cwnd, néu vuot qua - tic nghén

Slowstart algor'i’rhm |4 Thi gian khi héi, RTT >|
0.RTT -
initialize: Congwin =1 Théi gian truyén mét géi 55 Ligu
Congwin++ LRIT
until (loss event OR
CongWin > threshold)
2RTT
P *
J Lud Y

» Congwin: tang theo ham md 3RTT )
> Loss: khi timeout hoac 3 ACK Y Y '

trung lap 87
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Trdnh tic nghén - Thuit todn CAs———
—

e Congwin := Congwin + 1 v&i moi ack.
e Khi phat hién dau hiéu tac nghén:
e threshold := Congwin/2, Congwin:=1
e RTO =RTO * 2 (Exponential backoff)
e >SS
e Nhan xét:
1. Trong giai doan CA, cwnd tang tuyén tinh:
e Dam bao tan dung bang thong c6 thé sir dung dwoc
e VAan tham do tiép kha nang st dung bang thdng nhiéu hon

2. Congwin bj gidm theo cap sb nhan (Multiplicative Decreased)
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Minh hoa thuit todn SS va CA: ===

Timeout

e

40

Threshold

Threshold

Congestion window (kilobytes)

[ 1 1 1 | 1
8 10 12 14 16 18 20 22 24

Transmission number

89

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Fast Retransmit (FRTX) | ——

e Sau khi nhan dwgc Dupack (>=3), TCP thwc hién phat lai nhanh, khéng cho bi
Timeout, sau d6 chuyén ngay vé SS.
e Day la mot cach “dw doan thdng minh” rang, géi tin da bi méat.

g 1 Tahoe TCP
= 2oL E
50 = :
z st
- :
“ - :

= - i} : )

™ = . '

Céd tin 56 14 5
o|  biloaibi —*hi L e
- 57 14 bien nhan lip
- i" : cho git tin 13 Time (sec)
o= - : : I )

e o @
[

3 90
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Fast Recovery (FRCV): L ———
d

Cai tién FRTX: thwe hién FRTX xong vé CA ch& khéng vé SS:
e ssthresh := Congwin /2, nhwng khéng nho hon 2 (géi tin)
e Congwin := Congwin + 3. Bén gwi “doan”: 3 dupack wng v&i 3 géi tin da dwoc nhan

dung.
e V&i moi dupack nhan duoc thém, tang Congwin := Congwin + 1
s | Reno TCP
] 2 : 5
E -f
2 sp i
£ - " -_
v s .
o | ;
o =z "
Giéi tin 56 14 B
Sl wbate ¥ T e
— I 14 bifn nhin lap
¥ cho géitin 13
=3 . = Time (sec)
] ] ]
1 7 3 91
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congestion window size

(segments)

1 2 3 45 6 7 8 9 1011 12 13 14 15

Transmission round

TCP . TCP
Tahoe Reno
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ehiy T
e Trong cdc thuat toan trén, khong bao gio tang cua

s6 phdt qué gid tri ma b&n nhan loan bdo - rend

(Receiver Adverticed Window). Néi cach khac,

ctra s6 phdt =Congwin, rcnd}
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TCP: tinh cong bing L —

=

Muc tiéu: néu K phién lam viéc TCP chia sé két noi ¢o
chai cua bang thong la R, moi phién cé t6c d6 trung
binh la R/K

TCP két nbi 1

&
jic.l
~

ii(-\-()

Tep LS

két noi 2

router co chai
kha ndang R
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TCP: tinh cong bang (1t) ——
]
Tinh cdng bing & UDP
0 nhiéu thg dung thuong khdng ding TCP
~ khong mudn toc @6 bi diéu tiét do diéu khién tac nghén
0 Thay bing ding UDP:

~ truyén audio/video véi t6c do on dinh, chiu duoc mat madt

0 Lam thé hao de xdy dung mot ung dung truyén file
(tin cay) ma khdng phai chia s¢ duong truyén???
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Vi du Thuc nghiém 1 L ——

- Muc tiéu thyc nghiém
- Topo mang mo phong

Modem ADSL
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Két qua thwe nghiém 1 P ——

DO THI CHIA SE BANG THONG CUR CAC NGUON FTP
oo f | | | | o Troneut — |

:

THONG LUONG DAT DUOC (Kbps)
b
g

g

o L

THOI GIAN MO PHONG (s)

| 674.204, 1455.06

D6 thi thong lrong cuia ba két ndi fpt khi chia sé bang thong
97
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Thuc nghiém 2

= Gnuplot - o %

00 THI CHIA SE 306 THONG
10 THI CHIR SE BANG THONG 500 -

S

1l
333
i

g 8
——=
mmhll;(m% g

THONG LUONG DAT T00C (Keps)

1000 150 b
1000
50
L5
0
0 100 0 300 400 500 £00 ° " . a
oy e THOI GIAN MO PHONG (s) | [ :wm 29 T M “0 0
Hinh (a) Két qua mé phong lan 1 Hinh (b) Két qua mé phong 1an 1 vdi thoi gian tinh TLTB 12 0.5s
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NHAP MON MANG MAY TINH

Chuong 1
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" A
NO1 dung chuong 1

I. Pinh nghia mang may tinh
II. Cac moO hinh mang may tinh
[11. Kién trac mang may tinh

V. Méi truong truyén vat Iy mang cuc bo
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" J
I. Pinh nghia mang may tinh

Mang may tinh:

mbao gém cac may tinh doc lap,

m duoc két noi vai nhau trén mang
mnham chia sé tai nguyén

va trao do1 dir lieu

Host: may tinh trén mang
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" A
Vi du 1: mo hinh client-server

Client

LT
LTI

T

Mang may tinh vd1 2 Client va 1 Server
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"
MO0 hinh rng dung mang Client-Server

Client machine Server machine
Request __——_

CI_ < Network 5 —I)

P . _a Aoply X

/ \

Client process Server process
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"
Vi du 2: moO hinh peer-to-peer

Mang ngang hang (peer-to-peer network)

6
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" Jd
Cac ung dung cua mang may tinh

m Ung dung trong co quan, doanh nghiép
m Ung dung trong gia dinh, c4 nhan

m Ung dung trén thiét bj di dong
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" A
Vi du: e-commerce — thuong mai dieén tur

Dang day du Vidu

B2C | Business-to-consumer |Dat mua hang trén mang

B2B |Business-to-business | Nha san xuat dit hang

G2C |Government-to-consumer | Chinh phu phat hanh biéu mau

C2C | Consumer-to-consumer | Dau gia trén mang

P2P |Peer-to-peer Chia s¢ file

Mot s6 dang thuong mai dién tur
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" J
II. Cac moO hinh mang may tinh

I1.1 Cac k¥ thuat truyén dit liéu
I1.2 Phan loai mang may tinh
I1.3 Phan cing mang may tinh

I1.4 Phan mém mang may tinh
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" A |
II.1 Cac k¥ thuat truyén dir icu

Hai dang truyén dit liéu co ban:
m Broadcast (quang ba)
m Point-to-point (giira hai diém)

10
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Truyén dir licu dang broadcast

m Dung 1 kénh truyén chung cho tat ca cac
may trén mang

m Dit liéu (packet) gai tir 1 may s& dén tat
ca cac may khac

m Co dia chi may nhan cung vo1 dir igu

Multicast: 1 may gdo1 dir lieu va mot nhom
may nhan

11
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Truyén dir licu dang point-to-point

m Ton tai mot kénh truyén riéng giita hai

may

m Kénh truyén nay cod thé qua cac may

trung gian khac trén mang

m Con dugc goi1 1a dang unicast

12
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" JdE
I1.2 Phan loai mang may tinh

Khoang cach

Loal mang

10m — 1km

Local Area Network (LAN)

10km-100km

Metropolitan Area Network (MAN)

100km-1.000km

Wide Area Network (WAN)

10.000km

Internet

Phan loai mang may tinh theo khoang cach

13
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" A
Cac dang mang cuc by (LAN)

m Mang ngang hang (workgroup)
» Cac may tuong duong ndi mang dé chia sé
tal nguyen
m Mang client/server
» C6 mot hodc nhiéu may dung lam server dé
quan ly user, cai dat cac ung dung, luu trur
dt liéu ...
. Cég may ?khéc két noi dén server dé truy
xuat co ki€m soat cac tai nguyén
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" JdE
I1.3 Phan cirng mang may tinh

m [.ocal Area Network
Mang cuc bd
m Wide Area Network
Mang mién rong/Mang dién rong
m Wireless Network
Mang cuc b0 khong day (vi du Wi-Fi)

Mang mién rong khong day (vi du WiMax)

15
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" A
Mang cuc by - LAN

Computer
yd P

7R
- S

(a) (b)

Computer

Hai dang mang cuc b0
a. Bus b. Ring

16
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" A
Céac thanh phan két n6i LAN

m Card mang — Network Interface Card
(NIC)

m Day mang — Cable
m Cac thiét bi két ndi: Hub, Switch, ...

17
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E
Mang mién rong - WAN

Subnet Router

\

pe

Host

LAN

WAN gom cac LANs va phan két ndi (subnet)

18
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" A
Subnet

Phan két n6i mang mién rong gom 2 phan:

m Cac duong truyén (transmission lines)
day dong, cap quang, song dién ti, ...

m Cac phan tir chuyén mach (switching
elements), thuong duoc goi la router
o Két noi véi nhiéu duong truyén

* Nhan d&r li¢u va chon duong truyén dé

chuyén sang mang khac

19
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" J
Mang khong day —Wireless LAN

Base | To wired network
station

Hai dang két n6i mang khong day
a. Co dung base station, con goi1 la access point

b. Cac may gdi nhan truc tiép, ad hoc networking

20
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" JE
Mang Internet

Regional ISP
N

Backbone

Server farm

IIIIIIIIIIII

IIIIIIIIIIII

Corporate Wi

S\ TG

Router

Téng quan mang Internet
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Cac thanh phan chinh trén mang Internet

m Truc chinh — Backbone
m Cac nha cung cap dich vu - ISPs
(Internet Service Provider)

* POP (Point of Presence):no1 nhan tin hi¢u tu
mang dien thoai va dua vao mang cua ISP

m NAP (Network Access Point)
m Cac server
m Client twr may le, cac LANSs

22
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I1.4 Phan mém mang may tinh

m H¢ dieu hanh mang
m Phan mém phia server

m Phan mém phia client

23
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"
[11. Kién tric mang may tinh

[11.1 T6 chutre thtr bac ciia cac giao thirc
[11.2 Céc tiéu chuan mang

m [SO OSI

m TCP/IP

24
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III.1 To chure thtr bac cua cac giao thirc

m T6 chtrc luan Iy mang may tinh: gom cac
16p (layers/levels)
¢ S6 16p, chtrc ning moi 16p phu thuodc loai

mang.

m Giao thue (protocol): tap hop cac luat va
thu tuc thuyc hién viéc truyén thong gitra
hai bén truyén thong.

m Giao dién (Interface): dinh nghia cac thao
tac co so cua lop dud1 cung cap cho 1op
trén

25
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" J
Vi du: to chirc mang co 5 1op

Host 1 Host 2

Layer 5 protocol
LEyeE B, [Mmrmmmom o s e e = Layer5

A
\]

Layer 4/5 interface

Layer4 T e e Tt e o e e e e - Layer4

)
Layer 3/4 interface ‘

LEVEE B i — i i Ay > Layer3

: ]
Layer 2/3 interface |

Layer2 |[a-----=2---cm - - »| Layer?2

)
Layer 1/2 interface I

Layer1 B s T T e e - Layer1

A
\i

Physical medium

26
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Muc dich cua to chirc mang theo 16p

m Giam su phtec tap khi thiét ké

m Mo ta chi tiét qua trinh truyén dir liéu tur
mot may dén mot may khac

27
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" J
Vi du: truyén dir icu M gitra 2 may

Layer

Layer 5 protocol
5 VI P el e Y

4 H4 M e b ite e s e e e e bl H4 M
/\ Layer 3 /\
protocol
) H3 H4 M1 H3 M2 e e e L S S ""H3 H4 M1 H3 M2
A A
Layer 2
Y L protocol
2 H2 H3 H4 M1 T2 H2 H3 M2 T2 S T - H2 H3 H4 M1 T2 H2 H3 M2 T2
A
1
X, J
Source machine Destination machine

H: Header, T: Trailer
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" A
Kién trac mang may tinh

m Kién tric mang may tinh:

Tap hop cac 16p va giao thirc.

m B0 giao thuc (protocol stack / protocol
suite): Danh sach cac giao thire d,u:()c Sur
dung cho tung 16p trén mot hé thong xac
dinh.

29
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"
III.2 Cac ti€u chuan mang

m Hai mo hinh kién triic mang quan trong:
OSI (Open Systems Interconnection)
TCP/IP (Transmission Control Protocol/

Internet Protocol)

m Cac b0 giao thirc khac:

o [PX/SPX (Internetwork Packet Exchange/
Sequenced Packet Exchange)

 NetBEUI (NetBIOS Extended User Interface)
» AppleTalk
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OSI

ication
Presentation
Session
Tran
Metwork
Data Link

IIIIIIE
g

Physical

a. MO hinh OSI

Host B
Lata ).l Presenlation '
Data .:'_l E-E.E%-ii;l-n '

N

Packels Network
e k).
~ Py )

b. Truyén thong giita 2 may

Frames Data Link

)

Pt Physical

I
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" A
So lugc chirc nang cac 16p mo hinh OSI

Lop vat ly - Physical
» Truyén chudi bit trén kénh truyén

» Quy dinh vé mdi truong truyén vat 1y, tin
hi¢u di¢n, co khi.

Lép lién két dit liéu — Data Link
» Truyén dit liéu cé cau tric (frame) tin ciy
gitra ha1 may trén mo1 trueong vat 1y.
» Quy dinh vé dia chi thiét bi, kiém soat 10i

32
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" A
So lugc chirc nang cac 16p mo hinh OSI (tt)

L&op mang — Network
» Xac dinh con dudng (rogte) tu’ may goi dén
may nhan, quan 1y cac van dé luu thong trén
mang
» Quy dinh vé dia chi mang
L&p giao van - Transport

e Chia dir i€u thanh cac don vi nho hon néu
can va ghep lai ta1 no1 nhan.

* Thuc hién kiém soat 101

33
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" A
So lugc chirc nang cac 16p mo hinh OSI (tt)

L6p phién — Session

o Thiét 1ap, quan 1y, két thic cac phién lam
viec gitta cac ung dung
Lép trinh dién — Presentation
* Quy dinh vé khudn dar‘lg, cu phap, nglr
nghia cua dir li€u khi truyén thong
—> data representation
L&p tmg dung — Application
» Bao gom cac giao thtrc ctia cac dich vu
mang

34
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" J
OSI va TCP/IP

OSI

7 Application

6 Presentation

5 Session

4 Transport

3 Network

2 Data link

1 Physical

TCP/IP
Application
T~ Not present
l,/ in the model
Transport
Internet
Host-to-network
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" J
TCP/IP

Co 4 16p, so vo1 mo hinh OSI:

mLop Gng dung (application) bao gom ldp
presentation va lop session cua moO hinh OSI

m Lop giao van giai quyét van dé chat lu0’ng dich

vu (quality of service) nhu do tin cay, kiém
soat 161, kiém soat luu luong

m Lop internet chia dir 1i€u tur 16p transport thanh
cac go1 (packet)

m Lop host-to-network thuc hién tao két nodi vat
1y, bao gom cac 16p Physical va Data Link cua
mo hinh OSI
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e
Mot phan cua bd giao thiec TCP/IP

Protocols <

Networks <

Y

TEWNET | | FP SHTP DS
ToP P
P
ARPANET | | saTngT | | et |y

Layer (OSI names)

Application

Transport

Network

Physical +
data link
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"
IV. Ma1 truong truyén vat 1y mang cuc bo

IV.1 Card mang
IV.2 Day mang
V.3 Mot s6 thiét bi két noi

38
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"
IV.1 Card mang

}9
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"
Cac thanh phan trén card mang

ENC Coaxial

. Cable Connector
=AM Transceiver

Power Supply

RN

LRI IIERT LR 1
TS ISR

L
-
-
-
=
-
-
[

Ethernet

ROM FProcessor RJ-45

Connector
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"

Card mang khong day

41
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" J
IV.2 Day mang

m Cap dong truc — Coaxial cable

m Cac do1 day
e UTP — Uns|

xoan — Twisted pairs
nielded Twisted - Pair

e STP — Shiel

ded Twisted - Pair

m Cap quang — Fiber optic
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_
Cap dong truc

Dumr Jacket

Braided Cuppaf Shielding

Plastic Jn-sufatiun

BNC Conneclor ——3s —

Copper Conductor

¥
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'_
UTP — Unshielded Twisted-Pair

Twisted Pair

Quter Jacket \
\

f"‘.../‘; S

PV W Color-Coded
\ Plastic

- \ — Insulation

RJ-45 Connector == % 5
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.._
4 ?
i A4

Pin Label
O+ !

TD-
RD+
MNC
o w Iin a

9%
I r

Dang no1 thang — Straight-Through
NC -

8

! ! l

r 1
RD-

e Wires on cable ends
NC are In same order,

&
b
r
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"

Dang no1 cheo — Crossover

Pin Label Pin Label

1 TD+ 1 TD+

2 RD- 2 RD-

3 RD+ 3 RD+

4 NC 4 NC

3 NC 3 NC Wow whwgwh wg W whwowb
& TD+ 6 TD- r r

7 NC 7 NC The orange wire pair and the green wire
B8 NC B NC pair switch places on one end of the cable.

46



http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

"
Cap quang

Core
(glass)

Cladding Jacket
(glass) (plastic)
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"

Nguyén tac phan xa toan phan trong cap quang

Cladding Core
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"

Pau nd1 cap quang
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"
IV.3 Cac thiét b1 két nd1

m Phu thudc loai mang, so do két noi
m Vi du:

» Hub: diém ndi day trén mang cuc bo dang
Ethernet

* Access Point trén mang khong day

50
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"
K¢&t no1 mang dung day UTP

Wall plate

5=

Jack coupler

Distribution rack
and shelves

Expandable
patch panel
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"

A

ccess point
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"
K&t n61 mang khong day

PE

Eli‘iE!‘I‘i-E:t Backbone

TLpS./7TD. Com/talTieudi entuchit
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" JdE
NO1 dung chuong 2

[. Cac van dé thiét ké 16p data link
II. Cac giao thirc go1 nhan frame co ban
III. Cac k¥ thuat két noi mang mién rong
IV. Vi du giao thirc 16p data link

Giao thirc PPP
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" A
I. Cac van dé thiét ké 16p data link

I[.1 Nhiem vu 16p data link

[.2 Cac dich vu cung cap cho 16p network
.3 Cac phuong phap tao frame

[.4 Cac k¥ thuat kiém soat 16

[.5 Kiém soat luu luong
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" A
I[.1 Nhiem vu 16p data link

m Cung cép dich vu go1 nhan dior li€u
(frame) tin cay gitra ha1 may lang giéng
hai mdy lang giéng: hai mady cé két noi vit Iy

m Kiém soat 101 va kieém soat luu luong

Sending machine Receiving machine
Packet Packet
l /Frame W
Header | Payload field Trailer Header | Payload field Trailer

CuuDuong T hanCong.com tps./7Th.con/talTieudi entucitt



http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

" A |
I.2 Cac dich vu cung cap cho 16p network

m Goi nhan khong kiém soat
Unacknowledged connectionless service

m GO1 nhan ¢O xac nhan cua may nhan
Acknowledged connectionless service

m G6i nhan c6 két noi
Acknowledged connection-oriented
Service
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" JE
(Go1 nhan khong kiém soat

May go1 tao frame va go1 cho may nhan
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" J
(Go1 nhan co xac nhan cua may nhan

m May go1 tao frame (data frame) va goi
cho may nhan

mMay nhan go1 tra frame khac
(acknowledge frame, ACK) d€ xac nhan
da nhan duoc data frame.
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" A
(GoO1 nhan co két no1

m May go1 va may nhan thlet lap két noi
(connection) trudc khi trao doi dir 11eu

m Moi frame dugc goi trén ket nodi c6 so thr
tu > khong sai, khong mat, khong dao
10n thtr tu.

Co ba gia1 doan trong go1 nhan frame:

m Thiét 1ap két n6i = khoi dong bién, ...
m GO1 nhan frame

m Huy két noi = giai phong bd nhd, ...
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" A
.3 Cac phuong phap tao frame

Co6 hai ky thuat co ban:

m Dém ky tu trong frame

m Dung cac ky tu dac bi¢t danh dau frame
Thuc té: dung ket hop hai k§ thuat
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"

Tao frame bang cach dém ky tu

/ / ﬁmﬂer count \ One c\ha‘ractar
511 6|7 9|8

2|3]14|5 8 ol1|2|3|4|5|6|8|7|8|9([0[1]2]|38

(a)

F i

Frame 1 Frame 2 Frame 3 Frame 4
5 characters & characters 8 characters 8 characters
Ermor

/

(b)|5|11|2|3|4|7|6|7|8|9|8|0|1|2|3|4|5(6(8|7|8(2(0|1[2|3

Frar'na*l - Ft?am-a 2 Now a
(Wrong) character count

a. Khong c6 16i b. C6 10i tai counter frame 2
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" JJd ]
Tao frame dung ky tu danh dau (FLAG)

FLAG| Header Payload field Trailer |FLAG
(a)

Original characters After stuffing

A FLAG B — | A ESC | |FLAG B

A ESC B — | A ESC | | ESC B

A ESC | |[FLAG B — | A ESC | | ESC | | ESC | |FLAG B

A ESC | | ESC B — | A ESC | |ESC | | ESC | | ESC B

(b)
a. Frame dugc danh dau bang flag
b. Vi du ky thuat chen ky tu (character stuffing)

11
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[.4 Cac k¥ thuat kiém soat 10i

m Dung checksum

m Co xac nhan cua may nhan (ACK)

m Dinh thoi (timer)

m SO thur tu trinh tu (sequence number)

Kiém soat 101 bao dam vieéc go1 nhan frame:

-
.{

-
..{

khong sai

hong mat

hong dao 10n thir tu.

12
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" A
Checksum

m May go1 tao frame va tinh checksum
m May go1 s€ go1 frame cO checksum

m Nho vung checksum may nhan xac dinh
frame khong c6 10i

V61 checksum = khong sai

13
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" J
ACK

m Khi nhan mot frame khong c6 16i thi may
nhan s& goi mot frame diéu khién (ACK)
cho may gdi dé xac nhan

m Néu khong c6 ACK thi may goi sé goi lai
frame

Vi ACK = khong mat

14
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" A
Timer

m Sau khi go1 frame, may go1 kho1 dong
mot bo dinh tho1 (timer)

m Néu hét thoi gian (timeout) ma khong cé
ACK trr may nhan thi may go1 s€ gon lai
frame

15



http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

"
Sequence number

m ACK tir may nhan c6 thé khong dén may
g1, va may go1 s¢ go1 la1 frame

m May nhan c6 thé nhan cung mot frame
nhiéu lan

m Pé tranh nhan trung frame, moi frame c6
mot so thir tu

m SO tht tu frame thudc vé mot khoang gia
tr1 xac dinh % sO thtr ty trinh tu

Vi du: dung sO thir tu 3 bit = ¢ so thir tu
tir 0 dén 7

16
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[.5 Kiém soat luu luong

m Muc dich: may go1 khong nhanh hon may

nhan
m Hai ky thuat co ban:
May go1 cho ACK tr may nhan
May gdi hoat dong theo toc dd gidi han

17
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" Jd
II. Cac giao thirc go1 nhan frame co ban

m Giao thirc don gian trén duong truyén
1 chiéu Iy tuong

m (G1ao thure stop-and-wait

m Giao thirc trén duong truyén 1 chiéu
thuc té

m Cac giao thirc dang sliding window

18
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= @imonthire don gian

trén duong truyén 1 chiéu 1y tudng

Pudng truyén 1y tudng:
m Khong c6 16i = khong can kiém soat 10i

m May nhan tbc dd6 vO han > khong can
ki€m soat luu luong

Pudng truyén 1 chiéu:
m dit liéu 1 chiéu tr may gdi dén may nhan
m simplex

May goi tao frame va goi cho may nhan

19
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" A
Giao thirc stop-and-wait

Bu,(‘)’ng truyén: khong cé 16i va may nhéan
toc do hitru han

m May g6i tao frame goi dén may nhan

m May goi cho ACK tw may nhan

m May g6i géi frame tiép theo

Puong truyén 1 chiéu di ligu nhung c6
chi€u truyén ACK

- 2 chiéu khong dong thoi: half-duplex

20
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= d@oenthirc don gian

trén duong truyén 1 chiéu thyc té

Pudng truyén thuc té:
Cé the co 16i
May nhan tbc do hitu han
m Mdy gdi tao frame, tinh checksum, ghi so
thir tw frame, khoi dong timer, géi dén
may nhan
m Néu c¢6 ACK thi géi frame tiép theo
m Neu khong cé ACK thi goi lai frame

21



http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

"
Cac giao thirc dang sliding window

Muc ticu:

m Sir dung duong truyén voi 2 chiéu dir liéu

-> full-duplex

m GO1 nhan theo nhom frame

Khai niém co ban:

m Piggybacking: cho go1 kem ACK vai

frame dir liéu tiép theo
m Sliding Window

22
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Sliding window — cira so trugt

MOt may s€ go1 mot nhom frame trudc khi

cho ACK.

Danh sach so thir tu cac frame di goi chua
c0 ACK thuoc sending window

Tuong tu, danh sach so6 thir tu cac frame
cho nhan thudc ve receiving window

Vi du: sequence number 3 bit

Goi cac frame 1 dén4 0
Nhan ACK frame 1 0
Gdi tiép frame 5 0

1234

1234

567
567

https://tb.comy

567
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" A
Sliding window (tt)

Ky thuat sliding window con dugc dung
trén giao thirc TCP (chuong 5)

May goi truyén moi chudi dit liéu khong
can cho ACK cua tung dir licu

May nhan co thé nhan do licu chua ding
thur tu va sap xép lai trong khi chd dir licu
khac

Néu khong c6 ACK sau 1 khoang thoi gian
thi dir icu s€ duogc got lai

24
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" A
Cac giao thirc dang sliding window co ban

Co6 hai dang co ban vo1 cach xu ly frame
c6 101 (mat, checksum error) khac nhau
m Go back n

May go1 s€ goi lai tat ca cac frame tir frame
co 101

m Sclective Repeat
M4y goi chi gdi lai frame ¢6 16i
May nhan phai luu lai cac frame tot sau
frame co 101

25
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" A
[11. Cac k¥ thuat két ndi mang mién rong

®m Dung duong day dién thoai

m K&t noi truc tiép dung cable
m [SDN

(Integrated Services Digital Network)
m Két noi khong day

m Két nd1 qua ve tinh

26
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K&t no1 dung duong day dién thoai

m Dang quay so (Dial-up)
m DSL (Digital Subcriber Line)

27
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" J
Dang quay so

Thiét bi:

m Nguo1 st dung: modem

m Nha cung cap dich vu: modem

Giao thuc thong dung: PPP
(Point-to-Point Protocol)

Phan mém: tich hop trén cac hé diéu hanh

28
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Digital Modem Analog

% Ml scsessissnesscssniasaissnasnissnisscs Public te|eph,:.ﬂe T QER e rnnaee ot

-. Analog Modem Digital

Modem thuc hién diéu ché (MOdulation) khi gai
va giai diéu ché (DEModulation) khi nhan

ong T hanCong.C tps./7Th.con/talTieudi entucitt
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" A
Modem (tt)

Cac dang modem:

m [nternal — mach diéu khién gan trong may
Két ndi véi 1/0 bus, vi du PCI
Tich hop trén mainboard

m External — Thiét bi dat ngoalt két ndi qua

cong COM hay USB
Mot s6 tiéu chuan modem theo ITU:
V34 — toc do 28.800 bps (bits per second)

V90 — toc do 56.600 bps

30
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" A
Digital Subcriber Line - DSL

m Dung chung két ndi mang trén dudng day

dién thoai

m Khong c6 quay so = két noi thuong truc

m Toc do cao hon so vo1 dung modem

31
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" A
DSL (tt)

Co cac dang:

m ADSL-Asymmetric DSL: thong dung
Toc do download: 384Kbps > 8Mbps
Toc do upload: 64Kbps > 1 Mbps
C6 gidi han vé khoang cach ~ 5.500 mét

m SDSL-Symmetric DSL
Toc d6 download va upload dén 3Mbps

m VDSL-Very High Data Rate DSL
Toc do download va upload dén 52Mbps

32
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" JE
ADSL

Thiét bi
m Nguo1 st dung:
ADSL modem/ ADSL router
m Nha cung cap dich vu: Access Multiplexer
Phan mém:
m Nguoi sir dung dung phan mém do nha san
xuat thiét bi cung cap

m Nha cung cap dich vu thuong dung k§ thuat
ATM (Asynchronous Transfer Mode)

ADSL 1a tiéu chuan cta 16p vat Iy

33



http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

ADSL (tt)

Voice
switch

Codec

Splitter Telephone
line

.ﬂl.ﬂ..1..1!l

o|o]0]0/e{s]o|o|ulo]olelo

To ISP
Telephone company end office

/Telephone

Computer

Splitter
NID
P4
ADSL Ethernet
modem

Customer premises

Cau hinh co ban dung ADSL
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" A
IV.Giao thire PPP (Point-to-Point Protocol)

Giao thirc PPP dung trong két noi gitta may tinh
ca nhan (PC) vd1 nha cung cap dich vu Internet
(ISP) qua duong dién thoai quay so0.

User's home Internet provider's office
S O T A O GO S P S P R
|
PC i Modems e
|
\ Client process J—%i
==

using TCP/IP

mmmmmmmmmm

/ i
TCP/IP connection :
using PPP _E_@x(

Router Routing
process
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" A
Cac dic diém cua giao thirc PPP

m Tao frame theo giao thec HDLC (High-level
Data Link Control), dung k¥ thuat chen ky tu,
c6 kiem soat 10i

m Dung giao thirc LCP (Link Control Protocol)
dé kiém soat két néi, thoa thuan tham so.. .

m Dung giao thac NCP (Network Control
Protocol) dé thiét 1ap tham s6 cho 16p
Network, dung dugc vol nhiéu loai mang nhu
TCP/IP, IPX/SPX, NetBEUI, Apple Talk

36
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" A
Cac budc may PC két noi Internet

m May PC thiét lap két noi vat Iy vai ISP
bang cach quay sO qua modem

m May PC go1 mot chudi LCP packet trén
cac PPP frame d¢ thoa thuan tham so

N May PC go1 mot chuo1 NCP packet trén
cac PPP frame dé thiét 1ap cau hinh hoat
dong 16p network

> may PC duogc cap mot dia chi IP dong
va tro thanh Internet host, ¢ thé goi nhan
dtr licu theo cac IP packet.

37
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" A i
Cac buoc may PC két no1 Internet (tt)

Khi két thiic phién lam viéc:
m Dung cac NCP packet dé huy két noi 16p
network va tra lai dia chi IP

m Dung cac LCP packet hily két ndi 16p
data link

m Huy két noi vat 1y bang 1énh ngat modem
ra kho1 duong day dién thoai
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" A
Cac buoc may PC két no1 Internet(tt)

Carrier Both sides Authentication
detected agree on options successful

\ Establish \—r Authenticate

| | Failed
Dead Failed Network
Terminate 4/‘— Open —/\

Carrier Done NCP
dropped configuration

Cac gia1 doan hoat dong theo giao thirc PPP
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" A
Vi du PPP frame

Dang frame diéu khién khong c6 so thu tu
m Flag: danh dau dau va cudi frame

m Address va Control: hang s6 do1 voi
control frame

m Protocol: xac dinh loa1 dir i¢u trong vung
payload

m Payload: dir lieu, kich thuoc do thoa
thuan, mac dinh la 1500 bytes

m Checksum: dung kiém soat 10i

40
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PPP Frame (tt)

Btes
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" A
NoO1 dung chuong 3

.  Khai miém lop MAC

. Van dé cap phat kénh truyén

1. Giao thrce CSMA/CD

1v. Gidi thiéu cac tiéu chuan IEEE 802.x
v. Gidi thiéu vé Bridge, Switch
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" A
I. Khai miém 16p MAC

Lop Physical va Data link (mo6 hinh OSI):
giai quyét van dé cac may dong thoi truy
cap duong truyén dang broadcast (quang
ba)

Du an IEEE 802: cac dac ta cua 2 16p nay
trén mang cuc b0

- ti€u chuan mang cuc bo



http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

" A
Lop Data Link trong IEEE 802

7. Application layer
6. Presentation layer
b, DESSION layer

4 Transport layer

3. Network layer | Logical Link Control (LLC)

2. Data-fink layer —

1. Physical layer J L Media Access Control (MAC)
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" JdE
Lop Data Link trong IEEE 802 (tt)

Gom 2 16p con (sublayer):

m Logical Link Control (LLC): thiét 1ap va
két thuc lién két, quan 1y truyén frame

m Medium Access Control (MAC): quan ly
truy cap duong truyeén, tao frame, kiém
soat 101, xac dinh dia chi
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" J
Cac tiéu chuan IEEE 802.x

LRITY

—=
-

aoz.10" SEI

HITECTURE®

=
-

OWVERVIEWW & AR

a02®

2.1 MAMNAGSEMEMNT

80
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302.1" BRIDGING

302.3"
MEDILUM
ACCESS

802.3
PHYSICAL

802.4"
M E I::' | U h‘l

ACCESS

802.4
[PHY SICAL

8025"
MEDIUM
ACCESS

802.5
PHYSICAL

8026
MEDIUM
ACCESS

802.6
PHYSICAL

502.11"
MEDIUM
ACCESS

802.11
PHYSICAL

802.12"
MEDIUM
ACCESS

802.12
PHYSICAL

802.16"
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ACCESS

802.16
PHYSICAL
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LINK
LAYER

* Formerly |EEE Std 80214,

PHYSICAL
LAYER
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" J
Cac tieu chuan IEEE 802.x chinh

m 302.2 - Logical Link Control

m302.3 - CSMA/CD Access Method and
Physical Layer Specifications

m302.5 - Token Ring Access Method and
Physical Layer Specifications

m302.11 - Wireless LAN Medium Access
Control (MAC) Sublayer and Specifications

m 302.16 - Standard Air Interface for Fixed
Broadband Wireless Access Systems
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" J ]
II. Van dé cap phat kénh truyén

Muc dich: cap phat mot kénh truyén dang
quang ba cho nhi€u may cung su dung
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" A
Mot sO thuat ngtr

m Duong truyén (Transmission line): vat 1y
m Kénh truyén (Communication channel):

luan ly

m Baseband: mot kénh truyen trén duong
truyén

m Broadband: nhiéu kénh truyén trén duong
truyén

m Multiplexing: ghép kénh tai no1 goi
m Demultiplexing: tach kénh ta1 no1 nhan
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" J ]
Cac k¥ thuat cap phat kénh truyén

m Cap phat tinh: so kénh truyén co dinh

m Cap phat dong: so kénh truyén thay doi

> modt may truy cap duong truyén khong
lam anh huong cac may khac

10
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S |
Cap phat tinh kénh truyén

Hai k¥ thuat thong dung:

m FDM — Frequency Division Multiplexing
(Ghép kénh phan chia theo tan so)

m TDM — Time Division Multiplexing
(Ghep kénh phan chia theo thot gian)

Ung dung: mang di¢n thoai co dién

11
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" J
Vi du FDM

Channel 1
1
. ﬂ

Channel 2

PN—

Channel 3

| ﬂ
g | ] |
300 3100 60 64 68 72
Frequency (Hz) Frequency (kHz)

@) ) (b)
a. Bang thong goc
b. Bang thong dugc nang tan so
c. Kénh sau khi gh¢p

Attenuation factor

Channel 2
Channel 1 Channel 3

YR'AA

Frequency (kHz)
(c)

12
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" J
Vi du TDM

= 193-bit frame (125 usec) =
L_ Channel __L‘ Channel __L Channel __L‘ Channel ‘_l L Channel __:

| L > A o

| | ! | | | !

| | | | | | |

| | | | | | I
Tm | | | | | |
! ! | | | ! |

O W | | | | | |
| | | | | | |

ol
Ny

\ Bit 1 is 7 Data \ Bit 8 is for

a framing bits per signaling
code channel
per sample

Ghep 24 kénh thoai trong 1 kénh T1

13
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" J ]
Cap phat dong kénh truyén

m Ung dung trong mang may tinh, mang

dién thoai

m Co nhiéu giao thicc: ALOHA, CSMA,

WDMA, ...

14



http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

" J .
Mo1 trueong cap phat dong kénh truyén

m MO hinh tram (station model)

* CoO N tram (may tinh, di¢n thoai) c6 thé tao
va truyeén frame

m Kénh truyén don (single channel)
o Céac tram dung chung 1 duong truyén
m  Xung dot (collision)
 Neéu 2 tram truyén frame dong thoi
e Tat ca tram cé thé phat hién xung dot
+  Khong co két qua

15
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" J .
MOo1 truong cap phat dong kénh truyén (tt)

m Thoi gian lién tuc — Continuous time
» Truyén frame tai thoi diém bat ky
m Thoi gian dugc phan khe — Slotted time
* Thot gian dugc chia thanh cac khe (slot)
» Truyén frame tai thoi diém bat dau mot khe
tho1 gian
m Cam nhan truyén tai — Carrier sense

o Cac tram c6 thé xac dinh kénh truyén dang
dugc su dung

16
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" J .
MOo1 truong cap phat dong kénh truyén (tt)

m Khong cam nhan truyén tai — No carrier
SCINSC
» Cac tram khong thé xac dinh kénh truyén
dang dugc su dung

17



http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

" A
I11. Giao thuc CSMA/CD

Carrier Sense Multiple Access with

Collision Detection

(Pa truy cip cam nhan truyén tai co phat

hién xung dot)

Dung trong tiéu chuan mang IEEE 802.3

18
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" JE
CSMA/CD (tt)

Contention
slots

| /N

% ¥
Y

Transmission Contention dle
period period period

01 = =

Time —»

Ba trang thai cua duong truyén: Transmission
(truyén), Contention (tranh chap), Idle (nghi)ss
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" A
Hoat dong khi can truyén frame

m Kiém tra trang thai duong truyén (cam

nhan truyén tai)

m Néu dudng truyén ranh thi truyén frame

20
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"
Xung dot va xu 1y xung dot

Xung dot:

m Néu c6 2 may truyén dong thoi thi tao
xung dot

m Xung dot duoc phat hién boi phan cing

Xu ly xung dot:

m Huy frame d3 truyén

m Chd mot khoang thoi gian ngau nhién

C Kiém tra duong truyén, néu ranh thi
truyén lai

21
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" J
Tho1 gian dé€ phat hi€én xung dot

Packet starts Packet almost
A /attimeo B A atBat'c-e\ B
[ —» [ ——
(a) (b)
Noise burst gets
A B A / back to A at 2t B

— e e

(c) Collision at - (d)
time 1

A, B: 2 may xa nhau nhat trén mang
Tau (T): thoi gian truyén gitta A, B
> A phai truyén frame trong thoi gian>2 T

22
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" A ]
IV. G161 thicu cac tieu chuan IEEE 802

1.

SANEEN AR o S

Mang Ethernet — 802.3

Mang Fast Ethernet

Mang Gigabit Ethernet

Mang Token Ring — 802.5

Mang Wireless Lan — 802.11

IEEE 802.2 — Logical Link Control
(LLC, Biéu khién lién két luan 1y)

23
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" Jd
1. Mang Ethernet — 802.3

a.
b.

C.

G161 thieu mang Ethernet
Noi cap

Ma hoa bit

Giao thie 1op MAC

Giai quyét xung dot

24
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" A
a. G101 thieu mang Ethernet

m Xuat phat tr mang LAN dang CSMA/CD
2.94 Mbps cua Xerox, mang Ethernet

m 1978, DEC, Intel, Xerox thiét lap ti€u
chuan mang Ethernet 10 Mbps, chuan
DIX

m 1983, chuan DIX trd thanh IEEE 802.3

m Mang Ethernet tiép tuc phat trién véi cac
toc d0 cao hon 100 Mbps, 1000 Mbps, ...

25
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b. Noi cap

Name Cable | Max.seg. | Nodes/seg. Advantages
10Based | Thickcoax | 500 m 100 | Original cable; now obsolete
10Base2 | Thin coax 185m 30 | Nohub needed
10Base-T | Twisted pair | 100m 1024 | Cheapest system
10Base-F | Fiber optics | 2000 m 1024 | Best between buildings

Cac loa1r day cap thong dung cua Ethernet

(Cap dong truc day, cap dong truc mong,

d6i day xoan, cap quang)

26
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" J
Mot s6 dang noi cap

Controller

Transceiver () _Twisted pair

+ controller %
000 0000 O
W Q0 Q Q00 O C
Y ONONEONO MY tji

b W) (%] [ W
Connector
Hub

a. lI0BASE2 b. IOBASE-T

27
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" A
Cac dang hinh hoc cua cap

A B =]
L _ | AB C D
K — T
y Tap :
( )_ D : Repeater
Backbone —*
@) (b) c) (d)

a. Tuyéntinh b. Puong truc c¢.Cay  d. Phan doan

28
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" J
c. M3 hoa bit

Bit stream 1 0 0 0
Binary encoding
Manchester encoding
Differential
Manchester encoding
\ Transition here

indicates a 0

Ma hoa nhi phan (binary encoding)

\ Lack of transition here

indicates a 1

Ma hoa Manchester (Manchester encoding)

Ma hoa Manchester vi phan (Differential Manchester encoding)
2

9
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"
d. Giao thuc lop MAC

mE CSMA/CD
m CAu truc frame theo IEEE 802.3

Biles 8 6 62 (1500 (-46 ]
(
| Destnaion| Soure : Check-
Preamblag ke lenghh|  Data Pad

adtrass
i | {{

sum

"

30
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" A
Cac truong trong Ethernet frame

m Preamble — M& dau: 7 bytes 10101010
SOF — Start Of Frame: 10101011
danh dau bat dau frame

m Destination address — P1a chi MAC may
nhan (6 bytes dia chi card mang)

m Source address — Dia chi MAC may goi
(6 bytes dia chi card mang)

m Length/Type: kich thudc/loal frame

31
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" A
Cac truong trong Ethernet frame (tt)

m Data: dir icu
m Pad: can thém vao dé frame > 64 bytes,
tir yéu cau phan cing phat hién xung dot

m Checksum: dung trong phat hién 16i

32
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"
¢. G1a1 quyet xung dot

m Theo giao thtc CSMA/CD

m Thoi gian chd ngau nhién theo giai thuat
dang ham mi nh1 phan (binary exponent
backoff)
don vi1 tinh 1a slotTime = 512 bit times

mang 10 Mbps, 1 bit time = 100 nanosec

33
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" J
Gia1 quyéet xung dot (tt)

mNéu c6 xung dot, mdi may chd ngau
nhién trong thoi gian 0 = 1 slotTime

m Néu c6 xung dot 1an 2, mdi may cho ngau
nhién trong thoi gian 0 = 3 slotTime

m Néu c6 xung dot 1an i, mdi may cho ngau
nhién trong thoi gian 0 2 2! - 1 slotTime

m TU xung dot 1an 10, moi may chod ngau
nhién trong thoi gian 0 = 1023 slotTime

m Néu xung dot dén lan 16 thi bao 16i

34
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" JdE
2. Mang Fast Ethernet

m Con goi 1a chuan IEEE 802.3u

m Gilt nguyén cau trac frame mang
Ethernet, giao thte CSMA/CD, tang toc

do 100 Mbps.
1 bit time = 10 nanosec

m Khong dung cap dong truc

35
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" A
Mot so loal cap mang Fast Ethernet

Name Cable | Max, segment Advantages
100Base-T4 | Twistedpair | 100m | Uses category 3 UTP
100Base-TX | Twisted pair | 100m | Full duplex at 100 Mops
100Base-FX | Floeroptics | 2000m | Full duplex at 100 Mops; long runs

36
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" A
3. Mang Gigabit Ethernet

m Con goi 1a chuan IEEE 802.3z

m Mo rong mang dang Ethernet 1én toc do
1000 Mbps

m Giir cau truc frame, giao thirc CSMA/CD

37
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"
Mot so loal cap mang Gigabit Ethernet

Name Cable Max. segment Advantages
1000Base-SX | Fiber optics h50m | Muttimode fiber (50, 62.5 microns)
1000Base-LX | Fiber optics 5000m | Single (10 11) or muttimode (50, 62,5 11)
1000Base-CX | 2 Palrs of STP 25m | Shielded twisted pair
1000Base-T | 4 Pairs of UTP 100m | Standard category 5 UTP

38
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" J
Hai dang két nd1 mang Gigabit Ethernet

Computer

(a)

a. Ha1 tram b. Nhiéu tram

39
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" A
Nhan xet ve cac loar mang Ethernet

m Don gian

* G1a thanh r¢

* Tin cay

* Dé b4o tri
m Hoat dong tot vai bo giao thirc TCP/IP
m Tiép tuc phat trién

40
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" A
4. Mang Token Ring — 802.5

a. (G101 thieu mang Token Ring
b. Keét noi

c. So lugc hoat dong

41
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" A
a. G101 thicu mang Token Ring

m Xuat phat tir mang Token Ring ctua IBM
- SNA (System Networks Architecture)

m Bao gom cac dang may tinh IBM: PC,
Midrange, Mainframe

m Tiéu chuan IEEE 802.5
Toéc do 4/16 Mbps ~ 802.5
100 Mbps 802.5t
1000 Mbps ~ 802.5v

42
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"
b. Két n61 mang Token Ring

m Dung Hub, con go1 1a Wire center, MAU
(Multistation Access Unit) tao vong vat

ly
m Token Ring NIC
m UTP, STP v61 RJ-45

43
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Vong vat ly dung Hub

Hub
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"
Mot s6 dang cap

Type 1 cable

STP

UTP

45 meters

100 meters

101 meters

45
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" A
c. So lugc hoat dong mang Token Ring

mCo 1 frame dic biét (token) truyén trén
vong
m Mot may can goi frame:
* Cho token
» Truyén data frame
» Data frame theo vong dén may nhén
 May nhan xac nhan trén frame
» Data frame theo vong tré vé may gai
 May go1 huy frame, go1 la1 token
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" A
Token xoay trén vong

02608c428197

02608c/ 41965

02608c036592

000105a1da735

400080865402
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"
5. Mang Wireless Ethernet — 802.11

a. Gidi thiéu tiéu chuan IEEE 802.11
b. Két noi mang 802.11
c. So lugc hoat ddng mang 802.11
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" A ?
a. (3101 thi€u t1€u chuan IEEE 802.11

mLa ti€u chuan cho mang cuc by khong

day (Wireless LAN)

m Dung song dién tir voi nhiéu k¥ thuat cho
l6p vat ly
m Cac dang toc do

* 5 Ghz

« 802. llg twrong duong 802.11a

1 2 2 Mbps : 802.11
1211

Mbps : 802.

band (~ 54 M

y

11b (Wi-Fi)

ps): 802.11a
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" J ]
MOt phan cac giao thic theo chuan 802.11

.
, Upper
layers
W,
Logical link control
____________________________________________________________________ X Data link
layer
MAC
sublayer
802.11 802.11 802.11 802.11a 802.11b | 802.11g ! Physical
Infrared FHSS DSSS OFDM HR-DSSS| OFDM layer

50
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" A
b. Két n61 mang

302.11

m Card mang khong day (Wireless NIC)

m K&t nor:

* CO tram nén (base station/access point)

* Ngang hang (

peer nodes / ad hoc)
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" Jd
Hai dang két n6i mang khong day

Base | To wired network

station

a. Co dung base station, con goi1 la access point

b. Cac may goi nhan truc tiép, ad hoc networking
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" A
c. So luge hoat dong mang 802.11

m May tram phai lién két (associate) dé két
ndi vao mang (access point/peer)

m May tram c6 thé tach (disassociate) khoi
tram nén, hay thay d6i tram nén khac
(reassociate)

mMay tram c6 thé can ding nhap
(authenticate) trudc khi trao doi dit liéu
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" A
So lugc hoat dong mang 802.11 (tt)

m Sau khi thiét 1ap két noi véi mang, moi
may cO thé go1 frame theo tieu chuan
802.11

m Dung giao thue CSMA/CA

(Carrier Sense Multiple Access/Collision Avoidance)
m Khi may gdi truyén frame, may nhan goi
ACK
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" J |
6. Di1€u khién lién két luan 1y (LLC)

m Chuan IEEE 802.2

m Giao thue LLC ¢ trén cac giao MAC:
» Che dau nhimg khac biét, tao khudn dang va
g1ao dien chung do1 vo1 16p mang
* Thuc hién ‘kiém, soat 16i, kiém soat luu
lwong néu can thiét
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Quan h¢ gitra cac 1op

Network layer

Data LLC
link « Fr—————"—======-—1
layer MAC

Packet
LLC Packet
MAC | LLC Packet MAC

Physical layer
(a)

a. V1tri 16p con LLC

i

Network

(b)

b. Quan hé vé dir liéu
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" A
Cac dich vu cua 16p LLC

m Unacknowledged connectionless-mode
Géi nhan khong kiém soat
* C0 cac dang point-to-point, multicast,
broadcast

m Acknowledged connectionless-mode
(G0O1 nhan ¢6 xac nhan cua may nhan
* dang point-to-point

m Connection-mode
Gdi nhan c¢6 thiét 1ap két noi
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" J
V. G161 thi€u vé Bridge, Switch

1. Bridge (cau noi)

2. Switch (chuyén mach)
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"
1. Bridge

Muc dich:

m Két noi cac mang LAN khac loai

m Mo rOong khoang cach gitra cac may
m Chia mang 16n thanh cac mang nho
Hoat dOong: dang store-and-forward

m Nhan frame tir mang nguon

m Thuc hién cac xu 1y can thiét

m Chuyén frame dén mang dich
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" J
Nhic¢u LAN ket dung cac bridge

Backbone LAN /\ /\
4@ B 2 G’j*_\
_8 _8 File 8 _8

Cluster on a
i single LAN

Work-
station

LAN
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Hoat dong cua bridge tur 802.11 sang 802.3

Host A Host B
T ‘ T i 'S
Y
Network Pkt Pkt
Bridge 1
LLC Pkt Pkt ﬂ I Pkt
Y
MAC 802.11Q Pkt 802.11Q Pkt ||| 802.3 ! Pkt 802.3 B Pkt
A
Y
Physical ||802.1 1| Pkt 802.1 1' Pkt ||| 802.3 | Pkt 802.3 J§ Pkt
7 i ////// ////+ J _H—
D00 el 777 | el
. a7 2 EETS A (f
Wireless LAN Ethermnet
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" J
Ké&t no1 cac LAN tu xa dung bridge

Bridge

¢

Point-to-point line
LAN 1 > \

LAN 3

LAN 2
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" A
2. Switch

Switch: bridge nhiéu port, toc do cao

Pic diém:

m Toc do cao

m Giam xung dot = chi xung dot gitra may
va switch port

m Hoat dong ¢ ché d6 full-duplex
- khong xung dot

m Co kha nang kiém tra checksum cua
frame
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Vi du:

Gigabit | | ngsh Peranrmanne
Ethernet NICs™ - - erver Farm

Switch-to-Server Deplﬂ]f ments with
1000Mbps Fast Ethernet Switch or Hub

with Gigabit Ethernet uplinks

—
ot B

100NMibps ~ § 100Mbps
100Mbps HuL/’::,/

T T ] 10/100Mbps

| \ ‘ \ Switches
Ll L L 1L = =
LN AN\

100Mbps  100Mbps / \ l \
[dICd CdlLd ILdIGd IGdILS
10Mbps 100Mbps 10Mbps 100Mbps
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" A
So sanh Hub, Bridge, Switch

Al|B|[C||D Al|B|[C||D
\
Host
_Hub BrldgeH<>
+LAN

a. Hub b. Bridge

AllB||C||D
Switch—_
E||F||G||H
()
c. Switch
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" A
NO1 dung chuong 4

. Cac van dé thiét ké 16p network
. Gidi thiéu vé dinh tuyén

n.  Cac van dé lién mang

Iv. Lop network trén mang TCP/IP
v. G101 thicu IPv6
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"
I. Cac van dé thiét ké 16p network

1. Nhiem vu 16p Network
2. Céc dich vu cung cap cho 16p transport
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" A
1. Nhi€ém vu 16p network

m Cung cép dich vu go1 nhan dt Li¢u
(packet) giita hai may bat ky
hai mdy bat ky cé thé trén cdc mang khdac nhau
m G141 quyét van dé dinh tuyén, l1én mang,
dinh dia chi mang
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" Jd
Mo1 truong hoat dong 16p network

Router Carrier's equipment

H2

q? Ot Process P2

LAN

Process P1 Packet

m Host gdi packet dén router gan nhat
m Cac router truyén cac packet theo dang
store-and-forward
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" A |
2. Cac dich vu cung cap cho 16p transport

m Dich vu khong két noi (connectionless)

m Dich vu c6 két no1 (connection-oriented)
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" A
Cac dac diem hai dang dich vu

dinh tuyén doc lap

Van dé Dich vu Dich vu
khong két noi c6 két noi
Thiét 1ap két noi | Khong can Can = mach 40
Dinh dia chi Moi packet‘chﬁ:a Moi packet‘ chira
dia chi nguon va | thong tin vé mach
dia chi dich a0
Dinh tuyén MOi packet dugc | Tuyén duge chon

khi thiét 1ap mach
ao. Tat ca packet
truyén trén tuyen.
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" J L
Vi du: dinh tuyén dang khong két no1

Packet Router Carrier's equipment

H2

(FP O a+ Process P2

LAN

Process P1

A's table
initially later C's table E's table
Al—||A]- Al A A:C
B!B||B !B B | A B | D
cicllcic C!- c:C
D/ B||/D B DD DD
E!C||E!B E'E E:-
FIC||F!B FIE FiF
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" A
II. G161 thi€u vé dinh tuyén

1. Khai niem dinh tuyén
2. Pinh tuyén tinh
3. Pinh tuyén dong
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"
1. Khai niem dinh tuyén

m Dinh tuyén (routing): xac dinh con duodng
(tuyén, route) chuyén tiép dir liéu tur
mang nay sang mang khac

m Dinh tuyén 1a chitc niang cta 16p network

m Dinh tuyén duoc thuc hién tar bd dinh
tuyén (router)

m Router 12 thiét bi (hay phan mém trén mot
may tinh) két noi gitta cac mang
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"

Router két nd1 cac mang cuc bo

Segment 2
n e B

Hub Hub

\/
A

Segment 1

11
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"

Router trén mang mi€n rong

Cable Modem

Modem

CuuDuong T hanCong.com
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" A
Cau truc co ban router

Processor emory
(Routing tables)

e Buffer
—5
e Buffer —

Input Output
Forts Ports
el Buffer —>»

—
Buffet
—* Switch Fabric

-
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" A
Chirc nang router

mDuy tri cic bang dinh tuyén (routing
tables), duoc xay dung theo cac giao thirc
dinh tuyén (routing protocol)

m Khi nhan dr li¢u thi dung bang dinh
tuyén dé xac dinh ngd ra
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'_“é’n (routed protocol)

Giao thitc dinh tuyén (routing protocol)

Routed protocol
b
routers to direct
user traffic

Examples: IP and IPX

roulars o maintain
lahbles
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" J
Vidu: Node 1 can go1 du icu cho Node 2

e

m | route vo1 1 hop (1) —>
1 9 2 s “s_— Toend-stations
, - +—(s} — {2 )—>»
m 3 routes vo1 2 hops i i T LB T
12322 12452 Y s @Y i
12522 7 S N

m 6 routes voi1 3 hops:
1232422 1232522 1252422

1242322 1252322 1242522
m 6 routes vo1 hops:

123242522 124232522
125242322 123252422
124252322 125232422
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"
Cac dang dinh tuyén

m Dinh tuyén tinh
5 Tuyén do nguo1 quan tr1 mang thiét 1ap

m Dinh tuyén dong

» Tuyén do cac router thiét 1ap dong theo cac

giao thic dinh tuyén

17
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" J
2. Pinh tuyén tinh

Gom 3 giai doan:

m Nguoi quan tri thiét 1ap cac tuyén

m Tuyén duoc cai dit trén router dudi dang

bang dinh tuyén

m Cac packet dugc dinh tuyén theo cac

tuyén co dinh
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"
Dinh tuyén tinh (tt)

m Khi mang thay d6i, phai xac dinh lai cac
tuyén

m Chi dung cho mang ¢ dinh, quy mo nho

m Vi du giai thuat dinh tuyén tinh:
Giai thuat duong dan ngan nhat
(Shortest Path Routing)
theo Dijkstra, Moore, ...
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"
3. Pinh tuyén dOng

m Tuyén duoc thiét 1ap tu dong dap tmg su
thay do1 cua mang

m Tuyén c6 dang toi vu

m G1ao thuc dinh tuyén la co dinh, dit liéu
(bang dinh tuyén) thay do1 thong qua viéc
trao do1 gitra cac router

20
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" A
Giai thuat dinh tuyén

Gom 2 dang:
m Distance Vector Routing

Pinh tuyén vector khoang cach
m Link State Routing

Pinh tuyén trang thai lién ket

21
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" A
Dinh tuyén vector khoang cach

m Con goi la giai thuat Bellman-Ford
m Nguyén tac:
» MJi router luu bang dinh tuyén cung cap:
s Khoang cach tot nhat dén dich
sDuong dé dén dich
» Cac router dinh ky trao ‘d& bang dinh tuyén
vO1 cac router lang gi€éng, cap nhat bang
dinh tuyén

22
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" J
Dinh tuyén vector khoang cach (tt)

m Khoang cach: s router trén tuyén
-> Hop count
m Uu diém
* Pon gian
m Khuyét diem
» Thoi gian xay dung bang dinh tuyén 16n khi
mang quy mo 1on
» Dit lidu trao doi trén mang 16n

o Cac tuyén khong con sur dung co thé ton tai
trén bang dinh tuyén

23
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" A
Vi du dinh tuyén vector khoang cach

m Dung trén mang ARPANET/Internet dén
1979 duoi tén RIP

(Routing Information Protocol)
m Dic diém RIP

* Dang dinh tuyén vector khoang cach

» Khoang cach: so hop

e Pac

e Pin]

cet bi hily |

<h1 hop > 15

1 ky cap n

hat bang dinh tuyén: 30 gidy

24
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" A
Dinh tuyén trang thai lién két

Cong vi€c cua router:

m Tim cac router lang giéng va hoc dia chi mang
clia cac router lang giéng

m Xac dinh thoi gian tri hodn, chi phi truyén dir
liéu dén tung lang giéng

m Xay dung 1 gbi cho biét cac thong tin trén
(link state packet)

m Truyén go1 nay dén cac router khac

m Tinh duong dan ngan nhat dén mo1 router khac

25
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S p
Dinh tuyén trang thai lién két(tt)

mDPic diém so véi dinh tuyén vector
khoang cach:

» Pap tng nhanh véi sy thay doi ciia mang

* Duy tri co s¢ dir licu phtrc tap vé hinh hoc
cua toan mang

» Router can nhiéu bd nhd hon, xir 1y nhiéu
hon

* Cap nhat thong tin khi co bién cb trén mang
- st dung it bang thong hon

26
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" A
Vi du dinh tuyén trang thai lién két

Gi1ao thirc OSPF (Open Shortest Path First)

m Dang dinh tuyén trang thai lién két

m Dung giai thuat ,du:(‘)’ng dan ngan nhat dé
xac dinh cac tuyén

m Khi mang thay doi thi thong tin trang thai
duoc go1 tre‘lp ngap (flooding) dén cac
router lang giéng
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" J
III. Cac van dé lién mang

1. Khai ni€ém li€n mang
Mot so thiet b 11€n mang
Khai ni€ém veé tunneling

Khai niém vé firewall

A

Khai ni€ém v€ mang riéng ao

28
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" A
1. Khai niem li€én mang

m L1€én mang (internetwork): su két no1 cua
nhi€u mang

™~ Mainframe

SNA network

Router

Notebook
red computer

Connection
to Internet Ethernet 802.11

29
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"
Su khac nhau cua cac loar mang

Théng sb Cac kha nang

Dang dich vu |C6 két noi, khong két nbi

Cac giao thuc |IP, IPX, ...

Pinh djachi | Phang (IEEE 802), c6 thr bac (IP)

Kich thude go1 | MO1 mang cO max riéng

Kiém soat 15i Truyén tin cay, co/khong co s6 thir tu

Aookock sk sk skskokook ok sk sk skskokookckskskskkoek
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" A
2. Mot so thi€t b1 11€n mang

m Repeater (bo 1ap lai): hoat dong tar 1op
physical

m Bridge (cau noi): hoat dong tai 16p data
link

m Switch (b0 chuyén mach): hoat dong tai
16p data link

m Router (b dinh tuyén): hoat dong ta1 16p
network
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" Jd
Mot so thi€t b1 ién mang (tt)

m Gateway (cong noi): tén goi tong quat

thiét bi lién mang
* Hoat dOng ta1 mot 16p
Router: gateway tai 16p network
» Hoat ddng trén nhiéu 16p

32
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" A
3. Khai niém vé tunneling (tao duong ham)

m X1 Iy lién mang tong quat rat phirc tap

m Truong hop don gian:
May go1 Vélméy nhan trén hai mang cung
loa1 dugc két no1 bo1 mot mang khac loai

vi du: dang LAN-WAN-LAN
- st dung k¥ thuat tao duong ham

33
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" A
Vi du tunnel

| Acts like a serial ling :

= .
— --I

Multiprotacol Tunnel

Ethernet in Paris router Ethernet in Londan
WARN
: 6 /f ﬁ\l /_ 2 B O

:-:l.l......a..l..l.. Hea‘:le_r i....-..-.....-...i
— M= —_
[p] - |[r] | L]
Ethemet frame , ;_ Ethemet frame
IP packet inside payload
field of the WAN packe!

Hai router va mang WAN dong vai tro nhu
duong ham (tunnel) gitra ha1 mang Ethernet

34
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" A
4. Khai ni€ém veé firewall

m L4 thiét bi lién mang
m Muc dich: kiém soat viéc trao doi dir liéu
m CAu tao co ban:
* Router loc dir li¢u (packet filtering router)
mLoai bo packet theo diéu kién xac dinh
» Cong noi tng dung (application gateway)

mHoat dong ta1 16p tng dung, vi du Mail
gateway

mKi€m tra nd1 dung dir liu
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4

Cau truc firewall

Culside
LAN

Inside
LaN

Securily
parimeter

Corporate
natwork

36
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" A
5. Khai niém VPN (mang ri€ng ao)

m Mang rieng (Private Network): mang
dung riéng ctia mot to chirc

m Mang rieng ao (VPN, Virtual Private
Network) 12 mang riéng thiét 1ap trén nén
tang mang coOng cong vo1r ki  thuat
tunneling va firewall
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"
Mang riéng ao

Office 1 Otlice 2 Office 1 Oifice 2

——__,\.\ Laasad Firve /,__.--— —-.__\ /,..—— Firewall Intemnet

Otfice 3 Otfice 3
(a) {b)

a. Mang riéng b. Mang riéng ao
(Private Network) (VPN)
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" J
IV. Lop network trén mang TCP/IP

1. G101 thicu

Giao thuc IP

Pia chi IP

Cac giao thuc diéu khién

A

Dinh tuyén trén Internet

39
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" J
1. G161 thi€u

m Tai1 10p network, mang Internet 1a su két
noi clia cac mang doc lap

m L.op network trén mang TCP/IP go1 1a 16p
Internet

m Nhicm vu 16p Internet: chon tuyén dé
truyén dit liu (packet) gitta hai may bat
ky

40
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" A
Cac giao thuce trén 10p Internet

m [P (Internet Protocol)
» Truyén cac géi dit liéu dang khong két noi
m ARP (Address Resolution Protocol)

» Chuyén d6i dia chi IP thanh dia chi 16p data
link (dia chi MAC)

m [CMP (Internet Control Message Protocol)

. Truyén cac thong tin trang thai, cac thong di¢p
dieu khién
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" A
Mang Internet: su k€t no1 cac mang

Leased lines Leased A European backbone
to Asia A U.S. backbone transatlantic
line

"4—.\<.

Reglonal
network

C IP router
National

\ SNA network
/ network “ (

D
B Host

IP Ethernet IP Ethernet
LAN IP token ring LAN LAN
42
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" A
Hoat dOng mang Internet

mLop transport nhan dir Liéu tu 1op
application, chia thanh cac go1 dir Licu,
g1a0 cho 16p network

m Lop network truyén cac goi dit liéu dén
may nhan, cac goi ban dau co thé duoc
chia thanh cac go1 nho hon

m Khi tat ca cac goi dir liéu dén may nhan,
l6p network tao lar cac go1 ban dau, dua
cho 16p transport va dén 16p application
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" A
2. G1ao thuc IP

m Truyén dir liéu dang khong két noi
m Don vi1 dir lic¢u: go1 IP (IP packet)
[P Header = 20 bytes
* |P Data

Header Data

m Khi chuyén sang mang khac, gbi IP c¢6
the b1 chia thanh cac go1 nho hon
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" A
IP header

= 32 Bits >
L1 || N Y N (R I I R L1
Version IHL Type of service Total length
|dentification I|I:) hFA Fragment offset
Time to live Protocol Header checksum

Source address

Destination address

((
))

Options (0 or more words)

((

45
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" A
3. Pi1a chi IP

a. Khal niém

b. Cac lop dia chi IP

c. Dia chi danh riéng, dia chi riéng

d. Subnet

e. CIDR (Classless InterDomain Routing)

f. Dat dia chi IP
o. Dung chung két noi Internet
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" A
a. Khai niém

m Mdi may, bo dinh tuyén cO mot dia chi
luan ly 16p network, dia chi IP
(IP address)

m Hai may khong thé co cung dia chi IP

m Mot may co thé co nhi€u dia chi IP n€u
két no1 vao nhiéu mang
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" A
Pia chi IP

m Gia tri nhi phan 32 bit, viét dudi dang

dotted-decimal
m Vi du:

11000000.10101000.00000001.00001000

192.168.1.8

m GOom 2 phan
* Network address
* Host address

32 bits

Network

Host
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" A
Dia chi IP (tt)

m Network addresses do ICANN cap phat
dé tranh trung dia chi
(Internet Corporation for Assigned Names and Numbers)
m [CANN phan quyén cho cac ving, quoc
gia, vi du VNNIC (VN Network
Information Center), va ISPs
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" A
Cac dang dia chi IP

m Theo 16p (classful addressing)
—> cac 16p dia chi IP
—> khong con st dung

m Khong theo 10p (classless addressing)
-> dang CIDR

(Classless InterDomain Routing)
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" JJdE
b. Cac lop dia chi IP

- 32 Bits o
L1y IR A A B AR R I
Class

A |0 Network Host

B |10 Network Host

C 110 Network Host

D 1110 Multicast address

E 1111 Reserved for future use

Range of host
addresses

1.0.0.0 to
127.255.255.255

128.0.0.0 to
191.255.255.255

192.0.0.0 to
223.255.255.255

224.0.0.0 to
239.255.255.255

240.0.0.0 to
255.255.255.255

51
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" JdE
c. D1a chi danh riéng, dia chi riéng

m Dia chi danh riéng (reserved addresses):
khong dung lam dia chi may

m Dia chi riéng (private addresses)

dung trén mang riéng, khong cap phat
trén Internet
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" JdE
Dia chi danh riéng

m Dia chi mang — Network address
* Dung xac dinh mang
* Vung host toan bit 0
m Dia chi quang ba — Broadcast address

» Dung dé gdi packet dén tat ca cac may trén mot
mang

* Vung host toan bit 1

m Dia chi vong — Loopback
» Dung dé kiém tra
e 127.X.y.z, g1a tr1 thong dung 127.0.0.1
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Vidu

g4 42 Bits e
Network Host
g Bits 2 Bits 2 Bits & Bits
1Byte 1By > T iBye o T 1By
M M H H
176 . 10 . 0 : 0

Metwork Address (host bits = all zeros)

M M H H

176 - 10 : 255 : 255

Broadcast Address (host bits = all ones)

DPia chi mang, dia chi quang ba cua mot mang 16p B

54
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" A
Dia chi riéng

Lop A: 10.0.0.0 - 10.255.255.255
Lop B: 172.16.0.0 - 172.31.255.255
Lop C: 192.168.0.0 =2 192.168.255.255

Dung cho cac may:
m Trén mang intranet

m Mang dung riéng
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" A
d. Subnet

m Dia chi mang trong dia chi IP la mang
luan ly

m Cac may trén cung mot mang phar co
cung phan dia chi mang (network) trong
dia chi IP

m Mang luan ly khong twong tng vo1 mot
mang cuc bo

m Subnetting 1a k§ thuat chia mang nhiéu
may thanh cac mang nho hon (subnet)

56



http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

131.108.3.0

o

131.108.2.0

. =

131.108.1.0

Cac subnet 131.108.1.0, 131.109.2.0, 131.108.3.0
trong network 131.108.0.0
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" A
Subnet mask

m Trong dia chi IP can c6 thém ving subnet
duoc lay tr vung host
m Subnet mask la gia tr1 xac dinh sO bit cua
vung network + vung subnet trong dia chi
IP
m Hinh thirc subnet mask:
e Dotted-decimal, vi du 255.255.252.0

e Slash: /n, véin l1a sb bit network+subnet
vidu /22
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= 32 Bits =

10 MNetwork | Subngd Host

1111111111111 1111111110000000000

Mot mang 16p B dugc chia thanh 64 mang nho
Subnet mask : 255.255.252.0 /22
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= aesdmhrgia tr1 subnet

tu dia chi IP va subnet mask

m Dung ham AND
m Vi du:
e Pia chi IP:
10000010.00110010.00001111.00000110

e Su
1111111.11111

1

bnet mask:

- Subnet:
10000010.00110010.00001100.00000000

130.50.15.6

255.255.252.0 /22
111.11111100.00000000

130.50.12.0
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" A
e. CIDR

Cap phat cac khoi dia chi IP:
m co kich thudc thay doi
m khong theo 1op dia chi

m tOn tai nhu mot mang trén Internet
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Vidu
University | First address | Last address | How many | Written as
Cambridge | 194.24.0.0 194.24.7.255 2048 194.24.0.0/21
Edinburgh 194.24.8.0 194.24.11.255 1024 194.24.8.0/22
(Available) | 194.24.12.0 194.24.15.255 1024 194.24.12/22
Oxford 194.24.16.0 194.24.31.255 4096 194.24.16.0/20

C: 11000010.00011000.00000000.00000000
mask 11111111.11111111.11111000.00000000
E: 11000010.00011000.00001000.00000000
mask 11111111.11111111.11111100.00000000
O: 11000010.00011000.00010000.00000000
mask 11111111.11111111.11110000.00000000
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" JE
Vi du (tt)

m Xc¢t dia chi 194.24.17.4
11000010.00011000.00010001.00000100

m Thuc hi€én AND v61 cac mask cua 3 mang trén

- 194.24.17.4 thudéc mang Oxford

63



http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

" A
Tac dung cua CIDR

m Su dung hi¢u qua khong gian dia chi IP
m Giam s6 lugng mang

e Nhiéu mang 1op C ton tai nhu mot mang

» C6 thé két hop nhiéu mang thanh mot mang

Vi du: 3 mang trong vi du trén c6 thé duoc
ket hop thanh mot mang 194.24.0.0/19
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" A
f. bat dia chi IP

m Dia chi tinh
* Do administrator dat
m Dia chi dong
» Do DHCP server cap phat

m Cac thanh phan
[P address
* Subnet mask
» Default gateway address, ......
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" J
Kiém tra dia chi IP

Cac cong cu:

m ipconfig, winipcig (windows 9x)

cung cap cac thong tin ip address, subnet

mask, default gateway, ...

B ping
kiém tra két ndi theo IP
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= gmiumgrchung két noi Internet

(Internet Connection Sharing)

m Cac may trén mot LAN, st dung dia chi
IP riéng

m(Co

mot két noi Internet, st dung dia chi

[P toan cuc
mCan khoi chuyén do6i dia chi NAT
(Network Address Translation), cé thé la:

o T

P

N1t b1

nan mém
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SA = Source Address

SA SA |
e - )
' ¥ et i

10.4.4.5 NAT Table e

Internet

10411

DPia chi dia phuong: 10.4.4.5, 10.4.1.1
Pia chi toan cuc: 2.2.2.2

68
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" J
Hoat dOong cua kho1 NAT

m Khi mot may X go1 dir li¢u ra ngoai mang
thi goi dén khoi NAT
m Khoi NAT thay thé dia chi may goi trén
06i IP bang dia chi toan cuc
m Khi c6 dap tmg tir bén ngoai, khoi NAT:
* Nhan dir li€u
» Kién tra bang chuyén doi dia chi

» Thay thé dia chi may nhan trén goi IP bang
dia chi may X

69



http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

" B 9
4. Cac giao thirc di€u khién

d.

DHCP

(Dynamic Host Configuration Protocol)

ARP
(Address Resolution Protocol)
ICMP

(Internet Control Message Protocol)
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" J
a. DHCP

m DHCP server cap cac thong so dia chi IP
cho DHCP Client:

[P address
* Subnet mask
* Options: gateway address, DNS Server, ...

m Muc dich:
* Pon gian cOng viéc quan tr1 mang

e Str dung hi¢u qua dia chi IP
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"

C

ac giai doan cap dia chi IP dong

C © T O

o DHCPDISCOVER )
4B DHCPOFFER 2

9 DHCPREQUEST )

@ DHCPACK 0

HCPDISCOVER: client tim server
HCPOFFER: server cung cap thong so IP
HCPREQUEST: client thong bao da nhan

HCPACK: server chap nhin
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" J
b. ARP

m Chuyén doi dia chi IP thanh dia chi MAC
dé truyén thong bén trong mot mang

m Can khoi thuc hién giao thirc ARP

m Khoi ARP xdy dung va duy tri mot bang
chita cac phan tir (IP address — MAC
address)

73



http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

" A
c. ICMP

m Giao thuc IP dung dé goi dit lidu
m Giao thttc ICMP dung dé goi cac thong
bao 10i va cac thong tin diéu khién
m Vi du:
» Thong bao khong dén dugc may nhan
e Kiém tra mét may co ton tai

m Thong diep ICMP dugc goi trén go1 IP
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" J
Mot s6 dang thong diep ICMP

Message type Description
Destination unreachable | Packet could not be delivered
Time exceeded Time to live field hit 0
Parameter problem Invalid header field
Source quench Choke packet
Redirect Teach a router about geography
Echo request Ask a machine if it is alive
Echo reply Yes, | am alive
Timestamp request Same as Echo request, but with timestamp
Timestamp reply Same as Echo reply, but with timestamp
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" JdE
5. Pinh tuyén trén Internet

mTai 10p Network, mang Internet 1a tap
hop cac mang doc lap (Autonomous
System)

m C6 2 dang giao thirc dinh tuyén:
* Interior Gateway Protocol

thuwc hién bén trong AS, vi du OSPF (Open
Shortest Path First)

« Exterior Gateway Protocol

thuc hign gitra cac AS, vi du BGP (Border
Gateway Protocol)
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" A
V. G161 thicu IPv6

mDung 128 bit dia chi, viet dudi dang

colon-hexadecimal

m Cac dic diém chinh, so véi IPv4:
» Khong gian dia chi 16n (~ 3.4%10°%)
» Phan header don gian hon
» Ho tro tot hon cac tiy chon (options)
 Bao mat

e Chat lwong dich vu t6t hon
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" A
NO1 dung chuong 5

. Cac van dé thiét ke 16p transport
1. Lop transport trén mang TCP/IP

m. Gio1 thieu giao dien lap trinh mang
socket
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" A
I. Cac van de¢ thiet ke 1op transport

1. Nhiem vu 16p transport
2. Dich vu 1op transport
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" A
1. Nhi€ém vu 16p transport

m Cung cép dich vu g61 nhan dir li€u tin cay
gitta cac chuong trinh trén hai may bat ky
m Thuc hién:
* Chia va ghép dir li¢u tur 16p application
» Kiém soat 16i, kiém soat luu luong
m LOp transport cO val tro quan trong trén
kién tric mang nhiéu 16p
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" JJdE
2. Dich vu 16p transport

a. Dich vu 16p transport
b. Cac thao tac co so
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"
a. Dich vu 16p transport

Host 1 Host 2
Application Application
(or session) Application/transport (or session)

layer Transport | interface layer

4 address /

| 1]

TPDU

Trans.port ] .~ Trans.port
s Transport entity
l protocol l
Network — b
address Transport/network
interface

Network layer Network layer

Quan h¢ gitra cac 16p
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" A
Cac thuat ngtr

m Transport entity: thuc thé 16p transport
m TPDU (Transport Protocol Data Unit):
don v1 dir 11€u giao thirc 10p transport
m Transport address: dia chi 16p transport

* Transport Service Access Point
* Port (mang TCP/IP)

m Network address: dia chi 16p network
* D1a chi IP (mang TCP/IP)
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" A
Cac dang dich vu

m CO két no1 (connection-oriented service)

m Khong két nd1 (connectionless service)
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"
Don v1 dir icu giao thire 10p transport

Frame Packet TPDU
header header header
’/ / //
- —
TPDU payload
- Packet payload
b Frame payload

TPDU trong packet va frame
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" A
b. Cac thao tac co so

(Transport service primitives)
m Cac thao tac co so cua dich vu don gian
m Vi du:

MO hinh client-server dang co két no1

10
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" A
Cac thao tac co so cua dich vu don gian

Primitive Dt liéu gon Y nghia
LISTEN Khong co Cho process
khac két no1
CONNECT CONNECTION | Thiét lap két noi
REQUEST
SEND DATA Go1 dir 11€u
RECEIVE Khong co Cho nhan dir i€u
DISCONNECT |DISCONNECTION | Yéu cau hiy két
REQUEST s
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"
MO0 hinh Client-Server dang co két no1

Connection request

Connect primitive

__JPDU received IDLE executed

.l ]
1

\

PASSIVE ACTIVE
ESTABLISHMENT ESTABLISHMENT
PENDING PENDING
i Connect primitive Connection accepted J

TPDU received
N m—— executed | FSTABLISHED |« A
1
;
Disconnection : Disconnect
request TPDU imiti
PASSIVE P said | p)r('m'“;’ed ACTIVE
DISCONNECT lswosmmspragabiorns ! N - | DISCONNECT
PENDING PENDING
]
]
1
1
1
1
R - IDLE -~ :
Disconnect Disconnection request

primitive executed

TPDU received

12
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" J
II. Lop transport trén mang TCP/IP

1. Griao thuc TCP

(Transmission Control Protocol)
2. Gi1ao thiac UDP

(User Datagram Protocol)

13
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" A
1. Giao thuc TCP

a. G161 thicu TCP

b. MO hinh dich vu TCP
c. (Giao thire TCP

d. TCP segment header
e. Thiét 1ap két noi TCP

14
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" J
a. G101 thigu TCP

m Cung cap dich vu gai nhan chudi byte tin
cay gitra hai chuong trinh trén mang c6
thé khong tin cay

m Thuc thé TCP:

 Thu vién
e User process
» Kernel

m Chia dir icu tu process ung dung, go1

trén cac go1 IP
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" A
b. M0 hinh dich vu TCP

m Dich vu TCP thuc hién trén két n6i TCP

(TCP connection)

m Két noi TCP bao gdom hai dau cudi (end-

point), dugc go1 la socket
m Socket number (socket address):
e Pia chi IP — 32 bit
* Port — 16 bat

16
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" A
Port

m Khai niém triru tugng = nhiéu tng dung
TCP trén mot may

m Well-known ports: dung cho cac dich vu
chuan, vi du:
Port 21: FTP - File Tranfer Protocol
25: SMTP - Email
80: HTTP - Web
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"
Két no1 TCP

m Full-duplex
m Point-to-point

m Byte stream

18
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" A
c. Giao thuc TCP

m Don vi dir li¢u: TCP segment
* TCP header > 20 bytes
* TCP data > 0 bytes

m Kich thudc TCP segment b1 gi61 han bot:

 IP payload (65515 bytes)
« MTU (Maximum Transfer Unit)
Vi du: MTU mang Ethernet ~ 1500 bytes

19
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" A
Giao thue TCP (tt)

m Moi byte truyén trén két noi TCP cé so
thtr tu trinh tu (sequence number) 32 bit
m G1ao thure co ban: sliding window
» Sender g1 segment, kho1 dong timer
. Rec,eiver g1 segment cO képl ACK number
1a sO thir tu byte chd nhan tiép theo
» Sender s& gdi lai néu khong c6 ACK khi hét
tho1 glan
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d. TCP segment header

32 Bits

Source port

Destination port

Sequence number

Acknowledgement number

TCP U|lA|P|R|S|F
header R{C|S|S|Y]|I Window size
length G|K|H|T|N|[N

Checksum Urgent pointer

((
))

Options (0 or more 32-bit words)

((
J))

((
))

Data (optional)

((
J)

21
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" J
e. Thiét 1ap két ndi TCP

Thiét 1ap két noi gitra
Host 1 (Client) va Host 2 (Server)
(Three-way handshake)
m Host 1 - Host 2:
seq=x, ack=0, SYN=1, ACK=0
m Host 2 - Host 1:
seq=y, ack=x+1, SYN=1, ACK=1
m Host 1 - Host 2:
seq=x+1, ack=y+1, SYN=0, ACK=1

22
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So do thiét 1ap két nd1 TCP

- Time

Host 1 Host 2

SVN SEG = x

23
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"
Huy bo két ndi TCP

m GO1 TCP segment vo1 FIN=1

mCan mot FIN segment va mot ACK

segment cho mot bén truyén thong

24
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" A
2. G1ao thuc UDP

m Giao thic dang khong két noi

m Khong c6 kiém soat 101

> néu can thi thuc hién trén 16p

application

® Don vi1 dir li€u: UDP datagram/segment
 UDP header: 8 bytes
« UDP data

m Su dung khai niém port trong tu TCP

25
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" A
UDP header

g

32 Bits

-

Source port

Destination port

UDP length

UDP checksum

Source port: dia chi port chuong trinh goi
Destination port: dia chi port chuong trinh nhan

UDP length: kich thuoc header+data

UDP checksum: phat hién 16i cho header+data

26
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Khai niém RPC (Remote Procedure Call)

m MO hinh hoat dOong thong dung:

» Mot chuong trinh gdi thong diép yéu cau

(request) dén chuong trin!

1 trén may khac

* Cho thong di€p tra 101 (re

ly)

B Trou twong hoa mod hinh request-reply
thanh dang goi1 thu tuc tor xa (RPC)

* Client: no1 go1 thu tuc

e Server: no1 thuc thi thu tuc

27
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Mo hinh RPC

Client CPU
= Client
Cliont | % stub
Operating system \

Server CPU
Server,
stub Vd '\
A Server
4
A Operating system

Network
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» Lim@iGimhiéurgiao dién 1ap trinh mang

socket

1. Khai niém Socket API

2. (G101 thieu Windows Sockets (WinSock)

29
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" A
1. Khai niém Socket API

m API (Application Programming Interface)
Giao dign 1ap trinh ing dung: tap hop cac
ham cung cap cho chuong trinh trng dung

m Socket APIs triru tuong hoa viéc truyén

thong dang client/server trén by giao thirc
TCP/IP v61 mo hinh socket

m Socket API ¢co thé sir dung cho cac bd
g1ao thurc khac nhu IPX/SPX, DECNet,

)
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" A
Ha1 dang Socket APIs

m Berkeley Sockets (BSD Sockets)

cung cap cac thao tac co sO (primitives)

dung trén UNIX
m Windows Sockets (WinSock)

CO cac mo rong ho trg co ché message-

driven cua Windows
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Vidu
Primitive Meaning
SOCKET | Create a new communication end point
BIND Attach a local address to a socket
LISTEN Announce willingness to accept connections; give queue size
ACCEPT Block the caller until a connection attempt arrives

CONNECT | Actively attempt to establish a connection

SEND Send some data over the connection

RECEIVE | Receive some data from the connection

CLOSE Release the connection

Cac thao tac co so trén TCP cua BSD sockets
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" A
2. G101 thieu WinSock

m WinSock: giao dién 13p trinh mang dung
trén hé diéu hanh Windows trén mo hinh
socket

m Chuong trinh st dung WinSock API, lién
ket véi thu vién WinSock
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Kién trac TCP/IP trén Microsoft Windows

Windows Sockets NetBIOS
applications applications

Application
1CMP | IGMP | kst
ARP nterne

LAN technologies: WAN technologies:
Ethemet, Token Ring, Serial Lines, Frame Relay, |  Network
EDDI ATM interface
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" A
Dich vu WinSock

m Cac thao tac co so
» Lién két chuong trinh ing dung véi socket
e Kho1 tao, chép nhan két noi
e G601 nhan dtr liéu
» Pong két noi
m Cac ham bat dong b
m Cac ham chuyén doi dit liéu
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" A
Cac dang socket

m Stream socket

e Trao doi dit liéu tin cay 2 chiéu dung TCP
m Datagram socket

» Trao d6i dit liéu 2 chiéu dung UDP

Socket dugc dinh nghia theo:
m (G1ao thirc su dung
m Dia chi
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" A
NO1 dung chuong 6

. G101 thi€u

1. Domain Name System (DNS)
m. Telnet

1v. File Tranfer Protocol (FTP)
v. E-Mail

vI. World Wide Web (WWW)



http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

" J
I. G161 thigu

m Chuong trinh Ung dung thuc hién cac
dich vu mang
m Dich vu dugc dac ta boi giao thire
m Cac dich vu chuan trén mang TCP/IP:
« DNS
e TP
« SMTP
e HT'TP
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"
II. Domain Name System (DNS)

1. G161 thieu DNS
2. Khong gian t€n DNS
3. Dur ieu DNS

4. Name servers



http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

" J
1. G161 thi€u DNS

m DN la so do dit tén:
* Dang text
* CoO thur bac
» Co s0 dir liéu tén dugc quan 1y phan bd
m Dung dé anh xa tén may vai dia chi IP,
c6 thé dung cho muc dich khac
m Duogc dinh nghia trong RFC 1034, 1035
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" A
Hoat dong dang don gian

Chuong trinh (mg dung can dia chi IP cua
mot tén may:

m Go1 he‘qn thu vién resolver (DNS client),
tham sO la tén may

m Resolver goi yéu cau dén DNS server

m DNS server tra dia chi IP cho resolver

m Resolver tra dia chi IP cho chuong trinh
ung dung
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" A
2. Khong gian t€n DNS

m Cau tric cay
m CoO cac top-level domain

m Trong top-level domain chia thanh cac
subdomain

m Trong subdomain co thé chia thanh céc
domain cap thap hon
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"
Mot phan khong gian t€n DNS

|"'l Generic '-" ‘*— Countries —
int com edu gov mil org net ip us nl
| | /N 7\ /" \
sun yale acm ieee ac co oce vu
| /\ 7\ | |
eng Cs eng jack jill keio  nec CS
N | N
alu linda CS csl flits fluit
robot pc24
Vi du: eng.sun.com

robot.ai.cs.yale.edu
WWWwW.vnn.vn
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" JdE i
Top-level domain (t€n mién cap 1)

Gom 2 phan:
m Tén mién quoc gia
(Country code top-level domains)
* Theo ISO 3166
 Vidu: .vn, .1, ...
m Tén mién chung
(Generic top-level domains)

* Do ICANN/IANA quy dinh
(Internet Assigned Numbers Authority)
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"
Tén mieén chung

m com (commercial)

m cdu (educational institutions)

m gov (US gorvernment)

m int (international organizations)
m mil (US armed forces)

m net (network providers)

m org (nonprofit organizations)
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" J
Tén mieén chung (tt)

m biz (businesses)

m info (1nformation)

m name (people’s name)

m pro (professions)

Tén mién danh riéng

m acro (acrospace industry)
B COoOp (co-operatives)

B museum (museums)
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" J
3. Du ligu DNS

m Bao gom cac mau tin (resource record)
m Cau truc mau tin: ¢0 S truong

 Domain name: t€n mién

* Time to live: tho1 gian O0n dinh cua mau tin

* Class: luon 1a IN (Internet)
» Type: loai mau tin

* Value: gia tr
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" A
Dir 11€u DNS (tt)

Loai (Type) Y nghia Gia tri (Value)
SOA Start of Authority |Cac thdng so
cla vung
NS Name Server Tén cua Name
Server
A IP address SO nguyén 32
bit

Mot s6 loai mau tin dir liéu DNS
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" A
4. Name servers

m Khong gian t€n DNS duogc chia thanh cac
vung (zones) ro1 nhau

m Moi ving dugc quan 1y bdi cidc name
SErver:
* Primary name server

» Cac secondary name server
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"
Vi du cac vung

‘* Generic I'-*| ‘*— Countries ——

Cnt> o> Cedud (govd (mid  Corgd Cnetd Cip> (us>  Cnl>

ai linda CS

robot

yale\ (eee) ac ) Cco > Coced
cS eng keio
N

pc24

vu

A\

flits  fluit
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" A
Hoat dong cua DNS

Resolver can dia chi IP cua mot t€n may:

m Resolver g1 y€u cau dén local name
server

C Neu co thong tin, local name server cung
cap mau tin cho resolver

m Néu khong cO thong tin, local name
server goil yeu cau dén top-level name
server tuong u'ng, de cO thong tin tr name
server luu mau tin can tim
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Vidu
VU CS Edu Yale Yale CS
Originator 1 name server ; name server ; name server . name server
. — e . —
flits.cs.vu.n cs.vu.ni edu-server.net yale.edu cs.yale.edu
f— — f— Af—
8 / 0 5

May flits.cs.vu.nl can dia chi IP ctia may linda.cs.yale.edu
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" A
II1.Telnet

m La ing dung chuan dang co két no1 trén mang

TCP/I

P

m Cho phep Telnet client (local host) dang nhap

vao T
thuc t

elnet server (remote host) tai port 23 va
11 cac Ieénh trén dong 1énh

2 su d

ung Network Virtual Terminal (NVT)

>client system co thé khac server system

® Duoc

dinh nghia trong RFC 854, 855
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" A
Hoat dOng telnet

m Truyén cac phim an tir local host dén
remote host

m XU ly trén remote host

m Truyén man hinh két qua cho local host
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" A
Cac dang tuong tu telnet

m VNC (Virtual Network Computer)
m Terminal Service

m Remote shell (RSH)

m Remote execution (REXEC)
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" Jd
IV .File Transter Protocol (FTP)

1. Khai niém
2. MO hinh FTP

21
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" A
1. Khai niém

m FTP la dich vu cho phep FTP client ket
noi véi FTP server dé truyén va quan 1y

file

m Cac tinh chat:
» Truy xuat dang tuong tac

e CO 2 che

e Client

n¢ do truyén: nhi phan va van ban

phai cung cap username, password

anonymous user: khong can password

m Duogc dinh nghia trong RFC 959
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" A
FTP Client

m Co 2 dang:
* Van ban: dung cac 1énh FTP ta1 dong 1énh
ftp, get, close, quat, ...

» D6 hoa: thao tac trén file nhu chuong trinh

quan 1y file

23
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" J
TFTP (Trivial FTP)

m Dang khong két noi (dung UDP)
m Toc do cao hon FTP

m Khong tin cay

m [t chtrc niang hon FTP

24
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" J
Cac dich vu tuong tu FTP

m Web Browser co thé thuc hién cac chuc

nang cua FTP Client
m Gopher
» Truyén file dang phan bo
* (31a0 dién menu

e Két hop vo1 cac dich vu tim kiém

25
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" J
2. MO hinh FTP

W \|
|| User ||  —-—=————1
| | Interface|<--->| User |
R A e

—————————— | | |
| /=== v FTP Commands [/-——-V-—-—-}]
| | Server|<--————-——-—-—-——- > | User ||
'l PI || FTPF Replies || PI | |
| \==n===/| | \==m=n e/
| | | | | |

———————— | /==V==-\| Data | /====V==-\|  —mmmmm -

| File [<--->|Server|<----—————---—-————- >| Uszer | <--->] File |

| Syetem| || DTF || Connection | | DTF | | | Sy tem|

———————— | \—=—===/| R el Tt

cerver—FTPE USER-FTP

PI: Protocol Interface, DTP: Data Transter Process

26
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'
M5 hinh FTP (tt)

Gom 2 loai két nbi:
m FTP control

» Server port 21, client port (>1023)

» Pugc thiét 1ap va duy tri trong phién lam
viec FTP

m FTP data

* Server port 20, client port nhu FTP control

» Puogc thiét 1ap khi co truyén file, va két thic
tu dOong

27
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" A
V. Electronic Mail

1.

N

Khai niém

Kién trac hé thong mail
Khuon dang mail

Cac giao thirc truyén mail
Webmail

28
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" A
1. Khai niém

m H¢é thong mail:
 Cho phép gdi nhan thong tin bat dong bo
gitra har nguo1 hay hai nhom nguon
» Cung cap phuong tién tao, truyén, xt Iy cac
thong tin
m C6 nhiéu hé thong mail
m Internet mail:
* Khuon dang mail theo RFC 822, 2822
» Giao thitc truyén mail theo RFC 821, 2821
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" A
2. Kién trac hé thong mail

Gom 2 thanh phan
m User Agents — UA

* Chuong trinh dia phuong phia user
(Local program)

o Cung cap cac phuong tién tuong tac véi hé thong

mail
m Message Transfer Agents —-MTA
e Chuong trinh thuong tri phia server

(System daemon)
» Thyc hién viéc truyén mail
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" JdE
Cac churc nang co ban cua hé thong mail

m Tao mail — Composition
m Truyén mail — Transfer

m Thong bao két qua cho nguodi gdi —
Reporting

m Thong bao trang thai cho ngudl nhan —
Displaying

m XU ly mail da nhan — Disposition
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" J
T06 churc hé thong mail

Co cac mailbox:
m Inbox (Incoming mailbox)
m Outbox (Outgoing mailbox)
Cac dang mailbox dac biét:
m Bulk

e Chura thu rac — spam/junk e-mail
m Sent
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" J
T0 churc h¢ thong mail (tt)

HO tro vé dia chi mail:

m Mailing list

m Address book

Pia chi mail — Mail account
m local-part(@domain

m mailbox(@host
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" A
3. Khuon dang mail

GOm cac phan:
m Envelope — Bao thu/phong bi
m Message — Thong di€p
» Header: cac thong tin di€éu khién
* Body: n01 dung
Tiéu chuan khuén dang mail
m Internet message format - RFC 822/2822
m MIME — RFC 2045-2049

Multipurpose Internet Mail Extensions
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Vidu

37¢

Mr. Daniel Dumkopf
18 Willow Lane
White Plains, NY 10604

United Gizmo
180 Main St
Boston, MA 02120

Sept. 1, 2002
Subject: Invoice 1081

Name: Mr. Daniel Dumkopf
Street: 18 Willow Lane
City: White Plains

State: NY

Zip code: 10604

Priority: Urgent

Encryption: None

From: United Gizmo
Address: 180 Main St.
Location: Boston, MA 02120
Date: Sept. 1, 2002
Subject: Invoice 1081

Dear Mr. Dumkopf,

Our computer records
show that you still have
not paid the above invoice
of $0.00. Please send us a
check for $0.00 promptly.

Body —————»|<«—Header —-‘-— Envelope —

Yours truly
United Gizmo

Dear Mr. Dumkopf,

Our computer records
show that you still have
not paid the above invoice
of $0.00. Please send us a
check for $0.00 promptly.

Yours truly
United Gizmo

(a)

a. Thu trén gidy

(b)

, Envelope

VAR

> Message

b. Thu dién tu
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" A
Khuon dang mail theo RFC 822

m Khong phan biét phan envelope va phan

header, go1 chung 1a header

m Phan body 1a tuy y
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" A
Céac thanh phan chinh trén RFC 822 header

To: Dia chi mail cac ngud1 nhan chinh
Cc: Cacbon copy
Dia chi mail cac ngu61 nhan phu
Bcc: Blind cacbon copy
Dia chi mail cac ngud1 nhan an
From: Tén ngud1 tao mail
Sender: Dia chi mail nguoi goi
Subject Noi dung tom tat
............ .
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MIME
m Mo rOong khuon dang thong di¢p theo
RFC 822:
* NO1 dung thong di¢p voil cac bo ky tu khac
ASCII

* NO1 dung thong di¢p khong la ky tu (hinh
anh, am thanh, ...)

» Thong diép co nhiéu phan (multi-part)

» Phan header véi ky tu khac ASCII
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MG rong phan header
Header Y nghia
MIME-Version Phién ban MIME

Content-Description

Mo ta nd1 dung

Content-1D

S6 thir tu

Content-Transfer-
Encoding

Dang ma hoa cua nd1 dung

Content-Type

Loa1 va khuon dang cua no1 dung
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"
Mot so loal dir 11éu theo MIME

Type Subtype Description
Toxt Plain Unformatted text
ex

Enriched Text including simple formatting commands
Gif Still picture in GIF format

Image ra— :
Jpeg Still picture in JPEG format

Audio Basic Audible sound

Video Mpeg Movie in MPEG format

o Octet-stream An uninterpreted byte sequence

Application : : : :
Postscript A printable document in PostScript
Rfc822 A MIME RFC 822 message

Message Partial Message has been split for transmission
External-body | Message itself must be fetched over the net
Mixed Independent parts in the specified order

_ Alternative Same message in different formats

Multipart - -
Parallel Parts must be viewed simultaneously
Digest Each part is a complete RFC 822 message

CuuDuong T hanCong.com
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" A
Vi du

From: elinor@abcd.com

To: carolyn@xyz.com

MIME-Version: 1.0

Message-ld: <0704760941.AA00747 @ abcd.com>

Content-Type: multipart/alternative; boundary=qwertyuiopasdfghjklzxcvbnm
Subject: Earth orbits sun integral number of times

This is the preamble. The user agent ignores it. Have a nice day.

--qwertyuiopasdfghjklzxcvbnm
Content-Type: text/enriched

Happy birthday to you
Happy birthday to you
Happy birthday dear <bold> Carolyn </bold>
Happy birthday to you

--qwertyuiopasdfghjklzxcvbnm

Content-Type: message/external-body;
access-type="anon-ftp";
site="bicycle.abcd.com”;
directory="pub";
name="birthday.snd"

content-type: audio/basic
content-transfer-encoding: base64
--qwertyuiopasdfghjklzxcvbnm--

41
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" JdE
4. Cac giao thue truyén mail

m SMTP - Simple Mail Transfer Protocol
MTA - MTA, UA - MTA

m POP3 - Post Office Protocol version 3
MTA - UA

m IMAP-Internet Message Access Protocol
MTA - UA
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" J
SMTP

m Dugc dinh nghia trong RFC 821, 2821
m Dang client-server

m SMTP client thiét 1ap két néi TCP véi
SMTP server tai port 25

m Néu SMTP server dong y nhan mail:
« SMTP client go1 dia chi nguo1 go1, nguol

nhan

« SMTP client go1 mail
 SMTP server go1 ACK
» Huy két noi
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Mo hinh SMTP

fmmmm e - prmmm e -
fommme t
| Uzer |«<--» SMTE
$omm - } Client- |Commands/Replies| Server-
fommmme t SMTP  [{--mmmmmmmmmmme > GMTE pomm e +
| File |<--2» and Ma1l {--»| File |
| Byeten| | Syaten|
fommmme T t fmmmmmm e R +

SMTE client SMTE server
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" J
POP3

m Duogc dinh nghia trong RFC 1939, 2449

m Dung lay mail tir remote mailbox vé may

dia phuong

m Client thiét 1ap két noi TCP véi server tai

port 110
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"
MO hinh POP3

SMTP  Internet  Message 0P POP3  User
)\ rangfer agent *_\
— SEIVer
! !

sending Mailbox™  15P's Diakup User's
host machine connection PC
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" A
Cac gia1 doan hoat dong POP3

m Authorization — Cho ph¢ep

* Client go1 username, password

m Transaction — Giao dich

* Client y€u cau nd1 dung mail va xoa mail tai

Server
» Server go1 cac mail
m Update — Cap nhét
* Client go1 1énh thoat (quit)

» Server xoa cac mail, huy két no1
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" J
IMAP

m Dugc dinh nghia trong RFC 2060

m Quan ly mail tap trung tar server, khong
di chuyén vé may dia phuong nhu POP3

- ¢6 thé truy xuat tir nhiéu may
m Client thiét 1ap két noi TCP vdi server tai
port 143
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" J
Cac dac diém cua IMAP

m Cho phép tao, xo4, xur 1y nhiéu mailbox

tal server
m Co thé truy xuat tirng phan cua mail

m C6 thé truy xuat mail theo thudc tinh
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" A
5. Webmail

m Web site cung cap dich vu mail

mCOo MTA tar port 25, nhan cac két nbi

SMTP

m User dung cac form trén trang web dé

twong tac véi hé thong:
* Pang nhap - Login
e 16t ké cac mail box

* Poc, x04, soan thao, ...mail

50



http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

" A
VI. World Wide Web

1. Khai niém

2. Kién trac hé thong Web
3. Trang web tinh

4. Trang web dong

5. (G1ao thuc HTTP

6.

Web khong day
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" A
1. Khai niém

m Web 1a dich vu truy xuat cac vin ban co
lien két, trang web, tr cac may trén mang
Internet

m Do Tim Berners-Lee thiét ké nim 1989
ta1 CERN (trung tam nghi€n ctru hat nhan
chau Au)

m Nim 1994, CERN va MIT thanh lap to

chitc World Wide Web Consortium
(www.w3c.org) dé phat trien Web
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" J
2. Kién truc h¢ thong Web

a. Hoat dOng phia client
b. Hoat dOng phia server
c. Tén trang web

d. Cookies
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" A
M0 hinh dich vu Web

Server Server
Client abcd.com Xyz.com
Current page
displayed by
browser = T
: Hyperlink
to abcd.comm———_|
wenn| | Hyperlink it
Browser neuth [~ to xyz.com =™, (1|
program ) B
=
= 2N Web .

Server

P TCP connection

e— .

\.

J
The Internet

Web
Server
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" A
a. Hoat dong phia Client

m Web browser: chuong trinh hién thi cac

trang web phia client
m Hoat dong web browser:
» Lay trang web dugc yéu cau
* Thong dich n01 dung trang web
e Hién thi trén man hinh
m T¢n trang web cO dang URL

(Uniform Resource Locator)
Vi du: http://www.1tu.org’/home/index.html
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» \iisimmwebsbrowser 1ay va hién thi trang web

http://www.1tu.org/home/index.html

= ¥

A S I SR

Browser xac dinh URL

Browser yéu cau DNS cung cap dia chi IP may
WWW.1tu.org

DNS tra 101 156.106.192.32

Browser thiét 1ap két ndi TCP port 80 véi may
156.106.192.32

Browser goi yéu cau file /home/index.html
Server www.itu.org go1 file /home/index.html
Huy két ndi TCP

Browser hién thi phan text trong file index.html

Browser lay va hién thi cac hinh anh trong file (néu
cO)
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" A
Cac chirc nang cua browser

m Duy¢t cac trang web: back, forward,

history, favorites/bookmarks
m Luu trang web thanh file, 1n

m Cache cac trang web trén dia dia phuong

-> hoat dong offline
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" A
Plug-in

m Mo rong kha nang cua browser
m Doan chuong trinh luu trong thu muc
plug-in

m Duoc browser goi khi can hién thi cac
loai dir lieu khong 1a html, vi du PDF
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" A
b. Hoat dong phia server

m Web server cho két noi TCP tai port 80

m Hoat dong web server:

* Chap nhan két no1 tu client (web browser)

* Nhan tén file dugc y€u cau
» Lay file (tur dia)
* GOt file cho client

» Huy két noi
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" A
Tang toc do web server

Hai k¥ thuat:

m Dung cache va server da ludong

m Dung nhiéu may lam web server (server

farm)
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" JJ ‘
Web server dang da luong

Web server machine

Cache

Processing, I I | I I I

module [\
\ N

(thread)
!

Incoming Outgoing

request reply
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"
Nhi¢u may lam web server

Router Processing node Thread
\ / (separate computer) pipeline\
HHHHH] HHHHH] HHHHH] (HHHHH] HHHHH (HHHHH] HHHHH] D-él]-l:l-l:l-ﬂ

LAN
Front end
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" A
c. Tén trang web

m Theo URL (Uniform Resource Locator)
Tén giao thuc://tén may/tén file
» Tén file: tén file dia phuong
* Tén may: theo DNS
» Tén giao thuc: co nhidu loai giao thirc

m Web browser co6 thé dung cho nhiéu dich
vu vOo1 URL
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" J
Thanh phan t€n giao thirc trong URL

Name Used for Example

http Hypertext (HTML) | http://www.cs.vu.nl/~ast/

ftp FTP ftp://ftp.cs.vu.nl/pub/minix’README

file Local file file:///usr/suzanne/prog.c

news Newsgroup Nnews:comp.o0s.minix

news News article news:AA0134223112 @ cs.utah.edu
gopher | Gopher gopher://gopher.tc.umn.edu/11/Libraries
mailto Sending e-mail mailto:JohnUser@acm.org

telnet Remote login telnet://www.w3.0rg:80
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" A
d. Cookies

m Chtra thong tin trang thai cua phién lam
viec gitra web server va web browser

mLa chuoi ky tu luu thanh file tai may
client

m Khi g0’1 trang web cho client, server c6
thé gdi kém cookies dé Iuu cac thong tin
trang thai

m Khi goi yéu cau dén server, browser s¢
g1 kem cookies (n€u co)
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" A
Vi du cookies

Domain Path | Content Expires Secure
toms-casino.com | /| GustomerlD=497793521 151002 17:00 | Yes
jogs-store.com Cart=1-00501:1-07031:-13721 | 11-10-02 14:22 | No
aportal.com Prefs=Stk.SUNW+ORCL;Spt.Jets | 31-12-1023:59 | No

sneaky.com UserlD=3627239101 31-12122359 | No
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" A
3. Trang web tinh

a. HTML
b. Forms
c. XML
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" A
a. HTML (HyperText Markup Language)

m Trang web duoc tao theo ngdn ngir
HTML (ngodn ngit danh dau siéu vin ban)
m Noi dung trang web c¢6 thé bao gom:
* Van ban
 Hinh anh
 Am thanh, hinh anh dong
» Cac siéu lién két (hyperlink)
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g
Pic diém HTML

m La ing dung SGML
(Standard Generalized Markup Language)

m Bao gom cac 1énh dinh dang, goi 14 tag
Vi du: <b> boldface </b>

m Cac browser ¢o thé dinh dang lai cho phu
hop vo1 mo1 truong

m C6 céc tiéu chuan HTML 1.0, 2.0, ..., 4.0
XHTML (eXtended HTML)
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S
Mot sO 1énh dinh dang

Tag Description
<html> ... </html> Declares the Web page to be written in HTML
<head> ... </head> Delimits the page’s head

<title> ... </title>

Defines the title (not displayed on the page)

<body> ... </body>

Delimits the page’s body

<hn> ... </hn>

Delimits a level n heading

<b> ... </b>

Set ... in boldface

<i> ... </i>

Set ... in italics

<center> ... </center>

Center ... on the page horizontally

<ul> ... </ul>

Brackets an unordered (bulleted) list

<Ol> ... </ol>

Brackets a numbered list

<li> Starts a list item (there is no </li>)
<br> Forces a line break here

<p> Starts a paragraph

<hr> Inserts a Horizontal rule

<img src="..."> Displays an image here

<a href="..."> ... </a> Defines a hyperlink

CuubDuong 1 hanCong.com
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" A
b. Forms

mCotu HTML 2.0

m Form bao gom cac nut an (button), hop
(boxes) cho phep user nhap thong tin, lua
chon

m DU li¢u trén form dugc go1 lar server
dud1 dang string
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" A
Vi du form

Widget Order Form

Name

Street address

City

Credit card #

Submit order

Expires

State

Country

Mm/Cc () Visa()

Widget size Big O Little Q Ship by express courier O

Thank you for ordering an AWI widget, the best widget money can buy!
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" A
c. XML (eXtensible Markup Language)

m Muc dich:
» Thé hién cau truc trang web
* Mo ta thong tin
» C6 thé dung cho cac loai tmg dung khac
m Can co ché hién thi thong tin XML trén
browser dang HTML, vi du XSL
(eXtensible Style Language)
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" A
Vi du van ban XML

<?xml version="1.0" ?>
<?xml-stylesheet type="text/xsl|" href="b5.xsl|"?>

<book_list>

<book>
<title> Computer Networks, 4/e </title>
<author> Andrew S. Tanenbaum </author>
<year> 2003 </year>

</book>

<book>
<title> Modern Operating Systems, 2/e </title>
<author> Andrew S. Tanenbaum </author>
<year> 2001 </year>

</book>

<book>
<title> Structured Computer Organization, 4/e </title>
<author> Andrew S. Tanenbaum </author>
<year> 1999 </year>

</book>

</book_list> 74
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" A
4. Trang web dong

m Trang web tinh:
» Client goi yéu cau la tén file
» Server goi file da co

m Trang web dong

* NO1 dung trang web dugc tao theo yéu cau,

thay vi da co trén dia
m Co 2 dang:
* Tao trang web dOng ta1 server
* Tao trang web dong ta1 client
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" A
Tao trang web dOng ta1 server

Co cac dang:

m CGI (Common Gateway Interface)
vo1 cac script, vi du Perl, Python, ...

m Dung cac dang script trong trang web

(HTML-embedded scripting language)
« PHP (PHP: Hypertext Preprocessor)

» JSP (JavaServer Pages)
* ASP (Active Server Pages)
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"
Vi du: cac budce xu ly form dung CGI

1. Userfills in form
Data 2. Form sent back
GGl base 3, Handedto CGI

s Browser Server scgipt ondisk 4 e queries DB
5. Record found
6. CGI builds page

7. Page returned
8. Page displayed
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" A
Vi du: tao trang web dong vo1 PHP

Browser Server
User /

/
(a) PHP module
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" A
Tao trang web dOng ta1 client

m Dung cac script trong trang web, thuc
hien ta1 may client dé€ tuwong tac truc tiep

VO1 user
m Cac cong nghe thong dung
 Javascript: client-side scripting language
» JavaApplets
* Microsoft ActiveX control
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" Jm@maorthuc HTTP
(HyperText Transfer Protocol)

m Dugc dinh nghia trong RFC 2616

m Quy dinh cac dang thoéng diép trao doi
gitra web browser va web server

m Moi trong tac bao gom:
» Yéu cau tir browser dang ASCII
* Pap ung tu server dang twong tu MIME

mYéu cau (request) con goi la Iénh
(command, method) va cO0 dap ung
(response)
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"
Mot sO dang yéu cau HTTP

Method Description
GET Request to read a Web page
HEAD Request to read a Web page’s header
PUT Request to store a Web page
POST Append to a named resource (e.g., a Web page)
DELETE Remove the Web page
TRACE Echo the incoming request
CONNECT | Reserved for future use
OPTIONS | Query certain options
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" J
Dap irng HT'TP

Bao gom:

m Dong trang thai

m Thong tin (1 phan hay toan bd trang web)

Mot sO ma trang thai:

Code | Meaning Examples
1xx_ | Information | 100 = server agrees to handle client's request
2xXx | Success 200 = request succeeded; 204 = no content present
3xx | Redirection | 301 = page moved; 304 = cached page still valid
4xx | Clienterror | 403 =forbidden page; 404 = page not found
5xx | Servererror | 500 = internal server error; 503 = try again later
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"
6. Web khong day (Wireless web)

m Cung cap dich vu truy cip web dang
khong day cho dién thoar di dong, PDA
(Personal Digital Assistant), may tinh
xach tay

m Dic diém:
» Toc dd truyén thap
« BOnho it

 Man hinh kich thudc nho
m Tiéu chuan thong dung
« WAP (Wireless Application Protocol)
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Kién trac hé thong WAP

Base HTML to
station WML filter\

K

[

Internet
WML

i |

'\

WAP
gateway

WTP: Wireless Transaction Protocol
WML: Wireless Markup Language

84
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B0 giao thirc WAP 2.0
XHTML
WSP HTTP
WTP TLS
WTLS TCP
WDP IP
Bearer layer Bearer layer

WAP 1.0 protocol
stack

WAP 2.0 protocol
stack

WSP: Wireless Session Protocol
WTP: Wireless Transaction Protocol

WTLS: Wireless Transport Layer Security
WDP: Wireless Datagram Protocol
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" A
NO1 dung chuong 7

I. G101 thieu vé quan tr1 mang

1. G161 thieu ve an toan thong tin mang
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" A
I. G161 thiéu v€ quan tr1 mang

1. Kha1l niém
2. Cac budc thiét 1ap mang cuc bd
3. Vidu Windows 2000 Server
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" A
1. Khai niém

m Cac loa1 mang: WAN, LAN
m Cac loa1 LAN:
* Peer-to-peer
» Server-based
» Dang t6 hop
m Quan tr1 mang co tinh chat dong:
» Quy md mang thay doi
» Cong dung mang thay doi
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" A
Cong dung mang

m Chia s¢ ta1 nguyén

m Truy xuat c6 kiém soat tai nguyén

m Moi truong truyén thong

m Quan 1y cac hé thong may tinh tot hon
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"
2. Cac budc thiet 1ap mang cuc bd

a. Lap ké hoach
b. Hién thuc mang

c. Quan tr1 mang
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"
a. Lap ke hoach

Cac buoc lap ké hoach:

m Thu thap dit liéu can thiét

m Khao sat cac kha nang hién thuc

C Ch’()n oiai phap tot nhat vé gia ca va hiéu
suat
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" A
Thong so mang LAN

m Loai mang

m Kién trac mang

m Moi truong truyén vat 1y
m (G1ao thirc mang

m Phan mém mang

m An toan du licu
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" A
b. Hién thuc mang

m Cai dat
m Kiém tra

mTap huan, dao tao
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" J
Cai dat

m Cai dat phan cung
m Cai dit hé diéu hanh mang
» Hé diéu hanh mang doc 1ap

* Phan mém mang thém vao h¢ dieu hanh da
cO

m Ca1 dat cac dich vu mang

m Ca1 dat cac ung dung
» Ung dung mang dang multiuser
» Ung dung dung chung
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" A
Kiém tra

Kiém tra cac thanh phan bang cach co 1ap
va kiém tra:

m Cac may tinh server

m Cac may tinh Client/Workstation

m Cac thiét bi ngoai vi

m Moi truong truyén vat 1y

m Phan mém client, phan mém server
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" A
Tap huan, dao tao

Muc dich:

m Su dung mang hi€u qua

m Hoat dong on dinh

Poi taong tap huan, dao tao:

m Administrators — Nguo1 quan tri
m Users — Nguoi st dung
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" A
c. Quan tr1 mang

m Quan tr1 user
* Tao va duy tri cac ta1 khoan user
m Quan ly tai nguyén
» Hién thuc, ho tro sir dung tai nguyén
m Quan 1y cau hinh
e Bao tri, mo rong thong tin cau hinh
m Quan tr1 hicu suat
e Kiém tra hoat dong mang, tang hi¢u Suat
m Bao tri
» Ngin chin, phat hién, giai quyét 15i
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" A
3. Vi du Windows 2003 Server

a. Cac dang Windows 2003

b. Ca1 dat Windows 2003 Server

c. Quan 1y users, groups

d. Thiét 1ap cau hinh cac giao thirc mang

e. Thiét lap cau hinh céc dich vu ung dung
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" A
a. Cac dang Windows 2003 Server

m Windows Server 2003 Standard Edition

m Windows Server 2003 Enterprise Edition
m Windows Server 2003 Datacenter Edition
m Windows Server 2003 Web Edition

15



http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

" A
Windows Server 2003 Standard Edition

m Dung cho doanh nghi¢p nho, trung binh
m Ho tro dén 4 CPU, 4GB RAM

mCo thé 1a File/Print/Web/Application

Servers

m Co thé 1a Domain Controller

16



http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

" A
Windows Server 2003 Enterprise Edition

m Co cac kha nang nhu ban Standard
m Ho tro dén 8 CPU, 32GB RAM — 32 bit
HO tro dén 8 CPU, 64GB RAM — 64 bit

m Ho tro ghép cum (clustering) 8 nodes
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" A
Windows Server 2003 Datacenter Edition

m Phat hanh vdi phan cung

m Co cac kha nang nhu ban Enterprise

m HO tro dén 32 CPU, 64GB RAM — 32 bit
Ho tro dén 32 CPU, 512GB RAM — 64 bit
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" A
Windows Server 2003 Web Edition

m Su dung cho:

* Web applications

* Web pages

« XML services
m Ho tro ASP.NET, .NET framework
m Ho tro dén 2 CPU, 2GB RAM

m Khong c6 mot s6 chirc ning nhu Domain
Controller, Remote Installation Service,
DNS services, ...
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" A
Vai tro cua Windows 2003 Server

m Member Server: thanh vién cua domain,
khong Iuu trir thong tin directory

m Domain Controller: luu trr thong tin
domain, cung cép dich vu kiém ching

m Stand-alone Server: khong tham gia
domain, tu kiém chimg cac yéu cau ding
nhap
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" A
b. Ca1 dat Windows 2003 Server

Cac yéu cau trudc khi cai dat:

m Yéu cau vé phan cung, tuong thich phan
cung

m Phan vung dia, chon he théng file

m Ban quyén CAL (Client Access License)

» Per-server: CAL cap cho server

» Per-seat: mdi may truy xuat Server c6 CAL

m Chon vai tro cua server
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" A
Cac dang ca1 dat

m Cai dit tr cac dia mém khoi dong
m Cai dit tir CDROM c6 thé khoi dong
m Cai dat tr dia cing, tr mang
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" A
c. Quan ly users, groups

m Su dung cac cong cu Active Directory
m User accounts — User credentials

* Cho phe¢p user dang nhap vao may tinh hay
dang nhap vao mang

m Group account
* La tap hop cac user accounts
* G1up don gian hoa cac thao tac quan tri

» Khong thé ding nhap bang group account
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" J
d. Thiét 1ap cau hinh cac giao thirc mang

Windows 2003 hd tro nhiéu bd giao thirc:
m TCP/IP

m [PX/SPX

m Apple Talk
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" J
Thiét 1ap cau hinh TCP/IP

m Dat dia chi IP
e [P tinh
* [P dong
m DHCP Server
m DNS Server, DNS Client
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" J
e. Thiét 1ap cau hinh dich vu Gtng dung

m Cac dich vu irng dung mo rong chirc nang

cua h¢ diéu hanh mang

m Windows 2003 co cac dich vu:

 [IS (Internet Information Services) vo1 Web

server, F'TP server

e Terminal service
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" A
II. G161 thi¢u ve an toan thong tin mang

1. Kha1l niém
2. Cac dang tan cOng

3. Cac k¥ thuat an toan
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" A
1. Khai niém

Su an toan (security) lién quan 2 van dé:
m Mat dit liéu

» Ldi thiét bi

» Ldi phan mém

» Loi do con ngudi
m Xam nhap trai1 phep

» Truy xuat khong hop 1é

e (314 mao
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" JdE
Cac muc ti€u cua an toan mang

m Tinh bi mat — Confidentiality

» Bao vé dir liéu trudc cac truy xuat khong

hop 1€
m Tinh toan ven — Integrity

» Khong thay doi hay mat dit liéu do truy xuat

khong hop 1€
m Tinh san sang — Availability
« HE théng hoat dong lién tuc
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" J
2. Cac dang tan cOng

a. Cac nhuoc diém vé an toan
(Vulnerability / Weaknesses)

b. Mot sb dang tan cong
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" A
a. Cac nhuoc diém veé an toan

m Nhuoc diém cong nghé
* BO gi1ao thirc TCP/IP khong an toan
o Cac hé diéu hanh khong hoan thién
e Céac thiét bj mang nhu router, firewall, ...
khong tuy€t do1 an toan
m Nhuoc diém vé cau hinh

o Administrator thiét 1ap cau hinh mang
khong an toan

m Nhuoc diém trong quan tr1, st dung mang



http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

" A
b. Mot sO dang tan cong

m Reconnaissance — Do tham
* Thu thap thong tin hé théng bat hop 1€
m Eavesdropping — Nghe trom

* Nghe trom dit li€u trén mang phuc vu cac

dang tan cong khac
m Password Attacks
» Truy xuat tai nguyén khong duogc phép
(vi khong co password hop 1€)
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" A
Mot sO dang tan cong (tt)

m Masquerade/IP spoofing
* Gi1a dang user hop 1€
m Back doors

» Tao duong vao hé thong khong hop 1é phuc

vu cac dang tan cong khac

m Session replay

» Luu chuodi packet hay chudi 1énh ing dung

va str dung lai dé truy xuat khong hop 1¢
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" A
Mot sO dang tan cong (tt)

m Denial of Service (DoS)
* Ngan can nguol su dung h(.)’p, 1¢ bang cach
ticu thu tat ca tai1 nguyeén h¢ thong
* Vi du: Ping of death, SYN flood, E-mail
bombs, malicious applets, ...

m Distributed Denial of Service (DDoS)

 Lam nghén mach duong truyén bang cac
thong tin gi1a mao
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" A
3. Cac ky thuat an toan

m An toan mang la cong viéc thuong xuyén thue
hién dua trén cac chinh sach an toan
m Cac k¥ thuat lién quan phan ciing
* An toan vat 1y cho thiét bi
» Dung thiét bi du phong (RAID, Mirror, ...)
* Dung cac may tram khong dia (diskless
workstation)
m Cac k¥ thuat co so cho giai phap phan mém
* Ma hoa du lieu (data encryption)
o Kiém chimng (authentication)
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" A
Cac gia1 doan trong chinh sach an toan

m Bao vé hé théng — Secure
» Kiém ching, cap quyén truy xuat
* Firewalls
e Stra chira cic nhuoc diém
m Giam sat hé thong — Monitor
* Phat hién cac xam nhap khong hop 1€
m Kiém tra hoat dong — Test
m Cai tien cac k¥ thuat bao vé hé thong —
Improve
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