13

s 1z

R




NoOi dung trinh bay

B e SRR R

N\ ! ’ A ? ~ ’ n
-Q: Quyén s@ hiru tri tué
3’ Quyén tac gia
13 Quyén riéng tuw

/I‘L Pao dirc nghé nghiép

18/12/2015 Khoa CNTT - BPH Khoa hoc Tu nhién




Quyeén sa hiru tri tue




MOt sO0 cong udc, hiép dinh

« COong udc Paris 1883 vé bao ho sd hitu cong nghiép.

« COng udGc Bern 1886 vé bao hd tac pham van hoc va
nghé thuat.

« Hiép dinh TRIPS 1994 cla td chlc thuong mai thé gidi
WTO lién quan tdi thuong mai cua quyén sG hliu tri tué.
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Luat sé hiru tri tué ¢ VN

e Tai Viét Nam, luat s hitu tri tué dugc Quoc Hoi Viet Nam
thong qua vao thang 8/2005 qui dinh cac quyén sc hitu tri
tué, quyén tac gia, quyén sd hitu cong nghiép...
 Qui dinh quy‘én sg hiu, pham vi sU’ dung, va cach thuc
mua ban cua cac san pham tri tué (sach bai bao, phim,

tranh, anh, &m nhac, mau thiét k&, san pham phan
mem...)
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Mot sO quy dinh

« C6 hanh vi va thai do ddng dan trong viéc str dung cac
san pham cd bao hd sd hitu tri tué

— SU dung phién ban chinh thong.

— Khodng sao chép, phan phdi san pham ra cdng ching dugi moi
hinh thdc khi khong thdng qua su’ cho phép cua cg quan hay
ca nhan sd hiu.

— Trénh viéc sir dung mot san pham s hitu tri tué nhu’ Ia mdt cong
cu dé tao ra sdn pham sang tao clia minh trudc khi dugc su’ cho
phép cua chu sd hiu.
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2

Quyeén tacg




« POc quyén cua mot tac gia hay mot nhom tac gia cho san
pham dugc tao ra va co déng ky bdo hd quyén tac gia
cua ho
— Bang sang ché
— Cong trinh nghién clru khoa hoc: bai bao khoa hoc tai hoi nghi,

tap chi chuyén nganh, luan van (dai hoc, cao hoc, tién si) da
bao vé thanh cong trudc hdi dong.
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Mot sd quy tac can tuan thu

« Khi str dung cac san pham c6 bao hd quyén tac gia can
co giay phép chap thuan cua chu sé hitu hay cg quan dai
dién.

 DOi v3i cac bai bao khoa hoc, cac luan van (dai hoc, cao
hoc, ti€n si), cac hinh anh thu dugc trén internet, khi sur
dung can co trich dan xuat x& nguén tham khao chinh
Xac va dung dan.
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Mot so van deé liéen quan

Phan mém mg.

Phan mém chia se voi muc dich khong thucgng mai.
Sach, bao, hinh anh, video.

Cac loai giay phép (Copyleft, Copyright, License, v.v...).
Phan mém license (GNU,...)
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Thao luan

Be khoa phan mém.

Sao chép va su dung phan mém bij bé khoa.

Su dung e-book, s’ dung sach copy.

Chiém hiiu, pho bién, hay chép ma ngudn ciia cdng ty.

18/12/2015 Khoa CNTT - PH Khoa hoc Tu nhién




Quyén riéng tu ca nhan




 La quyén qui dinh viéc s& hitu, tim ki€m, su’ dung, cong
bo cac thong tin co tinh riéng tu.

« Quyén riéng tu dudc qui dinh dua trén phap luat va qui
dinh cua cac t6 chuc, cong ty.
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Quyén riéng tu

hoat dong trén mang

« Upload va chia se thong tin trén mang.

 Cac IGi ban trén blog, trén mang xa hoi facebook, twitter.

« Phat tan tin nhan trén dién thoai di dong hay thu dién tr.

 Hacker: ngudi truy tim va khai thac thong tin bi mat cua
ca nhan hay td chdc thdng qua mang internet hay mang
cuc bo. (Hacker mii trang va hacker mi den)
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Pao duc ngheé nghiép




e Bao gdm cac chuan muc hanh vi duoc mong doi trong nghé
nghiép clia cd nhan, td chirc, tap thé
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Cac chuan muc chung: ;

« Trung thuc (Honesty)

Chinh truc (Integrity)

RO rang (Transparency)

Tin cay (Accountability)

Gilr bi mat (Confidentiality)

Khach quan (Objectivity) = bao chi
Ton trong (Respectfulnes)

Chap hanh luat (Obedience to the Law)
 Trung thanh (Loyalty)
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Thao luan

« As a network administrator or security professional, you
have rights and privileges that allow you to access most
of the data on the systems on your network. You may
even be able to access encrypted data if you have access
to the recovery agent account.
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Thao luan

 Cau hoi 1:

Should you read the private e-mail of your network users
just “because you can?” Is it okay to read employees’ e-
mail as a security measure, to ensure that sensitive
company information isn’t being disclosed? Is it okay to
read employees’ e-mail to ensure that company rules (for
instance, against personal use of the e-mail system) aren't
being violated? If you do read employees’ e-mail, should
you disclose that policy to them? Before or after the fact?
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Thao luan

 Cau hoi 2

Is it okay to monitor the Web sites visited by your network
users? Should you routinely keep logs of visited sites? Is it
negligent to not monitor such Internet usage, to prevent
the possibility of pornography in the workplace that could
create a hostile work environment?
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Thao luan

« Cau hoi 3

Is it okay to place key loggers on machines on the network
to capture everything the user types? Screen capture
programs so you can see everything that’s displayed?
Should users be informed that they're being watched in this
way?
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Thao luan

« Cau hoi 4
Is it okay to read the documents and look at the graphics

files that are stored on users’ computers or in their
directories on the file server?
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Thao luan

« Cau hoi 5

What if your perusal of random documents reveals
company trade secrets? What if you later leave the
company and go to work for a competitor? Is it wrong to
use that knowledge in your new job? Would it be “more
wrong” if you printed out those documents and took them
with you, than if you just relied on your memory?
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Thao luan

« Cau hoi 6

What if the documents you read showed that the company
was violating government regulations or laws? Do you have
a moral obligation to turn them in, or are you ethically
bound to respect your employer’s privacy? Would it make a
difference if you signed a non-disclosure agreement when
you accepted the job?
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Thao luan

« Cau hoi 7

The proliferation of network attacks, hacks, viruses, and other
threats to their IT infrastructures have caused many companies
to “be afraid, be very afraid.” As a security consultant, it may be
very easy to play on that fear to convince companies to spend
far more money than they really need to. Is it wrong for you to
charge hundreds or even thousands of dollars per hour for your
services, or is it a case of “whatever the market will bear?” Is it
wrong for you to mark up the equipment and software that you
get for the customer when you pass the cost through? What
about kickbacks from equipment manufacturers? Is it wrong to
accept “commissions” from them for convincing your clients to
go with their products? Or what if the connection is more subtle?
Is it wrong to steer your clients toward the products of
companies in which you hold stock?
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Thao luan

« Cau hoi 8

You can install technologies and configure settings to make
a client’s network more secure, but you can never make it
completely secure. Is it wrong to talk a client into replacing
their current firewalls with those of a different
manufacturer, or switching to an open source operating
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Thao luan

« Cau hoi 9

what if a client asks you to save money by cutting out
some of the security measures that you recommended, yet
your analysis of the client’s security needs show that
sensitive information will be at risk if you do so? You try to
explain this to the client, but he/she is adamant. Should
you go ahead and configure the network in a less secure
manner? Should you “eat” the cost and install the extra
security measures at no cost to the client? Should you
refuse to do the job? Would it make a difference if the
client’s business were in a requlated industry, and
implementing the lower security standards would constitute
a violation of HIPAA, GLB, SOX or other laws?

18/12/2015 Khoa CNTT - PH Khoa hoc Tu nhién




ACM Code of Ethics

. Dua ra hudng dan dé phan xét dao dirc nghé nghiép
 NOi dung chinh

—DPong gop cho xa hdi va phuc Igi

— Tranh lam ton hai d&n ngudi khac

— Trung thuc va dang tin cay

— Tra tién xi’ng dang cho tai san tri tué

— T6n trong tinh riéng tu cia ngudi khac

— T6n trong su’ bao mat



Pao van (Plagiarism)

 Su sao chép co y hoac vo y cong trinh cia ngudi khac,
phuc vu cho muc dich ca nhan
+ 3 hinh thai cua dao van
— Cau két (Collusion)
— Sao chép (Copying)
— Dién gidi (Paraphrasing)




Tham khao

1. ACM Code of Ethics, http://www.acm.org/about-
acm/acm-code-of-ethics-and-professional-conduct

2. Software Engineering Code of Ethics and Professional
Practice, http://www.acm.org/about/se-code

3. Luat sG hitu tri tué 2005

4. A framework for thinking ethically,
http://www.scu.edu/ethics/practicing/decision/framewor
k.html

5. What is plagiarism,
http://www.plagiarism.org/plagiarism-101/what-is-
plagiarism
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http://www.acm.org/about-acm/acm-code-of-ethics-and-professional-conduct
http://www.acm.org/about/se-code
http://www.scu.edu/ethics/practicing/decision/framework.html
http://www.plagiarism.org/plagiarism-101/what-is-plagiarism

« Bai tap nhom:
— Dich 2 tai liéu
« ACM Code of Ethics

 Software Engineering Code of Ethics and Professional Practice
— SUr dung ly ludn trong ACM Code of Ethics dé giai thich lai cac
tinh huong dugc giao trong I6p
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