L&i gidi thiéu

Mat ma (Cryptography) la nganh khoa hoc 14 nganh nghién ctru cac k¥ thuat toan hoc
nhiam cung cip cac dich vu bao vé thong tin [44]. Pay la nganh khoa hoc quan trong,

¢6 nhiéu trng dung trong doi song — xa hoi.

Khoa hoc mat mi da ra doi tir hang nghin nam. Tuy nhién, trong sut nhiéu thé ky, cac
két qua cua linh vuc nay hau nhu khong dugc Gng dung trong cac linh vuc dan su
thong thuong cua doi séng — xa hoi ma cha yéu duge st dung trong linh vuc quan su,
chinh tri, ngoai giao... Ngay nay, cac ing dung ma hda va bdo mat thong tin dang dugc
sir dung ngay cang phd bién trong cac linh vuc khac nhau trén thé gidi, tir cac linh vuc
an ninh, quan sy, qudc phong..., cho dén cac linh vyc dan sy nhu thwong mai dién ti,
ngan hang...

Véi su phat trién ngay cang nhanh chéng cia Internet va cac tmg dung giao dich dién
tir trén mang, nhu cau bao vé thong tin trong cac hé thong va tmg dung dién tir ngay
cang dwoc quan tm va ¢ y nghia hét sic quan trong. Cac két qua ciia khoa hoc mét
mé ngdy cang duoc trién khai trong nhiéu linh vic khac nhau cia doi sbng — xa hoi,
trong d6 phai ké dén rat nhidu nhitng ng dung da dang trong linh vic dan sy, thuong
mai...Cac img dung ma héa thong tin ca nhén, trao ddi thong tin kinh doanh, thuc hién
céc giao dich dién tir qua mang... d4 tré nén gan giii va quen thudc v6i moi ngudi.
Cung véi sy phat trién cta khoa hoc may tinh va Internet, cic nghién ciru va ing dung
clia mat ma hoc ngay cang trd nén da dang hon, mé ra nhiéu huéng nghién ciru chuyén
sau vao timg linh vuc tmg dung dic thi voi nhiig dic trung riéng. Ung dung cua khoa
hoc mat mi khong chi don thuan 1a ma hoa va giai ma thong tin ma con bao gdm nhiéu

van d€ khac nhau can dugc nghién ctru va giai quyét, vi du nhu chirng thuc ngudn goc
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ndi dung thong tin (ky thuét chit ky dién tir), chimg nhan tinh x4c thyuc vé& nguoi s¢ hitu
mé khoéa (chimg nhan khoa cong cong), cac quy trinh gitip trao ddi théng tin va thuc
hién giao dich dién tr an toan trén mang...

Céc tng dung ctia mat ma hoc va khoa hoc bao v¢ thong tin rat da dang va phong phu;
tiy vao tinh ddc thu cua mdi hé théng bao vé thong tin ma tmg dung s& co cac tinh
ning voi didc trung riéng. Trong do, ching ta co thé ké ra mot sb tinh ning chinh ciia
hé théng bao vé thong tin:

e Tinh bao mat thong tin: hé thong dam bao thong tin dugc gitr bi mat. Théng
tin c6 thé bi phat hién, vi du nhu trong qua trinh truyén nhan, nhung ngudi tin
cong khong thé hiéu duoc ndi dung thong tin bi danh cip nay.

e Tinh toan ven thong tin: hé thong bao dam tinh toan ven thong tin trong lién
lac hodc gitip phat hién ring thong tin da bi sira doi.

e Xac thyc cac ddi tac trong lién lac va xéac thyuc ndi dung thong tin trong lién

lac.

e Chdng lai sy thoai thac trach nhiém: hé thong dam bao mot dbi tac bat ky
trong hé théng khong thé tir chdi trach nhiém vé hanh dong ma minh da thuc
hién

Nhitng két qua nghién ctru vé mat ma ciing di duoc dua vao trong cac hé théng phirc
tap hon, két hop v6i nhitng ki thuat khac dé dap mg yéu cau da dang cua cac hé thong
tmg dung khac nhau trong thuc té, vi du nhu hé théng bo phiéu bau ctr qua mang, hé
thong dao tao tir xa, hé thong quan 1y an ninh ctia cac don vi v6i hudng tiép can sinh
tric hoc, hé thong cung cap dich vu da phuong tién trén mang véi yéu cau cung cap

dich vy va bao v¢ ban quyén sé hiru tri tué doi véi thong tin so...
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Khi bién soan tip sich nay, nhom tac gia chiing t6i mong mudn gisi thiéu vaoi quy doc
gia nhitng kién thtrc téng quan vé ma hoa va tmg dung, ddng thoi trinh by va phan
tich mot sb phwong phap ma héa va quy trinh bao vé thong tin an toan va hiéu qua

trong thuc té.

Bén canh cac phuong phap mé héa kinh dién ndi tiéng da duoc str dung rong rii trong
nhiéu thap nién qua nhu DES, RSA, MDS5..., chung toi ciing gidi thiéu véi ban doc
c4c phuong phap méi, c6 d6 an toan cao nhu chuin ma héa AES, phuong phap ECC,
chudn ham bam mat ma SHA224/256/384/512... Cac md hinh va quy trinh chimg

nhan khoa cong cdng cling dugc trinh bay trong tip sach nay.

Noi dung ctia sach gom 10 chuong. Sau phan giéi thiéu tong quan vé mat ma hoc va
khai niém vé hé théng ma hoa & chuong 1, tir chuong 2 dén chuong 5, chung ta sé& di
sdu vao tim hiéu hé théng mé héa quy wdc, tir cac khai niém co ban, cic phuong phap
don gian, dén cac phuong phap méi nhu Rijndael va cac thudt toan tmg cir vién AES.
Noi dung cua chuong 6 gidi thiéu hé théng ma héa khoa cong cong va phuong phép
RSA. Chuong 7 sé& trinh bay vé khai niém chir ky dién tir ciing v6i mot sé phuong
phap phd bién nhur RSA, DSS, ElGamal. Céc két qua nghién ctru tmg dung 1y thuyét
dudng cong elliptic trén truong hitu han vao mat ma hoc dugc trinh bay trong chuong
8. Chuong 9 giéi thi¢u vé cac ham bam mat ma hién dang dugc sir dung phd bién nhur
MD5, SHS ciing véi cac phuong phap méi duoc cong bd trong thoi gian gan ddy nhu
SHA-256/384/512. Trong chuong 10, ching ta s& tim hiéu vé h¢ thong chimg nhan
khéa cong cong, tir cac mo hinh dén quy trinh trong thuc té ciia hé théng ching nhan
khéa cong cong, cuing véi mot vi du vé vide két hop hé thong mi hoéa quy udc, hé
thong ma hoéa khoa cong cong va ching nhan khoa cong cong dé xay dung hé thong

thu dién tit an toan.
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V6i bd cuc va ndi dung néu trén, chiing t4i hi vong cac kién thirc trinh bay trong tap
sach nay s& 1a ngudn tham khao hiru ich cho quy doc gia quan tim dén linh virc ma hoa

va ung dung.

Mic du di c¢b ging hoan thanh sach vai tat ca sy nd luc nhung chic chén chung toi van

con nhing thiéu sot nhat dinh. Kinh mong sy cam thong va su gop ¥ ciia quy doc gia.

NHOM TAC GIA: TS. Duong Anh Ptrc - ThS. Tran Minh Triét
cung voi su dong gop cua céc sinh vién Khoa Cong ngh¢ Thong tin, Truong Pai hoc

Khoa hoc Tu nhién, Pai hoc Qudc gia thanh phé Hd Chi Minh.

Vin Ptic Phuong Hong Phan Thi Minh Pirc
Nguyén Minh Huy Luong Vi Minh
Nguyén Ngoc Tung

Thanh ph6 H6 Chi Minh, thang 01 nam 2005
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Chuong 1
Téng quan

&5 Noi dung ciia chirong 1 gidi thiéu tong quan cdc khdi niém co ban vé mdt
ma hoc va hé thong ma hoa, dong thoi giGi thiéu so lwoc vé hé thong ma héa quy

woe va hé thong ma héa khéa cong cong.

1.1 Matmahoc

Mat ma hoc 1a nganh khoa hoc mg dung toan hoc vao viéc bién doi thong tin
thanh mot dang khac v6i muc dich che ddu noi dung, ¥ nghia théng tin can ma
hoa. Pay 1a mot nganh quan trong va c6 nhiéu tmg dung trong doi song xa hoi.
Ngay nay, cac rng dung ma hoéa va bao mat thong tin dang dugc sir dung ngay
cang phd bién hon trong cac linh vuc khac nhau trén thé gidi, tir cac linh vuc an
ninh, quan sy, quéc phong..., cho dén céc linh vuc dan su nhu thuong mai dién

t, ngan hang. ..

Cung v6i sy phat trién cua khoa hoc may tinh va Internet, cc nghién ciru va tmg
dung ctia khoa hoc mat ma ngay cang tré nén da dang hon, mé ra nhiéu hudng

nghién ctru chuyén séu vao ting linh vuc tng dung dac thu véi nhitng dac trung
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riéng. Ung dung ciia khoa hoc mat méa khong chi don thuan 14 mi héa va giai ma
thong tin ma con bao gdbm nhiéu van dé khac nhau can dwoc nghién ctru va giai
quyét: chimg thuc ngudn gbe nodi dung thong tin (k§ thuat chit ky dién tir), chimg
nhan tinh x4c thuc vé nguoi s hiru méd khoa (ching nhéan khoa cong cong), cac
quy trinh gitip trao d6i thong tin va thuc hién giao dich dién tr an toan trén
mang... Nhitng két qua nghién ctru vé mat ma ciing da dugc dwa vao trong cac hé
thong phirc tap hon, két hop vai nhitng ky thuat khac dé dap ing yéu cau da dang
clia cac hé théng ing dung khac nhau trong thuc té, vi du nhu hé thong bé phiéu
bau cir qua mang, hé théng dao tao tir xa, hé théng quan 1y an ninh cia cac don vi
v6i huéng tiép can sinh tric hoc, hé théng cung cp dich vu multimedia trén
mang v6i yéu cdu cung cp dich vu va bao vé ban quyén s& hitu tri tué dbi voi

thong tin so...

1.2 Hé thdng ma héa (cryptosystem)

Pinh nghia 1.1: Hé thong ma héa (cryptosystem) la mot bé nam (P, C, K, E, D)
théa man cdc diéu kién sau:

1. Tép nguon P la tdp hitu han tat ca cdc méu tin nguon can md héa cé thé cé
2. Tap dich C la tap hitu han tat ca cde mau tin ¢ thé ¢é sau khi ma héa

3. Tap khoa K la tap hitu han cdc khoéa co thé duwoc sir dung

4. Eva D lan luot la tdp ludt ma hoa va gidai ma. Voi méi khéa k € K , ton tai
ludt ma hoa e, € E va ludt giai ma d, € D twong ung. Ludt ma hoa
e P—>C va luat giai ma e :C—P la hai dnh xa thoa man

d, (e (x))=x,VxeP

16
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Téng quan

Tinh cht 4 14 tinh chét chinh va quan trong cua mot hé théng mi héa. Tinh chat
nay bao dam mot mau tin x e P duoc ma hoa béng luat ma hoéa e, € Eco thé

duoc giai mi chinh x4c bang luat d, € D.

Pinh nghia 1.2: Z  dwoc dinh nghia la tdp hop {0,1,...,m - 1} , duoc trang bj
phép cong (ky hiéu +) va phép nhan (ky hiéu la x). Phép cong va phép nhan
trong 7, dwoc thuc hién twong tw nhw trong 7 , ngoqi trir két qua tinh theo

modulo m.

03 Vi du: Gia sir ta can tinh gid tri 11x13 trong Z,,. Trong Z , ta ¢6
két qua cia phép nhan 11x13=143. Do 143=15 (mod 16) nén

11x13 =15 trong Z,; .

Mot sb tinh chit ciia Z,,

—_—

Phép cong dong trong Z, , Va,beZ, , a+beZ,

m?

2. Tinh giao hoan cua phép cong trong Z,, Va,beZ, , a+b=b+a

m’

3. Tinh két hop ctia phép cong trong Z, , Va,b,ceZ , (a+b)+c=a+(b+c)

m?’

4. Z, cophantirtrunghoala 0, Va,heZ , a+0=0+a=a

5. Moi phén tir a trong Z,, déu c6 phan tir d6i 1a m —a

6. Phépnhandongtrong Z,, Va,beZ,, axbeZ,

m?

7. Tinh giao hoan ctia phép nhan trong Z,, Va,beZ,, axb=bxa

m?

8. Tinh két hop ctia phép nhan trong Z,, Va,b,ceZ, , (axb)xc=ax(bxc)
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9. chéphéntﬁdonvilél,Va,beZ axl=1xa=a

m’

10. Tinh phan phbi cia phép nhan dbi voi phép cong, Va,b,ceZ,,

(a+b)xc=axc+bxc

Z,, co cac tinh chét 1, 3 — 5 nén tao thanh mdt nhom. Do Z,, co tinh chét 2 nén

tao thanh nhém Abel. Z, c6 cac tinh chat (1) — (10) nén tao thanh mét vanh.

1.3  Hé thdng ma héa quy wéc (ma héa déi xirng)

Trong hé théng ma hoa quy wdc, qua trinh ma hoa va giai ma mot thong diép su
dung cing mdt mi khoa goi 1a khda bi mdt (secret key) hay khéa doi ximg
(symmetric key). Do d6, van dé bao mat thong tin d méd hoa hoan toan phu thudc

vao vigc gilt bi mat ndi dung cia ma khoa da dugc str dung.

Véi toe @6 va kha nang xtr Iy ngay cang dugc nang cao clia cac b vi xir Iy hién
nay, phuong phap mi héa chuén (Data Encryption Standard — DES) di tré nén
khong an toan trong bao mét théng tin. Do d6, Vién Tiéu chuan va Cong nghé
Qudc gia Hoa Ky (National Institute of Standards and Technology — NIST) da
quyét dinh chon mdt chuin ma hoa méi véi do an toan cao nham phuc vu nhu cAu
bao mat thong tin lién lac cua chinh phu Hoa Ky cling nhu trong cac ing dung
dan sy. Thuat toan Rijndael do Vincent Rijmen va Joan Daeman da dugc chinh
thirc chon trg thanh chuan ma hoa nang cao (Advanced Encryption Standard —

AES) tir 02 thang 10 nam 2000.
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1.4 Hé théng ma héa khoéa cong cong (ma hoa bat déi xirng)

Néu nhu van dé khé khin dat ra d6i véi cac phuong phap ma hoa quy udce chinh
1a bai toan trao d6i ma khoa thi nguoc lai, cic phuong phap md hoa khoa cong
cong gitp cho viée trao d6i ma khoa tré nén dé dang hon. Noi dung cua khéa
cong céng (public key) khong can phai gitr bi mat nhu ddi voi khoa bi mat trong
cac phuong phap ma hoa quy wdc. St dung khoa cong cong, chiing ta c6 thé thiét
lap mét quy trinh an toan dé truy ddi khoa bi mat duoc st dung trong hé théng

ma hoa quy udc.

Trong nhimg nim gan day, cac phuong phap ma héa khéa cong cong, dic biét 1a
phuong phép RSA [45], duoc sir dung ngdy cang nhiéu trong cic tmg dung ma
hoa trén thé gioi va c6 thé xem nhu day 1a phuong phéap chudn duoc sir dung phd
bién nht trén Internet, tng dung trong viéc bao mat théng tin lién lac ciing nhu

trong linh vuc thuong mai dién tir.

1.5 Két hop ma héa quy wéc va ma hoa khéa cong cong

Céc phuong phap méi hoa quy udc ¢6 vu diém xir 1y rat nhanh va kha ning bao
mat cao so v4i cac phuong phap mi hoa khoa cong cong nhung lai gap phai van
dé kho khan trong viée trao d6i ma khoa. Nguoc lai, cic phuong phap mi hoa
khoa cong cong tuy xur Iy thong tin cham hon nhung lai cho phép nguoi st dung
trao d6i ma khoa d& dang hon. Do d6, trong cac tmg dung thuc té, ching ta cin
phdi hop duoc uu diém cua mdi phuong phap mé hoa dé xay dung hé thong ma

hoéa va bao mat thong tin hiéu qua va an toan.
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] Chwong 2
Mot so phwong phap ma héa quy wéc

&5 Trong chuwong 1, ching ta dd tim hiéu tong quan vé mdt md hoc va hé
théng ma héa. Noi dung ciia chirong 2 sé gidi thiéu chi tiét hon vé hé thong ma
héa quy wée (hay con goi la hé thong ma héa doi ximmg). Mot sé phirong phdp
ma héa quy wéc kinh dién nhi phwong phdp dich chuyén, phwong phdp thay
thé... ciing véi cdc phwong phap ma héa theo khoi dwge sik dung phé bién trong
nhitng thdp nién gan ddy nhw DES, Tripple DES, AES ciing dwoc gici thiéu

trong chwong nay.
21  Hé théng ma héa quy wéc
Heé thong ma héa quy udc 1a hé théng mé hoa trong d6 quy trinh mi hoa va giai

ma déu st dung chung mdt khoa - khoa bi mdt. Viéc bao mat thong tin phy thudc

vao viéc bao mat khoa.

Trong hé thong ma hoa quy wde, thong diép ngudn duge mi hoa voi ma khoa k

dugc thong nhét trude gitra ngudi giri A va ngudi nhan B. Nguoi A s& sir dung
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Mot s6 phuong phap ma hoa quy uéc

mé khéa k dé mi héa thong diép x thanh thong diép y va giri y cho nguoi B;
ngudi B s& s dung mi khoa k dé giai ma thong diép y nay. Van d& an toan bao
mat thong tin dugc ma hoa phu thudc vao viée gilt bi mat ndi dung ma khoa k.
Néu nguoi C biét duge ma khéa k thi C ¢6 thé “md khoa” thong diép di duge ma
héa ma ngudi A guri cho nguoi B.

Khoéa bi mat

Thoéng diép Thong diép Giai ma Thong diép
nguon da ma hoa da giai ma

Hinh 2.1. M6 hinh hé thong md héa quy wéc

2.2 Phwong phap ma héa dich chuyén

Phuong phap mi hoa dich chuyén 1a mot trong nhimg phuong phéap 1au doi nhat
dugc sir dung dé ma hoa. Thong diép duge mi hoa bang cach dich chuyén xoay

vong tung ky tu di & vi tri trong bang chir cai.

Trong trudng hop dic biét k =3, phuong phap ma héa bang dich chuyén duogc

goi la phuong phép mda hoa Caesar.
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Thuét toan 2.1. Phuong phdp ma héa dich chuyén

Cho P=C=K=2Z,
V6i mdi khéa k e K , dinh nghia:
e(x)=(x+k)mod n va d,(y)=(y—k)mod n vé6i x,yeZ,

E={e keK} va D={d keK}

Ma hoéa dich chuyén 1a mot phwong phap ma hoa don gian, thao tic xir Iy ma hoa
va giai ma duogc thyc hién nhanh chéng. Tuy nhién, trén thyc té, phuong phap
nay c6 thé d& dang bi pha v bang cach thir moi kha ning khéa k € K . Piéu nay
hoan toan c6 thé thuc hién duoc do khong gian khoa K chi c6 n phﬁn tr dé chon

lua.

O Vi du: P& ma hoa mot thong di¢p dugc biéu dién bé"mg cac chir cai tir A
dén Z (26 chir cai), ta st dung P=C=K = Z,, . Khi do, thong diép duogc
mé hoa s& khong an toan va c¢6 thé d& dang bi giai ma bang cach thir lan
luot 26 gia tri khéa k € K . Tinh trung binh, thong di¢p da dugc ma hoa

¢6 thé bi giai ma sau khoang n/2 lan thirkhoa k € K .

2.3 Phwong phap ma héa thay thé

Phuong phap ma hoa thay thé (Substitution Cipher) 14 mot trong nhitng phuong
phap ma héa ndi tiéng va da dugc sir dung tir hang trim nam nay. Phuong phap
nay thyc hién viéc ma héa thong diép bang cach hoan vi cac phan tir trong bang

chir c4i hay tong quat hon 1a hoan vi cc phan tir trong tap ngudn P.
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Mot s6 phuong phap ma hoa quy uéc

Thuét toan 2.2. Phuong phdp ma héa bang thay thé

ChoP=C=2Z,

K 1a tap hop tat ca cac hoan vi ctia n phan tir 0,1,...,n —1 . Nhu vay, mdi khoa
e K lamot hoan vi cia n phﬁn ta 0,1,...,n—1.

Véi mdi khoa ©t € K, dinh nghia:

e (x) =m(x) va dn ) =n"(y) voi x,yeZ,

E={en,7teK} va D={Dn,7teK}

Pay 1a mot phuong phap don gian, thao tic ma hda va giai ma dugc thuc hién
nhanh chong. Phuong phap nay khic phuc diém han ché cua phuong phap mi
hoéa bang dich chuyén 13 c6 khong gian khéa K nhé nén dé dang bi giai mi bing
cach thir nghiém 1an luot n gia tri khéa k € K . Trong phuong phap mi hoa thay
thé co khong gian khoa K rat 16n vé6i n! phan tir nén khong thé bi giai ma bang
cach “vét can” moi truong hop khoa k. Tuy nhién, trén thuc té thong dié¢p duoc
mi héa bang phuong phap nay van co thé bi giai ma néu nhu c6 thé thiét lap
dugc bang tan s6 xuat hién ctia cac ky tu trong thong diép hay nim dugc mot sd

tir, ngir trong thong diép ngudn ban dau!

24 Phuwong phap Affine

Néu nhu phuong phap ma hoa bang dich chuyén 1a mét truong hop dac biét ciia
phuong phap ma hoa bang thay thé, trong d6 chi sir dung  gia tri khoa k trong sb
n! phan tir, thi phuong phap Affine lai 1a mot truong hop ddc biét khac cia ma
hoa bang thay thé.
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Thuat toan 2.3. Phuwong phap Affine

ChoP=C=2Z,

K ={(a,b)eZ,*Z, :ged(a,n)=1}

Véi mdi khoa k = (a,b) € K , dinh nghia:

e (x) =(ax+b)mod n va d, (x)=(a'(y—b)) mod n véi x,yeZ,

E={e.,keK} va D={D, keK}

Dé co thé giai md chinh xac thong tin da dugc ma hoéa bang ham e, €L thi g
phdi 1a mot song anh. Nhu vy, v6i mdi gid tri yeZ,, phuong trinh

ax+b = y(mod n) phai c6 nghiém duy nhat x € Z, .

Phuong trinh ax +b = y(mod n) tuong duong véi ax = (y—b)(mod n). Vay, ta

chi can khao sat phuong trinh ax = (y —b)(mod n).

Pinh Iy 2.1: Phuong trinh ax+b = y(mod n) ¢é nghiém duy nhdt x € Z, voi

méi gid tri b e Z,, khiva chi khi a va n nguyén 16 ciing nhau.

Vay, diéu kién a va n nguyén té ciing nhau bao dam thong tin dugc méi héa bang

ham e, c6 thé duoc giai ma va giai ma mot cach chinh x4c.

Goi ¢(n) 1a s6 lugng phan tir thude Z, vanguyén t6 ciing nhau véi n.
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Mot s6 phuong phap ma hoa quy uéc

Pinh ly 2.2: Néu n = H pi" véip; la cac 6 nguyén té khdac nhau va e cl’,

i=1

1<i<m thi ¢(n)=]ﬂ[(pf" —Pf"fl)-

i=1

Trong phuong phap ma hoa Affine, ta cd n kha nang chon gia tri b, ¢(n) kha

nang chon gié tri a. Vay, khong gian khoa K c6 tit ca ng(n) phan tur.

Vén d& dit ra cho phuong phap mi hoa Affine 13 dé co thé giai ma dwoc thong tin

dd duoc ma hoa can phai tinh gia tri phan tir nghich ddo o' € Z, . Thuat toan

Euclide mé rong c6 thé giai quyét tron ven van dé nay [45].

Trudc tién, can khao sat thuat toan Euclide (6 dang co ban) st dung trong viée

tim wéc sO chung 16n nhat cua hai s6 nguyén duong 7, va r, voi r, >r,. Thuét

toan Euclide bao gom mét ddy cac phép chia:
hh=aqh+n,, 0<n <n
h=q,,+15, 0<n <n,

r;n—Z = qm—lrm—l +rm s 0 < rm < rm—l

rmfl T qmrm

Dé dang nhan théy réng: ged(ry, 1) = ged(r,ry) =...

vay, udc so chung lén nhatcua r, va r, la r, .

@.1)

=gcd(r, ,,r,)=r,. Nhu
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Xay dung day sb ty,1,...,t, theo cong thirc truy héi sau:

t,=0
t =1
t,=(t,_,—q,,t, )modr, véi j>2 (22)

binh ly 2.3: Véi moi j, 0< j<m, ta cé r, =t (modr)), véi q, va r, duoc
xdc dinh theo thudt toan Euclide va t ; duwoc xdc dinh theo cong thirc truy héi néu

trén.

Pinh Iy 2.4: Néu T, va v, nguyén 16 cing nhau (véi ry>n)thi t, la phan tir

nghich ddo cua v, trong Z,O .

ged(ry, ;) =1=1¢, =r"modr, (2.3)

Trong thuét toan Euclide, day s6 {¢,} c6 thé dugc tinh dong thoi véi ddy sb {g,}
va {r,} . Thuat toan Euclide m¢ rong dudi dy duoc sir dung dé xéc dinh phan tir
nghich dao (néu c¢6) cua mdt sé nguyén duong a (modulo #). Trong thuat todn
khong can st dung dén ciu trac dit liéu mang dé lwu gia tri ciia ddy sb {t,;}.19;}
hay {r;} vi tai mdi thoi diém, ta chi cin quan tim dén gia tri cta hai phan tir cubi

cling ctia mdi diy tai thoi diém dang xét.
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Thuat toan 2.4. Thudt toan Euclide ma rong

xdc dinh phan tir nghich dao ciia a (modulo n)

n,=n
a,=a

t, =

t=1
i3
r=ny,—qa,

while » >0 do
temp =t, —qt
if temp >0 then

temp = temp mod n

end if
if temp <0 then

temp = n—((—temp)mod n)
end if
t, =t
t =temp
ny, =4,

a,=r

q{"_o}
a4
r=n, —qa,

end while
if a, #1 then

a khong ¢6 phan tir nghich dao modulo n
else
a' =tmodn

end if
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Chuong 2

2.5 Phwong phap Vigenere

Trong phuong phap ma hoa bang thay thé ciing nhu cac trudng hop ddc biét cia
phuong phap nay (ma hoa bang dich chuyén, ma hoa Affine,...), (mg v6i mot
khéa k duoc chon, mdi phén tr x € P dugc anh xa vao duy nhét mot phﬁn tr
y e C . Né6i cach khéc, ing voi mdi khéa k € K , mot song anh dugc thiét 1ap tir

Pvao C.

Khéc voi hudng tiép can nay, phuong phéap Vigenere sir dung mét tir khoa co do
dai m. C6 thé xem nhu phuong phap mi hoa Vigenere Cipher bao gdm m phép

ma hoa bang dich chuyén dwoc 4p dung luan phién nhau theo chu ky.

Khéng gian khoa K cta phuong phap Vigenere Cipher ¢6 s6 phan tir 1a ™, 16n
hon hin phuong phap s luong phan tir cia khong gian khoéa K trong phuong
phép ma hoa bang dich chuyén. Do d6, viéc tim ra ma khoa k dé giai ma thong
diép da dwoc ma hoa s& kho khian hon dbi voi phuong phap ma hoa bang dich

chuyén.

Thuat toan 2.5. Phuwong phap md héa Vigenere

Chon s6 nguyén duong m. Dinhnghia P=C =K = z,)"

K ={(kyskysnk, ) € (Z,) )

V6i mdi khoa k = (k,,k,,....k, ) € K , dinh nghia:

e, (x,%,,....x,) = ((x, + k) modn,(x, + k,)modn,...,(x, +k, )modn)
d,(¥,Y55-¥,) =y, —k)modn,(y, —k,)modn,....(y, —k,)modn)
vo6i x,y e (Z,)".
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2.6 Phwong phap Hill

Phuong phap Hill dugc Lester S. Hill cong bd nam 1929: Cho s6 nguyén duong
m, dinh nghia P=C =(Z,)". M&i phan tir x € P 13 mot bd m thanh phan, mdi
thanh phan thudc Z,. Y tuéng chinh ciia phuong phap nay 1a sir dung m t6 hop
tuyén tinh cua m thanh phan trong mdi phin tr x € P dé phat sinh ra m thanh

phén tao thanh phantir y e C .

Thuat toan 2.6. Phuwong phap mad hoa Hill

Chon s6 nguyén duong m. Dinh nghia:

P=C=(Z,)" vaKlatap hop cdc ma trdn mxm kha nghich

kiy ki Ky m
X1, ky ko m . g
Véimoikhoa k=| . D ek, dinh nghia:
km,l km,2 km,m
kiy ki ki m
k k
e (x)= xk = (x,,%x5,...,%,, 21 . Vol x = (x,X,,...,X, ) € P
km,l km,Z km,m

vad (y)=yk™ véi yeC.

Moi phép toan s6 hoc déu duoc thyuc hién trén Z,.
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2.7 Phwong phap ma héa hoan vij

Nhitng phuong phép ma héa néu trén déu dua trén ¥ twong chung: thay thé mdi
ky tu trong thong diép ngudn bang mot ky tw khac dé tao thanh thong diép da
dugc ma hoa. Y tudng chinh cia phuong phiap mi hoéa hoan vi (Permutation
Cipher) 1a van giit nguyén cac ky tu trong thong diép nguon ma chi thay doi vi tri
cac ky tu; ndi cach khac théng diép ngudn duge méa hoa bang cach sip xép lai cac

ky tu trong do.

Thuit toan 2.7. Phicong phdp ma héa bang hodn vi

Chon s6 nguyén duong m. Dinh nghia:
P=C=(Z,)" vaKlataphop cdc hoan vi cia m phan tr {1,2,...,m}

Véi mdi khoa © € K , dinh nghia:

e, (xl,xz,...,xm) = (xn(l),xn(z),...,xn(m)) va

dn (yl’yZ""’ym ) = (y,{l(l)’y,[fl(z)""’ynfl(m))

v6i ! hoan vi nguoc cua 1

Phuong phép ma hoa bang hoan vi chinh 1a mot truong hop dic biét cia phuong
phéap Hill. Vi mdi hoan vi m cua tap hop {1, 2, ..., m} , ta xac dinh ma trin

k, = (k, ;) theo cong thire sau:

, ={1, néui=mn(;) 2.4)

0, trong trudng hgp ngudc lai
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Ma trdn &, la ma trdn ma mdi dong va mdi cot c6 diing mot phan tir mang gia tri
1, cac phan tir con lai trong ma tran déu bang 0. Ma tran nay c6 thé thu dugc bang
cach hoan vi cac hang hay cac cot ciia ma trdn don vi /,, nén k, 12 ma tran kha
nghich. R rang, ma hoa bang phuong phap Hill véi ma tran k_ hoan toan tuong

duong véi ma hoa bang phuong phap hoan vi véi hoan vi .

2.8 Phwong phap ma héa bang phép nhan

2.8.1  Phwong phdp mi héa bing phép nhin

Thuét toan 2.8. Phuong phdp ma héa bang phép nhén

Cho P=C=(Z,)", K={keZ,:gcd(k,n)=1}
Vi mbi khoa k e Z,, dinh nghia:

e, (x)=k modn va d (y)=k'ymodn véi x,yeZ,

Phuong phap ma hoa bang phép nhan (Multiplicative Cipher) 1a mot phuong
phéap ma hoa don gian. Khong gian khoa K co tat ca @(n) phan tir. Tuy nhién,
viée chon khéa k =1e K s& khong co ¥ nghia trong viéc ma hoa théng nén sd

lwong phan tir that sy dugce sir dung trong K 13 ¢(n)—1.

Vian dé duoc dit ra ¢ day 1a d6 an toan ciia phuong phap nay phu thudc vao sd
luong phén tir trong tap khoa K. Néu gia tri ¢(n)—1 khong du 16n thi thong tin

dugc ma hoa c6 thé bi giai ma bang cach thir toan b cac khoa k € K . Dé nang
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cao d9 an toan cua phuong phap nay, gia tri n dugc st dung phai c6 @(n) du lon
hay chinh gié tri n phai da 16n. Khi d6, mot vin dé méi dugc dit ra 1a 1am thé nao

thyue hién dugc mot cach nhanh chong cac phép toan trén sd nguyén 1on.

2.8.2  Xiely 56 hoc

Trong phuong phip mi hoéa ndy, nhu ciu tinh gid tri cia biéu thic
z=(axb)mod n dugc dat ra trong ca thao tdic ma hoa va giai ma. Néu thuc hién
viéc tinh gié tri theo cach thong thuong thi ro rang la khong hi¢u qua do thoi gian

xu ly qua 1on.

St dung thuat toan phép nhan An Do, ta c6 thé dugc st dung dé tinh gia tri biéu

thuc z = (axb)mod n mdt cach nhanh chong va hiéu qua.

Thuét toan 2.9. Thudt todn phép nhan An Bé dé tinh gid tri z = (axb)mod n

z=0
a=amodn
b=bmodn

Biéu dién b dudi dang nhiphan b, ,b, ,,....b,,b,, b, €{0,1}, 0<i</
fori=0 to /-1

if b, =1 then

z=(z+a)mod n

end if

a=(2a)mod n
end for
z=(z+a)mod n
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29 Phuwong phap DES (Data Encryption Standard)

2.9.1 Phwong phap DES

Khoang nhimg nim 1970, tién si Horst Feistel dd dit nén mong dau tién cho
chuén ma hoa dit liéu DES v6i phuong phap ma hoa Feistel Cipher. Vao nim
1976 Co quan Bao mat Qudc gia Hoa Ky (NSA) da cong nhan DES dua trén
phuong phép Feistel 1a chudn ma hoa dir liéu [25]. Kich thuéc khéa ctia DES ban
dau 14 128 bit nhung tai ban cong bd FIPS kich thudc khoa dwoc rat xudng con
56 bit.

Trong phuong phap DES, kich thudc khéi 14 64 bit. DES thyc hién ma hoa dir
liéu qua 16 vong lap ma héa, mdi vong sir dung mot khoa chu ky 48 bit duge tao
ra tir khoa ban dau co do dai 56 bit. DES sir dung 8 bang hing sb S-box dé thao

tac.

Qué trinh ma hoa ciia DES ¢6 thé duoc tom tit nhu sau: Biéu dién thong diép
ngudn x € P bang ddy 64bit. Khoa k c6 56 bit. Thyc hién ma hoa theo ba giai

doan:

1. Tao diy 64 bit x, bang cach hoan vi x theo hoan vi IP (Initial Permutation).
Biéu dién x, =IP(x)=L,R,, Lo gé)m 32 bit bén trai cua xy, Ry gém 32 bit

bén phai ctia x.
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A
Y

X0

Hinh 2.2. Biéu dién day 64 bit x thanh 2 thanh phan L va R

2. Thyc hién 16 vong lap tir 64 bit thu dugce va 56 bit cua khoa & (chi sir dung
48 bit cua khod k trong mdi vong 1ap). 64 bit két qua thu duoc qua mdi vong
lap sé 1a dau vao cho vong lap sau. Cac cap tr 32 bit L;, R; (voi 1<i<16)

duoc x4c dinh theo quy tic sau:

R=L_,®f(R..K) 2.5)

v6i @ biéu dién phép toan XOR trén hai day bit, K, K, ..., K6 1a cac day 48
bit phat sinh tir khoa K cho trude (Trén thyc té, mdi khoa K; duoc phat sinh

bang cach hoén vi cac bit trong khéa K cho trudc).

3. Ap dung hoan vi ngugc [P dbi véi diy bit RL, , thu dugc tu y gdm

64 bit. Nhu vay, y=IP"(RL,) -

Ham f dugc sir dung & bude 2 1a ham c6 gdm hai tham sé: Tham sb thtr nhit 4 1a
mot ddy 32 bit, tham s6 thir hai J 1a mot dy 48 bit. Két qua ca ham £ 1a mot day
32 bit. Cac bude xu ly cua ham f(4,J) nhu sau:

Tham s thtr nhat 4 (32 bit) dugc mo rong thanh day 48 bit bang ham ma rong E.

Két qua ciia ham E(A4) 1a mot ddy 48 bit dugc phat sinh tir 4 bang cach hoan vi
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theo mot thtt tw nhét dinh 32 bit cta 4, trong do cd 16 bit ctia 4 duoc lap lai hai
lan trong E(4) .

Hinh 2.3. Quy trinh phat sinh ddy LR, tirddy L,_ R, , va khéa K,

Thyc hién phép toan XOR cho hai day 48 bit E(A4) va J, ta thu dugc mét day

48 bit B. Biéu dién B thanh timg nhém 6 bit nhw sau: B = B,B,B,B,B,B,B, B; .

St dung tdm ma tran S,,S,,...,S;, mdi ma tran S; ¢6 kich thudc 4x16 va mdi
dong cta ma trdn nhan du 16 gia tri tr 0 dén 15. Xét day gém 6 bit
B, =bb,bbbb,, S,(B,) duoc xac dinh bang gié tri ciia phan tr tai dong r cot ¢
cua §;, trong do, chi $6 dong r cé biéu dién nhj phan la b b, , chi sb ot ¢ ¢o bibu
dién nhi phan 1a b,bb,b,. Bang cich ndy, ta x4c dinh dugc cac diy 4 bit

C,=5,B),1</<8.
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Tap hop cic day 4 bit C lai, ta c6 duge day 32 bit
C =C,C,C,C,C.C,C,C,. Diy 32 bit thu duoc bang cach hoan vi C theo mot quy

luat P nhat dinh chinh 1a két qua ctia ham F(A4,.) .

Qua trinh giai ma chinh 1a thyc hién theo thir ty dao nguoc cac thao tac cua qua

trinh ma hoa.

2.9.2  Nhin xét

Do tbc d¢ tinh toan ciia may tinh ngdy cang ting cao va DES da dugc sy quan
tdm chil y cta cac nha khoa hoc 1an nhitng ngudi pha ma (cryptanalyst) nén DES
nhanh chdong tré nén khong an toan. Nam 1997, mot du an da tién hanh bé khoa
DES chua dén 3 ngay véi chi phi thdp hon 250.000 dollars. Va vao niam 1999,
mot mang may tinh gdm 100.000 may c6 thé giai md mot thu tin ma hoa DES

chua day 24 gio.

Trong qué trinh tim kiém cac thuat todn méi an toan hon DES, Tripple DES ra
doi nhu mot bién thé cua DES. Tripple DES thyc hién ba lan thuét toan DES véi
3 khoa khac nhau va véi trinh ty khac nhau. Trinh tu thuc hién phd bién 1a EDE
(Encrypt — Decrypt — Encrypt), thuc hién xen k& ma hoéa véi giai ma (luu y 1a
khoa trong tirng giai doan thuc hién khac nhau).
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210 Phwong phap chuan ma héa nang cao AES

Dé tim kiém mét phuong phap mi héa quy uéc méi véi do an toan cao hon DES,

NIST da cong bd mot chudn mi hoa méi, thay thé cho chuan DES. Thuét toan dai

dién cho chuidn m3 héa ning cao AES (Advanced Encryption Standard) s& 1a

thuat toan ma hoa khoa quy wéc, str dung mién phi trén toan thé gioi. Chuin AES

bao gom céc yéu cau sau [23]:

o

O

O

Thuét toan mé hoa theo khéi 128 bit.

Chiéu dai khoa 128 bit, 192 bit va 256 bit.

Khong c6 khoa yéu.

Hiéu qua trén hé thong Intel Pentium Pro va trén cac nén phan ctig va phan
mém khéc.

Thiét ké d& dang (hd tro chidu dai khoa linh hoat, c6 thé trién khai tng dung
rong réi trén cac nén va cac ting dung khac nhau).

Thiét ké don gian: phén tich danh gia va cai dit dé dang.

Chap nhan bat ky chiéu dai khéa 1én dén 256 bit.

Mi héa dir liéu thap hon 500 chu ky ddng hd cho mdi khdi trén Intel
Pentium, Pentium Pro va Pentium II dbi v6i phién ban t&i wu ciia thuat toan.
C6 kha nang thiét 1ap khéa 128 bit (cho tdc do mi hoa t6i wu) nho hon thoi
gian doi hoi dé ma hoa cac khdi 32 bit trén Pentium, Pentium Pro va Pentium
1.

Khong chtra bat ky phép toan nao 1am nd giam kha ning trén cac bo vi xu ly
8 bit, 16 bit, 32 bit va 64 bit.

Khong bao ham bat ky phan tir nao lam né giam kha ning ciia phan cting.
Thoi gian ma héa dit liéu rat thap dudi 10/1000 gidy trén bg vi xir 1y 8 bit.

C6 thé thyc hién trén bd vi xir 1y 8 bit voi 64 byte bd nhd RAM.
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Sau khi thyc hién hai lin tuyén chon, c6 nadm thuat toan dugc vao vong chung
két, gdm c6: MARS, RC6, SERPENT, TWOFISH va RIJNDAEL. Céc thuat todn
nay déu dat cac yéu cau cia AES nén duoc goi chung 14 cac thut toan tmg vién
AES. Cac thuat toan ing vién AES cd do an toan cao, chi phi thyc hién thép. Chi
tiét vé cac thuat toan nay dugc trinh bay trong Chwong 3 - Phuong phap ma hoa

Rijndael va Chuong 5 - Céc thuét toan tng cur vién AES.
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Chwong 3
Phwong phap ma héa Rijndael

&5 Noi dung ciia chwong 3 trinh bay chi tiét vé phwong phdp ma héa Rijndael
cua hai tac gia Vincent Rijmen va Joan Daeman. Day la gidi thudt dwoc Vién
Tiéu chudn va Cong nghé Hoa Ky (NIST) chinh thirc chon lam chudn md héoa

nang cao (AES) tir ngay 02 thang 10 nam 2000.
3.1 Giéi thiéu

Véi toe @6 va kha nang xtr Iy ngay cang dugc nang cao clia cac bd vi xir Iy hién
nay, phuong phap mi héa chuan (Data Encryption Standard — DES) tré nén
khong an toan trong bao mat théng tin. Do d6, Vién Tiéu chuan va Cong nghé
Hoa Ky (National Institute of Standards and Technology — NIST) d4 quyét dinh
chon mot chuin ma hda méi v6i do an toan cao nhiam phuc vu nhu cau bao mat
thong tin lién lac cua Chinh phu Hoa Ky ciing nhu trong cac ung dung dan su.
Thuét toan Rijndael do Vincent Rijmen va Joan Daeman da dugc chinh thirc chon
trd thanh chudn mi hoa nang cao AES (Advanced Encryption Standard) tir ngay
02 thang 10 nam 2000.
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Phuong phap mi hoa Rijndael 1a phuong phap ma hoa theo khdi (block cipher)

¢6 kich thude khbi va ma khoa thay dbi linh hoat véi cac gia tri 128, 192 hay 256

bit. Phuong phép nay thich hop tmg dung trén nhiéu hé thong khac nhau tir cac

thé théng minh cho dén cac may tinh c4 nhan.

3.2 Tham s, ky hiéu, thuat ngir va ham

AddRoundKey

SubBytes

InvSubBytes

MixColumns

InvMixColumns

Phép bién doi str dung trong mi héa va giai ma, thuc hién
viéc cdng ma khoda cua chu ky vao trang thai hién hanh. o
dai cia mi khoa cta chu ky bang véi kich thuée cua trang

thai.

Phép bién d6i su dung trong ma hoa, thyc hanh viéc thay
thé phi tuyén timg byte trong trang thai hién hanh théng qua
bang thay thé (S-box).

Phép bién ddi sir dung trong giai ma. Pay 1a phép bién doi
nguoc cuia phép bién doi SubBytes.

Phép bién ddi sir dung trong ma hoa, thyc hién thao tac tron
thong tin cua timg cot trong trang thai hién hanh. Mdi cot

duogc xur ly doc lap.

Phép bién ddi sir dung trong giai ma. Pay 1a phép bién doi

nguoc ciia phép bién d6i MixColumns.
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ShiftRows

InvShiftRows

Nb

Nk

Phép bién dbi sir dung trong ma hoéa, thyc hién viéc dich
chuyén xoay vong timg dong cia trang thai hién hanh véi di

s6 trong tmg khéac nhau

Phép bién ddi sir dung trong giai ma. Pay 1a phép bién ddi
nguogc cua phép bién doi ShiftRows.

Sb luong byte trong mot don vi dir liéu “tu”. Trong thuat
toan Rijndael, thuat toan mé rong 256/384/512 bit va thuat
toan mé rong 512/768/1024 bit, gia tri Nw lan luot 14 4, 8 va
16

Khoa chinh.

S6 lugng cot (s6 lugng cac tir 8xNw bit) trong trang thai.
Gia tri Nb = 4, 6, hay 8. Chuén AES gi6i han lai gia tri cua
Nb=4.

S6 lugng cac tr (8xNw bit) trong khoa chinh.
Gia tri Nk =4, 6, hay 8.

Sé lugng chu ky, phu thudc vao gia tri Nk and Nb theo cong
thirc: Nrr = max (Nb, Nk)+6.

CuuDuongThanCong.com
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RotWord

SubWord

XOR

Ham duogc st dung trong qua trinh mé rong ma khoa, thyc
hién thao tac dich chuyén xoay vong Nw byte thanh phan

cua mot tur.

Ham dugc st dung trong qua trinh mé rdng ma khoa. Nhan
vao mot tir (Nw byte), ap dung phép thay thé dira vao S-box
dbi véi ting byte thanh phan va tra vé tir gdm Nw byte
thanh phan da dugc thay thé.

Phép toan Exclusive-OR.

Phép toan Exclusive-OR.

Phép nhan hai da thitc (mdi da thiic c6 bac < Nw) modulo

cho da thtrc X + 1.

Phép nhan trén trudng hiru han.

3.3 M6t sé khai niém toan hoc

Don vi théng tin dugc xir ly trong thuét todn Rijndael 1a byte. Mdi byte xem nhu

mdét phan tir cua trudng Galois GF(2®) duoc trang bi phép cong (ky hiéu ®) va

phép nhan (ky hiéu e). Mdi byte c6 thé dugc biéu dién bang nhiéu cach khac
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nhau: dang nhi phan ({b;b¢bsbsb3b>b1by}), dang thap luc phan ({f14}) hay dang

7
da thirc c6 cac h¢ s6 nhi phan )  b,x'
i=0

3.3.1 Phép cong

Phép cong hai phﬁn tir trén GF(2®) duoc thyuc hién béng cach “cong” (thuc chat 1a
phép toan XOR, ky hiéu ®) cac hé sd cta cac don thirc dong dang cuia hai da thirc
tuong mg voi hai toan hang dang xét. Nhu vy, phép cong va phép trir hai phan
tir bt ky trén GF(2%) 1a hoan toan tuong dwong nhau.

Néu biéu dién lai cac phan tir thuc GF(2%) duéi hinh thirc nhi phan thi phép cong
glfra {a7a6a5a4a3a2a1a0} voi {b7b6b5b4b3b2b1b0} la {C7C(,C5C4C30201C0} voi

¢=a,®b, ,0<i<T.

3.3.2  Phép nhén

Khi xét trong biéu dién da thirc, phép nhéan trén GF(2*) (ky hiéu e) trong tmg véi
phép nhan thong thuong ctia hai da thirc dem chia liy du (modulo) cho mét da
thike t6i gian (irreducible polynomial) bac 8. Pa thirc dugc goi 1a t6i gian khi va
chi khi da thirc nay chi chia hét cho 1 va chinh minh. Trong thuét toan Rijndael,

da thtre 10i gian dugc chon la

m(x)=x*"+x*+x +x+1 3.1

hay 1{1b} trong biéu dién dang thap luc phan.
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Két qua nhan dugc 1a mét da thirc bac nho hon 8 nén c6 thé duoc biéu dién dudi
dang 1 byte. Phép nhan trén GF(2%) khong thé duoc biéu dién bang mot phép toan

don gian & mrc do byte.

Phép nhén dwoc dinh nghia trén day co tinh két hop, tinh phan phdi di véi phép
cong va co phé‘m tr don vi 1a {01} .Véi moi da thie b(x) c6 hé sb nhi phén véi
bac nho hon 8 ton tai phan tir nghich déo ctia b(x), k¥ hiéu 5 (x) (duoc thuc hién

bang cach sir dung thuat toan Euclide mé rong [45]).

Nhdn xét: Tap hop 256 gia tri tir 0 &én 255 dugc trang bi phép toan cong (dwoc
dinh nghia la phép todan XOR) va phép nhan dinh nghia nhu trén tao thanh truong
hiru han GE(2%).

3.3.2.1  Phép nhdin véi x

Phép nhan (thong thuong) da thuc

,
blx)=box” +bgx® +bsx® +byx* +byx® +byx +bx+by =Y bx' (3.2)
i=0

v6i da thirc x cho két qua 1a da thic

byx® +bgx” +bsx® +byx> +byx* +byx® +bx? +byx (3.3)
Két qua xeb(x) dugc xac dinh bang cach modulo két qua nay cho da thirc m(x).
1. Truong hop b, =0

xOb(x) = bex' +bsx® +b,x° +byx* +byx® +bx? +byx (3.4)
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2. Truonghgp b, =1

xOb(x) :(177x8 +bex” +bsx® +byx” +byx? +byx’ +byx? +b0x)modm(x)

= (b x® + b7 + by xS +b,x +byx* +by x> +bx% +byx)-m(x) (3.5)

Nhu véy, phép nhan vé6i da thic x (hay phan tir {00000010} € GF(2%) c6 thé
duogc thuc hién & muc do byte béng mot phép shift trai va sau do thuc hién tiép
phép toan XOR véi gia tri {1b}néu b, =1.Thao tac nay dugc ky higu la
xtime (). Phép nhan véi cac lity thira ctia x ¢6 thé duoc thuc hién bang cach ap
dung nhiéu 1an thao tac xtime (). Két qua ctia phép nhan v6i mot gia tri bat ky

dugc xac dinh bang cach cong (@ ) cac két qua trung gian nay lai v6i nhau.

Khi do, viéc thyuc hién phép nhan giita hai phan tir a, b bét ky thudc GF(2®) c6 thé
duoc tién hanh theo cac budc sau:

1. Phan tich mot phan tir (gia sir 12 a) ra thanh tong ciia cc liiy thira ciia 2.

2. Tinh tong cac két qua trung gian cta phép nhéan giira phan tir con lai (1a b)

v6i cac thanh phan 1a liiy thira ciia 2 dugc phén tich tir a.

O Vi du:
{57} {13} = {fe}vi
{57} e {02} = xtime({57}) = {ae}
{57} {04} = xtime({ae}) = {47}
{57} {08} = xtime({47}) = {8e}
{57} e {10} = xtime({8e}) = {07},
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Nhu vay:

{57} {13} = ({57} ({01} ® {02} ® {10})
= {57} ® {ae} ® {07}
{fe}

3.3.3  Da thirc véi hé sé trén GF(2°)

Xét da thirc a(x) va b(x) bac 4 v6i cac hé sb thudc GF(2%):

3

3
a(x)=> ax" va b(x)=> bx' (3.6)

i=0 i=0

Hai da thic ndy c6 thé dugc biéu dién lai duéi dang tir gdbm 4 byte
[ag, a1, ar,as] va [by, by, by, b3]. Phép cong da thicc dugc thuc hién béng cach
cong (chinh 1a phép toan XOR trén byte) cac hé so cua cac don thirc dong dang

vo1 nhau:

3
a(x)+b(x) =Y (a; ®b))x’ (3.7)

i=0

Phép nhéan gilta a(x) voi b(x) duoc thuc hién thong qua hai budc. Trudce tién, thuc

hién phép nhan thong thuong c(x) = a(x)b(x) .

c(x) = cex® +csx’ +c4x4 +c3x3 +c2x2 +cx+¢ (3.8)
Vol
co=a, b, cy=ay9b, Da,eb, Da;eb,
cp=a,9byDa,eb cs=ay b, Da, eb,
cy=a,eb,@a eb @a,eb, Co=a39bs (3.9)

C3 :a3 .bo @az .bl®a1.b2 @ao .b3.
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R& rang 14 ¢(x) khong thé duoc biéu dién bang mot tir gdm 4 byte. Da thirc ¢(x)
6 thé duoc dua vé mot da thirc cé bac nho hon 4 bﬁng cach léy ¢(xx) modulo cho

mdt da thic bac 4. Trong thuat toan Rijndael, da thic bac 4 dugc chon la
M(x)=x*+1.
Do x’/ mod(x4 + 1): x/m0d4 nan két qua d(x) = a(x) ® b(x) duge xac dinh bing
d(x)=dx* +dyx* +d\x+d, (3.10)

voi

do zao .bo @03 .bl @az .b2 @al .b3

di=a eby®@a,eb @ayeb, Da, eb,

dz =a2 .bo ('Bal .bl @ao .b2 @613 .b3

dy=as;eby@a,eb @a eb, Da,eb; 3.11)

Trong truong hop da thirc a(x) ¢b dinh, phép nhan d(x) = a(x) ® b(x) c6 thé dugc

biéu dién duéi dang ma tran nhu sau

dy ay ay a, a | b

d a, a, a, a,|b

1 1 0 a3 a4y || b
= (3.12)

d, a, a ay az|b,

d; as a, a ag| bs

Do x* +1 khong phai 1a mot da thie t6i gian trén GF(2®) nén phép nhan véi mot
da thirc a(x) ¢ dinh dugc chon bat ky khong dam béao tinh kha nghich. Vi vay,
trong phuong phép Rijndacl di chon da thic a(x) co phan tir nghich dio

(modulo M(x))
a(x) ={03}x’+ {01}x*+ {01}x + {02} (3.13)
a'(x) = {0b}x’ + {0d}x®+ {09}x + {Oe} (3.14)
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3.3.3.1  Phép nhdn voix

Xét da thirc

b(x)=byx* +byx? +byx + b, (3.15)

Két qua cta phép nhan c(x) = b(x) ® x duoc x4c dinh bang

c(x)=byx* +byx? +byx + by (3.16)

Phép nhan véi x tuong duong véi phép nhan & dang ma tran nhu da trinh bay &

phéntrénvdicéc gidtriagy=a,=a;= {00} vaa; = {01}.

co] [00 00 00 0175,

¢, | |01 00 00 00| b a7
¢, | |00 01 00 00| b, '

cs| (00 00 01 00| b,

Nhu vay, phép nhan véi x hay cac lily thira cua x s€ twong ung vai phép dich

chuyén xoay vong cac byte thanh phan trong mot tir.

Trong thudt toan Rijndael can st dung dén da thue x° (ap=a; =a, = {00} va
a3= {01})trong ham RotWord nhim xoay vong 4 byte thanh phan ciia mot tir
dugc dua vao. Nhu vy, néu dua vao tir gdm 4 byte [by, by, by, bs] thi két qua

nhan duoc la tr gém 4 byte [by, by, b3, by].
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3.4 Phwong phap Rijndael

Phuong phép mi hoa Rijndael bao gdm nhiéu budc bién d6i dwoc thyc hién tudn
tu, két qua dau ra ciia budce bién ddi trude 1a dau vao ciia bude bién dbi tiép theo.

Két qua trung gian giita cac bude bién ddi dugc goi 14 trang thdi (state).

Mot trang thai co thé dugc biéu dién dudi dang mot ma tran gém 4 dong va Nb
cot voi Nb bang véi do dai cia khdi chia cho 32. Ma khoa chinh (Cipher Key)
ciing dugc biéu dién dudi dang mot ma tran gdm 4 dong va Nk cot v6i Nk biang
véi do dai cua khoa chia cho 32. Trong mot s6 tinh huéng, ma tran biéu dién mot
trang thai hay ma khoa c6 thé duoc khao sat nhu mang mot chiéu chira cac phan

tir c6 do dai 4 byte, mdi phin tir twong Gmg véi mot cot clia ma tran.

S6 lugng chu ky, ky higu 1a Nr, phu thudc vao gia tri ciia Nb va Nk theo cong
thicc: Nr = max{Nb, Nk} +6

aO’O aO’I aO,z a0,3 610,4 a0,5 k(),() k(),l k(),z k0,3

Ao |11 | G122 | 413|814 15 kio|kip|kia|kis

dro| Q21 | Gap | Q23|24 | 25 k2,0 k2,1 k2,2 k2,3

30| A31 (A3 | 433 (34| A35 ks,o k3,1 k3,2 k3,3

Hinh 3.1. Biéu dién dang ma trdn ciia trang thdi (Nb = 6) va md khéa (Nk = 4)
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3.4.1 Quy trinh ma hoa
Quy trinh mi héa Rijndael sir dung bon phép bién di chinh:

1. AddRoundKey: cong (@) ma khoa cua chu ky vao trang thai hién hanh. P9

dai ciia mé khoa ctia chu ky bang véi kich thudc cia trang thai.

2. SubBytes: thay thé phi tuyén mdi byte trong trang thai hién hanh théng qua
bang thay thé (S-box).

3. MixColumns: tron thong tin ctia tirng cot trong trang thai hién hanh. Mdi cot

dugc xtr ly doc lap.

4. ShiftRows: dich chuyén xoay vong timg dong ctia trang thai hién hanh véi

di s6 khac nhau.

Mai phép bién ddi thao tac trén trang thai hién hanh S. Két qua S’ ctia mdi phép

bién ddi s& tré thanh dau vao ctia phép bién dbi ké tiép trong quy trinh mé hoa.

Trude tién, toan b dit liéu dau vao duge chép vao mang trang thai hién hanh.
Sau khi thuc hién thao tac cong ma khoa dau tién, mang trang thai s€ duoc trai
qua Nr = 10, 12 hay 14 chu ky bién déi (tiy thudc vao do dai cia ma khéa chinh
cling nhu d6 dai cua khdi duge xir 1y). Nr—1 chu ky dau tién 1a cac chu ky bién
d6i binh thuong va hoan toan tuong ty nhau, riéng chu ky bién doi cudi cling ¢
su khéc biét so véi Nr—1 chu ky trude d6. Cudi cling, ndi dung clia mang trang

thai s€ dugc chép lai vao mang chira dir liu dau ra.

Quy trinh mi hoa Rijndael duge tom tat lai nhu sau:
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1. Thuc hién thao tac AddRoundKey déu tién trude khi thuc hién cac chu ky
ma hoa.

2. Nr—1 chu ky ma héa binh thuong: mdi chu ky bao gdm bdn budc bién déi
lién tiép nhau: SubBytes, ShiftRows, MixColumns, va AddRoundKey.

3. Thyc hién chu ky ma hoa cudi ciing: trong chu ky nay thao tac MixColumns

duogc bo qua.

Trong thuat toan dudi day, mang w[] chia bang ma khoéa md rong; mang in[]

va out [] 14n luot chira dit liéu vao va két qua ra cua thuat toan ma hoa.

Cipher( byte in[4 * Nb],
byte out[4 * Nb],
word w[Nb * (Nr + 1)])

begin

byte state[4,Nb]

state = in

AddRoundKey (state, w) //anph&1}46

for round = 1 to Nr - 1
SubBytes (state) // Xem phin 3.4.2
ShiftRows (state) //anph%1&44
MixColumns (state) // Xem phin 3.4.5

AddRoundKey (state, w + round * Nb)
end for
SubBytes (state)
ShiftRows (state)
AddRoundKey (state, w + Nr * Nb)

out = state

end
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3.4.2  Kién tricc ciia thugt todn Rijndael

Thuat toan Rijndael dugc xdy dung theo kién triic SPN sir dung 16 s-box (kich
thuéc 8 x 8) dé thay thé. Trong toan bd quy trinh mi hoa, thudt toan sir dung
chung bang thay thé s-box c¢b dinh. Phép bién ddi tuyén tinh bao gdbm 2 budc:
hoan vi byte va ap dung song song bdn khdi bién dbi tuyén tinh (32 bit) co kha
nang khuéch tan cao. Hinh 3.2 thé hién mot chu ky ma hoa cua phuong phép
Rijndael.

Trén thuc té, trong mdi chu ky ma hoa, khéa ctia chu ky duge cong (XOR) sau
thao tac bién ddi tuyén tinh. Do chung ta c¢6 thuc hién thao tac cong khoéa trude
khi thuc hién chu ky dau tién nén c6 thé xem thuét toan Rijndael thoa ciu tric

SPN [29].

Hinh 3.2. Mot chu ky ma hoa cua phwong phdp Rijndael (voi Nb = 4)
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3.4.3

Phép bién déi SubBytes

Thao tac bién d6i SubBytes 1 phép thay thé cac byte phi tuyén va tac dong mot

cach doc 1ap 1én ting byte trong trang thai hién hanh. Bang thay thé (S-box) c6

tinh kha nghich va qua trinh thay thé 1 byte x dua vao S-box bao gdm hai budc:

1. Xac dinh phan tir nghich dao x™ € GF(2®). Quy u6c {00} = {00}.

2. Ap dung phép bién ddi affine (trén GF(2)) dbi véi x (gia st x' c¢6 biéu dién

nhi phan la {x7x6x5 X4X3X0 XX }):

Yo 1 0001 1 1 1}x 1
» 1 10001 1 1|x 1
V2 1 11000 1 1}x 0
1111000 1}«x 0
73 3 (3.18)
V4 1 11110 0 0fxy 0
Vs 01 11110 0fxs 1
Ve 001 1 1 11 0fxg 1
1y (0001 1 1 1 1jx; 0
hay
Vi =% D X(i4aymods D X(i+5)mods D X(i+6)mods D X(1+7)mods D €; (3.19)
voi ¢;labitthiricua {63}, 0<i<7.
53
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o [Fon [Foz B0z So [Tl oz o3

51 |SLz [Ss

Y ﬁﬁ’ﬁ;—’ S-Box ?m\ .

SubBytes | s i
o R . o | S g Faz |52

Fg [Fay [Fag |G Fp |5y iz |Saa

Hinh 3.3. Thao tac SubBytes tac dong trén tung byte cua trang thadi

Bang D.1 thé hién bang thay thé S-box dwoc st dung trong phép bién ddi
SubBytes ¢ dang thap luc phan.

O Vi du: néu gia tri {xy} can thay thé 1a {53} thi gi4 tri thay thé
S-box ({xy}) duoc xac dinh bang cach 14y gia tri tai dong 5 cot 3 cua
Béang D.1. Nhu vay, S-box ({xy}) = {ed}.

Phép bién d6i SubBytes dugc thé hién dudi dang ma gia:

SubBytes (byte state[4,Nb])
begin
for r = 0 to 3
for ¢ = 0 to Nb - 1
state[r,c] = Sbox[statel[r,c]]
end for
end for
end
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3.4.4  Phép bién doi ShiftRows

g Shi ftRows s’

Spo [Fol [Soz |Soz Spp |%or |Foa [foz
S0 [F1 |z [Fus |_—|:|:|:D 1[5z |z |FLe
S0 |Fa1 |S2a |S2: |—|:D:D Sz |Faz |Fao |Faa

T O e R e @‘l Sz |Fap Sl |2

Hinh 3.4. Thao tac ShiftRows tac dong trén tung dong cua trang thadi

Trong thao tic bién d6i ShiftRows, mdi dong cua trang thai hién hanh dwoc dich

chuyén xoay vong di mot s6 vi tri.

Byte S, tai dong r cot ¢ s€ dich chuyén dén cot (c - shift(r, Nb)) mod Nb hay:

S = Sr,(c+shift(r,Nb))m0dNb vo10<r<8 va0<c<Nb (320)

r,c
Gia tri di sO shift(r, Nb) phu thudc vao chi sé dong r va kich thude Nb ciia khbi dit
liéu.

Bang 3.1. Gid tri di 56 shift(r, Nb)

. r
shift(r, Nb) 1 > 3

4 1 2 3

Nb 6 1 2 3
8 1 3 4
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Phép bién d6i ShiftRows dugc thé hién dudi dang ma gia:

ShiftRows (byte state[4,Nb])
begin
byte t[Nb]
for r = 1 to 3
for ¢c = 0 to Nb - 1
t[c] = statel[r, (c + h[r,Nb]) mod Nb]
end for
for ¢c = 0 to Nb - 1
state[r,c] = t[c]
end for
end for
end

3.4.5  Phép bién déi MixColumns
Trong thao tac bién ddi MixColumns, mdi ¢t cla trang thai hién hanh dugc biéu
dién dudi dang da thirc s(x) c6 cac hé s trén GF(2®). Thuc hién phép nhan

s'(x): a(x)@ s(x) (3.21)
voi

a(x) = {03}x" + {01}x* + {01 }x + {02} (3.22)

Thao tac nay duoc thé hién & dang ma tran nhu sau:

soc | [02 03 01 01][sq,

si. | |01 02 03 01| s
be | = ’ (3.23)
she| |01 01 02 03|]s,,

S3 03 01 01 02]]s3,

,C

56

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Phuong phap ma hoa Rijndael

@ alx)
"H“‘\

P ]| .
Sapl 70 foz |Foz é S0 | "0 foz |Foz
Spo | S1e fua |5 = g0 | Fe bz |5

)
] . ' . .
So| F2p [z |2z g S0 | S fuz [Faz
F30 S5 HEE 530 | 85, [32 |%23

Hinh 3.5. Thao tac MixColumns tac dong lén méi cét ciia trang thai

Trong doan md chuong trinh dudi day, ham FFmul (x, y) thyc hién phép nhan

(trén truong GF(2*)) hai phan tir x va y voi nhau

MixCollumns (byte state[4,Nb])
begin
byte t[4]
for ¢ = 0 to Nb - 1
for r = 0 to 3
t[r] = statelr,c]
end for
for r = 0 to 3
state(r, c]
FFmul (0x02, t[r])
FFmul (0x03, t[(r + 1) mod 4])
t{(r + 2) mod 4]
t[(r + 3) mod 4]
end for
end for
end

XOor

XOor

XOor
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3.4.6  Thao tic AddRoundKey

Phuong phap Rijndael bao gdm nhiéu chu ky ma hoa lién tiép nhau, mdi chu ky
¢6 mdt ma khoa riéng (Round Key) c6 cing kich thudc voi khdi dir lidu dang
duoc xir Iy va duoc phat sinh tir ma khoa chinh (Cipher Key) cho trudc ban déu.
Ma khéa cua chu ky ciing dwoc biéu dién bing mot ma tran gdm 4 dong va Nb
cot. Mbi cot cuia trang thai hién hanh dugc XOR véi ¢t twong (mg cia ma khoa

cta chu ky dang xét:

[S’O,c > S’],c > S’Z,c > S’3,c ] = [SO,c’ Sl,c > SZ,(;’ SS,C ] @ [Wround*Nb+c] > (324)

vo1 0 < ¢ < Nb.

Thao tic bién dbi nguoc ciia AddRoundKey ciing chinh 1a thao tac

AddRoundKey.

Trong doan chuong trinh dudi day, ham xbyte (r, w) thyc hién viéc 1z§y byte

thir r trong tr w.

AddRoundKey (byte state[4,Nb], word rk[])
// rk = w + round * Nb
begin
for ¢ = 0 to Nb - 1
for r = 0 to 3
state[r,c] = state[r,c] xor xbyte(r, rklc])
end for
end for
end

58

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Phuong phap ma hoa Rijndael

!'= round *Nb .
Ry
O, ) ) SEI,-: )
s . |s 2 g0 |8 5
0 |0 0.3 | - no (o] . [|fos
Sl,': ,_,..---'-""'"-'.'-'“.I Wiye ‘_-"""w-....__ \ 31 ' K
o = E B
S |51 L [ L3
3, €|—) W | M Wiz , . SI .
a0 |51 £ Fas ST R
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Hinh 3.6. Thao tic AddRoundKey tic dong 1én moi cét cia trang thdi

3.5 Phat sinh khéa ciia méi chu ky

Céc khéa cta mdi chu ky (RoundKey) dugc phat sinh tir khéa chinh. Quy trinh

phat sinh khoa cho mdi chu ky gdm 2 giai doan::
1. Mo rong khoa chinh thanh bang khéa mo rong,

2. Chon khoa cho mdi chu ky tir bang khéa mo rong.

3.5.1 Xay dung bing khéa mo rong

Bang khoa mé rong 1a mang 1 chiéu chira cac tir (c6 d6 dai 4 byte), duoc ky hidu
la w[Nb*(Nr + 1)]. Ham phat sinh bang khéa md& rdng phu thude vao gia tri Nk,

tuc 1a phu thude vao d6 dai cia ma khoa chinh.
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Ham SubWord (W) thuc hién viée thay thé (sit dung s-box) timg byte thanh phan
clia tir 4 byte duoc dua vao va tra két qua vé 1a mot tir bao gom 4 byte két qua sau

khi thuc hiéc viéc thay thé.

Ham RotWord (W) thuc hién viée dich chuyén xoay vong 4 byte thanh phan (a, b,
¢, d) cua tir duoc dua vao. Két qua tra vé cia ham RotwWord 1a mot tir gdm 4 byte

thanh phan 13 (b, ¢, d, a).

KeyExpansion (byte key[4 * Nk], word w[Nb * (Nr + 1)], Nk)
begin
i=0

>

while (i < Nk)
w[i] = word[key[4*i],key[4*i+1],
key[4*i+2],key[4*1+3]]
i=1i+1
end while
i = Nk
while (i < Nb * (Nr + 1))
word temp = w[i - 1]
if (i mod Nk = 0) then
temp = SubWord (RotWord (temp)) xor Rcon[i / Nk]
else
if (Nk = 8) and (i mod Nk = 4) then
temp = SubWord (temp)
end if
w[i] = w[i - Nk] xor temp
i=1i+1
end while
end
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Céac hang sb ctia mdi chu ky hoan toan doc lap véi gia tri Nk va dugc xac dinh

bang Reon[i] = (RC[i], {00}, {00}, {00}) v6i RC[i] € GF(2%) va thoa:
RC[1]=1 ({01})

RC[i] =x ({02 })8(RC[i-1]) =x"" (3.25)

3.5.2  Xdc dinh khoa cia chu ky
Khoéa ciia chu ky thir i dugc xac dinh bao gdm céc tir (4 byte) ¢6 chi s tir Nb* i
dén Nb* (i+1)—1 cia bang mi khoa mé rong. Nhu vdy, mi khoa cia chu ky thi

i bao gdm cac phan tit w{Nb*i], w[Nb*i+1],..., wI[Nb*(i+1)—1].

Wo | W | Wo| W3 | Wa| W5 | We | W7 | Wg | Wo Wi Wiy | Win| Wiz| Wig| Wis| Wig| Wig| -

Ma khéa chu ky 0 | Ma khéa chu ky 1 | Ma khéa chu ky 2 |

Hinh 3.7. Bdang ma khoa mo rgng va cach xac dinh md khoéa cia chu ky

(Nb = 6 va Nk = 4)

Viéc phat sinh ma khoa cho cac chu ky ¢6 thé duoc thue hién ma khong nhét thiét
phai sir dung dén mang w{Nb*(Nr +1)] . Trong trudng hop dung luong bd nhé
han ché nhu & cac thé thong minh, cdc ma khéa cho timg chu ky c¢6 thé duge xac
dinh khi can thiét ngay trong qua trinh xi 1y ma chi can st dung

max(Nk, Nb) * 4 byte trong bo nhd.

Bang khoa mé rong ludén duoc ty dong phat sinh tir khoa chinh ma khong can

phai dugc x4c dinh tryc tiép tir ngudi dung hay chwong trinh tmg dung. Viéc
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chon Iira khéa chinh (Cipher Key) 14 hoan toan tir do va khong c6 mét diéu kién

rang budc hay han ché nao.

3.6  Quy trinh giai ma

Quy trinh giai ma duoc thuc hién qua cac giai doan sau:

1. Thyc hién thao taic AddRoundKey déu tién trude khi thuc hién cac chu ky
giai ma.

2. Nr—1 chuky giai ma binh thuong: mdi chu ky bao gdm bén budc bién dbi
lien tiép nhau:  InvShiftRows, InvSubBytes, AddRoundKey,
InvMixColumns.

3. Thuc hién chu ky giai mad cubi cing. Trong chu ky ndy, thao tac

InvMixColumns dugc bd qua.

Dudi day la ma gia cua quy trinh giai ma:

InvCipher (byte in[4 * Nb],
byte out[4 * Nb],
word w[Nb * (Nr + 1)1])
begin
byte state[4,Nb]
state = in
AddRoundKey (state, w + Nr * Nb) //anph&134£
for round = Nr - 1 downto 1
InvShiftRows (state) //anph%l&6i
InvSubBytes (state) // Xem phin 3.6.2
AddRoundKey (state, w + round * Nb)
InvMixColumns (state) // Xem phin 3.6.3
end for
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InvShiftRows (state)
InvSubBytes (state)
AddRoundKey (state, w)
out = state

end

3.6.1  Phép bién déi InvShiftRows
5 5

Sop |F01 |Foz |Fo3 Spp (%01 |Foz [So3

Sin |51 Sl [Bua @ Sz (5o |S1 | S
Sap [Fal [Faa [Saz @ g |Faz |Sao [Faa
S50 (531 [SR2 |Fa I il D:I:lj' 51 |53z |Saz |Sma

Hinh 3.8. Thao tac InvShiftRows tac dong lén tirng dong cua

trang thai hién hanh

InvShiftRows chinh 1a phép bién d6i nguoc ciia phép bién doi ShiftRows. Dong
dau tién cua trang thai s& van duoc giit nguyén trong khac ba dong cubi ciia trang
thai sé dugc dich chuyén xoay vong theo chidu nguoc voi phép bién ddi
ShiftRows v&i cac di sb Nb—shift (r, Nb) khac nhau. Cac byte ¢ cudi dong duoc
dua vong 1én déu dong trong khi cac byte con lai c6 khuynh huéng di chuyén vé
cudi dong.

'

Sy (crshifr(r NbYmodNb — Sre VO10<r<4 va 0<c<Nb (3.26)
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Gia tri cia di sb shift(r,Nb) phu thudc vao chi sb dong r va kich thuéc Nb cia

khéi va duogc thé hién trong Bang 3.1.

InvShiftRows (byte state[4,Nb])
begin
byte t[Nb]
for r = 1 to 3
for ¢ = 0 to Nb - 1
t{(c + h[r,Nb]) mod Nb] = state[r,c]
end for
for ¢ = 0 to Nb - 1
state[r,c] = t[c]
end for
end for

end

3.6.2  Phép bién d@éi InvSubBytes

Phép bién d6i nguge clia thao tic SubBytes, ky hiéu 1a InvSubBytes, su dung
bang thay thé nghich dao ctia s-box trén GF(2®), ky hiéu 14 S-box. Qua trinh

thay thé 1 byte y dua vao s-box"' bao gdm hai budc sau:

1. Ap dung phép bién dbi affine (trén GF(2)) sau dbi v6i y (c6 biéu dién nhi

phén 1a {V7y6ySY4y3y2y1yo}y
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X0 001001 0 1y 1

X 1 00100 1 0|y 0

X, 01 001 00 1y 1

1 01 001 00 0

. A (3.27)

X4 01 01 0 0 1 0fuy, 0

Xs 0010100 1fys 0

Xg 1 001 01 0 Ofwys 0

x;] (00100 1 0 1 O0fy,| |0O]
hay

Xi = Y(i+2)mod8 ® Y(i+5)mod8 ® Y(i+7)mod8 ®d,;,
void;1abitthricia gid tri {05},0<i<7. (3.28)

R& rang day chinh 1a phép bién ddi affine nguoc cua phép bién ddi affine &

budce 1 cia S-box.

2. Goi x 1a phin tir thudc GF(2%) c6 biéu didn nhi phan 13 {x; x5, X35 %,% |

Xac dinh phan tir nghich dao x™' € GF(2°) v6i quy wée {00} = {00}

begin
for r = 0 to 3

statel[r, c]
end for
end for
end

InvSubBytes (byte state[4,Nb])

for ¢c = 0 to Nb - 1

= InvSbox[state[r,c]]

CuuDuongThanCong.com
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Bang D.2 thé hién bang thay thé nghich dao dugc sir dung trong phép bién dbi
InvSubBytes

3.6.3  Phép bién déi InvMixColumns

InvMixColumns 13 bién di ngugc ciia phép bién d6i MixColumns. MJbi cot ctia
trang thai hién hanh dugc xem nhu da thic s(x) bac 4 cé cac hé s6 thuoe GF(2%)
va duoc nhan véi da thirc a™'(x) 1a nghich dao cua da thirc a(x) (modulo M(x))

dugc str dung trong phép bién ddi MixColumns .
a'(x)= {0b}x’ + {0d}x*+ {09}x + {Oe} (3.29)

Phép nhan s'(x) = a~' (x) ® s(x) c6 thé dugc biéu dién dudi dang ma tran:

Soc | [0e 0b 0d 09][se.

s 09 Oe 0b 0d||s .

be | = Y 1v6i0<c<Nb (3.30)
S2c 0d 09 0Oe Ob||sy,

s3.| [0b 0d 09 Oe]|ss.

Trong doan ma chuong trinh dudi day, ham FFmul (x, y) thuc hién phép nhan

(trén truong GF(2*)) hai phan tir x va y v6i nhau.

InvMixColumns (byte block[4,Nb])
begin
byte t[4]
for ¢ = 0 to Nb - 1
for r = 0 to 3
t[r] = block[r,c]
end for
for r = 0 to 3
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block[r,c] =
FFmul (Ox0e, t[r]) XOor
FFmul (Ox0b, t[(r + 1) mod 4]) xor
FFmul (0x0d, t[(r + 2) mod 4]) xor
FFmul (0x09, t[(r + 3) mod 4])
end for
end for

end

3.6.4  Quy trinh giai md twong duong

Nhan xét:

1. Phép bién d6i InvSubBytes thao tac trén gia tri cta ting byte riéng biét ctia
trang thai hién hanh, trong khi phép bién ddi InvShiftRows chi thyc hién
thao tac di chuyén cac byte ma khong lam thay doi gid tri cia chung. Do d6,
thir tu cua hai phép bién ddi nay trong quy trinh ma hoa c¢6 thé duoc dao

nguoc.

2. Vi phép bién doi tuyén tinh 4 bat ky, ta c6 A(x+k) = A(x)+ A(k). Tir do,

suy ra

InvMixColumns (state XOR Round Key)=

InvMixColumns (state) XOR InvMixColumns (Round Key)

Nhu vy, thtr tyr ctia phép bién ddi InvMixColumns va AddRoundKey trong quy
trinh giai ma c6 thé duoc dao nguoc voi diéu kién mdi tir (4 byte) trong bang ma
khéa mé rong sir dung trong giai ma phai dugc bién doi boi InvMixColumns. Do

trong chu ky ma hoa cudi cung khong thuc hién thao tac MixColumns nén khong
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can thyc hién thao tac InvMixColumns doi véi ma khoa cua chu ky giai ma dau

tién cling nhu chu ky giai ma cudi cung.

Viy, quy trinh giai ma Rijndael c6 thé dugc thuc hién theo véi trinh ty cac phép

bién di nguoc hoan todn twong dirong véi quy trinh ma hoa.

EqlnvCipher (byte in[4*Nb], byte out[4*Nb],
word dw[Nb* (Nr+1)])
begin
byte state[4,Nb]
state = in
AddRoundKey (state, dw + Nr * Nb)
for round = Nr - 1 downto 1
InvSubBytes (state)
InvShiftRows (state)
InvMixColumns (state)
AddRoundKey (state, dw + round * Nb)
end for
InvSubBytes (state)
InvShiftRows (state)
AddRoundKey (state, dw)
out = state

end

Trong quy trinh trén, bang ma khoa mo rong dw dugc xay dung tir bang ma khoa
w bang cach ap dung phép bién d6i InvMixColumns 1én timg tir (4 byte) trong w,

ngoai trir Vb tir dau tién va cudi cung cia w.
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for i = 0 to (Nr + 1) * Nb - 1
dw[i] = w[i]

end for

for rnd = 1 to Nr - 1
InvMixColumns (dw + rnd * Nb)

end for

3.7 Cac van dé cai dat thuat toan

Goi a 1 trang thai khi bit dau chu ky ma hoa. Goi b, ¢, d, e 1an luot 14 trang théi
két qua dau ra sau khi thuc hién cac phép bién do6i SubBytes, ShiftRows,
MixColumns va AddRoundKey trong chu ky dang xét. Quy udc: trong trang thai

s(s=a,b,c,d,e), cot thirj duoc ki hiéu s;, phén tir tai dong i cotj ki hiéula s; ;.

_bO,j_ _S[ao,j]
A LR by Sla, ;1
Sau bien doi SubBytes: Y= h (3.31)
b, ; Sla, ;1
_b3,j_ _5[43,_,']
[co; ] by
Sau bién dbi ShiftRows: €17 | _ | Brtyesnin (1.0 ))mod no (3.32)
Ca,j by (j+shife (2,85 ))mod Nb
1 €3,/ | _b3,(j+shiﬁ (3.Nb ))mod Nb
[dy,; ] [02 03 01 017 ¢
Y X . d],' 01 02 03 01 Cl/
Sau bién d6i MixColumns: Y= b (3.33)
dy; 01 01 02 03|c,;
_d3,_,- 103 01 01 02]c3;
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€. | | 9o,
L gRe €, d, J
Sau bién d6i AddRoundKey: =l | @
2,j dz»j
e ds;

o/ (3.34)

Két hop céc két qua trung gian cia mdi phép bién ddi trong cing chu ky vai

nhau, ta co:
e, ] [02 03 o1 o1 Slag,,] ko,
€L _ 01 02 03 01| S|ay(jsnif(1,55))mod Nb ® ky ; (3.35)
€2, 01 01 02 03| S|a (s shifi(2.86))mod Nb ks ;
es; | |03 01 01 02] S|a5(sshifn(3.))mod Nb ks ;

Ky hiéu j[r]=(j + shift (r, Nb))mod Nb , biéu thirc (3.35) 6 thé viét lai nhu sau:

S["o,_,-[o]
e ] [02 03 o1 o1
e, | |01 02 03 o1 Sl
e, | |01 01 02 03 S[“z,.f[z]
[ 03 01 01 02
! _S|:a3,j[3]
Khai trién phép nhan ma tran, ta co:
€.; 02 03
@, | 01 02
L —S[aovj[od b @S[au[d ol @s[awd
e, 03 01

kOs.i
k .
o " (3.36)
kZ,.f
ks,
01 01 [k,
03 o1 |k,
02 |®51%m] g3]® ks,
01 02| |k,
(3.37)
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Pinh nghia cac bang tra cttu 7y, 7}, 75, T3 nhu sau:

S[a]e 02 S[a]e 03
nla=| 3] k=[N0
S[a]o 03 S[a]
Slal Sla]
| o 5 s
Sla] S[a]e 02

Khi d6, biéu thirc (3.38) dugc viét lai nhu sau:

3
ej = (@ T; [aj,j[i] ]] @ Wruund*Nb+j (339)
i=0

v6i round 1a s thir tir cua chu ky dang xét.

Nhu vay, mdi cot e; cla trang thai két qua sau khi thuc hién mét chu ky ma hoa
¢6 thé duge xac dinh bang bon phép toan XOR trén cac sd nguyén 32 bit sir dung

bbn bang tra ciru Ty, Ty, To va Ty,

Cong thie (3.39) chi 4p dung duge cho Nr-1 chu ki ddu. Do chu ky cudi cling
khong thuc hién phép bién d6i MixColumns nén can xay dung 4 bang tra ciru

riéng cho chu ki nay:

Sla] 0 0 0
0 S 0 0
vlal=| o [l vl o) Lusk=] G.40)
0 0 0 Sla]
71

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Chuong 3

3.7.1  Nhdn xét

K§ thudt str dung bang tra ctru gitp cai thién tbe d6 ma hoa va giai ma mot cach
dang ké. Ngoai ra, k¥ thuat nay con gitp chdng lai cac phuong phéap pha ma dya
trén thoi gian ma hoa do khi sir dung bang tra ciru, thoi gian ma hoa dir liéu bat

ky déu nhu nhau.

K§ thuat nay c6 thé dugc sir dung trong quy trinh mi héa va quy trinh giai ma
twong duong do sy twong ung gitta cac bude thuc hién cua hai quy trinh nay. Khi
d6, ching ta c6 thé dung chung mét quy trinh cho viéc ma hoa va giai ma nhung

str dung bang tra khac nhau.

Trén thuc té, cac bang tra ctru c6 thé dwoc luu trir sin hodc duge xay dung truc
tiép dua trén bang thay thé S-Box cing véi théng tin vé cac khuén dang tuong

ung.

Trén cac bd vi xtr Iy 32-bit, nhiing thao tac bién doi sir dung trong quy trinh ma
hoa co thé duoc tdi wu hoa biang cach sir dung bon bang tra ctru, mdi bang c6 256

phan tir v&i kich thuée mdi phén tir 13 4 byte. Véi mdi phan tir « € GF(2®), dit:

[S[a]e02] [S[a]e 03
Rl o | = M)
| S[a]e03 ] | S[a]
i S[a] ] I S[a]
B e | P o
- Sla] | | S[a]e02
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Nhdn xét: T{a] = RotWord(T:[a]) véi i=1,2,3. Ky hiéu RotWord' 1a ham xir
ly gdm 7 1an thye hién ham RotWord, ta co:

T,[a] = RotWord' (7, [a]) (3.42)

Nhu vay, thay vi ding 4 kilobyte dé luu trit sdn ca bbén bang, chi can ton 1
kilobyte dé luu bang dau tién, cac bang con lai co thé duoc phat sinh lai khi st
dung. Cac han ché vé bo nho thuong khong dugce dat ra, trir mot s it truong hop
nhu d6i véi cac applet hay servlet. Khi do, thay vi luu trit san bang tra ctru, chi
can luu doan ma xir Iy phat sinh lai cac bang nay. Lic do, cong thire (3.39) sé tré
thanh:

3 3
6]. = kj @T,[a,/[,]] = kj @ RotWordi(TO [a[,j[i]]) (343)
i=0

i=

3.8 Két qua thir nghiém

Bang 3.2. Toc dé xit Iy ciia phwong phdp Rijndael

Toc do xu ly (Mbit/gidy)

Kich thudce Pentium Pentium II Pentium III Pentium IV
(bit) 200 MHz 400 MHz 733 MHz 2.4 GHz

Khoéa | Khoi C+ C C+ C C+ C C+ C

128 128 69.4 70.5 138.0 | 141.5 | 2529 | 259.2 | 863.0 | 884.7

192 128 58.0 59.8 1162 | 119.7 | 2129 | 2193 | 726.5 | 7483

256 128 50.1 51.3 101.2 | 101.5 | 185.5 | 186.1 | 633.5 | 634.9

Két qua thir nghiém thuat toan Rijndael dugc ghi nhan trén may Pentium 200
MHz (sir dung hé diéu hanh Microsoft Windows 98), méay Pentium II 400 MHz,
Pentium III 733 MHz (st dung hé diéu hanh Microsoft Windows 2000
Professional), Pentium IV 2,4GHz (st dung hé diéu hanh Microsoft Windows XP
Service Pack 2).
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3.9 Kétluan

3.9.1 Khd nang an toan

Viéc sir dung cac hiang s6 khac nhau ing véi mdi chu ky gitp han ché kha ning
tinh d6i xung trong thuat toan. Sy khac nhau trong cAu tric cta viéc ma hoa va
giai mi d4 han ché duoc cac khoa “yéu” (weak key) nhu trong phuong phap DES
(xem phan 4.5.1). Ngoai ra, thong thuong nhitng diém yéu lién quan dén ma khoa
déu xuét phat tir sy phu thudc vao gia tri cu thé cua ma khoa ciia cac thao tac phi
tuyén nhu trong phuong phép IDEA (International Data Encryption Algorithm).
Trong cac phién ban mé rong, cac khoda dugc st dung thong qua thao tac XOR va
tat ca nhing thao tac phi tuyén déu dugc ¢ dinh sin trong S-box ma khéng phu
thudc vao gia tri cu thé ciia ma khoa (xem phin 4.5.4). Tinh chat phi tuyén cing
kha nang khuéch tan thong tin (diffusion) trong viéc tao bang mi khéa mé rong
lam cho vi¢c phan tich mat ma dya vao cac khoa twong duong hay céc khoa co
lién quan tr& nén khong kha thi (xem phan 4.5.5). Ddi véi phuong phép vi phan
rit gon, viéc phan tich chu yéu khai thac ddc tinh tap trung thanh ving (cluster)
clia cac vét vi phan trong mot sé phuong phap ma hoa. Trong truong hop thust
toan Rijndael véi sb lugng chu ky 16n hon 6, khong ton tai phuong phap cong
pha mat ma nao hiéu qua hon phwong phap thir va sai (xem phan 4.5.2). Tinh
chit phirc tap ciia biéu thirc S-box trén GF(2*) cuing v6i hidu tng khuéch tan giup
cho thuat toan khong thé bi phan tich bang phuong phép ndi suy (xem phan
4.5.3).
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3.9.2 Didnh gida

Phuong phap Rijndael thich hop cho viéc trién khai trén nhiéu hé thong khac
nhau, khong chi trén cac méy tinh ci nhan ma dién hinh 1a st dung cac chip
Pentium, ma ca trén cac hé thng thé thong minh. Trén cac may tinh c nhan,
thuat toan AES thuc hién viée xir 1y rat nhanh so vé6i cac phuong phap mi hoa
khéac. Trén cac hé thong thé thong minh, phwong phap nay cang phat huy vu diém
khong chi nhd vao tdc do xir Iy cao ma con nhd vao ma chuong trinh ngin gon,
thao tac xur 1y sir dung it b nhd. Ngoai ra, tat ca cac bude xir 1y cua viéc ma hoa
va giai ma déu duoc thiét ké thich hop véi co ché xir Iy song song nén phuong
phéap Rijndael cang chimg to thé manh ciia minh trén cac hé thong thiét bi méi.
Do déc tinh cta viéc xtr 1y thao tac trén tirng byte dit liéu nén khéng cd sy khac

biét nao duoc dit ra khi trién khai trén hé théng big-endian hay little-endian.

Xuyén subt phuong phap AES, yéu cau don gian trong viéc thiét ké cung tinh
linh hoat trong xtr 1y luén duoc dit ra va da duge dép ung. DO 16n cua khdi dir
liéu ciing nhu ciia ma khéa chinh c6 thé tity bién linh hoat tir 128 dén 256-bit véi
diéu kién 1a chia hét cho 32. S6 luong chu ky c6 thé duoc thay ddi tiry thude vao

yéu cau riéng duoc dit ra cho timg ing dung va hé thdng cu thé.

Tuy nhién, van ton tai mot s6 han ché ma hau hét lién quan dén qua trinh giai ma.
Mai chuong trinh ciing nhu thoi gian xir Iy cua viée giai ma tuong d6i 1on hon
viéc ma hoa, mic di thdi gian nay vin nhanh hon déng ké so v6i mot sé phuong
phap khac. Khi cai dat bang chuong trinh, do qué trinh ma hoa va giai ma khong
giéng nhau nén khong thé tan dung lai toan b doan chuong trinh mi hoa ciing

nhu céc bang tra ciru cho viéc giai ma. Khi cai dat trén phan cung, viéc giai ma
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chi str dung lai mét phan cac mach dién tr str dung trong viéc ma hoa va vai trinh

tu str dung khac nhau.

Phuong phap Rijndael v6i mic d6 an toan rat cao cing cac uu diém dang chu ¥
khac chic chin s& nhanh chong duoc ap dung rong rii trong nhiéu img dung trén

cac hé thdng khac nhau.
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Chwong 4
Phwong phap Rijndael mé rong

&5 T rong chuong 3, ching ta da tim hiéu vé phirong phdp ma héa Rijndael.
Noi dung ciia chiong 4 sé trinh bay mét sé phién ban mé rong cia chudan ma
héa Rijndael. Mot s6 két qua thir nghiém ciing véi phan phdn tich va chimg minh
kha nang an toan cua phuwong phdap Rijndael va cdc phién ban mo rong nay cing

dugc trinh bay trong chuong 4.

41 Nhu cau mé rong phwong phap ma héa Rijndael

Vao thap nién 1970-1980, phuong phap DES vén dwoc xem 1a rat an toan va
chua thé cong pha bang cac cong nghé thoi by gid. Tuy nhién, hién nay phuong
phap nay co6 thé bi pha v& va trd nén khong con du an toan dé bao vé cac thong
tin quan trong. Pay chinh 1a mét trong nhimg 1y do ma NIST quyét dinh chon
mot thuat toan md héa méi dé thay thé DES nham phuc vu nhu ciu bao mat
thong tin ciia Chinh phi Hoa Ky ciing nhu trong mét s tmg dung dan sy khéc.
Phuong phap ma hoa Rijndael dugc danh gia c6 d¢ an toan rat cao va phuong

phép vét can van la cach hiéu qua nhat dé cong phd thuat toan nay. Vi kha ning
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hién nay cua cac hé thdng may tinh trén Thé gisi thi giai phap vét can van la
khong kha thi. Tuy nhién, v6i sy phat trién ngay cang nhanh ciia céng nghé thong
tin, cac thé hé may tinh méi ra doi v6i nang lyc va tbe do xir Iy ngdy cang cao,
thuat toan Rijndael s& c6 thé bi cong pha trong twong lai. Khi d6, nhitng thong tin
quan trong von da dugc bao mat bang phuong phap Rijndael cin phai dugc mi
hoa lai bang mot phuong phap ma hoa méi an toan hon. Van dé tai to chirc dir
liéu quan trong dugc tich lity sau nhiéu thap nién 1a hoan toan khong don gian.
Diéu nay di dan dén yéu cau mo rong dé nang cao do an toan cua thudt toan,
ching han nhu ting kich thuéc khoa va kich thude khdi dwoc xir ly. Cac phién
ban mé rong 256/384/512-bit va phién ban mé rong 512/768/1024-bit ctia thuat
toan Rijndael dugc trinh bay dudi day dugce chiing t6i xay dung trén cing co s¢
1y thuyét ciia thuat toan nguyén thiy va c6 kha nang xt 1y cac khoa va khdi dir

liéu 16n hon nhiéu 1an so véi phién ban gdc.

4.2 Phién ban mé rong 256/384/512-bit

Trong thuat toan m& rong 256/384/512-bit cua phuong phap Rijndael, mdi tir
g0m c6 Nw=8 byte. Mdi trang thai ¢6 thé duoc biéu dién dudi dang mot ma tran
gom 8 dong va Nb cot voi Nb bang v6i do dai cua khdi chia cho 64. Khoa chinh
cling dugc biéu dién dudi dang mot ma tran gdm 8 dong va Nk cot véi Nk bang
v6i do dai cua khoa chia cho 64. Ma tran biéu dién 1 trang thai hay khoa co thé
dugc khao sat dudi dang mang 1 chiéu cac tir (Nw byte), mdi phan tir twong ting

v6i 1 ¢t cua ma tran.

S6 Iugng chu ky, ky hidu 1a Nr, c6 gia tri 1a

Nr=max {Nb, Nk} + 6 @.1)
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4.2.1  Quy trinh ma hoa

Trong quy trinh ma hoa van sir dung 4 phép bién d6i chinh nhu d trinh bay trong

thuat toan ma hoa Rijndael co ban:

1. AddRoundKey: cong (D ) ma khoa cta chu ky vao trang thai hién hanh. Do

dai ciia ma khoa ciia chu ky bang véi kich thudc ciia trang thai.

2. SubBytes: thay thé phi tuyén mdi byte trong trang thai hién hanh thong qua
bang thay thé (S-box).

3. MixColumns: tron thong tin ciia timg cot trong trang thai hién hanh. Mdi cot

duoc xur ly doc lap.

4. ShiftRows: dich chuyén xoay vong timg dong cua trang thai hién hanh véi

di s0 khac nhau.

Mbi phép bién ddi thao tac trén trang thai hién hanh S. Két qua S’ ciia mdi phép

bién ddi s& tro thanh dau vao ctia phép bién ddi ké tiép trong quy trinh ma hoa.

Trude tién, toan b dit liéu dau vao duge chép vao mang trang thai hién hanh.
Sau khi thyc hién thao tac cong ma khoa dau tién, mang trang thai s& duoc trai
qua Nr = 10, 12 hay 14 chu ky bién dbi (tiy thudc vao do dai cua ma khéa chinh
cling nhu d6 dai cua khdi duge xir 1y). Nr—1 chu ky dau tién 1a cac chu ky bién
d6i binh thuong va hoan toan tuwong tu nhau, riéng chu ky bién doi cudi cing c6
su khac biét so voi Nr—1 chu ky trude d6. Cudi ciing, ndi dung ctia mang trang

thai s€ dugc chép lai vao mang chura dir li€u dau ra.
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Hinh 4.1 thé hién kién trac cia mot chu ky bién d6i trong thuét toan Rijndael mo

rong 256/384/512-bit véi Nb = 4.

Quy trinh mi héa Rijndael mé rong duge tom tét lai nhu sau:

1. Thyc hién thao tic AddRoundKey dau tién trude khi thuc hién cac chu ky
ma hoa.

2. Nr—1 chu ky mi hoa binh thudng: mdi chu ky bao gdm 4 budc bién dbi lién
tiép nhau: SubBytes, ShiftRows, MixColumns, va AddRoundKey.

3. Thyc hién chu ky ma hoa cudi ciing: trong chu ky nay thao tac MixColumns

dugc bo qua.

Hinh 4.1. Kién triic mét chu ky bién doi ciia
thudt toan Rijndael mo rong 256/384/512-bit voi Nb = 4

Trong thuat toan dudi day, mang w[] chira bang ma khoéa md rong; mang in[]

va out [] 1an luot chira dit lidu vao va két qua ra cta thuat toan ma hoa.
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Cipher (byte in[8 * Nb],
byte out[8 * Nb],
word w[Nb * (Nr + 1)])

begin
byte state[8,Nb]
state = in
AddRoundKey (state, w) // Xem phan 4.2.1.4

for round = 1 to Nr - 1

SubBytes (state) // Xem phin 4.2.1.1
ShiftRows (state) //anph&14212
MixColumns (state) // Xem phén 4.2.1.3

AddRoundKey (state, w + round * Nb)
end for
SubBytes (state)
ShiftRows (state)
AddRoundKey (state, w + Nr * Nb)
out = state

end

4.2.1.1  Phép bién doi SubBytes

Thao tac bién d6i SubBytes 1 phép thay thé cac byte phi tuyén va tac dong mot
cach doc 1ap 1én timg byte trong trang thai hién hanh. Bang thay thé (S-box) ¢6

tinh kha nghich va qua trinh thay thé 1 byte x dua vao S-box bao gom hai budc:

1. Xac dinh phan tir nghich dao x™' € GF(2*). Quy udc {00}~ = {00}
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2. Ap dung phép bién ddi affine (trén GF(2)) d6i véi x™' (gia sirx™' c6 biéu dién
nhi phan la {x7x6x5 X4X3X5X1 X }):
yi=x;® X(i+4)mod8 ® X(i+5)mod8 ® X(i+6)mod8 ® X(i+7)mod8 D, (4.2)

vOi ¢;labitthiricua {63}, 0<i<7.

Phép bién dbi SubBytes duoc thé hién dudi dang ma gia:

SubBytes (byte state[8,Nb])
begin
for r = 0 to 7
for ¢ = 0 to Nb - 1
state[r,c] = Sbox[state[r,c]]
end for
end for

end

Béng D.2 thé hién bang thay thé nghich dao dugc sir dung trong phép bién doi
SubBytes.

4.2.1.2  Phép bién doi ShiftRows

Trong thao tic bién d6i ShiftRows, mdi dong ctia trang thai hién hanh duoc dich
chuyén xoay vong véi do doi khac nhau. Byte S, tai dong 7 cot ¢ s& dich chuyén

dén cot (c - shifi(r, Nb)) mod Nb hay:

Sy = S (coshifi(rNb))mod p V61 0 <7 <8 VA0 < c < Nb (4.3)

r,c
voi

shift(r, Nb) = r mod Nb (4.4)
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Phép bién d6i ShiftRows dugc thé hién dudi dang ma gia:

ShiftRows (byte state[8,Nb])
begin
byte t[Nb]
for r = 1 to 7
for ¢c = 0 to Nb - 1
t[c] = state[r, (c + shift[r,Nb]) mod Nb]
end for
for ¢ = 0 to Nb - 1
state[r,c] = t[c]
end for
end for

end

4.2.1.3  Phép bién doi MixColumns

Trong thao tac bién d6i MixColumns, mdi cot cua trang thai hién hanh dugc biéu
+ X 7 , Loz A A A 8 [N r A
dién dudi dang da thirc s(x) c6 cac hé so trén GF(2°). Thuc hién phép nhan:
7
. i 8

s'(x) = a(x)@ s(x) v6i a(x) = Zaix’ , a; € GF(2%) (4.5)

i=0
o oy a; o Qs Oy Q3 O
o, o oy a; O As Oy Qs
. oy a, Q Qy Q7 Qg As Q4
Dit M, = 7 (4.6)
oy, a3 o, Q o0y 0 O O

0(7 0(6 0(5 0(4 0(3 0!2 0!1 0!0
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- _ -
N 0,c¢ SO,c
1
s l,c Sl,c
'
N 2,c S2,c
s' s
’ 3¢ 3,c
Ta co: . =M, , 0 c< Nb 4.7
S4,c S4.c
1
s 5,¢ SS,C
]
N 6,c Sé,c
'
_S T.c | _S7,c |

Chiing ta c6 nhiéu kha ning chon Iya da thirc a(x) khdc nhau ma vin dam bao
tinh hi€u qua va d¢ an toan cua thuat toan. Pé dam bao cac tinh chat an toan cua

minh, cc hé sb cua ma tran ndy phai théa cac tinh chét sau:

1. Kha nghich.

2. Tuyén tinh trén GF(2).

3. Cac phan tir ma tran (cac hé s6) co gié tri cang nho cang tét.

4. Kha ning chong lai cac tAn cong ctia thuat toan (xem 4.4 - Phan tich mat ma

vi phéan va phén tich mat ma tuyén tinh)

Poan mi chuong trinh dudi day thé hién thao tac bién d6i MixColumns véi da
thue duge trinh bay trong cong thuc (2.6). Trong doan chuong trinh ndy, ham
FFmul (x,y) thuc hién phép nhan (trén truong GF(2*)) hai phan tir x va y véi

nhau.
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MixColumns (byte state[8, Nb])
begin
byte t[8]
for ¢ = 0 to Nb - 1
for r = 0 to 7
t[r] = statelr,c]
end for
for r = 0 to 7
state[r,c] =
FFmul (0x01, t[r]) xor
FFmul (0x05, t[(r + 1) mod 8]) xor
FFmul (0x03, t[(r + 2) mod 8]) xor
FFmul (0x05, t[(r + 3) mod 8]) xor
FFmul (0x04, t[(r + 4) mod 8]) xor
FFmul (0x03, t[(r + 5) mod 8]) xor
FFmul (0x02, t[(r + 6) mod 8]) xor
FFmul (0x02, t[(r + 7) mod 8]) xor
end for
end for
end

4.2.1.4  Thao tac AddRoundKey

Ma khéa ciia chu ky dugc biéu dién bang 1 ma tran gdm 8 dong va Nb cot. Moi
cdt cua trang thai hién hanh dugc XOR vai cdt trong tng ciia ma khoa cua chu
ky dang xét:

[S’O,c > S’l,c > S’Z,c s S’3,c > S'4,c s S’S,c s S’(),c s S‘7,c ] =

V6i0<c<Nb,  (4.8)
[SO,c > Sl,c s S2,c H S3,c H S4,c H SS,C > S(),c H S7,c] ® [Wrouzzd*Nb+c
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% Nhdn xét: Thao tic bién ddi nguoc cia AddRoundKey ciing chinh 1a thao tac

AddRoundKey.

Trong doan chuong trinh dudi ddy, ham xbyte (r, w) thuc hién viéc léy byte

thir r trong tir w.

AddRoundKey (byte state[8,Nb], word rk[])
// rk = w + round * Nb
begin
for ¢ = 0 to Nb - 1
for r = 0 to 7
state[r,c] = state[r,c] xor xbyte(r, rklc])
end for
end for

end

4.2.2  Phdt sinh khéa ciia méi chu ky

Quy trinh phét sinh khoa cho mdi chu ky bao gdm hai giai doan:
1. Mo rong khoa chinh thanh bang ma khéa mé rong,

2. Chon khoa cho mdi chu ky tir bang ma khoa mé rong.

4.2.2.1  Xay dung bang khoa mo rong

Bang khoa mé rong 1a mang 1 chiéu chira cac tir (c6 d6 dai 8 byte), duoc ky hidu
la w[Nb*(Nr + 1)]. Ham phat sinh bang khéa md& rdng phu thudc vao gia tri Nk,

tirc 1a phu thude vao d6 dai ctia ma khoa chinh.
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Ham SubWord (W) thay thé (st dung S-box) timg byte thanh phin cua mot tir
(co d6 dai 8 byte).

Ham RotWord (W) thuc hién viéc dich chuyén xoay vong 8 byte thanh phan
(bo, bi, by, b3, ba, bs, b by) cia tir duge dwa vao. Két qua tra v& cua ham

RotWord la 1 tir gdm 8 byte thanh phan 1a (by, b,, b, by, bs, be, b7, by).

KeyExpansion (byte key[8 * Nk], word w[Nb * (Nr + 1)], Nk)
begin
i=0
while (i < Nk)
w[i]=word[ key[8*i] , key[8*i+1],
key[8*i+2], key[8*i+3],
key[8*i+4], key[8*i+5],
key[8*i+6], key[8*i+7]]
i=1+1
end while
i = Nk
while (i < Nb * (Nr + 1))
word temp = w[i - 1]
if (i mod Nk = 0) then

temp = SubWord (RotWord (temp)) xor Rcon[i / Nk]
else

if ((Nk = 8) and (i mod Nk = 4)) then
temp = SubWord (temp)
end if
end if
w[i] = w[i - Nk] xor temp
gl =
end while
end

Céac hang s6 ctia mdi chu ky hoan toan doc lap véi gia tri Nk va duge xac dinh

bang Reon[i] = (x"", 0,0, 0,0,0,0,0),i>1
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4.2.2.2  Xac dinh khoa cua chu ky

Ma khoa cuia chu ky thtr i duge xac dinh bao gdm cac tir (8 byte) ¢6 chi sé tir
Nb*i d&n Nb*(i+1)—1 ciia bang mi khoa mo rong. Nhu vay, ma khoa ciia

chu ky thir i bao gdm cac phan tr wW{Nb*i], w{Nb*i+1], ..., wINb*(i+1)—1].

Wo | Wi | W | W3 | Wa| W5 | We | W7 | WR| Wo [ Wio| Wiy | Win| Wi | Wig|Wis| Wig| Wi7| -

Ma khéa chu ky O | Ma khéa chu ky 1 | Ma khoéa chu ky 2 |

Hinh 4.2. Bang ma khoa mo rong va cach xac dinh md khoa cua chu ky

(v6i Nb = 6 va Nk = 4)

4.2.3  Quy trinh gidi ma

Quy trinh gidi ma dugc thuc hién qua cac giai doan sau:
1. Thyc hién thao tic AddRoundKey dau tién trude khi thuc hién cac chu ky
giai ma.

2. Nr—1 chuky giai ma binh thudong: mdi chu ky bao gom bdn bude bién ddi
lién tiép nhau:  InvShiftRows, InvSubBytes, AddRoundKey,

InvMixColumns.

3. Thyc hién chu ky giai mad cubi cing. Trong chu ky ndy, thao tic

InvMixColumns dugc bd qua.
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InvCipher (byte in[8 * Nb],
byte out[8 * Nb],
word w[Nb * (Nr + 1)])

begin
byte state[8,Nb]
state = in
AddRoundKey (state, w + Nr * Nb) //anph&lo

for round = Nr - 1 downto 1
InvShiftRows (state) // Xem phén 4.2.3.1
InvSubBytes (state) // Xem phan 0
AddRoundKey (state, w + round * Nb)
InvMixColumns (state) // Xem phan 0

end for

InvShiftRows (state)

InvSubBytes (state)

AddRoundKey (state, w)

out = state

end

4.2.3.1  Phép bién doi InvShiftRows

InvShiftRows 14 bién d6i ngugc cua bién doi ShiftRows. Mdi dong ciia trang thai
dugc dich chuyén xoay vong theo chidu ngugc v6i bién ddi ShiftRows véi do doi
Nb—shift (r, Nb) khac nhau. Céac byte & cudi dong dugc dua vong 1én dau dong

trong khi cac byte con lai c6 khuynh hudng di chuyén vé cubi dong.

Sy (ct+shift(r,Nb))mod Nb = Sr,c V0i0<r<8 va 0<c<Nb 4.9)
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InvShiftRows (byte state[8,Nb])
begin
byte t[Nb]
for r = 1 to 7
for ¢c = 0 to Nb - 1
t{(c + shift[r,Nb]) mod Nb] = statelr,c]
end for
for ¢c = 0 to Nb - 1
state[r,c] = tlc]
end for
end for
end

4.2.3.2  Phép bién doi InvSubBytes

Phép bién ddi nguoc cua thao tic SubBytes, ky hiéu 1a InvSubBytes, sir dung
bang thay thé nghich dao ciia S-box trén GF(2*) dugc ky hiéu la S-box™. Qua
trinh thay thé 1 byte y dya vao S-box™ bao gdm hai budc sau:
1. Ap dung phép bién doi affine (trén GF(2)) sau dbi v6i y (c6 bicu dién nhi
phan1a {y, yoys v,y v, 19, )
Xi = Y(i+2)mod8 ® Y(i+5)mod8 ® Y(i+7)mod8 ®d,;,

v6i d;1abit thlri cia gid tri {05},0<i<7. (4.10)

Day chinh 1a phép bién doi affine nguge cua phép bién doi affine & budce 1

cua S-box.

90

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Phuong phéap Rijndael mé rong

2. Goi x 1a phén tir thugc GF(2%) c6 bidu dién nhj phan 13 {x;xx5x,x30,%,% }-

Xac dinh phﬁn to nghich dao xle GF(28) voi quy udc {00 1= (00}

Bang D.2 thé hién bang thay thé nghich dao dugc sir dung trong phép bién dbi
InvSubBytes

InvSubBytes (byte state[8,Nb])
begin
for r = 0 to 7
for ¢ = 0 to Nb - 1
state[r,c] = InvSbox[state[r,c]]
end for
end for

end

4.2.3.3  Phép bién doi InvMixColumns

InvMixColumns 14 bién ddi ngugc ciia phép bién d6i MixColumns. MJbi cot ctia
trang thai hi¢n hanh dugc xem nhu da thie s(x) bac 8 cé cac hé s6 thudc GF(28)
va dugc nhén véi da thic @ '(x) 1a nghich déo ciia da thic a(x) (modulo

M (x) =x% +1) dwoc sir dung trong phép bién dbi MixColumns .

Vi
a(x)={05}x + {03}x°+ {05}x° + {04 }x*+

{03}x°+ {02}x%+ {02}x+ {01} 4.11)
ta co:

a'(x)={b3}x + {39}x°+ {9a}x’ + {allx™+

{db}x’+ {54}x°+ {46}x+ {2a} 4.12)
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Phép nhan s'(x) = a ' (x) ® s(x) duoc bidu dién dudi dang ma trdn nhu sau:

S’O,c SO,c

S’I,c Sl,c

S'2,c S2,c

1

Saelop |7 0 e< N (4.13)
S4.c “ S4c

S’S,c S5.c

S’G,c Sé,c
_s'7,c_ _S7,c_

Poan chuong trinh sau thé hién thao tac InvMixColumns sir dung da thuc a'(x)

trong cong thic (4.12).

InvMixColumns (byte block[8,Nb])
begin
byte t[8]
for ¢ = 0 to Nb - 1
for r = 0 to 7
t[r] = block[r,c]
end for
for r = 0 to 7
block[r,c] =
FFmul (0x2a, t[r]) XOr
FFmul (Oxb3, t[(r + 1) mod 8]) xor
FFmul (0x39, t[(r + 2) mod 8]) xor
FFmul (0x9%a, t[(r + 3) mod 8]) xor
FFmul (Oxal, t[(r + 4) mod 8]) xor
FFmul (Oxdb, t[(r + 5) mod 8]) xor
FFmul (0x54, t[(r + 6) mod 8]) xor

92

CuuDuongThanCong.com https://fb.com/tailieudientucntt



http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Phuong phéap Rijndael mé rong

FFmul (0x46, t[(r + 7) mod 8])
end for
end for

end

4.2.4  Quy trinh giai ma twong duong

Quy trinh giai ma Rijndael ¢6 thé dwoc thyc hién theo vai trinh tw cac phép bién
d6i nguoc hoan toan twong dwong voi quy trinh ma hoa (xem ching minh trong

phin 3.6.4-Quy trinh gidi ma twong duong).

EqlnvCipher (byte in[8*Nb], byte out[8*Nb], word dw[Nb* (Nr +
1)
begin
byte state[8,NDb]
state = in
AddRoundKey (state, dw + Nr * Nb)
for round = Nr - 1 downto 1
InvSubBytes (state)
InvShiftRows (state)

InvMixColumns (state)
AddRoundKey (state, dw + round * Nb)
end for
InvSubBytes (state)
InvShiftRows (state)
AddRoundKey (state, dw)
out = state

end
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Bang ma khéa mé rong dw duoc xdy dung tir bang mi khoa w bang cach ap dung
phép bién d6i InvMixColumns 1én timg tir (8 byte) trong w, ngoai trir Nb tir ddu

tién va cudi cung cua w.

for i = 0 to (Nr + 1) * Nb - 1
dwl[i] = w[i]

end for

for rnd =1 to Nr - 1
InvMixColumns (dw + rnd * Nb)

end for

4.3 Phién ban mé rong 512/768/1024-bit
Thudt toan mé rong 512/768/1024-bit dya trén phuong phap Rijndael duge xay
dung tuong ty nhu thuat toan mé rong 256/384/512-bit:

e  Trong thuat toan 512/768/1024 bit, mdi tir c6 kich thudc Nw=16 byte.

e Da thirc dugc chon trong thao tac MixColumns c6 bac 15 va phai c¢6 hé

s6 Branch Number 14 17. Chuing ta c6 thé chon da thirc sau @& minh hoa:
a(x) = {07}x" +{09}x"*+ {04} x>+ {09} x>+ {08} x' '+ {03 }x'+{02}x"+ {08} x* +
{06}x7+{04}x°+{04} x> +{01 x*+{08}x*+{03 }x*+{06 }x+{05} (4.14)
Va da thirc nghich déo a'(x) twong tng 1a
a'(x)={le}x""+{be}x "+ {55} x"*+{8d}x "+ {la}x"+{37}x""+ {97} x*+{10}x*+

(01X +{d5} x5+ {01 }x>+{ad}x+{59}x*+{82} x*+{59}x+{3a}  (4.15)

Chi tiét vé thuat toan duoc trinh bay trong [12], [16].
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4.4 Phan tich mat ma vi phan va phan tich mat ma tuyén tinh

4.4.1  Phdn tich mdt md vi phin

Phuong phap phan tich mat ma vi phan (Differential Cryptanalysis) dugc Eli
Biham va Adi Shamir trinh bay trong [3].

Phuong phap vi phan chi ¢ thé dugc ap dung néu c6 thé du doan duoc su lan
truyén nhitng khac biét trong cic miu dau vao qua hau hét cac chu ky bién dbi
v6i s truyén (prop ratio [10]) 16n hon dang ké so véi gia tri 2! véi n 1a d6 dai

khdi (tinh bang bit).

Nhu vdy, dé dam bao an toan cho mét phuong phap ma hoa, diéu kién can thiét 1a
khong ton tai vét vi phan (differential trail) lan truyén qua hau hét cac chu ky ¢

s truyén 16n hon dang ké so véi gid tri 2'™".

Dbi voi phuong phap Rijndael, cac tac gia da chimg minh khong ton tai vét vi
phén lan truyén qua bén chu ky co sb truyén l6n hon 2D [8] voi
Nb =n/Nw =n/32. Nhu vay, khong ton tai vét vi phan lan truyén qua tam chu
ky ¢6 s6 truyén 16n hon 2°°“*™D. Pidu nay du dé dam béo tinh an toan cho thuét

toan Rijndael.
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Phén chig minh duoc trinh bay trong 4.4.5-Trong s& vét vi phan va vét tuyén
tinh cho chiing ta cac két luan sau:

e Dbi voi thuat toan mé rong 256/384/512-bit, khong ton tai vét vi phan

lan truyén qua bdn chu ky c6 sb truyén 1én hon 23D ygi
Nb = n/ Nw = n/64 . Nhu vay, khong ton tai vét vi phan lan truyén qua

tam chu ky c6 $b truyén 160 hon 27108+

e Dbi véi thuat toan mé rong 512/768/1024-bit, khong ton tai vét vi phan

lan truyén qua bén chu ky c6 sb truyén 16n hon 272D e
Nb = n/ Nw = n/128 . Nhu vy, khong ton tai vét vi phan lan truyén qua

tam chu ky c6 b truyén 160 hon 27204+

Céc két luan trén dam bao tinh an toan cho thuét toan mé rong 256/384/512 bit va

512/768/1024-bit d6i véi phuong phap phan tich mat ma vi phan.

4.4.2  Phan tich mét ma tuyén tinh

Phwong phép phan tich mat ma tuyén tinh (Linear Cryptanalysis) dwoc Mitsuru
Matsui trinh bay trong [32].

Phuong phép tuyén tinh chi ¢ thé dugc ap dung néu sy twong quan giita dau ra

v6i ddu vao cua thuét toan qua hiu hét cac chu ky c6 gia tri rat 16n so voi 272
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Nhu vdy, dé dam bao an toan cho mot phuong phap ma hoa, diéu kién can thiét 1a
khong ton tai vét tuyén tinh (linear trail [10]) lan truyén qua hdu hét cac chu ky c6

£ A1z . 2 pe e e A2
s6 truyén 16n hon déng ké so véi gia tri 272

Dbi voi phuong phap Rijndael, cac tac gia da ching minh duge ring khong ton
tai vét tuyén tinh nao lan truyén qua bén chu ky véi do twong quan 16n hon
27158 D8] Nhu vay, khong ton tai vét tuyén tinh nao lan truyén qua tim chu ky
v6i do tuong quan 16n hon 27D, Piéu nay du @& dam béo tinh an toan cho

thuat toan Rijndael.

Phén chimg minh duoc trinh bay trong 4.4.4-Su lan truyén mau cho chung ta cac

két luan sau:

e Déi voi thuat toan mo rong 256/384/512-bit, khong ton tai vét tuyén tinh
lan truyén qua bén chu ky véi d6 trong quan 16n hon 27D Nhu vay,
khong ton tai vét tuyén tinh nao lan truyén qua tam chu ky véi d6 tuong

quan 16n hon 273D,

e Ddi v6i thuat toan mé rong 512/768/1024-bit, khong ton tai vét tuyén
tinh lan truyén qua bdn chu ky véi do twong quan 16n hon 2°°'™*™D, Nhu
vay, khong ton tai vét tuyén tinh ndo lan truyén qua tam chu ky véi do

twong quan 16n hon 271",

Céc két luan trén dam bao tinh an toan cho thuat toan mé rong 256/384/512 bit va

512/768/1024-bit dbi voi phuong phap phan tich mat ma tuyén tinh.
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4.4.3  Branch Number

Xét phép bién doi tuyén tinh F trén vector cac byte. Mot byte khac 0 dugc goi 1a
byte hoat déng (active). Trong sd byte ciia mot vector a, ky hidu 1a W(a), 14 sb

lugng byte hoat dong trong vector nay.

Pinh nghia 4.1: Branch Number B ciia phép bién doi tuyén tinh F la do do kha

nang khuéch tan cia F, dwoc dinh nghia nhi sau:

B(F) = min,. (W(a) + W(F(a))) (4.16)

KD

% Nhdn xét: Branch Number cang 16n thi kha ning khuéch tan thong tin cia F

cang manh, gitup cho hé thdng SPN cang tré nén an toan hon.

Trong phép bién ddi MixColumns, néu trang thai ban dau c6 1 byte hoat dong thi
trang thai két qua nhan dugc sau khi 4p dung MixColumns cé t6i da Nw byte hoat

dong. Do do, ta co:

BMixColumns) < Nw +1 4.17)
v6i Nw 1an luot nhan gid tri 1a 4, 8 va 16 trong thuat toan Rijndael, thuét toan mo

rong 256/384/512 bit va thuat todn mo rong 512/768/1024 bit.

Nhu vay, dé dat duge mirc do khuéeh tan thong tin cao nhét, chung ta can phai
chon phép bién d6i MixColumns sao cho hé s Branch Number dat dugc gié tri
cuc dai 1a Nw+ 1. Néi cach khac, Branch Number cua MixColumns trong thuét
toan Rijndael, thudt todn md rong 256/384/512 bit va thudt toan mo rong
512/768/1024 bit phai dat duogc gia tri lan lwot 1a 5, 9 va 17. Khi do, quan hé¢
tuyén tinh giita cac bit trong trang thai dau vao va dau ra cia MixColumns lién

quan dén cic Nw + 1 byte khac nhau trén ciing mot cot.
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4.4.4  Swlan truyén méu

Trong phuong phap vi phan, ) luong S-box hoat dong dugce xac dinh béng $6
lugng byte khac 0 trong trang thai dau vao cua chu ky. Goi mau (vi phdn) hoat
dong (difference activity pattern) 1a mau xac dinh vi tri cac byte khac 0 trong

trang thai va goi trong sé byte 1a sb lugng byte khac 0 trong mau.

Trong phuong phap tuyén tinh, s lugng S-box hoat dong dwoc xac dinh bang s6
luong byte khac 0 trong cac vector dugc chon & trang thai bit diu cia chu ky
[10]. Goi mdu (twong quan) hoat djng (correlation activity pattern) la mau xac
dinh vi tri cac byte khac 0 trong trang thai va goi trong so byte 14 s6 luong byte

khac 0 trong mau.

Mai ¢cot trong trang thai c6 it nhit mot byte thanh phan 1a byte hoat dong dugc
g0i cot hoat dong. Trong $6 ¢ot cua trang thai a, ky hi¢u 1a W(a), dugc dinh
nghia 14 sé lugng cot hoat dong trong mau. Trong s6 byte cua cdt j clia trang thai

a , ky hiéu 1a W(a) | j» duoc dinh nghia la s6 luong byte hoat dong trong cot nay.

Trong s ciia mot vét lan truyén qua cac chu ky duge tinh bang tong tat ca cac

trong sb clia cac mau hoat dong & dau vao ciia mdi chu ky thanh phan.

Trong cac hinh minh hoa dudi day, cot hoat dong dugc t6 mau xam con céc byte

hoat dong dugc t6 mau den.
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Hinh 4.3 minh hoa sy lan truyén cic mau hoat dong (bao gdm ca mau vi phan va
mAu tuong quan) qua timg phép bién dbi trong cac chu ky ma hoa cua thudt toan
mé rong 256/384/512-bit ciia phuwong phap Rijndael voi Nb = 6.

SubBytes ShiftRows MixColumns AddRoundKey

s
: i

Hinh 4.3. Sy lan truyén mau hoat déng qua tirng phép bién doi

trong thudt toan mo rong 256/384/512-bit ciia
phwong phap Rijndael voi Nb = 6

Mai phép bién dbi thanh phin trong phuong phap ma hoa Rijndael co tac dong
khéc nhau déi véi cac mau hoat dong va cac trong $6:
1. SubBytes va AddRoundKey khong lam thay ddi cic mau hoat dong ciing

nhur gié tri trong s6 cot va trong s byte clia mau.

2. ShiftRows lam thay d6i mau hoat dong va trong s6 cot. Do phép bién doi
ShiftRows tac dong 1én timg byte cua trang thai mot cach ddc lap, khong co
su tuong tac giita cac byte thanh phan trong trang thai dang xét nén khong

lam thay ddi trong sd byte.

3. MixColumns lam thay d6i mau hoat dong va trong s6 byte. Do phép bién ddi
MixColumns tac dong lén tirng cdt cia trang thai mot cach doc lap, khong co
su tuong tac gitra cac cot thanh phan trong trang thai dang xét nén khong lam

thay ddi trong $6 cot.
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Bang 4.1 tom tit anh hudng cua cic phép bién déi 1én mau hoat dong.

Bang 4.1. Anh huéng ciia cdc phép bién doi lén méau hoat dong

Sy anh huong
STT Phép bién doi Mau hoat dong Trong so cOt Trong so byte
1 SubBytes Khéng Khong Khong
2 ShiftRows Cé Cé Khéng
3 MixColumns Co Khong Co
4 AddRoundKey Khéng Khong Khong

Nhu vay, phép bién d6i SubBytes va AddRoundKey khong anh huong dén sy lan
truyén cac mau hoat dong trong vét nén chung ta c6 thé boé qua cac phép bién doi

ndy trong qua trinh khao st cic vét vi phan va vét tuyén tinh dudi day.

Trong phép bién d6i MixColumns, véi mdi cot hoat dong trong mau dau vao
(hodc mau diu ra) ciia mot chu ky, tong trong sd byte ciia cot ndy trong mau dau

vao va dau ra bi chin dudi béi Branch Number.

Do ShiftRows thuc hién viéc dich chuyén tat ca cac byte thanh phan trong mot
¢ot ctia mau dén cac cot khac nhau nén phép bién dbi ShiftRows c¢6 cac tinh chét
dac biét sau:

1. Trong s6 ot ciia mau dAu ra bi chin dudi bai gia tri tdi da cua trong ) byte

ctia moi ¢t trong mau dau vao.

2. Trong s6 ¢t cia mau dau vao bi chin dudi boi gia tri t6i da clia trong s6

byte ciia moi cot trong mau dau ra.

Di nhién ciing can luu y 14 trong s6 cot ciia mdt mau bat ky bi chan dudi boi sd

lugng cot (Vb) co trong mau.
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Trong phan duéi ddy, mau hoat dong & dau vao ciia chu ky ma hoa duge ky hiéu
13 a;.,, mau hoat dong két qua sau khi thyc hién phép bién dbi ShiftRows duoc ky
hiéu 13 b;.;, Cac chu ky bién dbi duoc danh sb ting dan bét dau tir 1. Nhu vay, a,
chinh 12 mAu hoat dong & dau vao ctia chu ky ma hoa dau tién. D& dang nhan thiy
rang mau a; va b; ¢6 cung trong s6 byte, mau b1 va a; c6 cung trong sO ¢cot. Trong

s6 ctia mot vét lan truyén qua m chu ky dugc xac dinh bang téng trong s6 cuia cc
mAau dy, a, ..., dy.1. Trong cac hinh minh hoa duéi day, cot hoat dong duoc to

mau xam con cac byte hoat dong dugc t6 mau den. Hinh 4.4 minh hoa sy lan

truyén mau trong mot chu ky cta thuat toan 256/384/512-bit ciia phuong phap

Rijndael.
a; b;
:i EE-
] w(b,)=w(a,)
Wc(al.)Zmin{maxj W(b,,j j,Nb}
a; b; i+l
fE-Es [ownon > CE |
w(b,)=mwa,) [ | W (a.,)=W (5) |
1] I
L1 |
/ /

V&i mdi cot j hoat dong

Wc (ai) > min{max j W(bij J ’Nb} W(bi) it W(“m X jZ B

Hinh 4.4. Sy lan truyén méu hoat dong (thudt toan mo rong 256/384/512-bit)
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Pinh Iy 4.1: Trong s6 ciia vét lan truyén qua hai chu ky c6 O cét hoat déng & ddau
vdo ciia chu ky 2 bi chin dwdi béi B*Q véi B la Branch Number ciia phép bién

déi MixColumns.

W.(a,)=0=W(ay)+W(a,)>B*Q 4.18)

voi B = BranchNumber(MixColumn s)

£SChirng minh: Goi B 1a Branch Number cta phép bién d6i MixColumns.
Téng trong sb byte ctia mdi cot tuong tmg hoat dong trong mau b, va a; bi chin
dudi boi B. Néu trong s6 cot ciia a; 1a Q thi tong trong s6 byte cta by va a; bi
chan dudi boi B*Q. Do aq va b, c6 ciing trong sb byte nén tong trong sb byte ctia

ay va a, bi chan dudi boi B*Q.

Nhu vay, bat ky mot vét lan truyén qua hai chu ky déu c6 it nhit B*Q phan tu
hoat dong.

Hinh 4.5 minh hoa Dinh 1y 4.1 d6i véi thuat toan m rong 256/384/512-bit (0=2)

ay b a,

ShiftRows MixColumns

W(by) = W(ap) Wlay) + Wibg) 2 B *We(ay)

Hinh 4.5. Minh hoa Dinh ly 4.1 voi Q = 2 (th-toan mo rong 256/384/512-bit)
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Pinh Iy 4.2: Véi méi vét lan truyén qua hai chu ky, tong s6 cot hoat dong trong
mau ddu vao va mau dau ra t6i thiéu la Nb +1v6i Nb la s6 heong cét trong trang

thai.

W.(ag)+W.(ay)> Nb+1 (4.19)

425 Chitng minh: Trong mot vét bat ky tdn tai it nhat mot cot hoat dong trong
mau a, (hodc by). Goi ¢t hoat dong nay 1a cot g. Goi B 1a Branch Number ctia
phép bién d6i MixColumns. Tdng trong sd byte ctia cot g trong mau b, va mau a,

bi chan dudi boi B.

wiby), +Wla), 2B (4.20)

Phép bién doi ShiftRows di chuyén tit ca cic byte thanh phan trong mot cot bat
ky thudc a; dén cac cot khac nhau thudce b, va nguoc lai, mdi cot thude b; lai chia
cac byte thanh phéin cua cac cOt khac nhau thudc a;. Trong s6 cot hay ) lugng
cdt hoat dong cua a; bi chan dudi boi trong s6 byte ctia mdi cot thudc b; va trong
sb cdt cua b; bi chan dudi boi trong ) byte cua mdi cot thude ;. Di nhién 1a trong

s6 ¢cot cua a; hay b; déu b chian duéi boi sb luong cot Nb cua trang thai.

W, (a;) = min{Nb,max , W(5,) | @21

J

W,

c

(b,)=> min{Nb, max W(a, 1}, } (4.22)
=> W, (ay)+ I, (b,) = min| Nb,max, W (b, )| | + min | Nb,max, W (a,)],} 423)

J

=W (a,)+ W, (b)> min{Nb,W(bO )L} +min{Nb,W(a1 )L,} (4.24)
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1. Truong hop 1: Néu W(b) | , > Nb hay W(a;) | , > Nb thi
W(ao) + Wy(b)) > Nb+1 (4.25)

2. Truong hop 2: Néu W(bg) | ;< Nb va W(ay) | , < Nb thi
Welao) + Wilby) = Wibo) |+ Weap |, > B (4.26)

Do Nb chi nhan mot trong ba gia tri 4, 6, hay 8 va B chi nhan mét trong ba gia tri
135, 9 hay 17 (twong g véi thuat toan gdc, thuat toan mé rong 256/384/512-bit
hay 512/768/1024-bit). Vay:

Wiag) + Wb))> B > Nb+1 4.27)
Do a, va by ¢6 cing trong sb cot nén suy ra

W(ag) + Wby)> Nb+1 (4.28)

Hinh 4.6 minh hoa Dinh 1y 4.2 d6i véi thuét toAn mé rong 256/384/512-bit.

ap bO a)
Il ShiftRows MixColumns >
b= | 1 =
W.(a,)> min{max (b, 1 ; ,Nb} Wia),+wb,), 2B
a bl
[T [
ShiftRows N ﬁ MixColumns
= e
w.(b)= min{max ; W(a, X j,Nb} v, (az ) =W, (bl )

Hinh 4.6. Minh hoa Pinh 1y 4.2 véi W, (a;)=1

(thudt toan mo rong 256/384/512-bit)
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Pinh Iy 4.3: Moi vét lan truyén qua 4 chu ky déu cé t6i thiéu B * (Nw+ l)byte

hoat dgng véi B la Branch Number ciia phép bién d6i MixColumns.

&5 Chirng minh: Ap dung Pinh 1y 4.1 cho hai chu ky d4u (chu ky 1 va 2) va hai

chu ky sau (chu ky 3 va 4), ta cé:

(4.29)

{W(“o)+ w(a,)= BW,(a))
W(ay)+Wlas)2 BW,(a3)

= > Wla,)= BW,(a))+W,(a;)) (4.30)

Nhu vay, trong ) byte cua vét bi chin dudi boi B(W.(a)) + W(as))

Theo Pinh 1y 4.2, téng trong sb cot cua a; va a; bi chan dudi boi Nb +1.

W.(a,)+W,(a3)> Nb+1 4.31)

Vay, trong so byte ctia vét lan truyén qua bon chu ky bi chin boi B( Nb + 1) hay
vét lan truyén qua bdn chu ky c6 it nhat B( Nb + 1) byte hoat dong.

Hinh 4.7 minh hoa Dinh 1y 4.3 dbi v6i thuat toan md rong 256/384/512-bit.
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£

a a an[| as

W(a0)+W(al)29VVc(al) W(a2)+W(a3)ZB*VK,(a3)
Hinh 4.7. Minh hoa Pinh ly 4.3 (thudt toan mo rong 256/384/512-bit)

4.4.5  Trong sé vét vi phin va vét tuyén tinh

Trong [10], J. Daemen d4 chimg minh rang:

1. SO truyén ciia vét vi phan c6 thé dugc xép xi bang tich sb cua cic S-box hoat

dong

2. Do tuong quan cua vét tuyén tinh c6 thé dugc xip xi bang tich s cua do

tuwong quan giita dau ra-dau vao cua cac S-box hoat dong.

Trong chién lugce thiét ké thuat toan Rijndael, S-box dugc chon sao cho gia tri 16n
nhét ciia s6 truyén va gia trj 16n nhét ciia d6 twong quan cang nho cang tot. Bang
thay thé S-box duoc chon cé gia tri 16n nhét cta s6 truyén va gia tri 16n nhét cia

d6 twong quan 1an luot 13 27 va 27,

Ngoai ra, s6 lwong S-box hoat dong trong vét vi phan hay vét tuyén tinh lan
truyén qua boén chu ky mi hoéa ciia thuat toan nguyén thuy, phién ban
256/384/512-bit va phién ban 512/768/1024-bit 1an luot 1a S(Nb+1), 9(Nb+1) va
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17(Nb+1) v&i Nb 1a sb cot trong mot trang thai (phan chimg minh dugc trinh bay
trong 4.4.4-Su lan truyén mau). Nhu vy, ¢6 thé két luan ring:

1. Moi vét vi phan lan truyén qua bdn chu ky cua thuat toan Rijndael c6 sb
truyén tbi da 1a 27"

2. Moi vét vi phan lan truyén qua bén chu ky cua thudt toan mé rong
256/384/512-bit ¢ s6 truyén t6i da 1a 274D

3. Moi vét vi phan lan truyén qua bbén chu ky cia thudt todan md rong
512/768/1024-bit c6 s6 truyén tbi da la 271%2V*D),

4. Moi vét tuyén tinh lan truyén qua bon chu ky cta thuat toan Rijndael nguyén

thily c6 do tuong quan ti da 1a 275D,

5. Moi vét tuyén tinh lan truyén qua bdn chu ky cia thudt toAn mé rong

256/384/512-bit c6 d6 twong quan i da la 227D,

6. Moi vét tuyén tinh lan truyén qua bon chu ky cia thudt toan mo rong

512/768/1024-bit c6 do tuong quan t&i da 1a 27,

4.5 Khao sat tinh an toan déi v&i cac phwong phap tan cong khac

4.5.1  Tinh d6i xieng va cdc khéa yéu ciia DES

Viée sir dung cac hing s6 Rcon khac nhau cho mdi chu ky gitip han ché tinh
dbi xtmg trong thuat toan. Sy khac nhau trong cu tric cia viéc ma hoa va giai
mé di han ché dugc cac khoa “yéu” nhu trong phuong phap DES. Tinh chét phi
tuyén cia qué trinh phat sinh bang ma khéa mé rong gitp han ché cac phuong

phap phéan tich dua vao khoa twong duong.
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4.5.2  Phwong phdp tin cong Square

Phuong phap ma hoa Square dugc J. Daemen, L.R. Knudsen va V. Rijmen giéi
thiéu vao nam 1997 [9]. Trong bai viét ndy, cac tac gia di trinh bay phuong phap
tan cong dic biét ddi voi thuat toan ma hoa Square. Do phwong phép Rijndael ké
thira nhiéu dic tinh cta phuong phap Square nén phuong phap tan cong nay ciing

¢6 thé duoc ap dung ddi v6i thuat toan Rijndael.

Trong [8], J. Daeman va V. Rijmen d4 trinh bay cich 4p dung phuong phép tan
cong Square cho thuat toan Rijndael c¢6 tdi da 6 chu ky ma hoa. Pbi v6i thuat
toan Rijndael c¢6 dudi 6 chu ky mi hoa, phuong phép tin cong Square to ra hidu
qua hon phuong phap vét can dé tim mi khéa mic di véi k¥ thuat hién nay,
phuong phap tan cong Square van khong thé thuc hién dwoc. Véi cac thut toan
Rijndael ¢o trén 6 chu ky ma héa (c6 tir 7 chu ky ma hoda tré 1én), phuong phap

vét can dé tim mi khoa van 1a phuong phap hiéu qua nhat.

4.5.3  Phwong phdp nji suy

Phuong phap ndi suy sir dung trong phan tich mat ma ap dung trén cac thuat toan
ma héa theo khdi duoc Jokobsen va Knudsen trinh bay trong [28] vao nam 1997.
Phuong phap nay chi ap dung dugc khi cac thanh phan sir dung trong quy trinh
mi hoa c6 thé bicu dién bang cic biéu thirc dai s6. Yéu cau chinh ciia phuong
phép nay 1a xay dung dugc cac da thirc (hay biéu thirc chuan hoa) dwa vao cac
cap dir liéu trudc va sau khi mad hoa. Néu cac da thirc ndy c6 bac tuong dbi nho
thi chi can sir dung mt vai cap dir liéu trude va sau khi ma hoa dé xac dinh duoc

cac hé s6 (doc 1ap voi ma khoa) ciia da thire nay.
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Bang thay thé s-box c6 cong thirc trén GF(2®) la:
S(x)= {63}+{8F}1x"+{b51x"+ {01177+ £41x 7+
{253+ {£91x°'+{09}x*+ {05 }x** (4.32)
Do tinh chit phirc tap cta biéu thirc ndy ciing v6i hidu Gng khuéch tan trong thuat
toan nén khong thé st dung phuong phap ndi suy dé tin coéng phuwong phap

Rijndael.

4.5.4  Cic khéa yéu trong IDEA

Trong mét sb phuong phap ma héa, vi du nhu phwong phap IDEA (International
Data Encryption Algorithm), viéc chon lya ma khda gap phai mét s6 han ché.
Trong c4c phuong phép ndy, mot sé ma khéa du hop 18 nhung khi sir dung chung
dé m3 hoa dit liéu s& d& dang bi phan tich va thong tin cdn ma hoa s& khong an
toan [10]. Thong thudng nhitng diém yéu lién quan dén ma khéa déu xuat phat tir
su phu thudc vao gia tri cu thé clia ma khoa trong céc thao tac phi tuyén. Trong
phuong phap Rijndael cling nhu céc thuat toan mo rong, cac khoa dugce sir dung
thong qua thao tac XOR va tit ca nhiing thao tic phi tuyén déu dugc c¢b dinh sin
trong bang thay thé S-box ma khong phu thudc vao gia tri cu thé cia ma khoa nén

khong c¢6 bat ky mot han ché nao trong viéc chon ma khéa chinh.

4.5.5  Phwong phdp tin céng khéa lién quan

Vao nam 1993, Eli Biham da gi6i thiéu mot phuong phap tin cong mat ma sir
dung cac ma khoa lién quan [4]. Sau d6, phuong phap ndy duogc John Kelsey,
Bruce Schneier va David Wagner nghién ciru va ap dung thir trén mot s thuat

toan ma hoa [30] vao nam 1996.

110

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Phuong phéap Rijndael mé rong

Trong phuong phap tdn cong khéa lién quan, nguoi phén tich thuc hién viéc ma
hoa sir dung cac khoa phan biét c6 lién quan v6i nhau. Déi v6i phuong phap
Rijndael ciing nhu cac thudt todn mé rong, tinh chét phi tuyén cing kha ning
khuéch tan thong tin trong viée tao bang khéa md rong lam cho viée phan tich

mat ma dya vao cac khoa li€n quan tré nén khong kha thi.

4.6 Két qua thir nghiém

Nho ap dung k¥ thuat bang tra ctru trong vige cai dat cac phién ban mé rong cla
thuat toan Rijndael nén thoi gian thuc hién viéc ma hoa va thoi gian thyc hién
viée giai ma 1a twong dwong v6i nhau. Céc thir nghiém dugc tién hanh va ghi
nhan trén may Pentium 200 MHz (st dung hé diéu hanh Microsoft Windows 98),
may Pentium II 400 MHz, Pentium III 733 MHz (str dung hé diéu hanh Microsoft
Windows 2000 Professional), Pentium IV 2.4GHz (sir dung hé didu hanh
Microsoft Windows XP Service Pack 2).

Bang 4.2. Toc dé xir 1y phién ban 256/384/512-bit
trén may Pentium IV 2.4GHz

Pentium IV
2.4 GHz G .

Khca | | Kadi | Tocdo | Técdo
(bit) Gity | NP Vbivoiay) | VP | vibigiay)
256 256 | 1763 | 3439 | 1721 | 3533
384 256 | 2091 | 2904 | 2052 | 2978
512 256 | 2456 | 2574 | 2396 | 263.1
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Bang 4.3. Toc dé xit Iy phién ban 512/768/1024-bit
trén may Pentium IV 2.4 GHz

Pentium IV
2.4 GHz (Ei5 e
Khoe | Knadi | Técdo T Tocdo
(bit) mi | NP\ hiveiay) | VP | (Mibivgiay)
512 512 | 8360 | 1534 | 8160 | 1574
768 512 | 9910 | 1301 | 9730 | 1323
1024 | 512 | 11645 | 1107 | 11364 | 1137

Bang 4.2 va Bang 4.3 thé hién téc d6 xur 1y cua phién ban 256/384/512-bit va
phién ban 512/768/1024-bit trén may Pentium IV 2.4 GHz. Két qua duoc tinh
theo don vi Mbit/giay va don vi nhip dao dong.

Bang 4.4. Bang so sanh toc dg xir Iy ciia phién ban 256/384/512-bit

Toc d xir ly (Mbit/gidy)
Kich thude Pentium Pentium IT Pentium III Pentium IV
(bit) 200 MHz 400 MHz 733 MHz 2.4 GHz

Khéa | Khoi | C++ C C++ C C++ C C++ C

256 256 | 269 | 274 | 55.0 | 564 | 100.8 | 103.4 | 343.9 | 353.3

384 256 | 22.7 | 233 | 464 | 475 | 85.0 | 87.1 | 2904 | 297.8

512 256 | 19.5 | 202 | 41.1 | 42.0 | 753 | 76.9 | 2574 ] 263.1

Bang 4.5. Bang so sanh toc dg xie Iy ciia phién ban 512/768/1024-bit

Toc d xir ly (Mbit/gidy)
Kich thude Pentium Pentium IT Pentium III Pentium IV
(bit) 200 MHz 400 MHz 733 MHz 2.4 GHz

Khoéa | Khoi | C++ C C++ C C++ C CH++ C

512 512 120 | 124 | 244 | 251 | 447 | 459 | 1534|1574

768 512 10.6 | 11.0 | 20.7 | 21.6 | 379 | 38.6 | 130.1 | 1323

1024 | 512 8.9 9.2 17.6 | 18.1 | 323 | 33.1 | 110.7 | 113.7
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Két qua so sanh tdc do xir 1y trén may Pentium 200 MHz (sir dung hé diéu hanh
Microsoft Windows 98), may Pentium II 400 MHz, Pentium III 733 MHz (st
dung hé diéu hanh Microsoft Windows 2000 Professional), Pentium IV 2.4GHz
(str dung hé diéu hanh Microsoft Windows XP Service Pack 2) ciia phién ban
256/384/512-bit va phién ban 512/768/1024-bit duoc thé hién trong Bang 4.4 va
Bang 4.5.

47 Kétluan

Dbi v6i phién ban nguyén thily ctia thut toan ma hoéa Rijndael, phuong phap
hiéu qua nhat dé phan tich mat ma van la phuong phép vét can dé tim ra ma khoa
chinh da duogc str dung. Nhu vay, néu st dung ma khoa chinh c6 128/192/256 bit
thi khong gian ma khoa K can khao sat 1an luot ¢6 2'%, 2'%2, 22°° phan tir.

Mot cach tuong tu, dbi voi cac phién ban mo rong cia thuat toan Rijndael,
phuong phép vét can dé tim ra ma khoa van 1a phuong phap kha thi hon so véi

cac phuong phap khéc.

D6i v6i phién ban mo rong 256/384/512-bit ciia thuat toan mi hoa Rijndael,
khong gian mé khoa K can khao sat c6 22°°, 2°**, 2°'2 phéan tir tiry thudc vao do dai

ctia ma khoéa chinh dugc st dung la 256, 384 hay 512 bit.

D6i v6i phién ban mo rong 512/768/1024-bit ciia thudt toan ma hoa Rijndael,
khong gian mi khoa K can khao sat c6 2°'2 27 2'%* phin tir tity thude vao do

dai cua ma khoa chinh dugc st dung 1a 512, 768 hay 1024 bit.

Duya vao céc sd liéu thong ké trong Bang 3.2, Bang 4.4 va Bang 4.5, chung ta ¢

thé nhan thdy rang khi tang gap doi kich thudc khéi dugce xir 1y thi thoi gian ma
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hoa mot khdi dit lidu ting 1én hon 4 1in va do d6 téc d6 ma hoa s& giam di hon
hai 1an. Tuy nhién, diéu nay hoan toan co thé chép nhan dugc do viée tang kich
thuéec mi khoa va kich thude khdi xtr Iy s& lam khong gian md khoa ting 1én

dang ké va thong tin dugc ma hoa sé cang an toan hon.
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Chwong 5
Cac thuat toan trng ctr vién AES

&5 T rong chuong 3, chung ta da khao sat phuwong phap md hoa Rijndael.
Cing véi phwong phdp nay, con ¢é bon phwong phdp ma héa khdc dwoce chon
vdo vong chung két cac img cir vién cia chudn ma héa AES, bao gom phirong
phdp MARS, RC6, Serpent va TwoFish. Trong ngi dung ciia chwong ndy sé lan

lweot gidi thiéu vé bon phwong phdp md héa iimg cir vién AES nay.
5.1 Phwong phap ma héa MARS

MARS la thuét toan ma hoa khoa déi ximg hd trg kich thude khdi dit liéu 128 bit
va cho phép sir dung mé khoa c6 kich thudc thay ddi duoc. Thuat toan dugc thiét
ké trén co s& khai thac cac thé manh cta viée thuc hién cac phép toan trén cac thé
h¢ may tinh hién nay nhim ting hiéu qua ciia thuat toan so véi cac thuat toan ma

héa quy udc trude day.
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5.1.1 Quy trinh ma héoa

Th(”)ng tin D[3] D[2] D[1] D[0]
can ma hoa

Cong khoa HH H H H

Tron

(I7W811)

8 chu ky tron “t6i”

khong c6 khoa

8 chu ky tron “t6i”
cd khoa .
Phan 16i

J V V y > chinh

8 chu ky tron “Tui”
c6 khoa

8 chu ky tron “lii”

khong c6 khoa
Trén
641]:1i!7

Trir khoa = = = H

J
Thong tin da
mi hoa D’[3] D’[2] D1l D’[0]
B Phép cong B Phép trir
Hinh 5.1. Quy trinh ma héa MARS
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Hinh 5.1 thé hién md hinh chung ctia quy trinh ma héa MARS. Di liéu dau vao
va két qua ciia qua trinh ma hoa déu 1a tir c6 do dai 32 bit. Tét ca cac phép toan
trong quy trinh ma hoa va giai ma déu thyc hién trén cac tir 32 bit. Trong trudng
hop khao sat dir liéu ma hoa dudi dang mang gdm 4 byte, cac tac gia quy wde st

dung thtr ty luu trir little—endian.

5.1.2  S-box

Trong qua trinh thiét ké S—box, cic phan tir trong S-box dugc chon sao cho S—
box c6 cac dic tinh tuyén tinh va vi phan an toan chdng lai cac phuong phap tén
cong. Phu lyc A trinh bay chi tiét noi dung cta S-box duoc sir dung trong thuat

toan MARS.

Céc S-box duoc phat sinh bang cach cho i =0 dén 102, j =0 dén 4,

S[5i+ j1=SHA -1(5i| cl| 2| ¢3), (5.1)
(6 day SHA — 1(.); 1a tir thir j trong két qua cua SHA — 1). Xem i nhu mot sb
nguyén khong déu 32 bit va ¢, ¢, ¢ 1a cac hing s ¢b dinh. Trong khi thuc hién
ta dit ¢, = 0xb7415162, ¢, = 0x283f6a88 (la phan khai trién nhi phan ciia cac
phén s6 e, 7 tuong tmg) va bién ddi c; cho dén khi tim duge mot S-box ¢ nhimg
dic tinh t6t. Xem SHA—1 nhu mdt phép toan trén cac dong byte va sir dung quy

udc little—endian dé chuyén doi giira cac tir va cac byte.

s—box dugc xdy dung nhu sau: Dau tién bién ddi cac gia tri c6 thé cb ciia c; theo
thtr tu ting dan, bat dau véi ¢, = 0. Ddi v6i mdi gia tri, phat sinh s-box va sau

d6 cb dinh né bang cach bién doi toan bd cac cap (i, /) cia cac muc trong SO, S1
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theo thi tu tir dién va kiém tra xem S[i] ® S[j] c6 chénh léch 2 hodc nhiéu byte
zero. Bét ky ltc nao tim duogc sy chénh 1éch 2 hoac nhiéu byte zero thi thay thé
S[i] v6i 3-S[7] va di chuyén dén i ké tiép. Sau khi dirng lai, thir nghiém s-box lai
dé kiém tra xem n6 c6 thoa man hét cac diéu kién 1-8 ¢ trén va tinh single bit
correlation (diéu kién 9). Gia tri cua c¢3 giam single bit correlation la
¢, = 0x02917d59 . S-box nay co6 parity bias 277, single bit bias dat cao nhat 1a

1/30, Two consecutive bit bias dat cao nhat 1/32 va single bit correlation bias nho

hon 1/22.

5.1.3  Khéi tao va phén bé khéa

Thu tuc Key—Expansion thuc hién viéc mé rong mang khoa k[] bao gdm n tir 32
bit (v6i n 14 s6 bat ky trong khoang tir 4 dén 14) thanh mot mang K[] gom 40 ti.
Can luu y 12 khong can ¢6 bat ky yéu cau ddc biét gi vé cau triic ciia khoa goc 4]
(vi du nhu khoa khong can sir dung céc bit parity). Ngoai ra, thu tuc Key—
Expansion ciing dam bao rang mdi tir trong khéa dwoc sir dung cho phép nhan

trong thu tuc ma hoa co cac dac tinh sau day:

1. Hai bit thip nhit cia mot tir trong khoa dwoc st dung trong

phép nhan co gia tri 1.

2. Khong co tir nao trong khoa chira lién tiép 10 bit 0 hodc 10 bit 1.
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5.1.3.1  Thu tuc Key—Expansion

Thu tuc Key—Expansion bao gdm cac budc sau:
1. Ban dau, noi dung khoa géc duogc chép vao mot mang tam 77] (co do dai la
15 tir), tiép theo 14 s6 n va cudi cling 1a cac s6 0. Nghia 1a:
T10.n—11=k[0.n—1],T[n]=n,T[n+1..14]=0 (5.2)
2. Sau d6, cac budc dudi day dwoc thuc hién Idp lai bbn lan. Mdi 1an lap s& tinh
gié tri ciia 10 tir ké tiép trong khoa mé rong:
a) Mang TT] duogc bién d6i sir dung cong thirc tuyén tinh sau:

fori=0to 14
Tli]=THE1® (T[i —7Tmod15]® T[i — 2mod15]) <<< 3) @ (4i + j)

v6i j 14 86 thi tw cua lan lap (=0, 1,...)

b) K& dén, mang 77] s& dugc bién d6i qua bon chu ky cuia mang Feistel loai 1:

TTi]=(TTi] + S[9 bit thap ctia 7Ti~1 mod 15]]) <<<9

voii=0,1,..., 14.

¢) Sau d6, lay 10 tir trong méang 7], sdp xép lai i dua vao thanh 10 tir ké
tiép cia mang khoa mé rong K]

K[10j + i] = T[4i mod 15],i=0,1,....9

voéijla s6 thu tu cua lan lap,j=0,1,...
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Chuong 5

3. Cubi cung, xét 16 tir dung cho phép nhéan trong mi héa (bao gom cac tir
K[5], K[7], ..., K[35]) va bién d6i ching dé co hai dic tinh néu trén. Can luu
v 1a kha ning tir duoc chon lya ngiu nhién khong thoa dic tinh thir hai (tic
1a tir ¢6 10 bit lién tiép bang 0 hodc bang 1) 1a khoang 1/41. M&i tir K[5],
K[7], ..., K[35] dugc xir Iy nhu sau:

a) Ghi nhéan hai bit thip nhit ciia K[i] bang cach dat j = K[i/]A3. Sau do,
xdy dung tir w dya trén K[i] bang cach thay thé hai bit thip nhit ctia K[i]
bang gia tri 1, tic 1a w=K[i]v3.

b) Xay dung mot mat na M cla céc bit trong w thudc mot diy gébm 10

(hodc nhiéu hon) bit 0 hogc 1 lién tiép. Ta c6 M,= 1 néu va chi néu w,

thudc mot day 10 bit 0 hodc 1 lién tuc. Sau d6 dat lai 0 cho cac bit 1
trong M tuong tmg véi diém cudi ciia dudng chay cac bit 0 hodc 1 lién
tuc trong w, ciing lam nhu vay ddi véi 2 bit thap nhit va 1 bit cao nhat
cia M. Nhu vay, bit thr i cia M duoc dat lai gia tri 0 néu i < 2, hodc

i =31, hodc néu bit thir i ctia w khac bit thir (i+1) hodc bit th (i—1) .

O Vi dy, gia st ta co w=0°1"0"71011 (& day 0', 1’ biéu dién i bit 0 hodc
1 lién tyc). Trong truong hop nay, dau tién dat M = 0’170 , ké dén, gan
lai gid trj 1 & cho cac bit & vi tri 4, 15, 16 va 28 dé c6 M =0*1"001"°0° .

A 66

¢) Tiép theo, sir dung mot bang B (gdm bdn tir) ¢b dinh dé “sira w”. Bbn
phan tir trong B dwoc chon sao cho mdi phan tir (cling nhu cac gia tri
xoay chu ky khac duoc xay dung tir phan tir nay) khong chira bay bit 0

hodc muoi bit 1 lién tiép nhau. Cu thé, cic tic gia sir dung bang
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Céc thuat toan tmg cu vién AES

B[] = {0xa4a8d57b, 0x5b5d193b, 0xc8a8309b, 0x73f9a978}, (day la
cac phin tir thir 265 dén 268 trong S—box). Ly do chon cac phan tir nay
1a chi ¢6 14 mau 8 bit xuat hién hai 1dn trong cic phan tir ndy va khong

¢O mau nao xuat hién nhiéu hon hai lan.

Str dung hai bit j (6 budc (a)) @& chon mét phin tir trong B va st dung
nam bit thap nhit ciia K[i—1] dé quay gia tri ciia phan tr dugc chon nay,
tuc la:

p = B[j] <<< (5 bit thdp nhat ctia K[i~1])

d) Cubi cung, thuc hién XOR mau p v6i w sir dung mat na M va luu két

qua trong KJi].

K[il=w®(pAM)

Do hai bit thap nhét ctia M 13 0 nén hai bit thap nhét cia K[i] s& 1a 1 (do
nhiing bit nay trong w 1a 1). Ngoai ra, viéc chon gia tri cia mang B bao

dam rang K[i] khong chira diy muoi bit 0 hodc 1 lién tuc.

Luu ¥ rang thu tuc nay khong chi dam bao rang cac tir K[5], K[7],..., K[35] ¢b
hai dic tinh néu trén ma con giit duoc tinh chat “ngdu nhién” cua cac tir nay, tic
1a khong c6 bit ky mot gia tri cta tir don ndo c6 xac sudt 16n hon trong su phan
bb ddng. Str dung phuong phap vét can, co thé kiém ching dwoc rang khong co
mau 20 bit ndo xuét hién trong cac tir ny voi xéc xuét 16n hon 1.23 x 2. Tuong
tw, khong c6 mau 10 bit nao xuét hién voi x4c suat 16n hon 1.06 x 27'°. Cac yéu td

nay dugc st dung trong viéc phan tich thuét toan.
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Dudi day 1a ma gia cho tha tuc Key—Expansion

Key—Expansion (input: K[], n; output: K[])
// n 1a s6 luong tir trong mang khoa A[], (4 <n < 14)

// KT] 1a mang chira khoa mo rong, bao gom 40 tir

// T[] 1a mang tam, bao gém 15 tir

// B[] 1a mang ¢6 dinh gdm 4 tir

// Khoi tao mang B[]
B[] = {0xa4a8d57b, 0x5b5d193b, 0xc8a8309b, 0x7319a978}

// Khéi tao mang 7 véi gia tri cia mang khoa [ ]

700...n-1] = K[0...n-1], T[n] = n, T[n+1... 14]=0

// Lap 4 lan, mdi lan tinh gia tri 10 tir trong mang K[]
forj=0to3
for i =0 to 14 // Bién ddi tuyén tinh
1Ti] = TTi)®((T1i~7 mod 15] & T[i—2 mod 15]) <<< 3) & (4i))
repeat 4 lan // 4 chu ky bién doi
fori=0to 14
T1i] = (T1] + S[9 bit thap ctia 7Ti~1 mod 15]]) <<< 9
end repeat
fori=0to9 // Luru két qua vao 10 tir ké tiép cua K[|
K[10j + i] = T[4i mod 15]

end for

// Stra d6i cac gia tri khoa s& str dung trong phép nhan
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Céc thuat toan tmg cu vién AES

fori=5,7,...35
j =2 bit thip nhit ctia K[/]
w = K[i] v6i 2 bit thap nhét dat lai 1a 1

// Phat sinh mat na M

M, =1 khi vao chi khi w, thugc vé diy 10 bit 0 hay 1 lién tiép trong w

va2<(<30vaw, 1 =w,=w,

// Chon 1 mAu trong méang B, quay gia tri phan tir dugc chon
=5 bit thip ciia K[i — 1] // $6 lugng bit quay
p=BlUl<<<r

// Thay d6i K[i] str dung gia tri p va mit na M
K[i]=w® (p A M)

end for

5.1.4  Quy trinh ma hoa

Céu tric chung ciia viéc mi héa duoc mo ta trong Hinh 5.1 gom ba giai doan:
tron “t6i” (Forward mixing), phan 16i chinh (Cryptographic core) va tron “lui”
(Backward mixing). Viéc md héa chinh nim & phan 15i bao gdm cac phép bién

61 c6 khoa.

Mot sb ky hiéu sir dung trong quy trinh mi héa:
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1. D[] 1a mot mang bon tir dir liéu 32 bit. Ban dau D chira cac tir clia van ban
ban dau (thong tin can ma hoa). Khi két thic qué trinh méa hoa, D chira cac tir

cta thong tin da dugc ma hoa.
2. K[] 1a mang khoa mé rong, bao gdm 40 tir 32 bit.

3. 5[] 1a mdt S—box, bao gém 512 tr 32 bit, dugc chia thanh hai mang: SO gém
256 tir dau tién trong S—box va S1 gdm 256 tir con lai.

Tt ca cac mang sir dung ¢6 chi s6 mang bt dau tir 0.

5.1.4.1 Giai doan 1: Tron “toi”

Néu ky hiéu 4 byte ctia cac tir ngudn bang by, by, by, by (& diy by 14 byte thip nhét
va b; 1a byte cao nhét), sau d6 dung by, b, lam chi s6 trong S-box SO va b, by
lam chi s6 trong S-box S1. Pau tién XOR S0[h,] véi tir dich thir nhét, sau d6
cong S1[b,] ciing vai tir dich thir nhat. Ké dén cong SO[b,] véi tir dich thir hai va

xor S1[bs] véi tir dich thir 3. Cudi cling, quay tir ngudn 24 bit vé bén phai.

Déi véi chu ky ké tiép, quay bén tir vé bén phai mot tir dé tir dich thir nhét hién
tai trd' thanh tir ngudn ké tiép, tir dich thr hai hién tai tré thanh tir dich thir nhat
tiép theo, tir dich thir ba hién tai tré' thanh tir dich thir hai tiép theo va tir ngudn
hién tai tré thanh tir dich thir ba tiép theo.
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Céc thuat toan tmg cu vién AES

D[3] D[2] D[1] D[0]
J J
HH<—K][3] HH<—K[2] HH<—K][1] HH<—K][0]

D1 80 <=l

B<—{ 51 J<g=.

F S0 Jeg=].

(st ]

D1 80 |<«=l
B<—{ 81 J<g=f.
@ 8 >F>

_>@ Thuc

O hi@n
2 lan
P <=
B S Jg=
8 >3> & EE
— (S —0
8 >p> IE EB
Q71 1
8 >P> Iil 28]
Qo |
8 >b> & B /
—[SL—&
@ Phép XOR H Phép cong
8 >>> phép quay phai 8 bit
SO S1 _ phep quay p
S-box 8 <<< phép quay tréi 8 bit
Hinh 5.2. Cdu tric giai doan “Tron toi”
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Hon nita, sau mdi 4 chu ky riéng biét cong mot tir trong céc tir dich voi tir ngudn.
Cu thé, sau chu ky thir nhit va chu ky thtr nam cong tir dich th 3 v6i tir ngudn va
sau chu ky thtr hai va chu ky thtr sau cong tir dich thi nhét véi tir ngudn. Ly do dé
thyc hién thém nhirng phép tron 1an thém vao nay 1 dé loai trir mot vai phuong

phap tan cong vi phan chdng lai giai doan nay.

5.1.4.2  Giai doan 2: phan I6i chinh cia giai dogn ma héa

Phan 13i chinh ciia quy trinh ma hoa MARS 1a mot hé thong Feistel loai 3 bao
gdm 16 chu ky. Trong mdi chu ky sir dung mot ham E duoc xay dung dua trén
mdt td hop clia cic phép nhan, phép quay phu thude dit liéu va S—box. Ham nay
nhan vao mot tir dit lidu va tra ra ba tir dit lidu. CAu triic ctia hé thong Feistel duoc
thé hién trong Hinh 5.3 va ham E dugc mé ta trong Hinh 5.4. Trong mdi chu ky
str dung moét tir dir liéu dua vao E va cho ra ba tir dit liéu dugc cdng hodc XOR
Vv6i ba tir dit liéu khac. Sau khi thyc hién xong ham E tir nguon duoc quay 13 bit

veé bén trai.

Dé dam bao rang viéc ma hoa cé sirc chdng choi cac phuong phap xdm nhap van
ban ma hoa, ba tir dir liéu cho ra tir ham £ dugc dung véi mét thir ty khac hon
trong 8 chu ky dau so v6i 8 chu ky sau. Nghia 13, trong 8 chu ky dau cong tir thu
nhat va tir thtr hai tir két qua ham E véi tir dich thtr nhat va th hai, va XOR tir
thir ba tir két qua ham E véi tir dich thi ba. Trong 8 chu ky cudi, cong tir thir nhat
va tir thir hai tir két qua ham E véi tir dich thir ba va thi hai, va XOR tir thir ba tir
két qua ham E véi tir dich tha nhét.
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Céc thuat toan tmg cu vién AES

Ché do “t6i”
D[0] 13 13
E E
outl outl
D[l] m m )
out2 out2
D[2] t H
out3 out3
D[3] €HE d6 “lK2
D[0] 13 3
E E
out3 out3
i) S S '
out2 out2
D[2] tH H
outl outl
D[3] H -
@® Phép XOR Ham mo rong (96 tir 32 bit)
H Phép cong 13 <<< Phép quay trai 13 bit

Hinh 5.3. He¢ tho”hg Feistel logi 3

5143 HamE

Ham E nhan vao mot tir dir liéu va sir dung hai tir khoa nita dé sinh ra ba tir.

Trong ham nay dung ba bién tam L, M va R (twong tmg vdi trai, giita va phai).
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Dau tién, R giit gia tri ctia tir ngudn dugc quay 13 bit vé bén trai va M giir gia tri
téng cua tir ngudn va tir khoa thir nhit. Sau d6 xem 9 bit thdp nhét cia M nhu mot
chi sb ctia s-box S 512—entry (thu duoc bang cach két hop SO va S1 tir giai doan

tron) va L gilr gia tri cia mot muyc tuong ng trong S—-box.

g 5 5 R out3
13 4<< k (18)
in ma A out2
k
S D 4 I outl
® Phép XOR S-Box (9 x 32)
B Phép cong n <<< Phép quay trai n bit
' v
Bkl Phép nhéan <<<  Phép quay phu thudc dir li¢u

Hinh 5.4. Ham E

Tiép theo nhan tir khoa thir hai (phai chira mot s6 nguyén 1&) voi R va quay R 5
bit v& bén trai (do d6 5 bit cao nhat ciia tich s6 trg thanh 5 bit thip nhét cia R sau
khi quay). Ké dén xor R va L, va ciing xem 5 bit thip nhat ctia R nhu mét s6 bit
quay trong khoang 0 va 31, va quay M vé& bén trai vai sb bit quay nay. Tiép theo,
quay R 5 bit nira vé& bén trai va XOR véi L. Cudi ciing, lai xem 5 bit thip nhét ctia
R nhu mét s6 bit quay va quay L vé bén trai véi s6 bit quay nay. Tir két qua thir

nhét ciia ham £ 1a L, th{r hai 1a M va thi ba 1a R.
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Céc thuat toan tmg cu vién AES

Dudi day 1a doan ma gia cho ham £

M

m

NS S B

oI

15

L

E—function (input: in, keyl, key2)
//St dung 3 bién tam L, M, R

= in + keyl /lcong tir dAu tién cua khoa

=9

R =(in <<< 13)xkey2 //nhin véi tir thir 2 ciia khéa (s 1¢)

bit thép cua M

= S[m] //Bang tra S—box

= R

=5

=M

I
[

I
o

=L

=5

=L

<<< 5

bit thap cua R//xé4c dinh sd bit cin quay

<< T //phép quay phu thudc dit liéu lan 1
® R

<<< 5

® R

bit thap cua R//xé4c dinh sd bit cin quay

<< r //phép quay phu thudc dir li¢u lan 2

output (L, M, R)

5.1.44

Giai doan 3: Tron lui

Giai doan tron lui giong giai doan trdn t6i cua quy trinh ma hoa, ngoai trir cac tur

dir lidu duge xir 1y theo thr tyr khac. Nghia 13, néu dua két qua tir giai doan tron

to1 khong dung khoa vao giai doan tron Iui khong dung khoéa theo thir ty dao lai

(tirc 1a dir liéu két qua D[3] dua vao dit liéu vao D[0], dit liéu két qua D[2] dua

vao dit liéu vao D[1], ...) sau d6 hai giai doan nay s& khir 1in nhau. Hinh 5.5 thé

hién giai doan tron lui.
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D[3] D[2] D[1] D[0]
o =)
E‘ E 8 <4<
EI 8 <4<
&%) S0
D51 J<«gm.
= 50 |<g=
—>| Sl
LS —H Thue
—[ S0 F—@  \_ hien
He—— ai 1an
{51 J«g.
g T Pi=S0 | H
S1 —
8 <k< | I o
—[ 30—
H
7 1
8 <k< Iil EB
SO H
8§ << [ oY ] —
8 <k < - J
R ED
?e K[39] %e K[38] ?e K[37] ?e K[36]
@ Phép XOR H Phép cong
8 >>> phép quay phai 8 bit
S-box 8 <<< phép quay trai 8 bit
Hinh 5.5. Cdu tric giai dogn “Tron lui”
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Céc thuat toan tmg cu vién AES

Nhu & giai doan tron téi, & dy ciing vay trong mdi chu ky str dung mot tir ngudn
dé thay ddi ba tir dich khéc. Bén byte cua tir nguén duge biéu dién béng by, by, by,
bs. V6i by va b, dugce sir dung 1am chi s6 cho s-box S1; b, va by 1am chi sb cho
S-box S0. XOR S1[b,] véi tir dich thir nhét, trir SO[b5] véi tir dir liéu thir hai, trir
S1[b,] v6i tir dich thir ba va sau d6 XOR SO[b,] véi tir dich thir ba. Cudi cing,
quay tir ngudn 24 bit vé bén trai.

Dbi voi chu ky ké tiép quay bdn tir vé bén phai mot tir dé tir dich tha nhét hién tai
tro thanh tir nguon ké tiép, tir dich thir hai hién tai tro thanh tir dich thtr nhat ké
tiép, tir dich thtr ba hién tai tré' thanh tir dich thir hai ké tiép va tir ngudn hién tai
tro thanh tir dich thir ba ké tiép.

Ciing nhu vy, truéc mdi bdn chu ky riéng biét trir mot tir trong sb céc tir dich voi
tir ngudn: trude chu ky tht tu va chu ky thi tim trir tir dich thir nhat v6i tir ngudn
va trudce chu ky thir ba va chu ky thir bay trir tir dich thr ba véi tir ngudn.

5.1.4.5  Quy trinh md hoa MARS

Trong doan ma gia mo t4 quy trinh ma hoa ctia phuong phap MARS st dung cac

ki hi¢u va quy uéc sau:

1. Cac phép toan sir dung trong ma héa dugc thyce hién trén cac tir 32 bit (dugc
xem la s6 nguyén khong dau). Cac bit dugc danh sb tir 0 dén 31, bit 0 1a bit
thap nhit va bit 31 1a bit cao nhat.

2. Chang ta biéu dién:
a ® blaphép XOR cua a va b,
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avbvaanblaphép OR va AND cuaa va b.

a + b biéu dién phép cong modulo 2*.

a — b biéu dién phép trir modulo 2*°.

a x b biéu dién phép nhan modulo 2.

a <<< b va a >>> b biéu dién phép quay cua tir 32 bit a sang phai hodc sang
trai b bit.

(D[3], D[2], D[1], D[0]) « (D[0], D[3], D[2], D[1]) biéu dién phép quay

mot mang bdn tir sang phai mot ti.

MARS-Encrypt (input: D[], KI[])
Pha (I): Tron “t6i”
//Trudce ti€n, cdng cac subkey vao dir liéu
for i = 0 to 3

D[i] = D[i] = K[1]

//Sau d6 thuc hién 8 chu ky tron “t6i”
for i = 0 to 7 //Dung D[0] dé thay d6i D[1], D[2], D[3]
//Tra bang S—box
D[1] = D[1] @ SO[byte th 1 cua D[0]]
D[1] = D[1] + Sl[byte tht 2 cua D[0]]
D[2] = D[2] + SO[byte tht 3 cua D[0]]

D[3] = D[3] @ Sl[byte tht 4 cua D[0]]

//thyre hién phép quay phai tir ngudn (source word)
D[0] = D[0] >>> 24
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Céc thuat toan tmg cu vién AES

//Thao tac tron bd sung
if i =1 or 4 then
D[0] = D[0] + D[3] //CongD[3] vio tir ngudn
end if
if i =1 or 5 then
D[0] = D[0] + D[1] ﬁCéng[ﬂl]véoh&nguén
end if
//Quay D[] sang phai 1 tir & chuin b cho chu ky tiép theo
(D[3], D[2], D[1], D[O]) « (D[O], D[3], D[2], DI[1])
end for
Pha (IT) Bién ddi sir dung khéa
//Thyc hién 16 chu ky bién d6i c6 khoa
for i = 0 to 15
(outl,out2,out3d) = E-function(D[0], K[2i + 4], K[21i + 5])
D[0] = D[0] <<< 13
D[2] = D[2] + out2
if i <8 then  //8chuky dau— ché do “t6i”
D[1] = D[1] + outl
D[3] = D[3] ® out3
else //8 chu ky sau — ché do “Iui”
D[3] = D[3] + outl
D[1] = D[1] ® out3
end if
//Quay D[] sang phai 1 tir & chuan bi cho chu ky tiép theo
(D[3], D[2], D[1], D[O]) « (D[O], D[31, D[2], DI[1])
end for
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Pha (ITI): Trén “lui”
//Thyc hién 8 chu ky tron “lui”
for i = 0 to 7
//Thao tac tron bd sung
if i = 2 or 6 then
D[0] = D[0] - D[3] //trlr tir ngudn cho D[3]
if i = 3 or 7 then
D[0] = D[0O] - D[1] //rlr tir nguon cho D[1]

//Tra bang S—box

D[1] = D[1] @ S1[byte tht 1 cua D[0]]
D[2] = D[2] - SO[byte tht 4 cua D[0]]
D[3] = D[3] - Sl[byte tht 3 cua D[0]]
D[4] = D[4] ® SO[byte tht 2 cua D[0]]
//Quay tir ngudn sang trai
D[0] = D[0] <<< 24

//Quay D[] sang phai 1 tir & chuin bi cho chu ky tiép theo

(b[3], D[2], D[1], D[O]) <« (D[O], D[3], D[2], D[1])

end for
//Tru dir li€u cho subkey
for i = 0 to 3
D[i] = D[i] - KI[36 + i]
end for
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Céc thuat toan tmg cu vién AES

5.1.5  Quy trinh gidi ma

Quy trinh giai ma 1a nghich ddo cta quy trinh ma héa. Ma gia cho quy trinh giéi
ma cua thuat toan MARS tuong ty véi ma gid ciia quy trinh ma hoda cua thuat

toan

MARS-Decrypt (input: D[], K[])
Pha (I): Tron “t6i”
// Cong céc subkey vao dir licu
for i = 0 to 3
D[i] = D[i] + K[36 + 1i]

//Thyc hién 8 chu ky tron “t6i”
for i = 7 downto 0
//Quay D[] sang trai 1 tir dé bit dau xt 1y trong chu ky nay
(D[3], D[2], D[1], D[O]) « (D[2], D[1], D[O], D[3])

//Quay tir ngudn sang phai
D[0] = D[0] >>> 24

//Tra bang S—box

D[4] = D[4] @ SO[byte tht 2 cua D[0]]
D[3] = D[3] + Sl[byte tht 3 cua D[0]]
D[2] = D[2] + SO[byte tht 4 cua D[0]]

D[1] = D[1] @ Sl[byte tht 1 cua DI[0]]

//Thao tac tron bd sung
if i = 2 or 6 then
D[0] = D[0] + D[3] //CongD[3] vio tir ngudn
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if i =3 or 7 then

D[O0]

= D[0] + D[1]
end for

Pha (II): Bién déi sir dung khéa
//Thyc hién 16 chu ky bién d6i c6 khoa
for i = 15 downto 0

//Quay D[] sang trai 1 tir dé bat dau chu ky nay
(D31,

D[O0]

D[2], D[1], D[O]) « (D[2],

D[0] >>> 13

(outl, out2, out3)=E-function(D[O0],

D[2] = D[2] - out2

if i < 8 then //8 chu ky cudi — ché d6 “t6i”

D[1] DM L e

D[3] = D[3] @& out3

//8 chu ky dau — ché do “lui”
D[3]

else

D[3] - outl

D[1] @ out3
end if

end for

Pha (I1I): Trén “lui”

//Thyc hién 8 chu ky tron “Tui”

for i = 7 downto 0

D[1]

//Quay D[] sang trai 1 tir dé bat dau chu ky nay

(b[3], D[2], D[1], D[O]) <« (D[2],

//Thao tac tron bd sung
if i = 0 or 4 then

D[1],

//Cong D[1] vao tir ngudn

K[21i + 4],

K[21i + 5])
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Céc thuat toan tmg cu vién AES

D[0]=D[0] - D[3] //Trirtir ngudn cho D[3]
ifi=1or 5 then
D[0] = D[0] - D[1] //Tritirngudn cho D[1]

//Quay tir ngudn sang trai

D[0] = D[0] <<< 24

//Tra bang S—box

D[3] = D[3] @ Sl[byte tht 4 cua D[0]]
D[2] = D[2] - SO[byte tha 3 cua D[0]]
D[1] = D[1] - Sl[byte tht 2 cua D[0]]
D[1] = D[1] @ SO[byte tht 1 cua D[0]]

end for

//Trtr dit liu cho cac subkey
for i = 0 to 3

D[i] = D[i] - KI[i]
end for

5.2 Phwong phap ma héa RC6

Thuét toan RC6 tuong g véi cac tham sé w/r/b, trong d6 kich thudc tir 1a w bit,
quy trinh ma héa bao gdm r chu ky va tham sé b xac dinh chiéu dai mé khoa tinh
bang byte. Dé dap tng yéu cau khi tham gia vao viéc chon lya chudn mi hoa
AES, RC6 phai dat duogc kich thudc khoa b 1a 16, 24 va 32-byte (tuong ung voi
128/192/256 bit).
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RC6-w/r/b thuc hién trén cac don vi bdn tir w bit sir dung sau phép toan co ban

va Logarit co s6 2 ctia w, ky hiéu bang lgw.

a+b phép cong sé nguyén modulo 2"
a—b phép trir sb nguyén modulo 2"
a®b phép XOR

axb phép nhan s6 nguyén modulo 2"
a<<<b quay chu ky tron bén trai b bit
a>>>b quay chu ky tron bén phai b bit

5.2.1  Khéi tao va phén bé khéa

RC6 14y cac tir tir khoa nguoi sir dung cung cip dé sir dung trong sudt qua trinh
mi hoa va giai ma. Ngudi sir dung cung cdp mot khoa co chidu dai b byte
(0 < b < 255), thém céc byte zero vao dé chidu dai khoa bang voi mot s nguyén
(2r + 4) cta céc tir, sau do nhitng byte khoa nay duoc nap vao tao thanh mét day
¢ tir w bit L[0], ..., L[c—1]. Nhu vy byte dau tién ctia khéa s& luu vao vi tri byte
thap ciia L[0], ... va L[c—1] s& dugc thém vao cac byte zero & vi tri cao néu can.
(Dé y rang néu b =0 thi ¢ = 1 va L[0] = 0). S6 tir w bit dugc phat sinh dé b sung
vao cac khoa thuc hién mét chu ky 1a 2» + 4 va cac khoa nay dugc gitt lai trong

mang S[0, ..., 2r + 3].

Hing sb Py, = 0xB7E15163 va O3, = 0x9E3779B9 giéng nhu "hing sé huyén bi"
trong viéc phan bd khéa. Gia tri Ps, phat sinh tir viéc khai trién nhi phan ciia e — 2
(e 14 co sb clia ham logarit). Gia tri Os, phét sinh tir viéc khai trién nhi phan cta

¢ —1 (¢4 laty s6 vang).

138

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Céc thuat toan tmg cu vién AES

Dudi day la doan mé gia cho viéc khoi tao va phan b khoa

Key schedule cua RC6-w/r/b
Input:
Khoéa (gém b byte) do ngudi ding cung cép duoc dua vao mang L[0,..., c—1]
(g6m c—tir)
r 14 sb lugng chu ky
Output: Céc khoa chu ky w bit S[0, ..., 2r + 3]
Begin
S[0]=~,,
fori=1to2r+3

Sl] =Sl =11+ Qy

A=B=i=j=0

v =3 x max{c; 2r+ 4}

fors=1tov
A=S8[i]=(S[]+4+B)<<<3
B=L[j]= (L[j] + 4 + B)<<< (4 + B)
i=(G{+1)mod (2r+4)
j=(@{+1)modc

end for

End

5.2.2  Quy trinh ma hoa

RC6 1am viéc v&i bdn tr w bit A, B, C, D chtra cac dit liéu dwa vao ban du cling

nhu dit liéu ma héa dua ra cudi quy trinh ma hoa. Byte dau tién ciia van ban ban
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dau va van ban ma hoa duge dit vao vi tri byte thép nhat cua 4; byte cudi cung

ctia van ban ban dau va vin ban ma héa dugc dat vao byte cao nhat cua D.

plaintext: A B C D
Subkey Subkey
Te i Te )
20 chu ky ma hoa
Subkey Subkey
$e S142] Te S[43]
ciphertext: B

Hinh 5.6. Cdu triic md héa RC6

Dau tién, tir B cong thém vao tir khoa thir nhit va tir D cong thém vao tir khoa thi
hai. Tiép theo thyuc hién 20 chu ky lién tuc. Trong mdi chu ky, trudc tién quay
f(b)=bx(2b+1) sang trai lgw (= 5 cho kich thirc tir = 32 bit) vi tri va luu vao
bién 7. Tuong tw, quay f(d)=d x(2d +1) sang trai Igw vi tri va luu vao bién u.
Ké dén XOR tir A v6i ¢ 1di quay sang trai u vi tri va cong thém vao A4 tir khoa thi
2i (chu ky thtr i), twong tu XOR tir C v6i u roi quay sang trdi 7 vi tri va cong thém
vao C tir khéa thir 2 + 1.
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Céc thuat toan tmg cu vién AES

39%& 39%%

<<<u <<t
Subkey Subkey

< S[2i+1]

G—EEG%

1|
?

@ phép XOR BEl phép nhan
HH phép cong <<<n phép quay trai n bit

Hinh 5.7. Chu ky thit i cua quy trinh ma héa RC6
P6i voi chu ky ké tiép quay bbén tr vé bén phai 1 vi tri

(4,B,C,D)=>(B,C,D, A) . Do d bdn tir ngudn cho chu ky thuc hién ké tiép 1a
(B, C, D, A) tmg v6i dau vao 1a (4, B, C, D).
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Sau khi thyc hién xong 20 chu ky, tr 4 cong thém vao tr khoéa thur 2r+2
(6 day r la s6 chu ky = 20, tir khda thir 42) va tr C cong thém vao tir khoa thir
2r + 3 (tir khoa thir 43).

Ma gia quy trinh ma héa RC6—w/r/b:

Encryption RC6—w/1/b
Input:
Dir liéu cAn ma hoa duoc luu trit trong bdn thanh ghiwbit4, B, C, D
r: 0 luong chu ky
Cac khoa chu ky (w bit) S[0, ..., 2r + 3]
Output: Thong tin d3 ma hoa dugc luu trit trong bdn thanh ghi 4, B, C, D
Begin
B=B+S[0]

D=D+S[1]

fori=1tor
t=(B*x(2B+1)) <<<lgw
u=(Dx 2D+ 1)) <<<lgw
A=((A4 D1 <<<u)+S[2i]
C=((COu)<<<t)+S[2i+ 1]
(4, B, C,D)=(B C D, A

end for

A=A+ 8[2r+2]

C=C+8[2r+3]

End
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5.2.3  Quy trinh gidi ma

Quy trinh gidi ma cua RC6 1a nghich ddo cua quy trinh ma hoa. Duéi day la doan
ma gia cho quy trinh giai ma RC6—w/r/b:

Input:
Thoéng tin d4 mi héa can duoc giai ma duge luu trit trong bén thanh ghi w bit
A,B,C,D
r: 86 lugng chu ky
Cac khoa chu ky (w bit) S[0, ..., 2r + 3]
Output:
Dit li¢u dugc giai ma dugc Iuu trir trong 4 thanh ghi 4, B, C, D
begin
C=C-8[2r+3]
A=A-82r+2]

for i = r downto 1
(4,B,C,D)=(D, A4, B, C)
u=MDx 2D+ 1)) <<<lIgw
t=Bx(2B+1)) <<<lgw
C=((C-8[2i+1])>>1)® u
A=(A-8[2i)>>>u) D ¢

end for

D=D-§[1]

B=B-5[0]

end
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5.3 Phwong phap ma héa Serpent

5.3.1  Thudt toan SERPENT

Serpent 1a mot hé théng 32 chu ky thuc hién trén 4 tir 32 bit, do d6 n6 dua ra kich
thude khdi 1a 128 bit. Tat ca cac gid tri dung trong viée ma hoa dugc xem nhu cac
dong bit. Ung véi mdi tir 32 bit, chi s6 bit dwoc danh tir 0 dén 31, cac khoi
128 bit ¢6 chi s6 tir 0 d&én 127 va céc khoa 256 bit ¢6 chi sb tir 0 dén 255... Déi
VGi cac phép tinh bén trong, tat ca cac gi tri dit trong little—endian, & d6 tir dau
tién (tir ¢6 chi s6 0) 1a tir thap nhat, tir cudi cting 14 tir cao nhét va bit 0 cta tir 0 1a

bit thap nhét. O ngoai, ta viét mdi khéi dudi dang sb hexa 128 bit.

Serpent ma hdéa mot van ban ban dau P 128 bit thanh mot van ban ma hoa C
128 bit qua 32 chu ky voéi su diéu khién cua 33 subkey 128 bit (K4, ..., KAs,).
Chiéu dai khoa nguoi ding 13 bién sb (néu ta ¢ dinh chiéu dai khoa 1a 128, 192
hodc 256 bit thi khi ngudi str dung dua vao chiéu dai khéa ngan hon, ta dat mot

bit 1 vao cudi MSB, con lai dién céc bit 0).

5.3.2  Khéi tao va phén b khéa

Viéc mi héa doi hoi 132 tir 32 bit cua toan bd khoa. Pau tién tir khoa nguoi
str dung cung cap (néu can ta bién doi theo chiéu dai khoa da dinh nhu di trinh
bay ¢ trén). Sau d6 ta mo rong thanh 33 subkey 128 bit (K, ..., K3,) béng cach
ghi khoa K thanh 8 tir 32 bit (w.g, ..., w_;) va mo& rong cac tir nay thanh khoa

trung gian wy, ..., wyz; bang cong thirc sau:

Wi=(Wis@ws@w 3 Dw | @ P®i)<<<I11 (5.3)

144

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Céc thuat toan tmg cu vién AES

& day ¢ 1a phan phan s cua ti s vang (\/g +1)/2 hoic s6 hexa 0x9¢3779b9. Pa
thirc co s x*+x”+x°+ x>+ 1 ciing v6i phép cong cuia chi s6 chu ky dwoc chon
dam bao mot sy phan bd déu dan cac bit khoa qua cac chu ky, loai cac khoa yéu

va cac khoa budc.

Nhiing khéa thye hién mét chu ky dugce suy ra tir cac khoa trude khi str dung cac
S-box. Sir dung s-box dé bién dbi cac khoa w; thanh cac tir k; ctia khoa chu ky

theo cach sau:

{ko, ki, ko, s} = S3(wo, Wi, Wy, ws)
{ka, ks, ke, b7} = Sy(Wy, Ws, Wg, w7)
{ks, ko, ko, ki1 } = 81 (wg, wo, Wig, Wi1)

{klz, ki3, kg, kls} = So(Wia, Wi3, Wig, Wis)

{kie, k17, kg, kio} = S7(Wie, W17, Wig, Wio)

{ki24, kros, kizs, kia7} = Sa(Wioa, Wins, Wize, Wi27)

{kias, koo, kizo, K1z} = S3(Wiag, Wino, Wiz, Wi1) 54

Ta déanh s6 lai cac gi4 tri 32 bit k; gidng cac subkey 128 bit K; (choi € 0, ..., r)

nhu sau:

K= {kai, kairr, kaivo, kaiis} (5.5
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Ké dén ap dung phép hoan vi dau (IP) vao khoa thuc hién mot chu ky dé dinh vi

cac bit khoa vao dung vi tri (cot).

|W—1|W—2|W—3|W4|W—5|W%|W—7|W—8‘||

j/32
32

<
Wi //32

2

Counter

[

v
Wi3
Wiy
Wis
Wig

i

(V5 +1)2

]
[

v

?32

v
S—box

Hinh 5.8. M6 hinh phat sinh khoa
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5.3.3 S—-box

S—box cua Serpent 1a phép hoan vi 4 bit. S—box dugc phat sinh theo cach sau: st
dung mot ma tran gém 32 day, méi day 16 phﬁn ttr. Ma tran dugc khoi gan véi 32
hang ctia S—box DES va duoc bién ddi biang cach hoan ddi cac phan tir trong diy
r tity thudc vao gia tri ctia cac phan tir trong diy (r + 1) va chudi ban dau dai dién
cho mot khoa. Néu day két qua cé cac dic tinh nhu mong mudn (vi phan va tuyén
tinh), ta luu ddy nay nhu mot Serpent S—box. Lap di lap lai thi tuc nay dén khi 8
S—box dugc phat sinh.

Chinh xé4c hon, cho serpent[-] 1a mot ddy chira 4 bit thap nhat (thip nhit) cua mdi
16 ki ty ASCII "sboxesforserpent”. Cho sbox[-][-] 1a mot day (32 x 16) chira 32
hang ctia 8 S—box DES, & day sbox[r][-] 1a hang . Him swapentries(:, -) dung
dé hoan vi hai phan tur.

Duéi day 1a doan ma gia phat sinh S—box

index=0
repeat
currentsbox = index mod 32;
fori=0to 15
j = sbox[(currentsbox+1) mod 32][serpent[i]];
swapentries (sbox[currentsbox][i], sbox[currentsbox][j]);
end for
if sbox[currentsbox][.] c6 tinh chat theo yéu ciu then luu lai;
index = index + 1;

until 8 S—boxes da dugc phat sinh xong
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Phu luc C trinh bay néi dung chi tiét S-box va S-box nghich dao duoc st dung

trong thuat toan Serpent.

5.3.4  Quy trinh ma hoa

Viéc mé hoa bao gom:
1. Phép hoan vi dau IP (initial permutation);

2. 32 chu ky, mdi chu ky bao gdm mdot phép tron khoa, mét luot duyét qua cac
S-box va mot phép bién dbi tuyén tinh (cho tit ca cac chu ky trir chu ky
cudi). O chu ky cudi ciing, phép bién dbi tuyén tinh nay thay thé bang mot
phép tron khoa.

3. Phép hoan vi cudi FP (final permutation).

Phép hoan vi dau va hoan vi cubi dugc trinh bay chi tiét trong

Phu lyc B - Cac hoan vi str dung trong thuét toan Serpent.

Ta str dung cac ky hiéu nhu sau: Phép hoan vi dau IP ap dung vao vin ban ban
dau P cho ra BA, 1a dit liéu vao chu ky thtr nhét (cac chu ky danh sb tir 0 dén 31).
Dit liéu ra cua chu ky thir nhat 1a B4 1, dir liéu ra cua chu ky thir hai 1a BA,, dit
liéu ra ctia chu ky thir i 1a B4,.;... cho dén chu ky cudi cting. Phép bién di tuyén
tinh & chu ky cudi cung thay thé bang phép tron khoa dugc ky hi¢u BAs,. Phép

hoén vi cudi FP ap dung vao BA3, cho ra vin ban m3 héa C.
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Céc thuat toan tmg cu vién AES

|

| Hoan vi du tién |

» 128

Bién dbi tuyén tinh

?61@2

| Hoén vi cudi cung |
&128

Hinh 5.9. Cdu triic ma héa

Cho K; la subkey 128 bit chu ky thtr i va S-box S; dugc sit dung & chu ky thi i.
Cho L 1 phép bién dbi tuyén tinh. Khi 6 ham thyc hién mot chu ky dugc dinh

nghia nhu sau:
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X« B, ® K;
Y; < 5(X)
B <« L(Y),i=0,...,30

B,‘,l(— Y,-(-BKH,Z'=31

(5.6)

Hinh 5.8 thé hién cac budc thuc hién trong chu ky thi i (i = 0, ..., 30) cta quy

trinh ma hoa Serpent. Riéng chu ky thir 31, phép bién ddi tuyén tinh duoc thay

bang phép cong modulo 2 vé6i round key.

M3ai nira byte cta dit liéu ddu vao duge dua qua cing 1 S-box

bbb VI il

Cong modulo 2 voi 16 byte khoa y2

l¢—— Khoa
cua chu ky

bbbt bl bl b il il

Hoan vi toa do

bidiidd WWEIL JEEIIel Ll

Bién ddi tuyén | | Bién ddi tuyén | | Bién déi tuyén | | Bién di tuyén
tinh tinh tinh tinh

Voledbd DOVl EIL JEIUREE) JRIIILY

Hoén vi nguoc toa do

RN

Hinh 5.10. Chu ky thiri (i = 0, ..., 30)

cua quy trinh ma hoa Serpent
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O mdi chu ky ham R; (i € {0, ..., 31}) chi stt dung mét ban sao S-box. Vi du: Ry
st dung ban sao Sy, 32 ban sao cua S, dugc thyc hién song song. Do d6 ban sao
thir nhat cua S, chon cac bit 0, 1, 2 va 3 cua B4, ® KA, lam dit liéu vao va tré ra 4
bit dau cta vector trung gian, ban sao ké tiép ctia S, chon céc bit tir 4 dén 7 cua
BAy ® KA, 1am dir lidu vao va tra ra 4 bit ké tiép ctia vector trung gian... Sau d6
sir dung phép bién d6i tuyén tinh dé bién ddi vector trung gian nay, két qua cho ra
BA,. Tuong ty R, st dung 32 ban sao cua §; thuc hién song song trén BA, ® KA,

va sir dung phép bién ddi tuyén tinh dé bién ddi dir liéu ra, két qua cho ra BA,.

Xét mot S-box S; g dung vao khdi X; 128 bit. Pau tién tach X; thanh 4 tir 32 bit
Xo, X1, X2 va x3. Ung voi mbi vi tri ctia 32 bit, xdy dung mot bo 4 bit tir mdi tir va
bit & vi trf x5 13 bit cao nhét. Sau d6 4p dung S—box S; vao dé xay dung 4 bit va

Iuu két qua vao céc bit twong tmg cta Y;= (o, V1, V2, 13).

Phép bién dbi myén tinh L trén Y;= (3o, V1, 12, ¥3) dinh nghia nhu sau:
Yoty <<<13
VY <<<3
N @y Oy
@y @ (1 <<3)
yey<<<l
V3 3 <<<7
Yoy @y ©y;
Nnen®@y; @ <<7)
Yo Yo <<<5
Yy Py <<<22
Biy < Vo, y1, 32, 13) (5.7)
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Trong cic biéu thuc trén ddy, ky hiéu <<< l1a phép quay trai va <<

la phép dich trai.

B tam s-box (Sp...S7) duge st dung 4 1an. Do d6 sau khi st dung S; 6 chu ky 7,
S lai tiép tuc duoc st dung & chu ky 8, S; & chuky 9... O chu ky cudi cing ham
Ry, hoi khic so voi cac ham con lai: 4p dung S; vao Bdy @ Kds
va XOR két qua thu dugc véi Kds,. Sau do két qua BAs, duoc hoan vi béng FP

cho ra van ban ma hoa.

Vay 32 chu ky str dung 8 S-box khac nhau, mdi S—box anh xa 4 bit vao thanh 4
bit ra. M&i S—box sir dung 4 chu ky riéng biét va trong mdi chu ky S—box dugc str

dung 32 1an song song.

Phép hoan vi cubi 1a nghich déo ctia phép hoan vi du. Do d6 viéc ma hoa co thé

mo ta bang cong thirc sau:

BA,=1P(P)

BA;i1 = R(BA)

C =FP(BA3,)

R{X)=L(SA(X ® KA)),i=0, ...,30

R{(X) = SA(X ® KA;)) ® KA3, i =31 (5.8)

& day SA; 1a két qua khi ap dung S—box S moqs 32 1an song song va L 1a phép bién
d6i tuyén tinh.
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5.3.5  Quy trinh gidi ma

l

| Hoaén vi cudi cung |

4128

chu ky

No

Bién dbi tuyén tinh nguoc |

y

| Hoén vi dau tién |

&128

Hinh 5.11. Cdu tric gidi ma
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Chuong 5

Quy trinh gidi md c6 khic v6i quy trinh mid héa. Cu thé 1a nghich dao
cac S-box (S-box ') phai dugc st dung theo thir tr nguoc lai, ciing nhu nghich

d4o cua bién d6i tuyén tinh va nghich dao thir tu cac subkey.

5.4 Phwong phap ma héa TwoFish

5.4.1  Khéi tao va phéin b khéa

Giai doan tao khoda phat sinh ra 40 tir khéa mo rong K, ..., Kz va bdn s-box
phu thudc khoa dé sir dung trong ham g. Thuét toan Twofish dugc xay dung dbi
v6i chidu dai khoa N =128, N = 192 va N = 256 bit. Cac khoa co chiéu dai bt ky
ngén hon 256 ¢6 thé dugc bién ddi thanh khoa 256 bit bang cach dién cac s6 0

vao cho dén khi du chiéu dai.

Ta dinh nghia & = N/64. Khéa M bao gém 8k byte my, ..., mg;. Cac byte nay
duoc bién dbi thanh 2k tir 32 bit.

3
M= m., 2" 1=0,..,2k1 (5.9)
Jj=0
sau d6 bién d6i thanh hai tir vector c6 chiéu dai k
M, =My, M,, ..., My 5)

M= M, M;, ..., My 1) (5.10)

Mot vector gdm & tir 32 bit thir 3 ciing dwoc suy ra tir khoa bang cach 1ay ra timg
nhém gdm 8 byte trong khoa, xem nhom cac byte nay 1a mot vector trén GF(2%)

va nhan vector ndy vdi ma tran 4x8 (thu dugc tir Reed—Solomon code). Sau do

154

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Céc thuat toan tmg cu vién AES

mdi két qua 4 byte duge xem nhu mot tir 32 bit. Nhitng tir nay két hop lai tao

thanh vector th ba.

mgi

m8i+l

Si,O m8i+2

Si,l — RS m8i+3
Sin My 4 61D

Si,3 m8i+5

m8i+6

m8i+7

3 .
S=.s,,.2" (5.12)
j=0

V(S’iizo, ...,k— 1 VE‘lS:(Sk,l,Sk,z, ...,So)

Can luu ¥ rang tht tu cac tir trong danh sach S bi dao nguoc. Pdi v6i ma tran
nhin RS, GF(2% dwoc biéu dién bing GFQ)x]/w(x), voi
w(x) =x*+x°+x’+x*+ 1 1a mot da thirc t6i gian bac 8 trén GF(2). Phép anh xa
gitta céc gia tri byte va cac phan tir cia GF(2°) thuc hién twong tu nhu ddi véi

phép nhan ma tran MDS.

Ma tran RS duoc dinh nghia nhu sau:

01 44 55 87 54 58 DB 9E
44 56 82 F3 1E C6 68 E5

RS = (5.13)
02 A1 FC Cl 47 AE 3D 19

A4 55 87 54 58 DB 9E 03
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5.4.1.1 Mo réng doi véi cdc chiéu dai khéa

Twofish chap nhan bat ky chiéu dai khoa 1én dén 256 bit. Pbi véi kich thudce
khoa khong xac dinh (= 128, 192, 256), cac khoa nay duge thém vao cac $6 0 cho
du chiéu dai xac dinh. Vi du: mot khoa 80 bit my, ..., mo s8 md rong béng cac dat

m;=0vo1i=10, ..., 15 va xem n6 nhu khoa 128 bit.

54.1.2 Hamh

Hinh 5.12 thé hién tong quan v& ham /. Ham nay dua hai di liéu vao, mot 1a tir
32 bit X va mot 1a danh sach L = (L, ..., L;) cua céc tur 32 bit, két qua tra ra la
mot tir. Ham nay thuc hién k giai doan. Trong mdi giai doan, 4 byte, mdi byte
thye hién qua mot S—box ¢ dinh va XOR vé&i mot byte trong danh sach. Cubi
cung, mot lan nita cac byte nay lai dugc thuc hién qua mdt S—box c¢b dinh va 4
byte nhan véi ma tran MDS nhu trong ham g. Pung hon, ta chia cac tir thanh cac
byte
I, =|L/2" | mod 2V

x; =| X/2" | mod 2° (5.14)

v6ii=0,..,k—1vaj=0, .., 3. Saudé lan luot thay thé va ap dung phép XOR.

Yoy =%,J=0,..3 (5.15)
Néu k= 4, ta co:

Y3,0= q1[ya,0] ® Lo

V3,1=qolya 1 ® 5,

V3,2=qolya, 2] ® 15

V3,3=qilvas1 @ L 3 (5.16)
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k=4

k<4

k>2

=2

P< L

D < L

MDS

%

Hinh 5.12. Ham h
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Néu k>3, ta co:

=q 13,0l ® b0
)’2,1:(10[)’3 11© 5,
Y2,2=4qoly3,2] ® b,
=qis.3]1 D L3 (5.17)

Trong moi trudng hop ta co
Yo=q1[qo[qo1y2,0] © 11,0] ® Iy, o]
V1= qolqolq1 12,11 D 11,1] @ I, 1]
V2= qilqilqoly2,2] © 11,2] © Iy, 2]

V3= qolqilq11v2,3] © 11,31 @ o 5] (5.18)

5.4.1.3  S-box phu thudc khoa
M&i S—box dugc dinh nghia véi 2, 3 hodc 4 byte ctia dir liéu déu vao cua khoa tuy
thudc vao kich thudce khoa. Didu nay thyc hién nhu sau cho cac khoa 128 bit:
80(x) = q1[qolgolx] © $o,0] D 51, 0]
51(x) = qolqolg1[x] © 50,1] D s1,1]
52(x) = q1[q1[golx] © 50,2] D 51,2]

53(x) = qolq1[q1[x] @ 50,31 D 51,3] (5.19)
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So S

&b

il
v
g
v

Hinh 5.13. M6 hinh phat sinh cdc S—box phu thudc khoa

O day s; ; 1a cdc byte liy tir cac byte khoa sir dung ma tran RS. Dé ¥ ring véi cac
byte khoa bang nhau s& khong c6 cip s-box bang nhau. Khi moi s;, ;=0 thi
$0() = qalsi' ()],

Dbi véi khoa 128 bit, mdi khoa N/8 bit dung dé xac dinh cac két qua hoan vi 1
byte trong mot phép hoan vi riéng biét. Vi du: truong hop khoa 128 bit, S—box s,
str dung 16 bit ciia key material. Mi phép hoan vi s, trong 2'® phép hoan vi dugc

xac dinh riéng biét, voi sy, s,, 83 cling giong vay.

5.4.1.4  Céc tir khéa mo rong K;

Céc tir khoa mé rong duge dinh nghia bang cach str dung ham .

Yol =02 49164 98 4 90

4, =hQip, M,)

B;  =ROL(h((Q2i+1)p, M,), 8)

Ky, =(4;+ B;) mod 2

Kyi.i  =ROL((4; + 2B;) mod 2%, 9) (5.20)
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MDS PHT K

=2

2i+1
2i+1 Ky
. MDS_ <<< g E <<<9 HZI
i+
2i+1

Hinh 5.14. M6 hinh phat sinh subkey K;

Hing sb p sir dung dé nhan doi cac byte, i € 0, ..., 255, ip gdbm 4 byte bang nhau,
mdi byte ing voi gia tri i. Ap dung ham 4 1én cac tir theo dang nay. D6i voi 4;
cac gia tri byte 1a 2i va dbi s thtr hai cua & 1a M,. Tuong ty B; dugc tinh toan, su
dung 2i + 1 nhu gia tri byte va M, nhu dbi s6 thi hai véi mot phép quay thém
trén 8 bit. Cac gia tri 4; va B; tb hop thanh mét PHT (Pseudo-Hadamard
Transform). Mot trong hai két qua nay quay 9 bit nira. Hai két qua nay tao thanh

hai tir khéa mé rong.

5.4.1.5  Cdc phép hoan vi qgva q,;

Céc phép hoan vi g, va ¢, 1a cac phép hoan vi ¢b dinh trén cac gia tri 8 bit. Chung
duogc xay dyung tir 4 phép hoan vi 4 bit khac nhau. Pbi v6i gia tri dit lidu vao x, ta

xac dinh dugc gia tri dit li¢u ra y tuong Grng nhu sau:
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ag, by = [x/16],x mod 16

a = ay® by

b, = ay® RORy(by, 1) @ 8apmod 16

ay, by = tlai], ti[b1]

as = a,®b,

b; = a, ® RORy(by, 1) @ 8a, mod 16

as, by = tlas], t]bs]

y = 16bs+ay (5.21)

O day ROR, 1 ham quay phai cac gié tri 4 bit. Tru6c tién, 1 byte dugc chia thanh
hai nhém gdm 4 bit. Hai nhém 4 bit nay duoc két hop vao trong mot budc tron
objective. Sau d6, mdi 4 bit thuc hién thong qua S-box 4 bit ¢ dinh cta chinh n6
(a1 — to, by = 1;). Tiép theo twong tw cho (a3 — 1, b3 — £3). Cudi cing, hai 4 bit
tai két hop lai thanh 1 byte. Ddi v6i phép hoan vi qq, cic S-box 4 bit duge cho
nhu sau:

tp =[817D6F320B59ECA4]
#h =[ECB81235F4A6709D]
th =[BASE6D90C8F32471]
tt =[D7F4126E9B3085CA] (5.22)

O day mdi S-box 4 bit dwoc mo ta bang mot danh sach cac muyc sir dung ky hiéu
hexa (cac muyc cua dir li¢u vao la danh sach cé thu tu tir O, 1, ..., 15). Tuong tu,

d6i vdi ¢, cac S-box 4 bit dugc cho nhur sau:

th= [28BDF76E31940ACS5]
t = [1E2B4C376DAS5F908]
L= [4C75169A0EDS82B3F]
= [B951C3DEG647F208A] (5.23)
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< =

ap by

| S>>1 | | ay(0), 0, 0,0 |

P

a; by
S—box ty S—box h
a b2

|>>>1 | | a0(0), 0, 0, 0 |

P

as b3
S—box 153 S—box t3
ay b4
y

Hinh 5.15. Phép hodn vi q
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5.4.2  Quy trinh ma hoa

Hinh 5.16 thé hién téng quan vé quy trinh mi héa Twofish. Twofish str dung mot
cu trac twa Feistel gdm 16 chu ky véi bd whitening duoc thém vao & giai doan
trude khi dit lidu vao va ra. Chi cac phan tir phi-Feistel 1a quay 1 bit. Cac phép

quay c6 thé duoc dua vao trong ham F dé tao ra mot cu trac Feistel thuan tay.

Vin ban ban dau dua vao 1a bén tir 32 bit 4, B, C, D. Trong budc whitening di
liéu vao, bén tir ndy XOR véi bdn tir khoa K, 5. K& dén thuc hién tiép 16 chu ky.
Trong mdi chu ky, hai tir 4, B 1a dir lidu vao cua ham g (dAu tién tir B duoc quay
trai 8 bit). Him g bao gdm bén S—box (mdi S-box 13 mét byte) phu thude khoa,
theo sau 12 budc tron tuyén tinh dira trén ma train MDS. Két hop két qua tra ra ctia
hai ham g thong qua bién doi tya Hadamard (PHT) 1di cong thém vao hai tir khoa
(K5 cho A va Kj,..9 cho B & chu ky 7). Sau d6 hai két qua nay XOR véi hai tir C
va D (trude khi xor tir D v6i B, tir D dugc quay trai 1 bit va sau khi XOR tir C véi
A, tir C dwoc quay phai 1 bit). Ké dén hai tir 4 va C, B va D hoan dbi cho nhau dé
thuc hién chu ky ké tiép. Sau khi thyc hién xong 16 chu ky, hoan chuyén tré lai
hai tir 4 va C, B va D, cubi cung thyc hién phép XOR bon tir 4, B, C, D véi bbn
tir khoa K, _- cho ra bdn tir 4°, B>, C’, D’ d3 duoc ma hoa.

Chinh x4c hon, dau tién 16 byte ciia van ban ban dau Py, ..., P;s chia thanh bén tir

Py, ..., P; 32 bit st dung quy udc little—endian.

3
Pi= Zp(4i+j)'zgj ,1=0,..,3 (5.24)
=0
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4 B Théng tin cin ma hoa (128 bit) c o |
v oy 1 input
Ky> <K > <
>0 & : K; ® K3_ whitening
F <<< |
Sbox0 > Ko
S—b 1
E PSSR
S box 3
S—box 0 |9
1
MDS| m chuky
S-box 3 lé Koo
>>> |
115
| chuky
Hoan vi
cuoi
K49$ ?61(5 Kﬁé? ?61@ output'
whitening
[+ » Théng tin d ma hoa (128 bit) c |

Hinh 5.16. Cdu triic md héa
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Trong budc whitening cta dit liéu vao, cac tir nay XOR véi bon tir ciia khoa mo

rong:

RO,i: P,‘ (&) K,‘, i= 0, cees 3 (525)

V6i mdi chu ky trong 16 chu ky, hai tir 4, B va chi sé chu ky duogc sir dung lam
dir liéu vao ctia ham F. Tir C XOR véi tir két qua thir nhat ciia ham F va quay
phéi 1 bit. T thir D quay tréi 1 bit va XOR véi tir két qua thir hai ctia ham F.
Cubi cung, hai ttr 4 va C, B va D hoan ddi cho nhau. Do do:

(Fr,O; Fr, l) = F(Rr,O; Rr, 1> I")

R0 = RORRr,®F,,, 1)

R = ROLR,; 1)®F,,

R,z = R.o

Ry = R, (5.26)

r € (0, ..., 15), ROR va ROL la hai ham quay phai va trai voi d6i s6 thir nhét 13 tir

32 bit dwoc quay, dbi sb thir hai 13 sb bit can quay.

Budc whitening dit liéu ra khong thuc hién thao tac hoan chuyén & chu ky cubi

ma no thuc hién phép XOR céc tir dir li¢u véi bon tir khda mé rong.

Ci=Rig, (#2)ymod 4 ® Ki1s, 1 =0, ..., 3 (5.27)

Sau d6, bdn tir ctia van ban mi hoa duogc ghi ra thanh 16 byte ¢y, ..., ¢;5 st dung

quy udc little—endian nhu da 4p dung véi van ban ban dau.

G,
c,._{ o] }m0d28,i—0, w15 (5.28)

28(imod4)
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Ham F

5.4.2.1

Fo

F

Hinh 5.17. Ham F (khoa 128 bit)
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Ham F 1a phép hoan vi phu thudc khoa trén cac gia tri 64 bit. Him F nhén vao ba
d6i s6 gdém hai tir dit liéu vao Ry va R, va sb thtr tu 7 cia chu ky dung dé Iya
chon cac subkey thich hgp. Ry dugc dua qua ham g dé tao ra Ty. R, duge quay trai
8 bit, sau d6 duoc dua qua ham g dé sinh ra 7. K& dén, két qua Ty va Ty dugce két

hop str dung PHT va cdng thém hai tir trong bang khéa mo rong.

Iy, = gRo)

T, = gROL(R,,?8))

Fy = (Ty+ T+ Kp.g) mod2*

Fy = (Ty+2T, + Ks9) mod 2%, (Fy, F)) lakétquacua F.  (5.29)

5422 Hamg

Ham g 1a trung tdm cua thuat toan Twofish. Tt dir liéu vao X dugc chia thanh 4
byte. Mdi byte thuc hién thong qua S-box phu thudc khoa cua chinh minh. Mbi
S—box dua 8 bit dit liéu vao va dua ra 8 bit két qua. 4 byte két qua dugc xem nhur
mdt vector ¢6 chidu dai bang 4 trén GF(2) va vector nay nhdn v6i ma trin MDS
4 x 4 (st dung ving GF(2% cho viéc tinh toan). Vector két quéa dugc xem nhu
mot tir 32 bit va nd cling 1a két qua cia ham g.

x; = [X2%mod2%i=0,...3
Vi = sx], i=0,...,3
ZO yO
“l = MDs :f.|”
z, Y,
Z} y3
3 .
Z = Yz.2" (5.30)
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V6i s; 13 s—box phuy thudc khoa va Z 1a két qua cua g. Dé lam 16 van d& nay, ta
can xac dinh 16 mbi quan hé giita gié tri ctia mdi byte véi cac phan tir cia GF(2°).
Ta biéu dién GF(2®) du6i dang GEQ)[x]/m(x) v6i v(x) =x*+x*+ X+ x*+ 1 1a da

7
thitc co s (primitive) bac 8 trén GF(2). Phan tir a :zaixi voi a; € GF(2)
i=0

A 2 o, 7
(=0, ..., k-1) ddng nhéit véi gia tri byte

j=!

a? .
0

1

Ta c6 ma tran MDS cho nhu sau:

01 EF 5B 5B

5B EF EF 0l
MDS = (5.31)
EF 5B 01 EF

EF 01 EF 5B

& day cac phan tir duoc viét dudi dang gié tri byte hexa.

Ma tran nay nhan mot gia tri dit liéu vao 32 bit véi cic hang sd 8 bit, tat ca cac
phép nhan nay déu thuc hién trén GF(2%). Pa thire x*+x°+x°+x° + 1 1a da thirc
co so bac 8 trén GF(2). Chi c6 3 phép nhan khac nhau dugc st dung trong ma

tran MDS la:
1. 5B;,=0101 1011, (thé hién trén GF(2°*) bang da thic x°+ x*+ X’ + x + 1

2. EF,=1110 1111, (thé hién trén GFQ% bang da thic

XA+

3. 01,6=0000 0001, (twong duong v&i phan tir trong GF(2*) bang 1)
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5.4.3  Quy trinh gidi ma

Quy trinh ma hoa va gidi ma cda thuét toan Twofish twong tu nhu nhau. Tuy

nhién, quy trinh giai ma doi hoi ap dung cac subkey theo thir ty ddo ngugc va mot

50 thay ddi nho trong cAu triic ma héa (Xem Hinh 5.18)

Ham F

<<< 1

(@

>>> ]

Hinh 5.18. So sanh quy trinh ma hoa (a) va giai ma (b)

55 Kétluan

i
mmr [P
.—.-
(b)

V6i bdn thuat toan trén quy trinh ma hoa duge thuc hién qua céc giai doan chinh:

khi tao, phan bd khéa va ma hoa. Tuong tur d6i v6i giai ma ciing thyc hién qua

céac giai doan chinh: khéi tao, phan bd khéa va giai ma.

Quy trinh khoi tao va phan bd khoa duoc thuc hién dya trén khoa nguoi st dung

cung cap dé phat sinh bd subkey phuc vu cho viéc mi hoa va giai ma.

Quy trinh ma héa dugc thuc hién ddi voi:
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Chuong 5

> MARS gdm ba giai doan: tron t6i (Forward mixing), Phan 15i chinh
(Cryptographic core) va tron Iui (Backward mixing).
o Giai doan tron téi gdm phép toan cong khoa va 8 chu ky tron t6i
khong dung khoa.
o Giai doan cdt 16i chinh gdm 8 chu ky bién doi t6i c6 khoa va 8 chu
ky bién dbi 1ui c6 khoa.
o Giai doan tron 1ti gom 8 chu ky tron i khong dung khoa va phép
toan trir khoa.
> RC6 gom:
o Phép cong khoa dau.
o 20 chuky.

o Phép cong khoa cudi.

> SERPENT gom:
o Phép hoan vi dau IP (initial permutation).
o 32chuky.

o Phép hoan vi cudi FP (final permutation).

> TWOFISH gom:
o Input whitening.
o 16 chuky.
o Output whitening.

Dir liéu vao va ra quy trinh ma héa ciing nhu giai ma 1a khdi dir liéu 128 bit.
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Céc thuat toan tmg cu vién AES

Tuong quan giita quy trinh ma hoa va giai ma:
o Trong phuong phap MARS va RC6, hai quy trinh nay thuc hién tuong
tu nhau (theo thir ty dao nguoc)
o Trong SERPENT, hai quy trinh nay khac nhau.

o Trong phuong phap TWOFISH, hai quy trinh ndy gan nhu giéng hét

nhau.
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Chuong 6

] ~ Chwong 6
Mot so hé thong ma héa khéa céng codng

&5 Noi dung ciia chiong 6 sé giGi thiéu khai niém vé hé thong ma héa khéa
cong cong. Phwong phdp RSA néi tiéng ciing dirge trinh bay chi tiét trong
chwong nay. O cudi chwong la phan so sanh giita hé thong md hoéa quy wéc va
hé thong ma héa khéa cong cong cing véi mé hinh két hop giita hai hé thong

nay.
6.1 Hé théng ma héa khéa céng cong

Van d& phat sinh trong cac hé théng ma hoéa quy wéc 1a viéc quy udc chung mi
khoa k giita ngudi giri A va ngudi nhan B. Trén thyc té, nhu cu thay dbi noi
dung ctia ma khoa k 1a can thiét, do d6, can co su trao dbi thong tin vé ma khoa k
gitta A va B. Dé bao mat mi khoa &, A va B phai trao d6i voi nhau trén mot kénh
lién lac that sy an toan va bi mat. Tuy nhién, rat kho c6 thé bao dam duoc su an

toan ctia kénh lién lac nén mi khoa & van c6 thé bi phat hién boi ngudi C!

Y tuong vé hé thong mi hoéa khoéa cong cong duoc Martin Hellman, Ralph
Merkle va Whitfield Diffie tai Pai hoc Stanford gidi thi€u vao nam 1976. Sau do,
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Mot s6 hé thong ma hoa khéa cong cong

phuong phap Diffie-Hellman cua Martin Hellman va Whitfield Diffie da duoc
cong bd [45]. Nam 1977, trén béo "The Scientific American”, nhom tic gia
Ronald Rivest, Adi Shamir va Leonard Adleman da cong bd phuong phap RSA,
phuong phéap ma hoa khéa cong cong ndi tiéng va duge sir dung rt nhiéu hién
nay trong cac ung dung ma hda va bao v¢ thong tin [39]. RSA nhanh choéng trd
thanh chuin ma hoa khoa cong cong trén toan thé gidi do tinh an toan va kha

nang tng dung cua no.

Mot hé thong khoa cong cong st dung hai loai khéa trong cing mot cip khoa:
khéa cong cong (public key) dugce cong bd rong rdi va dugc sir dung trong ma
hoa thong tin, khoa riéng (private key) chi do mot nguoi nim giit va dugc sir
dung dé giai ma thong tin dd duoc ma hoa bing khoéa cong cong. Cac phuong
phap ma hoéa nay khai thac nhitng anh xa f' ma viéc thyc hién anh xa nguoc f -l
rat kho so v6i viée thuc hién 4nh xa - Chi khi biét duoc ma khoa riéng thi mai co
thé thuc hién duoc anh xa nguoc f -

khoa cong cong khoa riéng

@@

SIS

Théng diép Ma hoéa Théng diép Giai ma Thong diép
goc da ma hoa duoc gidi ma
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Chuong 6

Hinh 6.1. M6 hinh hé thong ma héa véi khéa cong cong

Khi ap dung hé théng mi hoa khoa cong cong, ngudi A sir dung ma khoa cong
cong dé ma hoa thong diép va giri cho nguoi B. Do biét duge mi khéa riéng nén
B méi c6 thé giai ma thong diép ma A da ma hoa. Nguoi C néu phat hién dugce
thong diép ma A giri cho B, két hop voi thong tin vé ma khoa cong cong da duge
cong bd, ciing rat kho co kha ning giai ma dugc thong diép nay do khong nim

dugc ma khoa riéng cua B.

6.2 Phwong phap RSA

6.2.1  Phwong phdap RSA

Nam 1978, R.L.Rivest, A.Shamir va L.Adleman d3 dé xuit hé théng ma hoa
khéa cong cong RSA (hay con duge goi 1a “h¢ thing MIT”). Trong phuong phap
nay, tht ca céac phép tinh déu duoc thyc hién trén Z, voi n 1a tich cia hai sb

nguyén t6 1¢ p va ¢ khac nhau. Khi d6, ta c6 ¢(n) = (p—-1) (¢-1)

Thuat toan 6.1. Phuong phap ma hoa RSA

n = pq v6i p va ¢ 1a hai s6 nguyén t6 1¢ phan biét.

Cho P = C =1Z, vadinh nghia:

K={((n, p, g, a, b): n=pq, p, g 12 s6 nguyén t6, ab = 1 (mod ¢(n))}
Véimdi k = (n, p, ¢, a, b) € K, dinh nghia:

exx) =x" mod n va dy(y) = y* mod n, Vi x,y € Z,

Gia tri n va b dugc cong bd, trong khi gia tri p, ¢, a dwoc giit bi mat
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Mot s6 hé thong ma hoa khéa cong cong

Dua trén dinh nghia phuong phap ma hoa RSA, viéc ap dung vao thuc té duogc

tién hanh theo cac budc sau:

Thuat toan 6.2. St dung phuong phdap RSA

Phat sinh hai s6 nguyén t6 c6 gia tri 16n p va g

Tinhn=pg va gn)=@p-1)(g-1)

Chon ngiu nhién mét s6 nguyén b (1 < b < ¢(n)) thoa ged(b, @n)) = 1

Tinh gi4 tri a = b mod ¢(n) (bang thuit toan Euclide mé rong)

Gia tri n va b duge cong bd (khoa cong cong), trong khi gia tri p, g, a dugc giir bi

mat (khoa riéng)

6.2.2  Mpt s6 phwong phdp tin cong gidi thuit RSA

Tinh chét an toan cta phuong phip RSA dua trén co s& chi phi cho viée giai ma
bat hop 18 thong tin da dugc ma hoa s& qua 16n nén xem nhu khong thé thyc hién

duogc.

Vi khéa 1a cong cong nén viée tan cong bé khoa phuong phap RSA thuong dua
vao khoa cong cong dé xac dinh duoc khoa riéng tuong tmg. Diéu quan trong 1a

dwa vao n & tinh p, ¢ cua n, tir d6 tinh dugc d.

6.2.2.1  Phuong phap sw dung @(n)

Gia st nguoi tan cong biét duoc gia tri ¢(n). Khi do viéc xac dinh gia tri p, ¢
dugc dua vé viée giai hai phuong trinh sau:

n=p-q
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Chuong 6

(n)=(p-1Xg-1) 6.1)

Thay g = n/p, ta dugc phuong trinh bac hai:

pz—(n—¢(n)+l)p+n:0 (6.2)

P, ¢ chinh 13 hai nghiém ctia phuong trinh bac hai nay. Tuy nhién vin dé phat

hién dwoc gia tri @(n) con kho hon viée xac dinh hai thira s6 nguyén t6 cta 7.

6.2.2.2  Thudt toan phdn tich ra thira sé p-1

Thuit toan 6.3. Thudt todn phdn tich ra thira sé p-1

NhapnvaB
1 %= a="2
2. forj=2toBdo
a=d modn
3. d=gcd(a—1,n)
4. ifl1 <d<nthen
d 1a thira s6 nguyén t6 ciia  (thanh cong)
else

khong xac dinh dugc thira s nguyén t6 ciia n (that bai)

Thuét toan Pollard p-1 (1974) 1a mét trong nhitng thuat toan don gian hi€u qua
ding dé phan tich ra thira s6 nguyén té cac s6 nguyén 16n. Tham sé déu vao cta
thuat toan 1a sé nguyén (1&) n can dugc phén tich ra thira sé nguyén té va gi tri

gi6i han B.
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Mot s6 hé thong ma hoa khéa cong cong

Gia sir n = p.q (p, ¢ chua biét) va B 1a mot sb nguyén di 16n, véi mdi thira s6

nguyéntd k, k < B A k|(p—l):> (p —llB!

O cudi vong lap (budc 2), ta co
a=2%(mod n) (6.3)

Suy ra

a=2%(mod p) (6.4)

Do p|n nén theo dinh 1y Fermat, ta c6 :
27'= 1 (mod p) (6.5)

Do (p-1)|B!, nén & budc 3 cua thudt toan, ta co:

a=1(mod p). (6.6)

Vi thé, & bude 4

plla —1)vapln, (6.7)
nén néu d = ged(a — 1,n) thi d =p.

O Vi du: Gia st n = 15770708441. Ap dung thuat toan p — 1 véi
B =180, chung ta xac dinh dugc a = 11620221425 & budc 3 cua thuat
toan va xac dinh duogc gia tri d = 135979. Trong truong hop nay, viéc
phén tich ra thira sb nguyén t6 thanh cong do gia tri 135978 chi c¢6 cac

thira s6 nguyén t6 nho khi phan tich ra thira s6 nguyén to:

135978 =2 x3 x 131 x 173
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Chuong 6

Do d6, khi chon B > 173 s& dam bao diéu kién 135978 | B!

Trong thudt toan p — 1 ¢6 B — 1 phép tinh liiy thira modulo, mdi phép doi hoi téi
da 2log,B phép nhan modulo st dung thudt toan binh phuong va nhan (xem 6.2.6
- Xu ly ) hoc). Viéc tinh USCLN st dung thuat toan Euclide c6 d6 phtic tap

O((log n)). Nhu vy, d6 phtrc tap cta thuét toan 1a O(B log B(log n)* +(logn)’ )

Tuy nhién xéc suit chon gié tri B twong d6i nho va thoa diéu kién ( p- IXB! 1a rat

thap. Nguoc lai, khi ting gia tri B (ching han nhu B ~ \/; ) thi giai thuat s€ thanh
cong, nhung thuat toan nay s& khong nhanh hon giai thuat chia din nhu trinh bay

trén.

Giai thuat nay chi hiéu qua khi tin cong phuong phap RSA trong truong hop n ¢b
thira s6 nguyén t6 p ma (p — 1) chi c6 cac u6c sd nguyén tb rit nho. Do do, ching
ta co thé dé dang xay dung mot hé thdng md hoa khéa cong cong RSA an toan
db6i v6i giai thuat tin cong p — 1. Cach don gian nhat 1a im mot sé nguyén t6 p,
16n, ma p = 2p; + 1 ciing 1a s6 nguyén t6, tuong ty tim ¢, nguyén td 16n va

g =2q,+ 1 nguyén tb.

6.2.2.3  Bé khoa khi biét s6 mii d ciia ham gidi md

Viéc tinh ra dwoc gia tri d khong d& dang, boi vi ddy 1a khoa riéng nén néu biét nd
thi ¢6 thé giai ma dugc moi doan tin twong tmg. Tuy nhién giai thuat nay mang y

nghia vé mit 1y thuyét, né cho chiing ta biét ring néu c¢6 d thi ta co thé tinh cac
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Mot s6 hé thong ma hoa khéa cong cong

thira s cua n. Néu diéu nay xay ra thi nguoi sé hitu khoa nay khong thé thay doi

khoa cong cong, ma phai thay ludn sb n.

Nhic lai: phuong trinh x*= 1 (mod p) ¢6 hai nghiém (modulo p) 13 x = +1 mod p.

Tuong ty, phuong trinh x*= 1 (mod ¢) ¢6 hai nghiém (modulo ¢) 14 x = +1 mod ¢.
Do

=1 (mod n) < x*=1 (mod p) A x*= 1 (mod q) (6.8)
nén ta c6

x*=1 (mod n) < x== 1 (mod p) Ax== 1 (mod q) (6.9)

Str dung 1y thuyét sb du Trung Hoa, chung ta c6 thé xac dinh dugc bon cin bac

hai cua 1 modulo 7..

Néu chon dugc w 1a bdi s6 cta p hay ¢ thi & budc 2 cia thudt toan, ching ta co
thé phan tich dugc » ra thira sé nguyén t6 ngay. Néu w nguyén t6 cing nhau véi

n, chiing ta tinh wow? w¥,... cho dén khi ton tai ¢ sao cho:

w?” =1(modn) (6.10)

Do ab—1=2'r=0(mod ¢(n)) nén w*" =1(modn) . Vay, vong lap while &

budc 8 ciia thuat toan thuc hién t6i da s lan lap.

Sau khi thyc hién xong vong 1ap while, ching ta tim dwoc gia tri v, thoa

vg =1 (mod ) hay vo== 1 (mod 7). Néu vy = —1 (mod #) thi thuat toan thét bai;
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Chuong 6

nguoc lai, vy 13 cin bac 2 khong tim thudng cua 1 modulo # va ching ta c6 thé

phén tich 7 ra thira sé nguyén t6.

Thuét toan 6.4. Thudt todn phdn tich ra thira sé nguyén 1o,

biet trueoc gia tri so mii giai md a

Chon ngau nhién wthoa 1 <w<n —1
Tinh x = ged(w, n)
if 1| <x<n then
ChAm dirt thuat toan (thanh cong vé6i x = ¢ hay x = p)
end if
Tinh a = A(b)
Datab —1=2rvoirlé
Tinh v=w"mod n
if v=1 (mod n) then
Cham dut thuat toan (that bai).
end if
while v <> 1 (mod ») do
Vo=V
v=yv"mod n
if v = -1(mod 7n) then
Cham dut thuat toan (that bai).
else
Tinh x = ged(vot1, n)
Cham dirt thuat toan (thanh cong véi x = ¢ hay x = p).
end if

end while
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Mot s6 hé thong ma hoa khéa cong cong

6.2.2.4  Bé khéda dua trén cdc tn cong lap lai

Siimons va Norris da chi ra rang hé thong RSA c6 thé bi ton thuong khi sir dung
tan cong lap lién tiép. o6 1a khi dbi thu biét cap khoa cong cong {n, b} va tir khoa

C thi anh ta c6 thé tinh chudi céc tir khoa sau:
C=C° (mod n)

C2=Cle (mOd n)

C=C..\* (mod n) (6.11)

Néu c6 mot phé‘m tir C; trong chudi Cy, G, G, , C;sao cho C;= C thi khi d6 anh

ta s€ tim dugc M = C;,; béi vi:
C;= C.i° (mod n)

C= M (mod n) (6.12)

O Vi du: Gia sir anh ta biét {n, b, C}={35, 17, 3},anh ta s& tinh:
C,= C* (mod n) = 3" (mod 35) =33

C,= C* (mod n) = 33" (mod 35)=3
Vi C,=Cnén M= C;=33
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Chuong 6

6.2.3  Sw che diu thong tin trong hé thong RSA
He¢ thong RSA c6 dic diém 1a thong tin khong phai luon duge che diu. Gia sir
ngudi goi cb e = 17, n = 35. Néu anh ta mudn goi bat ctr dit lidu nao thudc tap

sau:

{1,6,7,8,13, 14, 15,20, 21,22, 27, 28, 29, 34}

thi két qua cua viéc ma hoa lai chinh 1a dit liéu ban dau. Nghia 13, M = M° mod n.

Con khi p=109, ¢ =97, e =865 thi hé thong hoan toan khong co su che diu
thong tin, bdi vi:

VM, M= M mod (109*97),

V&i mdi gia tri n, ¢6 it nhat 9 truong hop két qua ma hoa chinh 14 dit liéu ngudn
ban dau. Thét vay,
M=M°modn (6.1)
hay:
M= M°mod p va M= M° mod ¢ (6.2)

Vé&i mdi e, (6.2) co it nhat ba giai phap thudc tap {0, 1, -1}. Dé xac dinh chinh
xac sb thong diép khong duoc che dau (khong bi thay ddi sau khi ma hoa) ta st
dung dinh 1y sau: “Néu cac thong diép duoc mi hoa trong hé théng RSA duoc

xac dinh boi sb modulus 1 = p.g (p,q 12 s nguyén t6) va khoa cong cong e thi co:

m = [1+gcd(e-1, p-1)][1+ged(e-1), g-1] thong diép khong bi che dau.
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Mot s6 hé thong ma hoa khéa cong cong

MAu chét dé c6 thé giai ma dwoc thong tin 1a c6 dugce gia tri p va ¢ tao nén gia tri
n. Khi c6 dugc hai gia tri nay, ta c6 thé d& dang tinh ra duoc ¢n) = (p — 1)(g — 1)
va gid tri a = b mod ¢(n) theo thuit toan Euclide m¢ rong. Néu sé nguyén n cd
thé dugc phan tich ra thira s6 nguyén td, tire 13 gid tri p va ¢ c6 thé duoc xac dinh
thi xem nhu tinh an toan ctia phuong phap RSA khong con dugc bao dam nira.
Nhu vay, tinh an toan cua phuong phap RSA dua trén co s cac may tinh tai thoi
diém hién tai chua du kha nang giai quyét viéc phan tich cac sb nguyén rat 16n ra
thira s6 nguyén td. Tuy nhién, v6i sy phat trién ngay cang nhanh chéng clia may
tinh cling nhu nhitng budc dot pha trong linh vuc toan hoc, phuong phap RSA sé
gap phai nhitng kho khan trong viéc bao mat thong tin. Nam 1994, Peter Shor,
mot nha khoa hoc tai phong thi nghiém AT&T, da dua ra mét thudt toan cod thé
phan tich mot cach hiéu qua cac sé nguyén rat 16n trén may tinh lwong tir. Mic du
may tinh lugng tir hién chua thé ché tao dugc nhung rd rang phuong phap RSA
s& gap phai nhiu thach thirc 16n trong tuong lai.

6.2.4  Vin dé sé nguyén té

Dé bao dam an toan cho hé thong ma hoa RSA, s6 nguyén n = pq phai du 1on dé
khong thé dé dang tién hanh viéc phan tich » ra thira s nguyén t6. Hién tai, cac
thuat toan phan tich thira sé nguyén té da c6 thé giai quyét dugc cac s6 nguyén co
trén 130 chir sb (thap phan). Dé an toan, s nguyén t6 p va ¢ can phai du 16n, vi
du nhu trén 100 chit s6. Véan dé dat ra & day 13 giai quyét bai toan: 1am thé nao dé
kiém tra mot cach nhanh chong va chinh xac mét s6 nguyén dwong n 13 sd

nguyén t hay hop s6?

Theo dinh nghia, mét s6 nguyén duong 7 1a s6 nguyén t6 khi va chi khi n chi chia

hét cho 1 va n (¢ day chi xét cac sb nguyén duong). Tir d6 suy ra, 7 1a s6 nguyén
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td khi va chi khi n khong c6 udc ) duong nao thudc doan [2,,[&}} . Nhu

vay, taco: n la ) nguyén b Vie [2,...,[\/;]}ﬁ(n = O(modi))

Viée kiém tra mot s6 nguyén duong 7 14 s6 nguyén t6 theo phuong phéap trén s&
dura ra két qua hoan toan chinh xac. Tuy nhién, thdi gian xir 1y cta thuat toan &
rang la rat 16n, hodc thdm chi khong thé thuc hién dugc, trong truong hop n

trong ddi 16n.

6.2.5  Thudt toan Miller-Rabin

Trén thuc té, viéc kiém tra mot sb nguyén dwong n 1a s nguyén t6 thuong ap
dung cac phuong phap thudc nhom thuat toan Monte Carlo, vi du nhu thuét toan
Solovay-Strassen hay thudt todn Miller-Robin; trong do, thuat toan Miller-Robin
thuong dugc sir dung phd bién hon. Céc thuit toan nay déu co uwu diém la xu Iy
nhanh chéng (s6 nguyén duong n c6 thé dugc kiém tra trong thoi gian ti 1¢ voi
log,n, tirc 1a sb lugng céc bit trong biéu dién nhi phan cia n) nhung van c6 kha
nang 1a két luan cua thuat toan khong hoan toan chinh xéc, nghia 1a ¢6 kha ning
mot hop s6 n lai duge két luan 1a sb nguyén td, mac du xac sudt xay ra két luan
khong chinh xac 1a khong cao. Tuy nhién, van dé nay c6 thé duoc khic phuc
bang cach thuc hién thuat toan mot s6 lan du 16n, ta c6 thé lam giam kha ning
xay ra két luan sai xuéng dudi mot ngudng cho phép va khi d6, xem nhu két luan

c6 dg tin cdy rat cao.

Pinh nghia 6.1: Thudt todan thugc nhom Monte Carlo duwoc si dung trong viéc
khcfng dinh hay phu dinh mot vén dé ndo do. Thudt todn luén dua ra cdu trd 1o
va cau tra loi thu dwoc chi co kha nang hodc la “Co” (ves) hodc la “Khong”

(no).
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Pinh nghia 6.2: Thudt toan “yes-biased Monte Carlo” la thudt toan Monte
Carlo, trong do, cau tra loi “Co” (Yes) luon chinh xdac nhung cdu tra loi

“Khéng” (No) cé thé khéng chinh xdc.

Thuit toan 6.5. Thudt toan Miller-Rabin

Phéan tich s6 nguyén duong p duéi dang n=2"m + 1 véi m 1é
Chon ngu nhién s6 nguyén duong a € {1, 2, ..., n-1}
Tinh b = a" mod p
if =1 (mod p) then
Két luan “p 13 s6 nguyén t6” va dimg thuat toan
end if
fori=0 tok—1
if b=p — 1 (mod p) then
Két luan “p 1a s6 nguyén t6” va dimg thuat toan
else
b=b>mod p
end if
end for

Két luan “p 1a hop s6”

Thuét toan Miller-Rabin 13 thudt toan “yes-biased Monte Carlo” déi véi vi tir “sb
nguyén duong 7 1a hop s6”. Xéc suat xay ra két luan sai, nghia 1a thuat toan dua
ra két luan “z 13 s6 nguyén t6” khi n that sy 1a hop s, chi toi da 1a 25%. Néu ap
dung thuat toan k& 14n v6i cac gia tri a khac nhau ma ta van thu duoc két luan “n 1a

A9

A A N I3 A , . 5 A A \ \ 1 e 5 17
s0 nguyén t6” thi xac sudt chinh xac cia két luannay 1a 1——- — 1, voi k du 16n.
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6.2.6  Xir Iy s6 hoc

Trong phuong phap mi héa RSA, nhu cau tinh gid tri ciia biéu thirc z = x” mod n
duogc dit ra trong ca thao tic mi hoa va giai ma. Néu thuc hién viéc tinh gia tri
theo cach thong thudng thi rd rang 1a khong hiéu qua do thoi gian xt Iy qua 16n.

A

Thuat toan “binh phuong va nhan” (square-and-multiply) c6 thé duoc st dung dé

tinh gid tri biéu thirc z=x" mod n mét cach nhanh chéng va hiéu qua

Thuét toan 6.6. Thudt todn “binh phwong va nhan” dé tinh gid tri

z=x"modn

Biéu dién b dudi dang nhi phan b,1b;,...b1by, b;€ {0, 1}, 0<i <1
z=1
x=xmod n
for i =1/-1 downto 0

z=2z"mod n

if 5;= 1 then

z=zxxmod n
end if

end for

6.3 Ma hda quy wéc va ma héa khéa cong cdng

Céc phuong phap ma héa quy ude cé wu diém xir Iy rat nhanh so vdi cac phuong
phap ma héa khoa cong cong. Do khoa ding dé mi hoa ciing duge dung dé giai

ma nén can phai giit bi mat ndi dung cua khoa va ma khoa dugc goi 1a khoa bi
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mat (secret key). Ngay cé trong truong hop khoa duoc trao ddi truc tiép thi ma
khoa nay van c6 kha niang bi phat hién. Van dé kho khan dat ra ddi vai cac

phuong phap mé hoa nay chinh 1a bai toan trao d6i ma khoa.

Nguoc lai, cac phuong phap méd hoa khoa cong cong gitip cho viée trao ddi ma
khoéa tro nén dé dang hon. Noi dung ctia khoa cong cong (public key) khong can
phai giit bi mat nhu d6i voi khoa bi mat trong cac phuong phap ma hoa quy udc.
Str dung khoa cong cong, mad khoa bi mat co thé duge trao ddi an toan theo quy

trinh trong Hinh 6.2.

Ma héa
cong khai

Khéa bi mat

M khé
4X098 1| Khga cong khai
cia B

Ma khéa

cin ma héa

Gidi ma
cong khai

Khéa bi mat
da ma héa

ﬁ cAn gii ma
.

S

Dit licu

Hinh 6.2. Quy trinh trao déi khéa bi mdt

s dung khoa cong cong

Van dé con lai doi voi khoa cong cong 1a lam cach nao xac nhan dugc chinh xac

ngudi chu that sy cia mot khoa cong cdng (xem Chuong 10).

Duya vao Béng 6.1, ching ta ¢6 thé nhan thay rang dé c6 duoc mirc do an toan

tuong duong véi mdt phuong phap ma hoa quy udc, mét phuong phap ma hoa
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khoa cong cong phai sit dung ma khoa c6 dd dai 16n hon nhiéu lan ma khoa bi

mat duge st dung trong mi hoa quy wéc. Didu nay dwoc thé hién rd hon qua dd

thi so sanh chi phi can thiét dé cong pha khoa bi mat va khoa cong cong trong

Hinh 6.3. Kich thuéc ma khéa dugc tinh dua trén mo6 hinh danh gia, udc lugng

chi phi phan tich mat ma do Hoi dong Nghién ciru Qudc gia Hoa Ky (National

Research Council) dé nghi [43].

Bang 6.1. So sanh dé an toan giita khoa bi mdt va khoa cong cong

Phuong phap ma hoa quy udc Phuong phap ma hoa khoa cong cong
Kich thuéc Thuat toan Kich thude Ung dung
ma khoa (bit) ma khoa (bit)
56 DES 256
70 384 Phién ban PGP cii
(kich thudc tdi thiéu)
80 SKIPJACK 512 Short DSS,
PGP “low grade”
96 768 PGP “high grade”
112 3DES véi 2 khoa 1024 Long DSS,
PGP “military grade”
128 IDEA, AES 1440
150 2047 PGP “alien grade”
168 3DES véi 3 khoa 2880
192 AES 3000
256 AES 4096
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Chi phi

64

128
256
512

N, N N
— N <

> P06 dai ma khda (bits)

Hinh 6.3. D6 thi so sanh chi phi cong phd khéa bi mdt

va khoa cong cong

Trén thuc té, khoa cong cong dé bi tan cong hon khoa bi mat. Dé tim ra dugc
khoa bi mat, ngudi giai ma can phai c6 thém mot sb thong tin lién quan dén cac
ddc tinh cta van ban ngudn trudc khi ma hoa dé tim ra manh méi giai ma thay vi
phai str dung phuong phap vét can ma khoa. Ngoai ra, viéc xac dinh xem thong
diép sau khi giai ma c6 dung 1a thong diép ban dau trudc khi ma hoa hay khong
lai 1a mot van dé kho khan. Nguoc lai, ddi véi cac khoa cong cong, viée cong pha
hoan toan c6 thé thyc hién duoc véi diéu kién co du tai nguyén va thoi gian xir 1y.
Ngoai ra, dé ¢6 thé giai ma mot thong diép sir dung phuong phap méa hoa khoa
cong cong, ngudi giai ma ciing khong can phai vét can toan bo khong gian mi

khoa ma chi can khao sat trén tap con cua khong gian nay.

189

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Chuong 6

Bén canh do, khéa cong cong con 1a muyc tiéu tin cong déang gia dbi voi nhimng
ngudi giai ma hon cac khoa bi mat. Khoa cong cong thuong ding dé ma hoa cac
khoa bi mat khi thyc hién viéc trao d6i ma khoa bi mat. Néu khoa cong cong bi
pha thi cac thong di€p sau do sir dung ma khoa nay ciing bi giai ma. Trong khi
d6, néu chi phat hién dugc mdt ma khoa bi mat thi chi co thong diép sir dung ma
khoa nay méi bi gidi ma. Trén thuc té, ma khoa bi méat thuong chi dugc st dung
mot 1an nén it co gia tri hon so véi khoa cong cong. Tom lai, mac du khoa cong
cong duoc dung dé ma hoa cac thong tin ngan nhung déy lai 1a cac thong tin quan

trong.
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Chuong 7
Chir ky dién twr

&5 Noi dung ciia chwong 7 sé giGi thiéu khdi niém vé chit ky dién tir ciing voi
mét s6 phiong phdp chiv ky dién tir phé bién hién nay nhw RSA, ElGamal va
DSS

7.1  Gié&i thiéu

Chit ky dién tir khong dugc sir dung nhdm bao mat thong tin ma nhim bao vé
thong tin khong bi nguoi khac cd tinh thay doi dé tao ra thong tin sai léch. Noi
cach khac, chir ky dién tir giup xac dinh dugc ngudi da tao ra hay chiu trach

nhiém dbi véi mot thong diép.

Mot phuong phap chir ky dién tir bao gdm hai thanh phan chinh: thuat toan ding

dé tao ra chix ky dién tir va thuat toan twong ung dé xac nhan chit ky dién tir.

Pinh nghia 7.1: Mot phwong phdp chir ky dién ti dwgc dinh nghia la mot bg-
nam (P, A, K, S, V) thoa cdc diéu kién sau:
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Chuong 7

1. Platdp hop hitu han cac thong diép.
2. Ala tdp hop hitu han cdc chiv ky ¢é thé dwoc sir dung.
3. Khéng gian khéa K la tdp hop hitu han cdc khéa c6 thé sir dung.

4. Vi mbi khéa k € K, ton tai thudt todn chir ky sig, € S va thudt toan xac
nhan chit ky twong ung ver, € V. Mbi thudt todn sigy: P—> Avaver,:Px A

— {true, false} la cdc ham théa diéu kién:

true né&u y = sig(x)
VxePNyeA: )= ) 7.1
e re ver(x y) {false néuy#sig(x) -

7.2 Phwong phap chir ky dién tir RSA

Phuong phép chir ky dién tr RSA dugc xay dung dua theo phuong phap ma hoa
khoa cong cong RSA.

Thuat toan 7.1. Phuong phap chit ky dién tir RSA

n = pq véi p va q 1a hai s6 nguyén t6 1¢ phan biét.
Cho P =C =17, vadinh nghia:
K={((n, p, q, a, b): n=pq, p, q 1a sé nguyén t, ab =1 (mod @(n))}
Gia tri n va b dugc cong bd, trong khi gia tri p, ¢, a dwoc giit bi mat.
Véimdi K = (n, p, g, a, b) € K, dinh nghia:

sigg(x) = x* mod n
va

very(x, y) = true < x =" (mod n), v6i x,y e Z,
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7.3 Phwong phap chir ky dién tir EIGamal

Phuong phap chit ky dién tr ElGamal dugc gidi thi¢u vao nam 1985. Sau do,
Vién Tiéu chuin va Cong nghé Qudc gia Hoa Ky (NIST) di sira d6i bd sung
phuong phap nay thanh chuan chit ky dién tir (Digital Signature Standard— DSS).
Khéc vé6i phuong phap RSA ¢6 thé dp dung trong ma hoa khoa cong cong va chir
ky dién tir, phuong phéap ElGamal dugc xdy dung chi nhim giai quyét bai toan
chir ky dién tu.

7.3.1  Bai todn logarit roi rac

Phat biéu bai toan logarit roi rac: Cho sb nguyén t6 p, goi « € Z,1a phén tir sinh

(generator) va ff € Z,*. Can xé4c dinh sé nguyén duong a € Z, 1 sao cho

o' = f(mod p) (7.2)
Khi @6, a duge ky hiéu 1 log,, S.

Trén thuc té, bai toan logarit roi rac thuéc nhém NP hay noéi cach khac, chua co
thuat toan co thoi gian da thirc ndo c6 thé giai quyét duge van dé nay. Véi p co
t6i thiéu 150 chit s6 va p — 1 ¢6 thira s6 nguyén t6 du 16n, phép toan lity thira
modulo p ¢6 thé xem nhu 1a ham 1 chiéu hay viéc giai bai toan logarit roi rac trén

Z, xem nhu khong thé thuc hién duoc.
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7.3.2  Phwong phdp ElGamal

Trong phuong phép ElGamal, mét thong diép bét ky co thé c6 nhiéu chit ky hop

1€ khac nhau.

Thuat toan 7.2. Phuong phap chit ky dién tir EIGamal

Cho p 14 sé nguyén t6 sao cho viéc giai bai toan logarit rdi rac trén Z, xem nhu
khong thé thuc hién duge. Cho o e Z,*1a phan tir sinh.
Cho P=2Z,", A=Z7,'x Z, , va dinh nghia
K={(, a,a, p): B =d (modp)}
Gia tri p, a va B dugc cong bd, trong khi gia tri @ dugc giit bi mat.
Véimbdi K = (p, a, a, f) € K va mot s6 ngau nhién (dugc giit bi mat) k € Z,H*,
dinh nghia:
sigi(x,k) = (, 9)
Vi
7 =d ' mod p

va

8 =@x—-ayk 'mod (p-1)
Voéix, ye Zp* va J € Z,;, dinh nghia

very(x, 7, § =true < f77° = a* (mod p)

7.4 Phuwong phap Digital Signature Standard

Phuong phap Digital Signature Standard (DSS) 13 su cai tién cua phuong phép
ElGamal. Phuong phap nay dugc cong bd trén Federal Register vao ngay 19
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thang 5 nam 1994 va chinh thirc tr thanh phuong phap chuén tir ngay 1 thang 12
nam 1994.

Thuat toan 7.3. Phuwong phdp Digital Sinature Standard

Cho p 1a sé nguyén t6 512-bit sao cho viéc giai bai toan logarit rdi rac trén Z,
xem nhu khong thé thuc hién dugc va ¢ 1a s6 nguyén t§ 160-bit 1a udc sé ciia
p—1.Cho o € Z,* 1a can béac g cua 1 modulo p.
Cho P=2,", A= 7, x Z, va dinh nghia

K={(p,q, aa,p): f=d'(modp) }
Gia tri p, ¢, a va fdugc cong bd, trong khi gia tri a dwoc giit bi mt.

Véimbdi K = (p, a, a, f) € K va mot s6 ngau nhién (dugc giit bi mat) k € Zq*,

dinh nghia:
sigi(x.k) = (1, 9)
Vol
7 = (d mod p) mod ¢
va

S=@(+ayk 'modg
Voéix e Zq}k va y, 6 € Z,, dinh nghia
very (x,7,8) = true & (ael,BEZ modp)modq =y

voi ey =x6"mod g vae,= 5" mod g

Mot van ban dién tr, vi du nhu cac hop ddng kinh té hay di chic thira ké, co thé
can duoc kiém tra dé xac nhan chit ky nhiéu lan sau mot khoang thoi gian dai nén
van dé an toan d6i voi chit ky dién tir can phai dugc quan tim nhiéu hon. Do muc

d6 an toan cia phuong phap ElGamal phu thugc vao dd phurc tap cia viée tim 1oi
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giai cho bai toan logarit roi rac nén can thiét phai sir dung sé nguyén t6 p du 16n
(t6i thiéu 1a 512-bit [43]). Néu sir dung s6 nguyén t6 p c6 512 bit thi chir ky dién
tir dugc tao ra s€ c6 d9 dai 1024-bit va khong phu hgp voi cac ng dung st dung
thé théng minh vén ¢6 nhu cau sir dung chit ky ngén hon. Phuong phap DSS da
giai quyét van dé nay bang cach dung chit ky dién tir 320-bit trén vin ban 160-bit
2160

VGi céc phép tinh toan déu duoc thuc hién trén tap con co phén tir cia Z,* véi

p 12 s6 nguyén té 512-bit.
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Chwong 8
Phwong phap ECC

&5 Trong chwong 6 va 7, ching ta dd tim hiéu vé vé khdi niém va mét s6
phiong phdp cu thé phé bién trong hé thong ma héa khéa cong cong va chiv ky
dién tir. Trong chwong nay, ching ta sé tim hiéu vé viéc g dung Iy thuyét todn
hoc duong cong elliptic (elliptic curve) trén truong hitu han vao hé thong ma

hoa khoa cong cong.
8.1 Ly thuyét dwong cong elliptic

Hé théng ma hda khoa cong cong dua trén viée st dung cac bai toan khod giai
quyét. Van dé kho & day chinh 1a viéc s6 luong phép tinh can thiét dé tim ra mot
10i giai cho bai toan 14 rat 16n. Trong lich sir 20 ndm ctia nganh mé hoa bat d6i
ximg di c6 nhidu dé xuét khac nhau cho dang bai toan nhw vay, tuy nhién chi c6
hai trong sb cac dé xudt d6 con ton tai vimg dén ngay nay. Hai bai toan d6 bao
gOm: bai toan logarit roi rac (discrete logarithm problem) va bai toan phan tich

thira sO cua sO nguyén.
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Cho dén nam 1985, hai nha khoa hoc Neal Koblitz va Victor S. Miller d doc lap
nghién ctru va dua ra dé xuat Gmg dung 1y thuyét toan hoc dudng cong elliptic

(elliptic curve) trén truong hitu han [35].

Puong cong elliptic — cling nhu dai s6 hinh hoc — dugc nghién ctru rong rai trong
vong 150 nam tré lai dy va da dat duge mot s6 két qua 1y thuyét co gia tri.
Puong cong elliptic dugc phat hién lan dau vao thé ky 17 dudi dang cong thic

Diophantine: y* —x’ =c¢ v6i ceZ.

Tinh bao mat ciia hé thdng md hoa sir dung duong cong elliptic dya trén diém
mAu chdt 1a d6 phirc tap ctia bai toan logarit roi rac trong hé théng dai sd. Trong
su6t 10 nam gan déy, bai toan nay nhan duoc sy quan tim chii ¥ rong rii ciia cc
nha toan hoc hang dau trén thé giéi. Khong gidng nhu bai toan logarit rdi rac trén
truong hitu han hodc bai toan phén tich thira s6 ciia s6 nguyén, bai toan logarit roi
rac trén duong cong elliptic chua c6 thuit toan nao cé thoi gian thyc hién nho
hon cap lity thira. Thuat toan tot nhat dugc biét cho dén hém nay ton thoi gian

thyc hién cép liy thira [27].

8.1.1  Cong thirc Weierstrasse va duwong cong elliptic

Goi K 1a mét truong hitu han hodc v6 han. Mgt dudng cong elliptic dugc dinh
nghia trén truong K bang cong thirc Weierstrass:

Y +axy+ay=x +a,x’ +a,x+a, 8.1

trong d6 a,,a,,a,,a,,a;,a, € K .
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Pudng cong elliptic trén truong K duge ky hidu £(K). S6 lugng cac diém nguyén
trén E ky hiéu 13 #E(K), c6 khi chi don gian 1a #E. Ddi véi timg trudng khac
nhau, cong thirc Weierstrass c6 thé dugc bién d6i va don gian hoa thanh cac dang

khac nhau. Mot duong cong elliptic 14 tap hop cac diém thoa cong thirc trén.

¥y

_y2=x3—4x + 067

Hinh 8.1. M4t vi du vé dirong cong elliptic

8.1.2  Duwong cong elliptic trén truong R’

Puong cong elliptic £ trén truong sb thuc R 1a tap hop cac diém (x, y) thoa min
cong thuc:

y2 =x+ asx +ag Vol as, ag € R (8.2)

cung véi mot diém dic biét O duge goi la diém tai vo cuc (cling 1a ph'?m tor

identity). Cap gia tri (x, ) dai dién cho mot diém trén duong cong elliptic va tao
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nén mit phang toa do hai chiéu (affine) R x R. Pudng cong elliptic £ trén R*
duoc goi 1a dinh nghia trén R, ky hiéu 1a E(R). Pudng cong elliptic trén s thuc
¢6 thé dung dé thé hién mot nhom (E(R), +) bao gdm tdp hop cic diém
(x,¥) € R x R voi phép cong + trén E(R).

8.1.2.1  Phép cong

- -P

P+{EP) =0
‘_“\_ ()

2 =xt-6x+6

Hinh 8.2. Piém & vé cuc

Phép cong diém (ESUM) dugc dinh nghia trén tap E(R) ciia cac diém (x, y). Diém

tai v cuc O la diém cdng véi bat ky di€ém nao cling s€ ra chinh diém do.

Nhuvay,  VP(x,y)e E(R), P+O=0+P=P:

VP(x,y)€ E(R): £y =4/x’ +a,x+a (8.3)
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Nhu vay, trong ing véi mot gia tri x ta s€ ¢6 hai gia tri toa do y.

Diém (x, ) ky hiéu 1a—P € E(R), dwoc goi la diém ddi ciia P véi:

P+=P)=xy) +x-)=0 (8.4)

Phép cong trén E(R) dugc dinh nghia theo phuong dién hinh hoc. Gia sur c6 hai
diém phan biét P va O, P, O € E(R). Phép cong trén nhom dudng cong elliptic 1a
P+Q=R R €ER).

Y P (-2.35,-1.86)
+ O (0.1, 0.836)
T -R (3.89,5.62)
R(3.8%,-562)

P+(Q=R=(389,-562).

]

¥ o=xt-Tx

Hinh 8.3. Phép cong trén duong cong elliptic

Pé tim diém R, ta ndi P va Q bang duong thing L. Pudng thang L s& cit E tai ba

diém P, Q va —R(x, y). Piém R(x, —y) s& c6 tung d6 1a gia tri ddi cua y.
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Thé hién phép cong duong cong elliptic dudi dang dai s, ta co:
P=(x,y1)
0= (x2,12) (8.5)

R=P+Q=(x3)3)
trong d6 P, O, R € E(R) va:

2
X3 = 1 —X1— X2

»3=0(x1 +x3) =y (8.6)
0=22"N ndup 0 (8.7)
Xy =X
2
hode 6=-X T% péip-o (8.8)
2y,

Thuat toan cong trén dudng cong elliptic duoc thé hién nhu sau:

Thudt toan 8.1: Thudt todn cong diém trén dwong cong elliptic

Input:

Pudng cong elliptic E(R)vdi cac tham sb ay, ag € E(R),

Diém P= (x1, y1) € E(R) va O =(x, 1) € E(R)
Output: R=P+Q, R=(x3,)3) € E(R)
If P = O then R «— O va tra vé gia tri R
If O = O then R « P va tra vé gié tri R
If x; = x, then

If y, =y, then

0« 3x,” +a,
2y
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Phuong phap ECC

else if y; =—y, then
R« O vatravé R,
else

0« V2= N
Xy =X

end if
X3 = 62 — X1 — X2
¥3=00x +x3) =y
Tra vé (x3,3) =R

8.1.2.2  Phép nhdn doi

-R (-1.11,-2.64)
R(1.11,2.64)

2P = R=(-1.11, 2.64).

y2=x¥-3x+5

Hinh 8.4. Phép nhan doi trén duwong cong elliptic

203

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt
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Xét phép nhan d6i (EDBL): néu cong hai diém P, O € E(R) véi P = Q thi duong
thing L s& 1a tiép tuyén ciia duong cong elliptic tai diém P. Trudng hop nay diém

—R s& 1a giao diém con lai cta L voi E. Luc d6 R = 2P.

8.1.3  Dwong cong elliptic trén truwong hitu han

Puong cong elliptic duge xay dung trén cac truong hitu han. Cé hai truong hitu
han thuong dugc sir dung: truong hitu han F, véi g 1a s6 nguyén t6 hodc ¢ 1a 2"

(m 14 s nguyén).

Tuy thudc vao truong hitu han F,, véi mdi bac cua ¢, ton tai nhidu duong cong
elliptic. Do d6, v&i mot truong hiru han ¢b dinh ¢6 ¢ phan tir va ¢ 16n, ¢6 nhidu su

lwa chon nhém duong cong elliptic.

8.1.3.1  Duong cong elliptic trén truong F, (p la 6 nguyén 16)

Cho p 1a sé nguyén té (p > 3), Choa, b € F, sao cho 4a® + 27b* # 0 trong trudng
F,. Mot duong cong elliptic E(F},) trén F), (duoc dinh nghia béi cac tham sO a va
b) 1a mét tap hop cac cip gia tri (x, y) (x, ¥ € F,) thoa cong thirc

‘=X +ax+b (8.9)
y

cung voi mot diém O — goi la diém tai vo cuc. S& lugng diém coa E(F,) 1a #E(F),)

thda dinh ly Hasse:

p+1-2p <HE(F )< p+1+2\p (8.10)
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Céc phép toan ctia duong cong elliptic trén F, cling twong ty voi E(R). Tap hop

cac diém trén E(F, ») tao thanh mot nhom thoa cac tinh chét sau:

o Tinhdong:Va,be G,athbed.

o Tinh két hop: Cic phép toan trong nhom co tinh két hop.

Do do,(a+b)+c=a+(b+c).
o Phﬁnn]rtrungh(‘)a: comot giatri0 e Gsaochoa+0=0+a=a,VaeG.

o Phin tr ddi: VaeG,3-aeG goi la s6 d6i coa a, sao cho

—a+a=a+(-a)=0.

Bac cua mot diém A trén E(F, ) 1a mot s6 nguyén duong r sao cho:

A+ A+..+A=0 (8.11)
%f—/
r

8.1.3.2  Puong cong elliptic trén trmi‘ngF m

Mot duong cong elliptic E( Fzm) trén Fzm dugc dinh nghia boi cac tham sb
a,be Fzm (v6i b # 0) 1a tap cac diém (x, y) véix e Fzm ,V € Fzm thda cong
thure:

YV +xy=x+ax’+b (8.12)

cling véi diém O 1a diém tai vo cuc. SO luong cac diém thude E( F,,) ky hiéu

#E(F o ) thoda dinh ly Hasse:
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q+1-2Jq SHE(F,)<q+1+2q (8.13)

trong d6 g = 2". Ngodi ra, #E(F),, ) 1a s6 chin.

Tap hop cac diém thude E( F, ) tao thanh mot nhom thoa céc tinh chét sau:

o 0+0=0

o (x»FTO=xy),VxyekEF,,)

o XY+ x+y)=0, V(x,y) € E(F,) Khido, (x, x +y) I diém ddi cua

(x, y) trén E(F. " )

Viéc xu ly dugc thuc hién trén hai hé toa d khac nhau: hé toa do affine va hé toa
do quy chiéu. V&i céc hé toa do khac nhau, viée tinh toan trén duong cong cling

khac nhau.

K2

« Cac phép toan trén duong cong elliptic trong hé toa do affine

HE ma hdéa duong cong elliptic dua trén bai toan logarit roi rac trén E( F, ) va

céc tinh toan co ban trén dudng cong elliptic. Phép nhan dugc thé hién 1a mot day
cac phép cong va phép nhan doi cac diém cuiia duong cong elliptic. Gidng nhur cac
phép tinh trén dudng cong elliptic trén s6 thuc, phép cong va phép nhan doi duge

dinh nghia trén h¢ toa do.
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Xét duong cong elliptic E trén F,, trong hé toa dd affine. Cho P = (x1, 1),
Q= (x2,)») 1 hai diém trén duong cong elliptic £(F,, ). Diém doi cua P la
“P=(x, 1+ x1) € E(Fzm )-

Néu Q#-Pthi P+ Q =R=(x3,y5) € E(F, ).

9:y1+y2
£ s X+ X,
Neéu P# Q thi " (8.14)
X, =0"+0+x+x,+a,
V3 =(x1+x3)9+x3+yl
0:£+x,
. X
Néu P = Q thi ' (8.15)

x, =6’ +0+a,

V3 :x12 +(9+l)x3

Thuat toan 8.2: Thudt toan cong diém trong hé toa do affine

Input:

Puong cong elliptic £( Fzm W6i cac tham s6 ay, a6 € F. s
biém P = (xi, 1) € E(F,, ) v 0= (x2, ) € E(F,, )
Output: R =P+ O, R=(x3,)3) € E(Fzm )

If P=0 then R « Q vatra vé gia tri R
If O = O then R «— P va tra vé gia tri R
If x; = x, then

If y, =y, then
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5 2
g<_&+xl vax; <« 0"+ 60+a,
xl

Else If y, =x; +y, then
R« O vatra vé R,

End If

+
9<_y] y2
X1+X2

End If
X3 €<— 92+ 9+X1 +xta
V3 < (X] +X3)6+X3 +y1

Tra vé (x3, y3) =R

% Cac phép toan dudng cong elliptic trong hé toa d chiéu

Pudng cong E( Fzm )c6 thé dugc xem la twong dwong véi tap hop cac diém
E( F2m ) trén mit phing chiéu P*( Fzm ) thda man cong thirc:

Vztxyz=x+ax' 2 +d°7 (8.16)

Str dung hé toa d6 chiéu, thao tac tinh nghich dao can cho phép cong va phép

nhén d6i diém trong h¢ affine c6 thé duoc loai bo.
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« Chuyén doi giira h¢ toa do affine va hé toa dy chieu

Moi diém (a, b) € E( Fz,,, ) trong hé toa d¢ affine co thé duoc xem 1a bd ba
(x, v, z) trong E'( Fz,,, ) trong hé toa do chiéu véix = a,y=b,z=1. Hon nira, mdt

diém (¢, ty, t,) trong hé toa do chiéu véi ¢ # 0 duge xem nhu trung voi diém

(x, y, z). Nhu vay, chuyén dbi gitta h¢ affine va hé toa do chiéu nhu sau:

M(a, b) = M(a, b, 1) (8.17)

Np.g.r) = N(P 9 1)=N2 4) (8.18)

r r

KD

% Cac phép toan dudng cong trong hé toa do chiéu

Phuong phép trinh bay cong thuc ciia phép cdng va nhan doi trong hé toa do

chiéu twong tu vi hé toa do affine.

Cho P' = (x1: y1:z) € E'( Fzm ), 0'=(:)m:2:;) € E'(Fz,,, ) va P' £ —Q' trong do
P', O' thudc hé toa do quy chiéu.

Do P' = (xi/z; : yi/z; @ 1), ta ¢6 thé ap dung cong thirc cong va nhan cho diém
P(xy/z1, yi/z1) VA& O (x5, y2) cho E(F,, ) trong h¢ affine dé tim P'+ Q'=R'

(550 1).
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Tir d6 ta co:
, * B A4
Xy=—F+—+—+a,
A A z (8.19)
Al B'x ! 1
y3——(—'+x3)+x3+&

Az z,

Trong d6 4 = (xpz; +x1) va B = (sz; + y1). Dt z3 = 472, va x3 = x'sz3, y3 = y'sz3,
néu P + 0 = (x3: y3: z3) thi:

X3 = AD,
3= CD + A*(Bx, + Ay)) (8.20)
Z3 = A321

v6i C=A+BvaD=A%A+ az)+zBC.

Tuong tu 2P = (x5 : y;3 : z3) v6i

X3 :AB,
V3 =34+ Bxi” +yiz; + A) (8.21)
Z3:A3

Trong 86 A =xz, va B = a(,zl4 + x14. Piém két qué cé thé duoc chuyén trd lai sang
hé affine bing cach nhan véi z; ', Nhu vay s& khong c6 thao tac tinh nghich dao
trong hé toa do chiéu. Do d6, chi can 1 phép nghich dao sau mot diy cac phép

cdng va nhan déi d¢ chuyén sang hé affine.
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Bang 8.1. So sdnh s6 heong cdc thao tac doi véi cde phép todn

trén dwong cong elliptic trong hé toa do Affine va hé toa do chiéu

Thao thc Toa do affine Toa d¢ chiéu
ESUM | EDBL | ESUM | EDBL

Nhan 2 2 13 7

Nghich dao 1 1 0 0

8.1.3.3  Phép nhdn duong cong

Thuat toan 8.3: Thudt todn nhan diém trong hé toa do affine

Input: P e E( Fz"’ )vac e Fz"’

Output: Q=cxP
Cc= ?:Obizi:bie {0’ 1},bn:1

Q<P
for i =n-1 downto 0
Gan Q « O + O (Affine EDBL)
if b;=1 then
Gan Q « Q + P (Affine ESUM)
end if
end for

Travé Q

Phép nhan dugc dinh nghia nhu mét day céac phép cong.

O=cxP =P+P+..+P (8.22)

&
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Thuét toan 8.4: Thudt toan nhan diém trong hé toa do chiéu

Input: Pe E( F2m )and ¢ € Fz,,,
Output: Q=c xP

c=3 " b2 bie{0,1},5,=1
Biéu dién P trong hé toa do chiéu: P'
Gan Q' « P'
for i = n-1 downto 0
0'«< 0'+ Q' (Projective EDBL)
if b;=1 then
Q'« Q' +P' (Projective ESUM)
end if
end for
Biéu dién Q' trong hé toa d6 affine, ta duge O
Travé Q

8.1.4  Bai todn logarit roi rac trén duong cong elliptic

Bai toan logarit roi rac trén dwong cong elliptic (ECDLP): Cho E la mot
dirong cong elliptic va P € E la mét diém c6 bdc n. Cho diém Q € E, tim s6

nguyén duwong m (2 < m < n —2) thoa man cong thirc Q =m x P.

Hién nay chua c6 thuat toan nao dugc xem 13 hiéu qua dé giai quyét bai toan nay.
D¢ giai bai toan logarit rdi rac trén duong cong ellipse, can phai kiém tra tat ca
cac gid tri m e[2.n—2]. Néu diém P dugc chon Iya cin than véi n rat 16n thi

vigc gidi bai todn ECDLP xem nhu khong kha thi. Viéc giai bai toan ECDLP kho
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khin hon viéc giai quyét bai toan logarit roi rac trén trudng sd nguyén thong

thuong [2].

8.1.5  Ap dung Iy thuyét dwong cong elliptic vio mi héa

Céc 1y thuyét toan hoc nén tang cta dudng cong elliptic duoc cac nha khoa hoc
ap dung kha hiéu qua vao linh vuc ma hoa, bao mat (Elliptic Curve Cryptography
- ECQ). Cac két qua nghién ctru vé duong cong elliptic da duoc sir dung trong

quy trinh ma hoa dir li¢u, trao ddi khoa va ky nhén dién tir .

8.2 Ma hoda div liéu

M0 hinh ma hoa dir liéu str dung duong cong elliptic (Elliptic Curve Encryption

Scheme - ECES) bao gdm 2 thao tic: md hoa va giai ma.

Trude khi thue hién viéc ma hoa dir liu véi Elliptic Curve, ngudi goi va ngudi
nhan cin phai so hitu mot cap khoa cong cong — khoa riéng. Céc gia tri sau dugc
quy udc chung gitra ngudi goi va ngudi nhan, goi 1a cac tham sé chung cuia hé
thong mi hoa:

e Duong cong elliptic curve E.

e Diém P, P € E. Biém P c¢6 bac n (n x P=0).
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Qua trinh tao khoa dwgc thye hién nhw sau:
e Chon mét s6 nguyén batky d, d € [2, n —2]. Day chinh 14 khoa riéng.

e Tinh gi4 trj cua diém O = d x P e E. Pay chinh 13 khoa cong cong.

8.2.1 Thao tac ma hoa

Thao tic mi hoa s& ma hoa mot thong diép bang khoa cong cong ctia ngudi nhan
va cac tham sb duong cong di dugc quy udc théng nhit chung giita ngudi goi

(B) va nguoi nhan (A).

Trinh tw ma hoa dwge thywe hién nhw sau:
e B sir dung khoa cong cong cua A (Qy).
e B chon mét s nguyén batky k € [2, n-2].
e B tinh gia tri ctia diém (x,, y;) =k x P.

e B tinh gia tri cia diém (2, ¥2) = k x Oa.x, 12 gia tri bi mat s€ dugc st dung
dé tao khoa ma hoa thong diép.

¢ B tao mat na (mask) Y tir gia tri bi mat x,. Gia tri ciia ¥ dugc tao thanh tir
mot ham mask generation. Tuy theo viéc cai dat ham mask generation ma
Y s& ¢6 gié tri khac nhau. Y chinh Ia khoa quy u6c dé ma hoa thong diép.

e B tinh gid tri C = ®(Y, M). C chinh la thong di¢p da dugc ma hoa. Thong
thuong, ®(Y, M\)=Y @ M.

e B gaicho A thong diép da ma hoa C cung voi gia tri (xq, y1).
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Gia tri k va (x;, y;) dugc tao ra khong phai khoa riéng va khoa cong cong dé giao
dich cua B. Pay 1a cip khoa cong cong — khoa riéng duge phat sinh nhit thoi
(one-time key pair) nhim ma hoa thong diép. Mdi mot thong diép ma hoa nén sir

dung mot cap khoa cong cong — khoa riéng duoc phat sinh ngau nhién.

8.2.2  Két hop ECES véi thuit todn Rijndael va cdc thudt todn mé rjng

Trong ECES, thong thuong ham ma héa ® thuc hi¢n thao tdic XOR khoa voi
thong diép. Trén thyc té, dé tdng d§ an toan cta thuat toan ma hoa, cac hé théng
ma hoa bang duong cong ellipse thay thé thao tic XOR thong diép v6i khoa bang
cach két hop v6i mot thudt toan ma hoa ddi ximg hiéu qua hon. Trong [27] trinh
bay phuong phap ECAES chinh 14 su két hop ECES véi AES. Chiing ta ciing ¢6
thé str dung cac thuat toan mo rong 256/384/512-bit va 512/768/1024-bit trong

qua trinh ma héa ctia ECES dé tao ra mot hé théng mi c6 do an toan rat cao.

8.2.3  Thao tac gidi ma

Bang viéc st dung cac tham s quy wdce két hop voi khoda bi mét ciia ngudi nhan
(A) va gia tri (x;, y;), A thuc hién giai ma thong diép dugc ma hoa bang ECES
(C) theo trinh tu sau:

Trinh tw gidi ma:
e Anhan gia tri (x;, y1).

e A tinh gia tri cia diém (xa, y5) = d x (x1, 11). X, 14 gia tri bi mét s& duoc sir

dung dé tao khoa giai ma thong diép.
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e Sir dung cung mot ham tao mat na (mask function) nhu da stir dung & giai
doan ma hoa, A tao mat na Y tir gia tri bi mat x,. ¥ chinh la khoa bi mat dé
giai ma.

e A giai ma thong diép C dé lay thong diép M ban dau bang cach tinh gia trj
M=®'(C, Y). Thong thudng, ®(C, V) =C® Y.

8.3 Trao déi khéa theo phwong phap Diffie - Hellman sir dung ly
thuyét dwong cong elliptic (ECDH)
8.3.1 M0 hinh trao déi khéa Diffie-Hellman

Nam 1976, Whitfield Diffie va Martin Hellman da dua ra mot giao thirc dé trao
dbi cac gia tri khoa quy wéc giita cac ddi tac trén dudng truyén c6 d6 bao mat
trung binh. Sy ra doi cua giao thirc trao ddi khoa Diffie-Hellman dugc xem la

budc mo dau cho linh vuc ma hoa khoa cong cong.

Giao thirc nay dya trén nguyén 1y ctia bai toan logarit roi rac trén trudng sb
nguyén hiru han. Céc thao tac thyc hién trao d6i khoa Diffie-Hellman giira hai d6i
tac A va B nhu sau:

e A vaB thong nhat cac gia tri g va sd nguyéntd p <g

e A chon mét s6 ngdu nhién m. A tinh gia tri Q5 = g” va g&i Oa cho B
e B chon mot s6 ngiu nhién ». B tinh gia tri O = " va gbi O cho A

e A nhan dugc Qg va tinh gid trj k= (Qp)" = g™

e B nhan dugc Q4 vatinh gid tri k= (Qn)" = g™

k chinh 1a gia tri bi mat dugc quy udc chung.
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8.3.2 M0 hinh trao doi khéa Elliptic Curve Diffie - Hellman

Mo hinh trao d6i khoa Elliptic curve Diffie-Hellman tuong ty mé hinh trao d6i
khoa Diffie-Hellman. ECDH ciing dua vao nguyén 1y cua bai toan logarit roi rac
nhung 4p dung trén dudng elliptic curve. M6 hinh nay dung dé thiét 1ap mot hoac

nhiéu khoa quy wéc chung gitra hai ddi tic A va B.

Céc thao tac dé trao d6i khoa b?mg ECDH duoc thuc hién nhu sau:
e A va B thong nhat cac tham sb s& sir dung nhu: duong elliptic curve E, va

diém P(x, y)

e A chon mét gia tri m ngiu nhién. A tinh gia tri diém O, = m x P va goi

OachoB

e B chon mét gi tri n ngiu nhién. B tinh gi4 tri diém Op = n x P va gdi Op

cho A
e Anhdndugc Ogvatinhgiatri G=mx QOg=m xnx P

e Bnhandugc Qs vatinhgiatri G=nx Qx=nxmx P

Gia tri G=m x n x P chinh 1a gia tri bi mat dugc quy uéc chung.

Gia str c6 mot nguoi C tén cong vao dudng truyén va lay duoc cac gia tri Oa, O,
E, P, C can lay dugc m hodc n dé tim G = m x n x P. Diéu d6 chinh la C phai giai
bai toan logarit roi rac trén dudng cong elliptic. Gidi bai toan ndy doi hoi chi phi

tinh toan tuong duong voi sit dung thuat toan vét can trén duong cong elliptic.

217

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Chuong 8

8.4 Kétluan

Hé théng ma hoa khéa cong cong ra doi da giai quyét cac han ché cia ma hoa
quy udc. Ma hoa khoa cong cong st dung mot cap khoa, mot khda (thong thuong
1a khoa riéng) dung dé ma hoa va mot khoa (khoa riéng) dung dé giai ma. Ma hoa
khoa cong cong gitp tranh bi tan cong khi trao doi khoa do khoa dé giai ma (khoa
riéng) khong can phai truyén hodc chia s¢ v6i nguoi khac. Ngoai ra, mdi ngudi
chi can s& hiru mot cip khoa cong cong — khoa riéng va nguoi goi thong tin chi
can gitr khoa cong cong cta ngudi nhan do d6 s6 luong khoa can phai quan 1y
giam kha nhiéu. Mdi nguoi chi cn luu trit bao mat mot khoa riéng ciia chinh

minh.

Tuy nhién, do nhu cdu ma héa va giai mi bang hai khéa khac nhau trong cing
mot cip khéa nén dé dam bao bao mat, kich thudc khoa cong cong — khoa riéng
16n hon rat nhiéu so véi khoa cong cong. Do d6 téc do ma hoa khoa cong cong
cham hon téc d6 ma hoa khoa quy ude. Tée do ma hoa bang phan mém cua thust
toan DES nhanh hon khoang 100 lan so v&i ma héa RSA véi cling mirc d§ bao

mat.

Bang 8.2. So sanh kich thucc khoa gitta ma hoa quy wéc va ma hoa khoa cong

cong voi cung mirc do bao mdt

Kich thwéc khéa (tinh bang bit)
Khoa quy udc 56 80 112 128 192 256
RSA/DSA 512 1K 2K 3K 7.5K 15K
ECC 160 224 256 384 512
218
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So sanh giira cac phwong phap ma héa khoéa cong cong

Ma hoa khoa cong cong dua trén hai vAn dé 16n ctia toan hoc 12 bai toan logarit
101 rac va bai toan phan tich thira s ctia s6 nguyén. Phuong phap RSA dua trén
bai toan phan tich thira s6 cua s6 nguyén t6 va di dugc dua ra tir cudi thap nién
70. Phuong phip ECC dua trén bai toan logarit roi rac trén truong s ciia duong

elliptic curve (ECDLP) chi méi dugc dua ra tir ndm 1985.

Mot vu diém ctia ECC la kha nang bao mat cao vdi kich thude khoa nho dua vao
mitrc d6 khé giai quyét ciia van dé ECDLP. Pay chinh 1a mét tinh chét rat hiru ich
d6i véi xu huéng ngay nay 1a tim ra phuong phép ting do bao mat cia ma hoa
khoa cong cdng vdi kich thude khoa duge rit gon. Kich thudc khoa nhd hon gitp
thu gon dugc kich thude cia ching nhén giao dich trén mang va giam kich thude
tham s6 cua h¢ thong ma héa. Kich thudc khéa nho gitp cac hé théng bao mat

dya trén ECC giam thoi gian tao khoa. Thoi gian tao khéa thuong rat 1on & cac hé

thong RSA.
Bang 8.3. So sanh kich thucc khoa RSA va ECC
voi cung mikc do an toan
trg:l“;ﬁ‘a'vl;oaﬁlﬁ,fa LD Aimetie 1900 Ti I¢ kich thuéc khoa
| RSA/DSA | ECC RSA : ECC
(don vi: nam)
10* 512 106 5:1
10° 768 132 6:1
10" 1024 160 7:1
107 2048 210 10:1
107 21000 600 35:1
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3000

2500 /L
2000

1500 —8— RSADSA

—e—ECC
1000
500 ././
ol e %

5x10* 4x107 2x10%  4x10% 7x10%

Kich thuéce khoa (bit)

Thoi gian pha v& hé ma (nim MIPS)'

Hinh 8.5: So sdnh mirc do bao mat giita ECC voi RSA / DSA

Do ¢6 kich thude khoa nho va kha nang phat sinh khoa rat nhanh nén ECC rét
duogc quan tim dé ap dung cho cac ing dung trén moi truong gii han vé thong
lugng truyén dir liéu, gidi han vé kha nang tinh toan, kha nang luvu trit. ECC thich
hop véi cac thiét bi di dong ky thuat s6 nhu handheld, PDA, dién thoai di dong va
thé thong minh (smart card).

Céc hé thong ECC da va dang dwoc mot s6 cong ty 16n vé vién thong va bao mat
trén thé giGi quan tim phat trién. Noi bét trong s6 d6 1a Certicom (Canada) két

hop voi Pai hoc Waterloo dd nghién ctru va xem ECC nhu 1a chién lugc phat

! Ngudn: Certicom Corp. http://www.certicom.com
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trién bao mat chinh cta cong ty. Certicom cung cép dich vu bao mat dua trén
ECC. Ngoai ra, mdt s6 cong ty khac nhu Siemens (Ptic), Matsushita (Nhat),
Thompson (Phap) ciing nghién ctru phat trién ECC. Méi ddy, RSA Security
Laboratory — phong thi nghiém chinh ciia RSA — da bét dau nghién ciru va dua

ECC véo san pham cta minh.

Tuy nhién, ECC van c6 mot s6 han ché nhét dinh. Han ché 16n nhit hién nay la
viée chon sir dung cac tham sb dudng cong va diém quy u6e chung nhu thé nao
dé that sy dat dugc do bao mat can thiét. Hiu hét cac duong cong dugc dua ra
déu that bai khi 4p dung vao thyc tién. Do d6 hién nay sé lugng dudng cong that
su duge sit dung khong dwoc phong phi. NIST dé xuit mot sb duong cong
elliptic curve da duogc kiém dinh 14 an toan dé dua vao st dung thuc té trong tai
liéu FIPS 186-2. Ngoai ra, dbi véi cac tham sb mang gia tri nhd, mic d¢ bao mét
ctia ECC khong bang RSA (khi e = 3). P6i voi mot s truong hop RSA van la lya
chon t6t do RSA da chimg minh duoc tinh 6n dinh trong mot khoang thoi gian
kha dai.

ECC vén con non tré va can dugc kiém dinh trong tuong lai tuy nhién ECC cung
cap kha niang tng dung rat 16n trong linh vuc ma héa khoa cong cong trén cac
thiét bi di dong va smart card. Tuong lai ECC s& dugc nghién ctru dua vao thuc

tién pho bién hon.
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Chwong 9
Ham bam mat ma

&5 Noi dung ciia chwong 7 dd trinh bay vé chit ky dién tir. Dé o thé si dung
chit ky dién tir vdo cdc g dung thiee 16, chiing ta can sir dung cdc ham bam mdt
md. Noi dung cia chwong 9 sé trinh bay vé ham bam mdt ma. Bén canh cdc
phiwong phdp phé bién nhw MDS5, SHS, cdc phuwong phdp méi nhie SHA-224,
SHA-256/384/512 ciing dwgc gidi thiéu trong chuong nay.

9.1  Gi&i thiéu
9.1.1 Dt vin dé

Trén thyc té, cac thong diép sir dung chit ky dién tir co do dai bat ky, tham chi 1én
dén vai Megabyte. Trong khi d6, thuat toan chit ky dién tir duoc trinh bay trén
day lai ap dung trén cac théng diép co d6 dai ¢ dinh va thuong tuong ddi ngan,
ching han nhu phuong phap DSS sir dung chit ky 320 bit trén thong diép 160 bit.

Dé gidi quyét vin dé nay, ching ta co thé chia nho théng diép can ky thanh cac
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doan nho c6 d6 dai thich hop va ky trén ting manh thong di€p nay. Tuy nhién,
giai phap nay lai c6 nhiéu khuyét diém va khong thich hop ap dung trong thyc té:

o Néu van ban cin dugc ky qua dai thi sé luong chir ky duoc tao ra s& rat
nhiéu va két qua nhan duoc 1a mot thong diép co kich thudc rat 1on. Chang
han nhu khi st dung phuong phap DSS thi thong diép sau khi dugc ky s€ ¢

do dai gép d6i van ban nguyén thity ban dau!

o Hau hét cac phuong phép chit ky dién tir c6 d6 an toan cao déu doi hoi chi
phi tinh toan cao va do do, tde do xir ly rat cham. Viéc ap dung thuat toan tao

chir ky dién tir nhiéu 1an trén mot van ban s& thuc hién rét 1au.

o  Timg doan van ban sau khi dwoc ky co thé dé& dang bi thay d6i thir ty hay bo
b6t di ma khong lam mét di tinh hop 1é cua vin ban. Viée chia nhé van ban

s& khong thé bao dam duoc tinh toan ven cta thong tin ban dau can dugc ky.

9.1.2  Ham bam mdt ma

Ham bam mat ma 12 ham toan hoc chuyén d6i mot thong diép co do dai bat ky
thanh mot diy bit c6 d6 dai ¢b dinh (tiry thudc vao thuat toan bam). Diy bit nay
duogc goi 1a thong diép rut gon (message digest) hay gia tri bam (hash value), dai

dién cho théng diép ban dau.

D& dang nhan thiy rang ham bam 4 khong phai 1a mot song anh. Do do, véi
thong diép x bat ky, ton tai thong diép x” # x sao cho A(x)= h(x’). Lic ndy, ta noi

rang “co6 sy dung do xay ra”.
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Mot ham bam / duge goi 1a an toan (hay “it bi dung d6”) khi khong thé xac dinh
dugc (bang cach tinh toan) cip thong diép x va x* thoa man x=x’ va h(x) = h(x’).
Trén thuce té, cac thuat toan bam 1a ham mét chiéu, do do, rat kho dé xay dung lai

thong diép ban dau tir thong diép rat gon.

Ham bam gitup xac dinh dugc tinh toan ven dir li¢u cua thong tin: moi thay ddi,
du 14 rat nho, trén thong diép cho trude, vi du nhu dbi gia tri 1 bit, déu lam thay
dbi thong diép rut gon tuong tng. Tinh chit nay hitu ich trong viéc phat sinh,
kiém tra chit ky dién tr, cac doan mé chimg nhan thong diép, phat sinh sb ngiu

nhién, tao ra khoa cho qua trinh ma hoa...

Ham bam 1a nén tang cho nhiéu tng dung ma hoéa. Co nhiéu thuat toan dé thuc
hién ham bam, trong s6 d6, phuong phap SHA-1 va MD5 thudng dugc sir dung
kha phd bién tir thap nién 1990 dén nay.

1. Hambam MD4 (Message Digest 4) va MDS5 (Message Digest 5):

e Ham bam MD4 duoc Gido su Ron Rivest dé nghi vao nam 1990. Vao
nam 1992, phién ban cai tién MD5 cua thuat toan nay ra doi.

e Thong di€p rut gon c6 do dai 128 bit.

e Nam 1995, Hans Dobbertin da chi ra sy dung d6 ngay chinh trong ban
than ham nén cua giai thuat (mac du chua that su pha v& dugc giai thuat).

e Nam 2004, nhom tac gia Xiaoyun Wang, Dengguo Feng, Xuejia Lai va
Hongbo Yu di cong bd két qua vé viéc pha v thuat toan MD4 va MD5
bang phuong phap tan cong dung do? [49].

% Trong tai lidu [49], nhom tac gia khong chi trinh bay két qua tin cong bang dung do dbi
v6i phuong phap MD4, MD5 ma con ca thuat toan HAVAL-128 va RIPEMD
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2. Phuong phap Secure Hash Standard (SHS):

e Phuong phap Secure Hash Standard (SHS) do NIST va NSA xay dung
dugc cong bb trén Federal Register vao ngay 31 thang 1 ndm 1992 va sau

d6 chinh thuc trd thanh phuong phéap chuan tir ngay 13 thang 5 ndm 1993.

e Thong di€p rut gon c6 do dai 160 bit.

Ngay 26/08/2002, Vién Tiéu chuan va Cong nghé qudc gia ctia Hoa Ky (National
Institute of Standard and Technology - NIST) da dé xuit hé thng chuin ham
bam an toan (Secure Hash Standard) gdm 4 thuat toan ham bam SHA-1, SHA-
256, SHA-384, SHA-512. Dén 25/03/2004, NIST d4 chip nhan thém thuat toan
ham bam SHA-224 vao hé théng chuén ham bam. Cac thuat toan ham bam do

NIST dé xuat dugc dic ta trong tai liu FIPS180-2 [24].

9.1.3  Céu triic ciia ham bam

Hau hét cac ham bam mét ma deu c6 cau trac giai thuat nhu sau:

e Cho trudc mot thong diép M c6 do dai bat ky. Ty theo thuat toan duoc sir
dung, chiing ta c6 thé can bd sung mot sd bit vao thong diép nay dé nhan
duogc thong di€p c6 do dai 1a boi s6 ctia mot héng s6 cho truge. Chia nho
thong diép thanh timg khdi ¢6 kich thudc bang nhau: M, M, ... M,

e Goi H la trang thai c6 kich thudc n bit, £1a “ham nén” thuc hién thao tac tron
khdi dir lidu voi trang thai hién hanh
v' Khéi gan H, bang mdt vector khoi tao nao do

v H,=f(H, ,,M,)v6ii=1,23,..,s

e H, chinh la thong diép rit gon ciia thong diép M ban dau
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9.1.4  Tinh an toan ciia ham bam déi véi hién twong dung dp

Ham bam duoc xem 1a an toan d6i voi hién twong dung d6 khi rat kho tim duoc

hai thong di€p co6 cung gia tri bam.

Nhan xét: Trong mot tap hop ma cac phan tir mang mot trong N gi tri cho trudc
vOi x4c suat bang nhau, ching ta can khoang +/N phép thir ngiu nhién dé tim ra

mdt cap phan tir ¢6 cung gi tri.

Nhu vay, phuong phap ham bam dugc xem 1a an toan dbi v&i hién tuong dung do
néu chua c6 phuong phép tan cong nao c6 thé tim ra cip thong diép ¢ cung gia
tri ham bam v&i s§ lugng tinh toan it hon dang ké so v6i ngudng 2" véi n 1a

kich thudc (tinh bang bit) cta gia tri bam.

Phuong phap tdn cong dua vao dung do:
e Timra 2 thong di¢p cd ndi dung khac nhau nhung cung gia tri bam.
o Ky trén mdt thong di€p, sau d6, nguoi ky sé khong thira nhan day l1a chir
ky ctia minh ma néi rang minh d ky trén mot thong diép khac.

e Nhu vay, can phai chon 2 thong diép “dung d6” véi nhau trude khi ky.

9.1.5  Tinh mét chiéu

Ham bam duoc xem 1a ham mot chiéu khi cho trudc gia tri bam, khong thé tai tao

lai thong diép ban dau, hay con goi la “tién anh” (“pre-image”). Nhu vay, trong
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truong hop 1y tudng, can phai thuc hién ham bam cho khoang 2" théng diép dé

tim ra dugc “tién anh” twong Gtrng voi mot gia tri bam.

Néu tim ra duge mot phuong phap tin cong cho phép xac dinh duge “tién anh”
twong ung voi mot gia tri bam cho trude thi thuat toan bam s€ khong con an toan

nira.

Cach tén cong nham tao ra mot thong diép khac véi thong diép ban dau nhung co

cung gi4 tri bam goi 14 tAn cong “tién anh thtr hai” (second pre-image attack).

9.2 Ham bam MD5

9.2.1  Gidithiéu MD5

Ham bam MD4 (Message Digest 4) dugc Gido su Rivest dé nghi vao nam 1990.
Vao ndm sau, phién ban cai tién MDS5 cua thuit toan ndy ra doi. Cung voi
phuong phap SHS, day 1a ba phuong phap c6 uu diém tdc do xir Iy rit nhanh nén
thich hop ap dung trong thyc té d6i voi cac thong diép dai.

Théng diép ban dau x s& duoc mé rong thanh diy bit X c6 do dai 1a bdi sé ctia
512. Mot bit 1 dugc thém vao sau diy bit x, tiép dén 1a diy gom d bit 0 va cudi
cung 1a diy 64 bit / biéu dién d6 dai cua thong diép x. Diy gom d bit 0 duoc thém
vao sao cho diy X c6 do dai 1a boi s 512. Quy trinh nay dwoc thé hién trong
Thuat toan 9.1.

Thuat toan 9.1 Thudt toan xdy dung day bit X tw day bit x

d= (447 - |x|)mod512
Goi ddy 64 bit /1a biéu didn nhi phan cua gi tri |x| mod 2%,
x=x|l1[lo[]t
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Pon vi xtr Iy trong MDS5 1a cac tir 32-bit nén diy X s& dugc biéu dién thanh diy
cac tir X[7] 32 bit: X = X[0] X[1] ... X[N~-1] v6i N 1a bdi s6 cua 16.

Thuat toan 9.2 Ham bam MDS5

= 0x67452301;
Oxefcdab89;
= 0x98badcfe;
= 0x10325476;
for i = 0 to N/16 -1

o Q w >
Il

for § = 0 to 15
M[J] = X[16i-]]

end for

AA = A

BB = B

CC = C

DD = D

Round1

Round2

Round3

Round4

A = A+AA

B = B+BB

C = C+CC

D = D+DD

end for

Diau tién, bén bién 4, B, C, D duoc khoi tao. Nhimg bién nay duoc goi la

chaining variables.
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Bén chu ky bién ddi trong MD5 hoan toan khac nhau va lan lugt st dung cac
ham F, G, H va I. Mdi ham c6 tham s X, ¥, Z 1a c4c tir 32 bit va két qua 1a mot
tir 32 bit.

FXY,2)=XAD) V(=) A2

G, Y,2)=(X A2V (Y A(=2)

HX Y, 2)=X®Y®Z

XY, 2=Y® XV (~2) ©.1)
véi quy uoc:

XAY Phép todn AND trén bit gitta X va ¥

XvY Phép toan OR trén bit gitta X va ¥

Xev Phép toan XOR trén bit gitta X va ¥

—X Phép toan NOT trén bit ctia X

X+Y Phép cong (modulo 2*%)

X<<<s  Céacbit ctia X dugc dich chuyén xoay vong sang trai s vi tri (0 < s < 32)

DPinh nghia cac ham:

FF(a,b,c,d,Mj,s,ti):

a=b+ ((a + F(b,c,d) + Mj + ti) <<< s)
GG(a,b,c,d,Mj,s,ti):

a=>b+ ((a + G(b,c,d) + Mj + ti) <<< s)
HH(a,b,c,d,Mj,s,ti):

a=b+ ((a + H(b,c,d) + Mj + ti) <<< s)
IT(a,b,c,d,Mj,s,ti):

a=b+ ((a + I(b,c,d) + Mj + ti) <<< s)

v6i M3 1a M[j] va hang s6 ti xéac dinh theo cong thirc:

ti=[2% | sin(i) | J,itinh béng radian.
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Bang 9.1 thé hién chi tiét bon chu ky bién doi sir dung trong MD5.

B Chuky 1 B

FF(a,b,c,d, MO
FF(d,a,b,c,Ml
FF(c,d,a,b,M2
FF(b,c,d,a,M3
FF(a,b,c,d,M4
FF(d,a,b,c,M5
FF(c,d,a,b, M6
FF(b,c,d,a,M7
FF(a,b,c,d, M8
FF(d,a,b,c,M9

FF(a,b,c,d,M12,
FF(d,a,b,c,M13,12,0x£d987193)

Bang 9.1. Chu ky bién doi trong MD5

, 7,0xd76aa478)
,12,0xe8c7b756)
,17,0x242070db)
,22,0xclbdceee)
, 7,0xf57c0faf)
,12,0x4787c62a)
,17,0xa8304613)
,22,0x£d469501)
, 7,0x698098d8)
,12,0x8b44f7af)

FF(c,d,a,b,M10,17,0xfff£f5bbl)
FF(b,c,d,a,M11,22,0x895cd7be)

7,0x60901122)

FF(c,d,a,b,M14,17,0xa679438e)
FF(b,c,d,a,M15,22,0x49040821)

Chuky 2
GG(a,b,c,d,M1 , 5,0xf6le2562)

GG(d,a,b,c,M6 , 9,0xc040b340)
GG(c,d,a,b,M11,14,0x265e5a51)
GG (b, c,d,a,M0
GG(a,b,c,d,M5 ,
GG(d,a,b,c,M10,

,20,0xe9%6c7aa)
5,0xd62£105d)
9,0x02441453)
GG(c,d,a,b,M15,14,0xd8ale681)
,20,0xeid3fbc8)
GG(a,b,c,d,M9 ,
GG(d,a,b,c,M14,
GG (c,d,a,b,M3
GG (b,c,d,a,M8

GG(b,c,d,a,M4
5,0x21lelcdeo6)
9,0xc33707d6)
,14,0x£4d50d87)
,20,0x455alded)
GG(a,b,c,d,M13, 5,0xa%9e3e905)
GG(d,a,b,c,M2 , 9,0xfcefal3f8)
,14,0x676£02d9)
GG(b,c,d,a,M12,20,0x8d2a4c8a)

GG(c,d,a,b,M7
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Chuky 3
HH(a,b,c,d,M5 , 4,0xfffa3942)

,11,0x8771£6811
HH(c,d,a,b,M11,16,0x6d9d6122)
HH(b,c,d,a,M14,23,0x£fde5380c)

HH(d,a,b,c,M8

HH(a,b,c,d, M1 4,0xadbeeadd)

14
,11,0x4bdecfa?)
HH(c,d,a,b,M7 ,16,0xf6bbi4b60)

HH (b, c,d,a,M10,23, 0xbebfbc70)

HH(d,a,b,c,M4

HH(a,b,c,d,M13, 4,0x289%biecb)

HH(d,a,b,c,M0 ,11,0xeaal27fa)
HH(c,d,a,b,M3 ,16,0xd4ef3085)
HH(b,c,d,a,M6 ,23,0x04881d05)
4,0xd9d4d039)
HH(d,a,b,c,M12,11,0xe6db99%e5)

HH(c,d,a,b,M15,16,0x1fa27c£f8)

HH (a,b,c,d, M9

’

HH (b,c,d,a,M2 ,23,0xcd4ac5665)

1

Chu ky 4
II(a,b,c,d,M0 , 6,0x£4292244)

,10,0x432a££97)
II(c,d,a,b,M14,15,0xab9%423a7)
,21,0x£c93a039)

II1(d,a,b,c,M7

II(b,c,d,a,M5
II(a,b,c,d,M12, 6,0x655b59c3)
,10,0x8f0ccc92)
II(c,d,a,b,M10,15,0xffeff47d)
,21,0x85845dd1)

II(d,a,b,c,M3

II(b,c,d,a,ML

IT(a,b,c,d,M8 6,0x6fa87e4f)

II(d,a,b,c,M15,10,0xfe2ce6e0)
II(c,d,a,b,M6 ,15,0xa3014314)
IT(b,c,d,a,M13,21,0x4e0811lal)
6,0x£7537e82)
II(d,a,b,c,M11,10,0xbd3af235)

,15,0x2ad7d2bb)

II(a,b,c,d,M4 ,
II(c,d,a,b,M2

IT(b,c,d,a,M9 ,21,0xeb86d391)

9.2.2  Nhin xét

Phuong phap MD5 ¢6 nhitng wu diém cai tién so voi phuong phap MD4 [45]:

o

thir tu gitp ting muc d6 an toan.

o

MD4 chi ¢ ba chu ky bién doi trong khi MD5 dugc bd sung thém chu ky

Mai thao tac trong ting chu ky bién dbi cia MD5 st dung cac hing sé ti

phan biét trong khi MD4 sir dung hang s6 chung cho moi thao téc trong cling

CuuDuongThanCong.com
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chu ky bién dbi (Trong MD4, hing sb ti st dung trong mdi chu ky 1an luot 1a
0, 0x5a827999, 0x6ed9ebal).

o Ham G & chu ky hai cia MD4: G(X, Y, Z) = (X A Y) v (X A 2) v (Y A Z))
duoc thay thé bang (X A Z) v (Y A Z)) nhim giam tinh d6i xtmg.

o MB&i budc bién dbi trong timg chu ky chiu anh hudéng két qua cua budc bién

dbi trudc d6 nham ting nhanh téc do cua hiéu tmg lan truyén (avalanche).

o Céc h¢ s6 dich chuyén xoay vong trong mdi chu ky dugc tdi vu héa nhim
tang tc d6 hiéu Gmg lan truyén. Ngoai ra, mdi chu ky str dung bén hé s6 dich

chuyén khac nhau.

9.3 Phwong phap Secure Hash Standard (SHS)

Phuong phap Secure Hash Standard (SHS) do NIST va NSA xay dung duoc
cong bd trén Federal Register vao ngay 31 thang 1 nam 1992 va sau d6 chinh

thirc tré' thanh phuong phap chuén tir ngay 13 thang 5 nam 1993.

Nhin chung, SHS dugc xay dung trén cung co sd voi phuong phap MD4 va
MD5. Tuy nhién, phuong phap SHS lai ap dung trén hé thong big-endian thay vi
little-endian nhu phuong phap MD4 va MDS5. Ngoai ra, thong diép rat gon két
qua cua ham bam SHS c6 d¢ dai 160 bit (nén phuong phap nay thuong dugc su
dung két hop véi thut toan DSS).
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Tuong tw MD5, thong diép ngudn x s& duoc chuyén thanh mot ddy bit co do dai
13 boi s ciia 512. Ting nhom gdm 16 tir-32 bit X[0], X[1]...., X[15] s& duoc m&
rong thanh 80 tr-32 bit W[0], W[1], ..., W[79] theo cong thirc:

Wl xlr] 0<r<15 ©2)
|x[i-3lexj-sle x[j-14]@ x[j-16]16 <1 <79 '
Trong phién bén cai tién ctia SHS, cong thirc trén dugc thay bang:
Wl xlr] 0<<15 ©3)
\(x[j-3]le x[i-8]® x[j-14]® x[j -16]) <<< 116 <t <79 '

Tuong tu MD35, phuong phap SHS st dung bén chu ky bién ddi, trong d6, mdi
chu ky gdm 20 budc bién ddi lién tiép nhau. Chung ta c6 thé xem nhu SHS bao
gom 80 budc bién ddi lién tiép nhau. Trong doan mi chwong trinh dudi ddy, ham

/1£] va hing s6 K[f] dwoc dinh nghia nhu sau:

(X AY)v((=X)A2Z), 0<t<19
Aix.y.2)= Xeorez, 20<¢<39 04
Y (XAY)V(XAZ)V(YAZ), 40<1<59
Xeorez, 60<t<79
0x5a8279990<r<19
0x6ed9ebal,20 <t <39
K[t]= (9.5)
0x8f1bbcdc,d40<t <59
0xca62c1d6,60<t<79
A = 0x67452301;
B = Oxefcdab89;
C = 0x98badcfe;
D = 0x10325476;
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E = 0xc3d2elf0;
for i=0 to N/16 -1
for t=0 to 15 do
Wit] = X[16*t-7]]
end for
for t=16 to 79

W[t] =(W[t-3] xor W[t-8] xor W[t-14] xor W[t-16])<<<1
a =»~A
b =B
g =C
d =D
e = E

for t=0 to 79

TEMP = (a<<<5)+f[t] (b,c,d)+e+tW[t]+K[t]
e =d
d = c
@ = b <<< 30
b = a
a = TEMP
end for
A = A+a
B = B+b
C = Cire
D = D+d
E = Ete
end for
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9.3.1  Nhin xét

Phuong phép SHS rét giéng véi MD4 nhung thong diép rit gon dugc tao ra ¢ do
dai 160-bit. Ca 2 phuong phap nay déu 1a sy cai tién tir MD4. Duéi ddy 1a mot sb
dic diém so sanh giita MD5 va SHS:

o Tuong ty nhu MD35, phuong phap SHS ciing bd sung thém chu ky bién d6i
thir tu dé tang mirc d6 an toan. Tuy nhién, chu ky thi tu ciia SHS st dung lai
ham fcua chu ky thir 2.

o 20 budc bién dbi trong cing chu ky ctia phuong phap SHS st dung hing sb
chung K[7] trong khi mdi budc bién ddi cia phuwong phap MD5 lai dung céc

hang s6 khac nhau.

o Trong phuong phidp MDS5, ham G & chu ky tht hai cua MD4:
GX,Y,Z)=(XAY)V(XAZ)Vv(YAZ)) duoc thay thé bang
(X A Z) v (Y A Z)) nham giam tinh d6i xémg. Phuong phap SHS van st dung
ham G nhu trong MDA4.

o Trong MD5 va SHS, mdi budc bién ddi chiu anh huéng boi két qua cua

budc bién ddi trude d6 dé ting nhanh hidu timg lan truyén.

Hién tai vin chua c6 phuwong phap tin cong nao c6 thé ap dung duoc ddi voi
phuong phap SHS. Ngoai ra, do thong di¢p rut gon cua phuong phap SHS co6 do
dai 160 bit nén c6 d6 an toan cao hon ddi voi phuong phép tan cong brute-force

(k& ca phuong phap birthday attack) so véi phuong phap MD5.
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9.4 Hé théng chuan ham bam mat ma SHA

9.4.1 Y twéng ciia cic thudt toan ham bim SHA

Céac thuat toan ham bam SHA gdm 2 budc: tién xir I va tinh toan gia tri bam.

KD

% Budc tién xir Iy bao gdm cac thao tac:
o Mo rong thong digp
o Phan tich thong diép dd mo rong thanh cac khdi m bit
o Khoi tao gia tri bam ban dau
% Budc tinh toan gi4 tri bim bao gdm cac thao tac:
o Lam Nlan céc cong viéc sau:
= Tao bang phan b thong diép (message schedule) tir khéi thir 7.
= Dung bang phan bd thong diép cing véi cac ham, hang s, cac thao
tac trén tir dé tao ra gia tri bam i.

o  Sirdung gié tri bam cubi cing dé tao thong diép rat gon.

Thong di€p M dugc md rong trude khi thuc hién bam. Muc dich cua viéc mé
rong nay nhim dam bao thong diép md rong co6 do dai 1a boi s6 cta 512 hodc

1024 bit tuy thudc vao thuat toan.

Sau khi thong diép d3 mé rong, thong diép can dwoc phan tich thanh N khbi m-bit
trudce khi thuc hién bam.
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Déi v6i SHA-1 va SHA-256, thong diép mé rong dugc phan tich thanh N khdi
512-bit MY, M?...., M™. Do d6 512 bit ctia khéi dir lidu déu vao co thé duoc thé
hién bing 16 tir 32-bit, M\ chira 32 bit du cua khéi thong digp i, M ) chira

32 bit ké tiép...

Dbi v6i SHA-384 va SHA-512, thong diép mo rong dwoc phan tich thanh N khéi
1024-bit MV, M?,..., M™. Do d6 1024 bit cua khdi dir liéu dau vao c6 thé duoc

thé hién bang 16 tir 64-bit, M g> chira 64 bit dau ciia khdi thong diép i,

M chira 64 bit ké tiép...

Trudce khi thyc hién bam, v6i mdi thudt toan bam an toan, gia tri baim ban dau
H© phai duoc thiét 1ap. Kich thudc va sé lugng tir trong H tuy thude vao kich
thude thong diép rit gon. Cac gia tri bam ban dau cia cac thuat toan SHA dugc

trinh bay trong phan Phu luc E .

Cac cap thuat toan SHA-224 va SHA-256; SHA-384 va SHA-512 c6 cac thao tac
thyc hién giéng nhau, chi khac nhau vé sé lwong bit két qua cua thong diép rat
gon. N6i cach khac, SHA-224 sir dung 224 bit dau tién trong két qua thong diép
rat gon sau khi 4p dung thuat toan SHA256. Tuong tu SHA-384 st dung 384 bit
dau tién trong két qua thong diép rat gon sau khi ap dung thuat toan SHA-512.

9.4.2  Khung thudt todn chung ciia cac ham bam SHA

Trong cac ham bam SHA, chiing ta can sir dung thao tac quay phai mét tir, ky
hiéu 1a ROTR, va thao tic dich phai mét tir, ky hiéu 1a SHR.
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Hinh 9.1 thé hién khung thuat todn chung cho cac ham bam SHA

Hinh 9.1. Khung thudt toan chung cho cdac ham bam SHA

fori=1toN
fort=0to 15
W,= M
end for
for t=16 to scheduleRound

Wi=oi(W_2) + W7+ oo(Wi—15) + Wi_16

end for

a= Héi—l)

b= Hl(H)

c= H;i—l)

d= Héi—l)

e= H‘(ti—l)

f: H;H)

g= H(()i—l)

h — H;i—l)

for =0 1to 63

Ti=h+Xi(e)+Chlef,8) + Kt W,
T, = 2o(a) + Maj(a, b, ¢)

h=g

8=

f=e

e=d+T,

d=c

c=b

238

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Ham bam mat ma

b=a

a=T,+T,
end for
Héi) =a+ Héi—l)
H" =b+ H"
H;i) =c+ H;i—l)
H3(i) =d+ Hs(H)
HO =e+ H
Hs(i) =f+ HS(I—])
Héi) =g+ Héi—l)
H;i) =h+ H7(i—1)

end for

Mai thuat toan c6 bang hang sé phan bd thong diép twong tmg. Kich thudc bang
hang sb thong diép (scheduleRound) cia SHA-224 va SHA-256 1a 64, kich thudc
bang hang sb thong diép ciia SHA-384 va SHA-512 1a 80. Chi tiét cua timg bang
hang s6 dugc trinh bay trong Phu luc E .

Trong phuong phap SHA-224 va SHA-256, chung ta can sir dung cac ham sau:
Ch(x,y,2z)=(x A y)®(—~x A z)
Maj(x, y,z)=(x A y)® (x A 2) D (y A 2)
>, (x)=ROTR?(x)®ROTR " (x) ® ROTR **(x) (9.6)
> (x)=ROTR‘(x)® ROTR " (x) ® ROTR **(x)
o,(x)=ROTR’(x)®ROTR *(x)® SHR *(x)
o, (x)=ROTR"(x)®ROTR " (x)® SHR "’ (x)

)=
)=

Trong phuong phap SHA-384 va SHA-512, ching ta can str dung cac ham sau:
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Ch(x,»,2)=(x A y)®(-x A z)
Maj(x, y,z)=(x A y)® (x A 2) @ (y A 2)
>, (x)=ROTR*(x)® ROTR **(x) ® ROTR **(x) 9.7)
> (x)=ROTR"(x)® ROTR "*(x)® ROTR *(x)
o, (x)=ROTR'(x)® ROTR *(x)® SHR " (x)
o, (x)=ROTR"(x)®ROTR *' (x)® SHR *(x)

9.4.3  Nhgn xét

Chuén SHS dic ta 5 thuat toan bam an toan SHA-1, SHA-224°, SHA-256, SHA-
384 va SHA-512. Bang 9.2 thé hién cac tinh chit co ban cta bon thuat toan bam

an toan.

Su khac biét chinh cua cac thudt toan 1a sb lugng bit bdo mat cia dir licu dugce
bam — diéu nay c6 anh huong truc tiép dén chidu dai ciia thong diép rat gon. Khi
mdt thudt toan bam dugc sur dung két hop véi thudt toan khac doi hoi phai cho két
qua sb luong bit twong tng. Vi du, néu mot thong diép duoc ky voi thuat toan
chir ky dién tir cung cap 128 bit thi thuat toan chit ky d6 ¢6 thé doi hoi sir dung
mot thut toan bam an toan cung cap 128 bit nhu SHA-256.

Ngoai ra, cac thuat toan khac nhau vé kich thudc khdi va kich thudc tir dugce st

dung.

3 Day la thuét toan ham bam vira dugc NIST cong nhan thanh chuén ham bam an toan vao
02/2004.
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Bang 9.2. Cdc tinh chat ciia cdc thudt todn bam an todn

Kich thwdc (bit) Do an toan®
Thuat toan n on <. . Thong di€p i . e
Thong di€p| Khoi Tu , ¢ (domn vi: bit)
: rut gon
SHA-1 < 2% 512 32 160 80
SHA-224 <2% 512 32 224 112
SHA-256 <2% 512 32 256 128
SHA-384 <2 1024 64 384 192
SHA-512 <2 1024 64 512 256

9.5 Kién tric ham bam Davies-Mayer va (rng dung cta thuat toan
Rijndael va cac phién ban mé rong vao ham bam

9.5.1  Kién triic ham biam Davies-Mayer

Ham bam Davies-Mayer [36] 1a mot kién triic ham bam duya trén viéc mi hoa
theo khdi trong d6 do dai cua thong diép rit gon (tinh theo bit) bang vai kich

thude khdi thong diép ing vé6i thuat toan ma hoa duoc st dung.

Goi n, k lan lugt 14 kich thudc khéi va kich thuée khéa cia thudt toan duge sir
dung. Trong ham bam Davies-Mayer khong can sit dung khoa. Khoa ban dau
duoc thiét lap mac dinh, c6 gia tri 1a 2.1 véi k 1a kich thude khoa (tinh béng bit)

cta thuat toan. Hdm ma hoa E sir dung khoéa K dugc ky hiu 1a Ex.

4 "Bg an toan" 1a viéc sir dung phuong phap tan cong vao théng diép rat gon kich thude n,
doi hoi xir Iy xdp xi 22
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Thong diép ban dau dugc chia thanh m khdi co kich thudc # bit. Davies-Mayer

hash chinh 1 thuc hién lan lugt m 1an thao tac sau:

H =E,(H_)®X, ©8)

H,, chinh 1a thong diép rit gon ciia thong diép ban dau.

9.5.2 Ham AES-Hash

Cac thuat toan ma héa dugc sir dung chi yéu véi chirc nang chinh 1a dé ma hoa
va gidi ma di liéu, tuy nhién cac thuat toan nay con cé mdt kha ning ing dung
khac it duge dé cap dén d6 1a dugce st dung nhu mét ham bam. Bram Cohen dé
xuét viée sir dung thudt toan thudc chuin AES dé lam ham bam (AES-Hash) vao

thang 05 nam 2001.

Theo Bram Cohen[6], AES-Hash dam bao céc tinh chit cia mot ham bam: nhan
vao thong diép ban dau la mot chudi bit co do dai bat ky va tra vé mot chudi bit
¢6 d dai c6 dinh 1a 256 bit. Moi sy thay d6i dii nho nhét cua thong diép ban dau
s 1am gia tri bam thay d6i. Viéc tim kiém hai thong diép ban du c6 cing gia tri
bam 256 bit doi hoi phai thuc hién 2'* phép toan, va can 27°° phép toan dé tim

“tién anh” clia gia tri bim 256 bit.

AES-Hash duoc mé ta dua trén kién trac ham bam Davies-Mayer, sir dung thuat

toan Rijndael vai kich thudc khéi va khoa déu 1a 256 bit.
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Qua trinh thyc hién AES-Hash gém cac budc:
e Mo rong thong diép.
Thong diép dugc mé rong dé ¢o kich thude béng mot boi s6 chdn nho
nhit (I6n hon kich thudc théng diép) cua kich thude khdi. Viée nay
duoc thuc hién béng cach thém vao cac bit zero vao cudi thong di€p sao
cho kich thudc dat duge 12 mot boi sé 16 nho nhit (16n hon kich thude
thong diép) ctia 128 bit. Sau d6 thém 128 bit chira gia tri chiéu dai ban

dau cua thong diép.

QVi du: Thong diép ban dau (40 bit):

1110 1011 00100110 0011 0110 0111 1011 1001 1001
Thoéng diép mé rong s& co do dai: 40 bit ban dau + (128 — 40) bit 0 mé rong +
128 bit thé hién gia tri 101000,

Thong diép méd rong:

1110 1011 0010 0110 0011 0110 0111 1011 1001 1001 000......000 0......00101000
R e —
40bit 88bit 128bit

e  Chia thong diép mo rong thanh n khéi xi, ... x,,, mdi khdi kich thude 256
bit.
e Ap dung Davies-Mayer Hash bang thuat toan Rijndael z 1an cho n khéi.
H =E,(H_)®X,

. , 9.9)
e Ap dung thao tac bo sung cudi dé thu dugc gid tri bam.
Hn+l =EH”(Hn)(-BHn ) (910)
H,;, chinh la gié tri bam cua thong di€p ban dau.
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9.5.3  Ham bam Davies-Mayer va AES-Hash

Ham biam Davies-Mayer dugc chimg minh ring dé tim thong diép ban dau thi 2
¢6 cung két qua gia tri bam (d6 dai » bit) v6i thong diép ban dau cho trude (“tién
anh thir hai”) cn phai thuc hién 2" thao tac, dé tim cip thong diép c6 cung gié tri
bam can thuc hién 2" thao tac [36]. Do d6, dé dat dugc muc d6 bao mat co thé
chip nhan dugc thi kich thudc khéi doi hoi phai 1on. Vao thoi diém hién tai, kich
thude khdi phai 1on hon 80 bit dé tranh tin cong “tién anh thir hai” va 16n hon
160 bit dé tranh tan cong dung do. Piéu nay c6 nghia khong thé sir dung cac thuat
toan mi héa co kich thudc khdi 64 bit (vi du nhu DES [25], IDEA...) dé thyc hién
Davies-Mayer Hash. M6t diéu luu y khéac 12 ham bam Davies-Mayer duoc xem 1a

khong an toan khi str dung céac thuat toan DES-X (vi du nhu 3DES).

AES-Hash ap dung Davies-Mayer Hash, sir dung thuat toan Rijndael 256 bit nén
dam bao dugc do an toan dbi véi tin cong “tién anh thi hai” va tan cong “dung
d6”. Ngoai ra, AES-Hash con thuc hién thao tac bo sung cudi dé tang chi phi khi
tan cong ham bam. Do d6, miic d§ an toan bao mat cua ham bam AES-Hash sé&

dugc ting dang ké.

Hién tai, thuét toAn AES-Hash chwa duogc NIST bd sung vao danh sach cac chuén
ham bam an toan vi AES-Hash sir dung thuat toan Rijndael véi kich thuée khoi
256 bit, trong khi NIST chi méi quy dinh kich thudc khdi trong chuan AES la
128 bit. Tuy nhién, NIST di dwa AES-Hash vao danh sach dé nghi chun ham

bam an toan’.

3 Computer Security Objects Register (CSOR): hitp://csre.nist.gov/csor/
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Ham bam mat ma

9.6 Xay dwng cac ham bam st dung cac thuat toan mé rong dwa
trén thuat toan Rijndael

Mot trong nhitng (mg dung ctia ham bam 14 bién d6i chudi mat khau c6 do dai bat
ky ctia nguoi dung thanh mang cac byte c¢6 kich thudce ¢b dinh dé sir dung lam
khoa cta cac thuat toan ma hoa dbi xung. Dbi voi cac thuat toan mo rong dua
trén thuat toan Rijndael, bao g6m thuat toan mo rong 256/384/512-bit va thuat
toan mé rong 512/768/1024-bit, ching ta can sir dung ma khoa c6 kich thuée 1a
256, 384, 512, 768 hodc 1024 bit. Néu st dung cac ham bam thong thuong (nhu
nhém cac ham bim SHA hoic AES-HASH) thi chua dép tng dugc tit ca cac
trudong hop kich thudc ma khoa ciia cac thudt toan mo rong nay. Viée ghép nbi
hay bién ddi gi4 tri bim ctia cac ham bam thong thuong dé kéo dai chudi bit nhan
duoc ra du do dai doi hoi cua khoa khong phai 1a giai phap t6i wu. Do do, giai
phép dugc d& nghi 13 sir dung chinh cac thuat toan mé rong dé xay dung cac ham
bam c6 khong gian gia tri bam rong hon, ddng thoi ¢ kha ning phuc vu cho viée

tao khoa cho chinh céc thuat toan nay tir chudi mat khau ctia nguoi dung.

Qua trinh thuc hién nhém ham bam nay hoan toan twong tu nhu AES-Hash, chi
thay d6i do dai ctia khdi va thao tac mi hoa thong tin dugce sir dung trong thuat

toan.
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Chwong 10
Chirng nhan khéa cong céng

&5 Noi dung ciia chirong 10 trinh bdy cdc vin dé vé chimg nhdn khéa cong céng,
bao gom cdc logi gidy chitng nhdn khéa céng cong, cdc thanh phan ciia mét co sé ha
tang khéa cong cong (PKI), cdc quy trinh quan Iy gidy chimg nhdn va cdc mé hinh
chimng nhdn khéa cong cong. Phan cudi chicong nay trinh bdy tmg dung két hop giita
hé thong md héa quy wéc va hé thong ma héa khéa cong cong cé sir dung chimg

nhdn khéa cong cong dé xdy dung hé thong thw dién tir an toan.
10.1 Gidi thiéu

Khong gidng nhu cac ma khéa bi mat, mi khoa cong cong van c6 thé dam bao duge
an toan thong tin ngay ca khi duoc cong bd rong rdi. Diéu nay giup cho van dé trao
d6i ma khoa tré nén d& dang hon. Tuy nhién, vn con ton tai mot sb vin dé lién quan
dén viéc trao d6i ma khoa cong cong, dic biét a van d& lam thé nao xac dinh duoc ai

that su 1a chti cia mot ma khoa.

Mot hé théng su dung khoa cong cong chi that su an toan khi xac dinh dugc chinh

xac nguoi chu s hitu cia ma khoa. Dudi day 1a mét truong hop khong an toan trong
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Chung nhan khoa cong cong

viéc st dung khoa cong cong ma khong thé xac dinh chinh xac dugc nguoi chu clia

ma khoa.

O Vi du: Gia st C ¢6 thé nhan duoc tat ca thong tin trao ddi gitta A va B.
Khi B giri ma khoa cong cong xxxx ctia minh cho A, C s& nhén liy thong
diép nay va gii cho A ma khoda cong cong yyyy ciia minh. Nhu vay, A s€
cho rang yyyy chinh 1a khéa cong cong ctia B va ding méa khoa nay dé ma
hoéa thu giri cho B. Luc nay, C lai giai ma buc thu cua A va ma héoa mot
thong diép khac bang khoa cong cong xxxx cia B rdi giri cho B. Nhur véy,
B s€& nhan dugc mot thong diép tir C thay vi tir A.

Gui khéa cong khait
cia C:yyyy

Gti khéa cong kha
cua B:xxxx
Hinh 10.1. Van dé chii s¢ hitu khéa cong cong
Trén thyc té, van d& nay duoc giai quyét theo hai cach:

o Chung nhin khoa cong cong: Khoa cong cong duge phan phdi gdbm ba

thanh phﬁn chinh: ho tén hodc dinh danh ctia ngudi sé hiru that sy cia khoa,
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Chuong 10

khoa cong cong va chir ky dién tir giip xac nhan dugc tinh hop 1€ cla hai

thanh phan nay (Hinh 10.2).

o Hé théng phan phdi khoa tin cdy: sir dung hé thong trao ddi thong tin dang
tin cdy dé chuyén mi khoa cong cong dén nguoi nhan. Qua trinh trao doi
ndy dé& dang hon so v6i qué trinh trao d6i ma khoa bi mat vi & day khong
dat ra van dé bao mat ma chi can dam bao duoc ndi dung chinh xac ciia ma
khoéa can trao doi. Giai phap nay thuong ap dung ddi véi khoa cong cong s&
duoc cing dé kiém tra chir ky dién tir trén chimg nhan cta cac khoa cong

cOng khac.

Céc chirng nhan khéa cong cong duoc ky béi mot td chire trung gian ¢ uy tin dugc
goi 1a CA (Certification Authority). Khoa cong cong ciia CA s& duoc cung cép cho
nguoi sir dung thong qua hé thong phan phdi khoa tin cay dé ho c6 thé kiém tra dugc

cac chung nhan khoa cong cong khac do t6 chire nay ky.

Chitng nhan khéa cong khai
Public Key Certificate

g\

_— T
_— —

_— T

Hotén | Khoacongkhai | Chiky dién tir

Hinh 10.2. Cdc thanh phan cia mét chitng nhén khéa cong cong

Hinh 10.3 minh hoa hé thdng st dung chimg nhan khoa cong cong. Gia sir A can ¢
khoa cong cong cua B. Khi do, A s€ nhan xac nhan khoéa cong cong cua B tir CA

Server va sir dung khoa cong cong ciia CA dé kiém tra xem day c6 that su 1a khoa

248

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Chung nhan khoa cong cong

cong cong ciia B hay khong. A s& dé dang phat hién duoc xac nhan khéa cong cong

gia cua B do C tao ra nho vao khoa cong cong ctia CA.

Ma héa khoa cong cong c6 thé gip phai van dé trong viéc phan phéi khéa nhung van
dé nay khong nghiém trong nhu trong viéc phan phdi khéa ctia ma hoa ddi xtng. Su
chirng thuc cua khoa cong cong co thé duoc thuc hién béi mot t6 chire trung gian thir
ba dang tin cdy. Su bao dam vé tinh xéc thuc ctia ngudi s¢ hiru khéa cong cong duoc
goi 1a sy chimg nhan khoa cong cong. Nguoi hay t6 chirc chimg nhan khoa cong

cong duoc goi 13 td chirc chimg nhan (CA — Certification Authority).

B
Chirng nhan —
Tén va khda khéa cong khai
c6ng khai clia B cda B do CA ky =
g CA Server
ea

N

khéa cong khai
ctia B do CA ky

J—\ Chitng nhan gia

khéa c6ng khai
ctiia B do Cky

Khéa cdng
khai cia CA

—®¥»  H¢ thdng phan phdi dang tin ciy

Hinh 10.3. M6 hinh Certification Authority don gian
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10.2 Céc loai gidy chirng nhan khéa céng cong

bé khoa cong cong cua minh dugc chung nhén, bén ddi tac phai tao ra mét cap khoa
bat dbi xtng va guri cap khoa nay cho t6 chirc CA. Bén ddi tac phai gii kém céc
thong tin v& ban than nhu tén hodc dia chi. Khi td chic CA da kiém tra tinh xéc thuc
cac thong tin ctia bén ddi tac, né s& phat hanh mot gidy chimg nhan khoa cong cong
cho bén ddi tac. Gidy ching nhan la mot tap tin nhi phan c6 thé dé& dang chuyén doi

qua mang may tinh.

T4 chirc CA 4p dung chit ky dién tir ctia n6 cho gidy chimg nhan khéa cong cong ma
no6 phat hanh. Mot t6 chitc CA chirng nhan khoa cong cong bang cach ky nhan né.
Néu phia ddi tac bén kia tin tuéng vao té chirc CA thi ho c6 thé tin vao chit ky cua

no.

Sau dy 1a mot s loai gidy chimg nhan khoa cong cong.

10.2.1 Chung nhin X.509

Chimg nhan X.509 1 chimg nhan khoa cong cong phd bién nhat. Hiép hoi vién
thong qudc té (International Telecommunications Union — ITU) d4 chi dinh chuin
X.509 vao nim 1988 [2] Pay la dinh dang phién ban 1 ciia chuan X.509. Vao nim
1993, phién ban 2 ctia chuan X.509 dugc phat hanh véi 2 truong tén nhan dang duy
nhét dugc bd sung. Phién ban 3 cta chuin X.509 duoc bd sung thém truong mé rong

da phat hanh vao nam 1997.

Mot chitng nhan khoéa cong cong két budc mot khoa cong cong véi sy nhan dién cia
mdt ngudi (hodc mot thiét bi). Khoa cong cong va tén thuc thé s& hitu khoa nay la

hai muc quan trong trong mot chimg nhan. Hau hét cac truong khéc trong ching
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nhén X.509 phién ban 3 déu da duoc ching to 1a co ich. Sau day la thong tin vé cac

truong trong chimg nhan X.509 phién ban 3 [2]:

o

Version: Chi dinh phién ban ctia chung nhan

Version
X.5009. Serial Number
) Signature Algorithm
o Serial Number: SO loat phat hanh dugc gn boi lssuer Name
CA. Mbi CA nén gan mot mi s6 loat duy nhét cho Validity Period
mdi gidy ching nhan ma n6 phat hanh. Subject Name
Public Key
o Signature Algorithm: Thuat toan chit ky chi rd Issuer Unique ID
thuat toan ma hoa dugc CA sir dung dé ky gidy Subject Unique ID
chirng nhan. Trong chimg nhan X.509 thudng la Extensions
su két hop giita thuat toan bam (ching han nhu
5 Signature
MDS5) va thuat toan khoa cong cong (chang han

nhu RSA).

. ~ Hinh 10.4. Phién ban
o Issuer Name: Tén t6 chuc CA phat hanh gidy , 2 ,
3 cua chuan chirng

himg nhan, ddy 1a mot tén phan biét theo chua
chung nhan, day la mot ten phan bict theo chuan nhdn X.509

X.500 (X.500 Distinguised Name — X.500 DN).
Hai CA khong dugc st dung cung mot tén phat
hanh.

o Validity Period: Truong ndy bao gdm hai gia tri chi dinh khoang thdi gian ma
gidy chimg nhén c6 hiéu lyc. Hai phan ctia truong nay 1a not-before v not-after.
Not-before chi dinh thoi gian ma ching nhan nay bat dau c6 hiéu luc, Not-after
chi dinh thoi gian ma chimg nhan hét hiéu lyc. Céc gid tri thoi gian nay dugc do

theo chuén thoi gian Qudc té, chinh xac dén timg giay.
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Chuong 10

o Subject Name: 13 mot X.500 DN, x4c dinh dbi twong s¢ hiru gidy chimg nhan ma
ciing 14 s¢ hiru cua khoa cong cong. Mot CA khong thé phat hanh 2 gidy ching

nhéan c6 cung mdt Subject Name.

o Public key: Xac dinh thuat toan cua khoa cong cong (nhu RSA) va chira khoa

cong cong dugc dinh dang tuy vao ki€u cua no.

o Issuer Unique ID va Subject Unique ID: Hai truong nay duoc gidi thi€u trong
X.509 phién ban 2, dugc ding dé xac dinh hai t6 chitc CA hodc hai chu thé khi
chiing c6 cting DN. RFC 2459 dé nghi khong nén sir dung hai truong nay.

o  Extensions: Chtra cac théng tin bd sung can thiét ma nguoi thao tac CA mudn

dat vao chirng nhan. Truong nay dugc gidi thi¢u trong X.509 phién ban 3.

o Signature: Pay 1a chit ky dién tir duge t6 chitc CA ap dung. Td chirc CA sir
dung khoa bi mat ¢6 kiéu quy dinh trong truong thudt toan chit ky. Chit ky bao
gOm tat ca cac phan khéc trong gidy chimg nhan. Do d6, t6 chitc CA chtng nhan
cho tat ca cac thong tin khac trong gidy chimg nhan chir khong chi cho tén chii

thé va khéa cong cong.

10.2.2  Chiing nhin chit lugng

Dic diém chinh cua cac gidy chimng nhan chat lugng 1 chiing quan tim quan ti ddi
trong ma chung dugc phat hanh dén. Thuc thé cudi so hiru gidy chimg nhan X.509
hodc RFC 2459 c6 thé 1a mot nguoi hodc mot may. Tuy nhién, cic gidy chimg nhan

chit luong chi c¢6 thé duoc phat hanh cho con ngudi.

Gidy chimg nhan chat lugng RFC 3039 cung cip cac yéu cau chi tiét dua trén noi

dung ciia nhiéu truong trong ching nhan X.509. Cac truong tén nha xuét ban, tén
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chu thé, phan mé rong déu duoc cung cap cac yéu cau ndi dung cu thé. Tén nha xuét
ban cua gidy chimg nhan chit luong phai xac dinh duge td chire chiu trach nhiém
phat hanh gidy ching nhan d6. Tén chu thé cia gidy chimg nhan chat lugng phai xac

dinh mot con ngudi that.

10.2.3 Chiing nhin PGP

Pon gian hon chimg nhan X.509, gidy chimg nhan PGP khong hd trg phan md rong.

Gidy chimg nhan X.509 dugc ky boi t6 chirc CA. Trong khi d6, gidy chimg nhan
PGP ¢6 thé dugc ky boi nhidu ¢4 nhan. Do d6 mé hinh tin ciy cta gidy chimg nhan
PGP doi héi ban phai tin tuéng vao nhitng ngudi ky gidy chimg nhan PGP ma ban
mudn dung chir khong chi tin tuéng vao t6 chirc CA phét hanh chimg nhan X.509.

10.2.4 Chirng nhdn thugc tinh
Céc gidy chimng nhan thudc tinh (Attribute Certificates — AC [2]) 1a cac gidy ching

nhan dién tr khong chira khoa cong cong. Thay vi thao tac ching nhan khoa cong

cong, ACs chi thao tac chirng nhan mét tdp hop cac thugc tinh.

Céc thudc tinh trong mot AC dugc dung dé chuyén cac thong tin gidy phép lién quan

dén nguoi gitr gidy chimg nhan.

Cac chimg nhan thudc tinh phan quyén cho ngudi giir chiing.
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H¢ théng phat hanh, si dung va hiy ACs la
Privilege Management Infrastructure (PMI).
Trong PMI, t6 chirc chung nhédn thudc tinh
Attribute Authority (AA) phat hanh ACs. Mot
AA ¢6 thé khong gidng nhu mot CA.

Dong co chinh cho viée sir dung ACs 1a d&é cip
phép. Vi mot nguoi dung c6 thé chi gitt mot vai
trd nao do trong t6 chirc trong mot thoi gian ngén,
nén khac véi gidy chimg nhan khéa cong cong,
AC chi c6 gia tri trong mot vai ngay hodc ngin

hon.

10.3 Sw chirng nhén va kiém tra chir ky

Qué trinh chimg nhan chir ky dién ra theo hai budc. Pau tién, cic trudng clia chimg
nhan duoc ky va nén boi thuat toan tron cho trude. Sau do, két qua xuit cia ham

tron, dugc goi 1a hash digest, dugc ma hoa véi khoa bi mat cia td chirc CA da phat

hanh chiing nhan nay.

Version

Holder

Issuer

Signature Algorithm

Serial Number

Validity Period

Attributes

Issuer Unique ID

Extensions

Signature

Hinh 10.5. Phién ban 2 ciia

cu tric chitng nhdn thugc tinh

254

CuuDuongThanCong.com https://fb.com/tailieudientucntt



http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Chung nhan khoa cong cong

Subject Name

Public Key

(other fields)

. o\;} Hash
47755 Algorithm

W

Hash Digest Fran's X.509 Certificate

Encryption Subject Name

’

p '}xg Public Key

CA's e
private key / st \ (other fields)
AN ) ;
Signature > Signature

Hinh 10.6. Qua trinh ky chirng nhdn

Chung nhan cia CA phai dugc ky bdi khoa bi mat. Khéa bi mat nay phai thudc
quyén so hitu cia CA, va thong qua viéc ky chimg nhén ciia ddi tac A, to chirc CA

nay chirng nhan su hién hitu cua doi tac A.

Dé co6 mot chimg nhan, mot t6 chirc CA chi can tao ra va ky gidy chimg nhan cho
chinh no, chtr khong can ap dung cho mot CA khac dé chimg nhan. Diéu nay dugc
hiéu nhur sy tw chimg nhan (self-certification), va mdt gidy chimg nhu thé dwoc goi la

gidy chimg nhan tu ky (self-signed certificate)
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Fran's X.509 Certificate

Subject Name

Public Key

(other fields)

Subject Name

PR

b Tl

CA's X.509 Certificate

Subject Name

Public Key

(other fields)

p

: L L
IFUEEIS (R el Hash Digest
Decryption < 0#*

(other fields)

T chirc CA str dung khoa bi mat ciia né dé ky gidy chimg nhan cia ddi tac A va
ding cung khoa bi méat d6 dé ky gidy chimg nhan cho chinh no. Mot di tac B c6 thé
kiém tra ca chir ky trén gidy ching nhan cta ddi tic A va chir ky trén gidy ching
nhén cia t6 chirc CA théng qua viée dung khoa cong cong trong gidy ching nhan
ciia CA. Ca hai gidy chimg nhén cua ddi tic A va t6 chitc CA tao nén mot chudi
chimg nhan. Qua trinh kiém tra chimg nhan thuong yéu cau sy kiém tra ctia chudi

chimg nhan. Sy kiém tra két thic khi mot gidy chimg nhan tu ky dugc kiém tra &

o, 473 Hash
{7/ 5% "\ Algorithm

L S L F | HashDigest
o ad

Hinh 10.7. Qud trinh kiém tra chimg nhdn

cudi chudi [2].
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10.4 Céac thanh phan ciia mét c& sé ha ting khéa céng cong

Certificate Request
Revocation Request

>

Certificate
Registration Authority
End Entity
. Certificate Request
Certificate | | Reyocation Request
=]
P Certificate CRL —_—
<
Repository Certification Authority

Hinh 10.8. M6 hinh PKI co ban

10.4.1 Té chirc chirng nhin — Certificate Authority (CA)

T chitc CA 1a mét thyc thé quan trong duy nhat trong X.509 PKI. (Public key
Infrastructure).

T4 chirc CA c6 nhiém vu phat hanh, quan Iy va hiy bo cac gidy chimg nhan.

Dé thyc hién nhiém vu phat hanh giéy chirng nhan ciia minh, CA nhén yéu cau
chirg nhén tir khach hang. N6 chimg nhan sy ton tai cta khach hang va kiém tra noi
dung yéu cau chimg nhan cuia khach hang. Sau d6, t6 chtic CA tao ra ndi dung ching

nhan méi cho khach hang va ky nhan cho ching nhén do.

Néu CA ¢6 st dung noi luu trit chimg nhén thi n6 sé luu gidy chimg nhan méi duoc
tao ra nay & d6. T chiic CA ciing phan phdi chimg nhan téi khach hang thong qua

email hogc dia chi URL, noi ma khach hang c6 thé 1y chimg nhan.

257

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Chuong 10

Khi mt gidy chimg nhan can bi hity bo, t6 chirc CA s& tao va quan Iy thong tin huy
b6 cho chirng nhan. Khi hay bé mét gidy ching nhan, CA c6 thé x6a ching nhan
khoi noi luu trir hodc danh déu x6a. T chirc CA ludn théng bao cho khach hang ring
chimg nhan cta ho da bi hily, ddng thoi ciing s& thém sb loat ctia chimg nhan b hity

vao danh sach céc chirng nhan da bi huy — Certificate Revocation List (CRL) [2].

10.4.2  Té chirc ding ky chirng nhén — Registration Authority (RA)

Mot RA 1a mot thuc thé tuy chon dugc thiét ké dé chia sé bot cong viéc trén CA. Mot
RA khéng thé thuc hién bt ky mot dich vu nao ma t6 chirc CA cta n6 khong thuc

hién duoc [2].

Céac nhiém vu chinh cta RA ¢6 thé duge chia thanh céc loai: cac dich vu chirng nhan
va céc dich vu kiém tra. Mot RA s& chung nhan céc yéu cau khac nhau cua cac dich
vu dugc truc tiép gui dén t6 chirc CA cua nd. Mot RA c6 thé duoc xéac lap dé xu ly
cac yéu cu chimg nhdn, cac yéu cdu hity bo chimg nhan thay cho mot CA. Sau khi
xac minh mot yéu cau, tirc 14 x4c dinh yéu cau d6 dén tir thuc thé thich hop, mot RA

s€ ki€ém tra tinh hop 1€ ctia ndi dung yéu cau .

Mot RA hoat dong nhu 1a mét xur Iy ngoai vi cia CA. Mt RA chi nén phuc vu cho
mot CA. Trong khi 6, mot CA c6 thé dugc hd trg boi nhicu RA.

Mot CA ¢o thé con chiu trach nhiém trong sy twong tic vdi noi luu trlt chiing nhan
va c6 thé ky CLRs ciing nhu k¥ cac gidy ching nhan. Théng qua viéc chia sé bot
nhiéu nhiém vu cho cac RA, vé thuc chat mot CA c6 thé lam ting thoi gian tra 10i

cta nd cho céc yéu cau cia thuc thé cuoi.
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10.4.3 Kho lwu trit chirng nhdn — Certificate Repository (CR)

Mot kho chirng nhan 1a mét co s¢ dit liéu chira cac chung nhan dugc phat hanh bdi
mdt CA. Kho co thé dugc tat ca cac nguoi ding ciia PKI ding nhu ngudn trung tim
cac chimg nhan, va do d6 1a ngudn cac khoa cong cong. Mot kho ciing c6 thé duge

dung nhu vi tri trung tdm cia cac danh sach CRL [2].

10.5 Chu trinh quan ly giay chirng nhan

10.5.1 Khdi tao

Trude khi yéu cdu mot chimg nhan, ddi tic phai tim hiéu vé PKI ma minh mudn
tham gia. D4i tac phai c6 dia chi cua td chirc CA, ciia RA va kho luwu trit néu ching
ton tai. Di tac ciing cin phai c6 gidy ching nhan cua t6 chirc CA, va c6 thé ca
chimg nhan ctia RA. Cudi cing, dbi tac can phai c6 cach tao ra cip khoa bét doi
xung va lya chon cac thudc tinh cho tén phan biét (Distinguised name- DN [2]) cta

minh.

10.5.2  Yéu cdu vé gidy chirng nhin

Déi tac co thé yéu ciu mot ching nhan tir CA thong qua nhiéu ki thut. Trong truong
hop phét sinh lai, d6i tac khong can yéu cdu, to chirc CA s& tao ra mot gidy ching
nhan thay cho di tac. Ki thuat nay yéu cau to chirc CA ciing phai phét sinh cip khoa

bat dbi xtmg dé c6 duge khoa cong cong duge kém theo trong chimg nhan.

Hau hét cac CA sir dung mét trong hai phuong thirc tiéu chuan cta yéu cau ching

nhan : PKCS #10 va CRMF.
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Yéu cau ching nhéan theo chuan PKCS #10 [2]:
o Version: phién ban cua dinh dang Version
yéu chu chung nhan. Subject Name
Public key
o Subject Name: 1a mot X.500 DN,
5 B . B Attributes
xac dinh thyc thé cudi yéu cau giay
chirng nhan, nguodi s& hitu khoa Signature Algorithm
cong cong. Signature
o Public Key: chi ra thuat toan cua
khoéa cong cong, chita khéa cong Hinh 10.9. Mdu yéu cau chirng nhin
cong ¢6 dinh dang tiy thudc vao theo chudn PKCS#10
loai ctia no.
o  Attributes: bao gdm cic thong tin bd sung ding dé xac dinh thyc thé cudi.
o Signature Algorithm: chi ra thuat toan ma hoa dwoc dung boi thyc thé cudi dé ky
yéu cau chimg nhén.
o Signature: chir ky dién tir dugc dp dung boi thuc thé cudi yéu cau chimg nhan.
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Yéu cau ching nhéan theo chuan cia CRMF [2]:

O Request ID: s6 dugc sir dung boi doi tac Certification Request ID

va to chiic CA dé lién két yéu cau voi Certificate Template

tra 101 chira chung nhan dugc yéu cau. Version

Serial Number

o Certificate Template : trong yéu cau

Signature Algorithm
PKCS #10, dbi tac chi c6 thé chi dinh lssuer Name
tén va thong tin khoa cong cong bao Validity Period
gdm trong gidy chimg nhan. Trong Subject Name
CRMEF, dbi tac c6 thé bao gdbm bit cir Public key

\ \ , , A Issuer Unique ID
truong nao cua ching nhan X.509 nhu

Subject Unique ID

la mgt mau chiing nhén trong yéu cau
Extensions

cua ho.

Registration Controls

o Controls : cung cap cach thirc ma d6i

tac giri cac chi tiét giam st lién quan toi Proof of Possession

Registration Information

yéu cdu cua ho t6i t6 chirc CA. Trudng

ndy c6 thé dugc dung twong tu nhu
Hinh 10.10. Dinh dang thong diép

truong thude tinh trong PKCS #10. .
yéu cau chirng nhan theo RFC 2511

o Proof of Possesion : CRMF hd trg bon phuong thire dé déi tac chimg minh ring
ho s hitu khoa bi mat tuong ung véi khoa cong cong trong yéu cau. Mdi

phuong thirc dugc st dung tuy thudc vao muc dich st dung khoa.

o Registration Information : 1 trudng tiy chon chtra cac dir lidu lién quan dén yéu

cau chirng nhan dugc dinh dang trudc hodc dugc thay thé.
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10.5.3 Tao lai chirng nhdn

Déi tac co thé mudn tao méi lai chimg nhan cta minh vi nhidu 1y do: gidy ching
nhan hét han, thém thong tin méi vao chirng nhan, xac nhan lai khéa cong cong hién
¢6, hodc x4c nhan khéa méi. Khi té chirc CA dap Gng yéu cAu tao méi lai nay, nd s
phat hanh cho dbi tic mot gidy ching nhan méi va c6 thé xuét ban gidy chimg nhin

mdi nay vao kho luu trir.

Yéu ciu tao lai thi don gian hon rat nhiéu so voi yéu cau chimg nhan nguyén thuy.
Khi CA nhan yéu cau chirng nhéan, n6 phai xdc minh sy ton tai cta dbi tac. Nhung
khi déi tac giri yéu cau tao lai, ho c6 thé bao gdm gidy chimg nhan hién c¢6 va chit ky
sir dung khoa bi mat twong tng véi chimg nhan d6. Pidu d6 c6 thé xem nhu su
chirng nhan ton tai cua doi tac. Do do, viéc tao lai chiing nhan thi dé cho CA dap tmg

hon.

10.5.4 Hiiy bo chirng nhdn

Tt ca cac chimg nhan déu c6 thoi han sir dung clia nd va ching cudi cung s& bi hét
han. Tuy nhién, can phai hiy bé mot chimg nhan trudc khi no bi hét han. Ly do
chung nhat dé hity mot chimg nhéan 14 do sy nhan dién dugc xac nhan boi CA da thay
doi.

Certificate Revocation List (CRL) 1a cach dau tién va thong dung nhéat dé pho bién
thong tin hily bo. CRL chira thong tin thoi gian nhim xéac dinh thoi diém t6 chirc CA
phat hanh n6. CA ky CRL véi cing khoa bi mat dugc dung dé ky cac chimg nhan.
Céac CRL thudng duogc chira trong cung kho véi cac chimg nhan nhim dé& dang cho

viéc rut trich.
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Cac CA phat hanh cac CRL theo dinh ki, thuong la hang gio hoac hang ngay.

o Version : phién ban dinh dang CRL Ve
Signature Algorithm
o  Signature Algorithm : xac dinh thuat toan ma Issuer Name
hoa duoc dung dé ky CRL. This Update
Next Update
o Issuer Name : mot X.500 DN, xac dinh tén Revoked Certificates
td chire ky CRL. Serial Number
Revocation Date
o This-Update : thoi diém CRL dugc tao ra. CRL Entry Extensions
o Next-Update : thoi diém CA tao ra CRL ké YRk SEEETD
tiép. Signature

o Revoked Certificates : danh sach cac ching Hinh 10.11. Phién bdn 2 cuia
nhan bi hiy bo. Mdi ching nhan bi hiy c6 dinh dang danh sach

mdt myuc CRL, chira cac thong tin sau: chirng nhdn bi hiy

e  Serial Number : mi s chimg nhan
e  Revocation Date : ngay huy bo

e CRL Entry Extension : cic thong tin bo sung

o CRL Extensions : cac thong tin bd sung hd trg cho viéc ding va quan 1y cac

CRL.

o Signature : chit ky cua tb chirc phat hanh CRL.
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10.5.5 Luwu trii va khoi phuc khoa

Luu trit khéa 1a mét dich vu dugce cung cép bdi nhiéu t6 chirc CA.

Thong qua viée luu trir khoa ma hoa bi mat, khach hang cé thé tranh duoc trudng
hop khéng giai ma dugc dir liéu khi bi mit khoa. Dé luu trir khoa, khach hang phai
giri khoa bi mat téi noi Iuwu trir. Boi vi cac yéu cau luwu trit hay khoi phuc khoa déu
phai dugc xac minh nén cic ngudi diung khong thé thao tac tryc tiép dén noi luu trix

ma phai thong qua RA hodc CA.

10.6 Céac mé hinh CA

10.6.1 Mo hinh tdp trung

Hinh 10.12. M6 hinh CA tap trung
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Tt ca moi chimg nhan khoa cong cong déu dugc ky tap trung boi to chirc CA va co
thé dwoc xac nhan bang khoa cong cong cia CA. Khéa cong cong nay dugc phan
phdi truc tiép dén nguoi sir dung dudi dang dinh kém trong mot chuong trinh kiém

tra chimg nhan khoa cong cong do t6 chirc nay cung cip.

Day 1a huéng tiép can truyén thdng, duoc st dung trong cac phién ban dau cia

Netscape Navigator.

Khuyét diém chinh ciia mé hinh nay 14 hién tugng “niit ¢ chai” tai trung tam [2].

10.6.2 M@ hinh phéin cip

T6 chirc CA dugc phan ra thanh nhiéu cap, t6 chitc CA & cép cao hon s& ky vao
chirmg nhan khoa cong cong cuia cac t chirc CA con truc tiép ciia minh. Mot chimg

nhan khoa cong cong cua nguoi st dung sé dugce ky bai mot t6 chirc CA cuc bd.

Khi mt nguoi st dung mudn kiém tra mot chirng nhéan khda cong cong, ho can kiém
tra ching nhan khoa cong cong cua to chirc CA cuc bd da ky trén ching nhan nay.
Dé lam dugc didu nay, can phai kiém tra chimg nhan khéa cong cong ciia to chic
CA cip cao hon di ky trén ching nhan khoa cong cong ctia t6 chirc CA cuc b, ...
Viéc kiém tra ctr lan truyén 1én cc cAp cao hon cua té chitc CA cho dén khi co thé
kiém tra dugc bang ching nhan khéa cong cong cia td chirc CA bang khoa cong

cong duoc cung cip truc tiép cho ngudi sir dung.

H¢ théng PEM (Privacy Enhanced Mail) va hé thong DMS (Defense Message
System) ctia B6 Qudc phong Hoa Ky sir dung mé hinh nay.
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C—

= =
= =
= =
=0
CA trung uong

njojo
njojo

=] =] =] = =3
] ] =] s a3
=] =] =] = =3
0 —/ 0 0 —/ 0
CA chi nhanh CA chi nhanh

Ngudi st dung

Hinh 10.13. M6 hinh CA phdn cdp

10.6.3 Mo hinh “Web of Trust”

Bit ctr ai c6 dugc chimg nhan khoa cong cong c6 thé ky vao chimg nhan khoa cong
cong ciia ngudi khac. Pay 1a hudng tiép can trong hé théng Pertty Good Privacy
(PGP) cua CA.

Mdi thanh vién tham gia vao hé thong nay c6 thé dong vai tro cua CA dé ky vao
chirmg nhan khéa cong cong cua mot thanh vién khac. Dé c6 thé tin mot chirng nhan

khoa cong cong 1a hop 1¢, ta can phai c6 duoc khoa cong cong ciia nguoi di ky trén
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chirmg nhan nay va can phai dam bao rang ngudi nay chi ky trén nhiig chimg nhan

hop 12.

Hinh 10.14. M6 hinh “Web of trust”

3 Vi du: Trong hinh sau, A ky vao chimg nhan khoa céng cong cua B, D,
F; D ky vao chung nhén khoa cong cong cta A, C, E; B va C ky vao chung

nhan khoa cong cdng cua nhau.

Dé dam béo an toan cho h¢ théng, mdi thanh vién tham gia vao mo hinh nay c6 trach

nhiém dbi véi chit ky ctia minh trén chimg nhan khoa céng cong cua cac thanh vién

khac. Bé thuc hién diéu nay, thong thudng:

o Tiép xuc tryc tiép: Cac thanh vién co thé gap nhau tryc tiép dé trao d6i khoa
cong cong clia minh va khi d6 ho c6 thé ky vao ching nhan khéa cong cong ciia

nhau.
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o Ky thuat “Déu van tay” (Fingerprinting): “Déau van tay” 1a chudi gom 128-bits

két qua khi str dung ham bam MD35 d6i véi ma khoa cong cong.

e “Déu vén tay” cia mot ngudi A s& duoc cong bd rong rii theo nhiéu
cach khac nhau, ching han nhu trén card visit hay trén trang web cua
A...

e Néu nguoi B chua tin vao céc chit ky trén chimg nhén khéa cong cong
ctia A thi B co thé sir dung ham bam MD5 dé kiém tra lai ma khoa nay
¢6 phtt hop véi “déu van tay” cua A da duoc cong bd hay khong.

e Nho vao mirc d6 an toan cua phuong phap MDS5, nén viéc tim mdt ma
khoa cong cong khéac co clng gia tri du van tay véi mot ma khoa cho

trude 1la khong kha thi.

10.7 (ng dung “Hé théng bao vé thw dién to”

10.7.1 Bt vin dé

Thu tin dién tir dang ngay cang dugc sir dung rong rii trong cac linh vuc doi sbng xa
hoi. Hé thdng thu dién tir cho phép thuc hién cac giao dich thwong mai mét cach
nhanh chong, hi€u qua, gilip cac co quan, don vi ¢ thé lién lac d& dang v6i nhau, hd

tro viée trién khai cac d& 4n dong thoi tai nhiéu dia diém...

Do tim quan trong chién luoc cua ndi dung chira dung bén trong thu dién tir nén yéu
cau dit ra 1a phai bao vé€ duogc tinh bi mat va an toan cia cac buc thong di¢p dién tir
nady. Quy trinh ma hoa va giai ma thu dién tir duoi day la mot trong cac giai phap kha

thi nham giai quyét bai toan bao vé thu tin dién tir ([20], [15]).
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10.7.2  Quy trinh ma hoa thw dién tir

Khéa cong cong |« g
M khéa cia B
Chitng nhan khéa
— cong cong clia B

Phét sinh
ngau nhién Dit liéu cin
r > ma héa

Khéa bi mat

da ma héa Thong di€ép
da ma héa

Khéa bi mat glti dé€n B

Mai khéa

Mi héa
ddi xting

A

ih Noi dung thong di€p
ma fioa da ma héa

Hinh 10.15. Quy trinh ma hoa thu dién tir

Hinh 10.15 thé hién quy trinh ma hoa thu dién tir. Gia sir A mudn giri mot thong diép

dién tir bi mat cho B va gia sir A di c6 duoc khoa cong cong ctia B (c6 thé do B trao
d6i truc tiép cho A hay thong qua chimg nhan khoa cong cong ciia B).

o Giai doan 1 — M3 hoa thong diép bang mét phuong phap ma hoa ddi ximg

an toan: Mdy tinh clia A s& phat sinh ngiu nhién khoa bi mat K dugc sir

dung dé ma hoa toan b thong diép can giri dén cho B bang phuong phap

ma hoa doi xung an toan dugc chon.
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o  Giai doan 2 — Ma hoa khéa bi mat K bang mot phuong phap mi hoa bat dbi
xung st dung khoa cong cong cia B.

o Noi dung thong di¢p sau khi ma hoa ¢ giai doan 1 cung véi khoa bi mat K
dugc ma hoa ¢ giai doan 2 s€ dugc giii cho B dudi dang mét bie thu dién

ti.

10.7.3  Quy trinh gidi ma thw dién tir

Khéa bi mat M khéa F > )
da ma héa MESNN—S  Khoéa riéng
— \ cia B

Gidi ma

Dt liéu bd't doi xding

vj Thong diép Mikhoa [
- da mé’héa Khéa bi mat
gui d€n B
| Gidima

ddi xing

\J

Dir liéu
Noi dung thong di€p
da ma héa

Hinh 10.16. Quy trinh giai ma thw dién ti

Hinh 10.16 thé hién quy trinh giai ma thu dién tur.

o Giai doan 1 — Giai mi khoa bi mat K: B sir dung khoa riéng cta minh dé
giai mi khoa bi mat K bang phuong phap ma hoa bat doi xtimg ma A da
dung dé ma hoa khoa K.
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o Giai doan 2 — Giai mi thong diép ciia A: B sir dung khoa bi mat K dé giai
mé toan b thong diép ciia A bang phuong phap ma hoa déi ximg ma A da

dung.

10.7.4 Nhdn xét — Ddanh gia

Str dung ky thuat trén ddy, nguoi giri thu c6 thé yén tim ring birc thu cua minh chi
¢6 thé duoc giai ma boi ngudi nhan hop 1&, boi vi chi ¢6 nguoi nay méi co duge ma
khoa riéng dé giai ma dwoc khoa bi mat K va tir d6 giai ma dwoc ndi dung cia thong

diep.
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Phuluc A S-box cua thuat toan MARS

WORD Sbox[ ] = {

0x09d0c479,
0x7dff9%pe3,
0x85d0582e,
0x0fl1f25e5,
Oxae5fobf4,
0xf14902e2,
0x83631£83,
0x4£846450,
0x28f4e826,
0x526687c5,
0x80f6e831,
0Oxb68556ae,
Oxael36749,
0x78a784dc,
Ox46caeldo,
0xcl1l90c6e3,
Oxadccaeb9,
Oxeafc8casg,
0x6167d9%9a8,
Oxababall4,
0x8f376cd5,
0x854b3e95,
Oxfaeb27e5,
0x3c4fl1d71,
0x5ded0ab8,
0x243cb3e4,
Oxfch5deloo,
0x8e531e74,
0x95e8eb8d,
0x1090acef,
0xe5393514,
0x7bcf3729,
Ox3afd7d3e,
0xcf3b870f,
0x59%a744c1,
0x040a7alo,
0xc33e92b5,
0x386b2c4da,
0x4181189¢6,
0x68feallb,
0xd7c9cd7a,
0xf003fb3c,
Oxa64fc9co,

0x28c8ffel,
0xd4268361,
0x2a4b5705,
0x5160372f,
0x0d72eedo,
0x3e981e42,
0x25970205,
Ox5c64c3fo,
0x3a60a8lc,
0x7eddd12b,
Oxabo6f04ad,
0xd2250b0d,
OxeB82aae86,
0xb69%ba8ib,
0x2fe28134,
0x07dfb846,
0x3798670d,
0xdb1129d6,
0xd1f45763,
Oxbo6ccd201,
0x092c237e,
0x05bb9b43,
0x36alc330,
0x30a2e809,
0x75ce09c8,
0x2b062b97,
0xe35f9288,
0x75fe3578,
0x6699486b,
0xe0670dd8,
0x3af345f0,
0x8bfldlel,
0xd2f29e01,
0xb414935¢,
0x1d2936a7,
0x6cd81807,
Oxdle0e03d,
0x52e8dd58,
O0xe337ef7e,
Oxal50ao6e5,
O0xa619cd9e,
0x4ab7a50b,
0xf6957d49,

0x84aa6c39,
0xc96dald4,
Oxlcalbab62,
0xc695clfb,
O0xff23de8a,
0x8bf53ebo6,
Ox76afe784,
0x210a5f18,
0xd340a664,
0x32al1ldld,
0x56fb9b53,
0x294a7721,
0x93365104,
0x04046793,
0x5a223942,
0Ox6eb88816,
Oxcbfa9493,
0xb0449e20,
Ox4daa96c3,
0x38d6279f,
0xbfc56593,
0x7dcd5dcd,
0x3412elae,
0x68e5f551,
0x9654f93e,
0x0f3b8d9e,
0xc079550d,
0x2f6d829a,
0x901d7d9%b,
Oxdab2e692,
0x6241fc4d,
0Ox1l4aac070,
0x29%a9d1fe,
0x664465ed,
Oxdc580aa6,
0x8a98bedc,
0xb322517e,
0x58656dfb,
0xd39fbl119,
0x55258962,
0xbcf09576,
0x1484126a,
0x38b06a75,

0x9dad7287,
0x7974cc93,
0xc3bd279d,
0x4d7ffle4d,
Oxblcf8e83,
0x7f4bf8ac,
0x3a7931d4,
0xc6986a26,
0x7ea820c4,
0x9c9%ef086,
0x8b2e095c¢c,
0xe21fb253,
0x99404a66,
0x23dbb5cle,
0x1863cd5b,
0x2d0dcc4a,
0x4f481d45,
0x0£5407fb,
0x3bec5958,
0x02682215,
0x32889d2c,
0xa02e926c,
0xf257f462,
0x9co6lbadd,
0x698c0Occa,
0x00e050df,
0x0591aee8,
Oxf60b2lae,
0xfdedee3l,
Oxcded4365,
0x460da3a3,
0x1587ed55,
Oxefbl10c53,
0x024acac’,
Oxcf574ca8,
Oxacceal63,
0x2092bd13,
0x50820371,
0xc97f0dfe,
Oxeboffdlb,
0x2672c073,
0x487ba9%o1,
0xdd805fcd,
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0x63d094cf,
Oxce9f8e99,
0x7b21be33,
0x5915eab1,
0xb0a495f8,
0xfa90clfs,
Ox4cabfecO,
0xb203231a,
Oxlo6a45272,
0x07128dcO,
0xd838e7ce,
0xb984737d,
Oxa21l15cdce,
0x21b93f93,
0x2b38fd54,
Oxdfea32aa,
Oxab3ab685,
0x8d421fcO0,
0Ox7dead57b,
Oxla9a5f08,
0xb6fd9676,
0x6b57e354,
0x2c2fc7df,
Oxel797a8b,
0x73f9a978,
Oxe8abb6c8,
0x684f259a,
0xd17b978b,
0x8e6a0829,
0x8894b022,
0x117c83fe,
0xf4562420,
0xc3601d3b,
0x6lldfee3,
0x23becbb4,
0x7796943c,
Oxdad4e9ed,
0x690624£8,
0xfa929%ala,
0x010e65c4,
0x158d7d03,
0x21916a7b,
Ox8ceal’dl,
0x0£f9p9d3c,
Oxcd6b7eb2f,
0x419cflad,
0x160bead’7,

0x£51c999e,
0xbffcd770,
0x397f41bd,
0x99f861b7,
0x614deedO,
0x33f824b4,
0x8630e964,
0x04297514,
0x532459a0,
0x0d44dbo62,
0x1bc41d00,
0x13ba4891,
0x8359838Db,
0xf5176781,
0x431delda,
0x659473e3,
0x3346a90b,
0x9b0edl10c,
0x8d7bad26,
0xfcd651b9,
0x33703027,
Oxad913cf7,
0xe389ccco,
Oxa4a8d57b,
0x73398d32,
0x848d0704,
0x943bag48,
0x6d9%b58ef,
0x8695bcl4,
0x2f511c27,
0x4el2b4l4,
0x55792e2a,
Ox6c00abdo,
0x257¢3207,
0xa075f3a3,
Oxfacabf3d,
0x2c854cl2,
Ox1lcbObafd,
0x6d969%al17,
0x86a3d963,
0x287a8255,
0x77b56b86,
Oxcd8c62bc,
0xd6aa295b,
Oxe2eb6dc2,
0x2b83c045,
0x5d494656,

0xlaad4d343,
Oxc7c275cc,
0x4e94d131,
0xc9980a88,
0xb5778eea,
0xc4965372,
0x5b3fbbd6,
0x2d639306,
0x8e5f4872,
Oxafc8d52d,
0x3a2e8c0f,
0xc4f8b949,
Ox6bdlaa3l,
0x187dfdde,
0xab394825,
0x623f7863,
0x6b56443e,
0x88flale9,
Ox4cf5178a,
0x25605182,
Oxb7c8ebl4,
0x7el6688d,
0x30738df1,
0x5b5d193b,
0x0£59573e,
0x98df93c2,
0xa6370152,
0x0a700dd4,
0xe35b3447,
Oxddfbcc3c,
Oxc2bca’766,
0x46£5d857,
Oxefac9c28,
0xfdd58482,
0x088f8ead,
0xc09730cd,
0x35935fa3,
0x7b0dbdcé6,
0x6742979%b,
0x£907b5a0,
0xbba8366f,
0x951622f9,
0xa3d63433,
0xfe33384a,
0x97338b02,
0x3723f18a,
0x35f8a74b,

0xb8495294,
0x378453a7,
0x92cclf98,
0x1d74fd5f,
0x5941792d,
0x3ff6d550,
0x7da26a48,
0x2eb13149,
0xf966c7d9,
0x06316131,
0xeaB83837e,
Oxabd6acb3,
0xf579dd52,
Oxe94aeb’76,
0x9ad3048f,
0xf3346c5h9,
Oxc6de01£8,
0x54c¢1£029,
0x551a7cca,
Oxellfco6ce3,
0x9e5fd030,
0x58872a69,
0x0824a734,
0xc8a8309Db,
0xe9df2b03,
0x720aldc3,
0x863b5ea3,
0xa73d36bf,
0x933ac568,
0x006662b6,
0x3a2feclO,
Oxceda2bce,
0xb3c35047,
0x3b14d84f,
0x07adf158,
0x£f7679969,
0x2f057d9f,
0x810£23bb,
0x74ac7d05,
0xd0042bd3,
0x096edc33,
Oxa6c5e650,
0x358a68fd,
0xc000738e,
0x06c9f246,
0xcb5b3089,
Oxledebc9e,
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Phu luc A

0x000399%bd, 0x67466880, 0xb4174831, Oxacfd423b2,
Oxca8l5ab3, 0x5a6395e7, 0x302a67c5, 0x8bdb44ob,
0x108f8fa4, 0x10223eda, 0x92b8b48b, 0x7f38d0ee,
0xab2701d4, 0x0262d415, 0xaf224a30, Oxb3d88aba,
O0xf8b2c3af, 0xdaf7ef70, O0xcc97d3b7, 0xe96l4béc,
0x2baebff4, 0x70f£687cf, 0x386c9156, 0xce092ee5,
0x01e87dab, 0x6ce9leba, Oxbb7bcc84, 0xc7922c20,
0x9d3b71fd, 0x060e4d4lc6, 0xd7590f15, Ox4e03bb47,
0x183c198e, 0x63eeb240, 0x2ddbfd49a, Ox6d5cbab4,
0x923750af, 0xf9%9el4236, 0x7838162b, 0x59726c72,
0x81b66760, Oxbb2926cl, 0x48al0celd, Oxao6c0496d,
0xad43507b, 0x718d496a, 0x9df057af, Ox44blbdeob,
0x054356dc, Oxde7ced35, 0xd51al38b, 0x62088cc9,
0x35830311, Oxc96efca2, 0x686f86ec, 0x8e77cb68,
0x63el1d6b8, 0xc80f9778, 0x79c491fd, Oxlbdce7f2,
0x72698d7d, 0x5e368c31, 0xf7d95e2e, 0xald3493f,
0xdcd9433e, 0x896f1552, Ox4bc4dca7a, Oxa6dlbaf4,
Oxaba96dcc, 0x0bef8b46, 0xal69fda7, 0x74df40b7,
0x4e208804, 0x9%9a756607, 0x038e87c8, 0x20211e44,
0x8b7ad4bf, 0xc6403f35, 0x1848e36d, 0x80bdb038,
0x1e62891c, 0x643d2107, 0xbf04do6f8, 0x21092c8c,
0xf644£389, 0x0778404e, 0x7b78adb8, 0xa2c52d53,
0x42157abe, 0xa2253e2e, 0x7bf3fdae, 0x80f594f9,
0x953194e7, 0x77eb92ed, 0xb3816930, 0xda8d9336,
0xbfd447469, 0xf26d9483, Oxee6faed5, 0x71371235,
0xded425f73, 0xb4eb59f43, 0x7dbe2dde, 0x2d37b185,
0x49dc9a63, 0x98c39d98, 0x1301c9%a2, 0x389blbbf,
0x0c18588d, 0xad42lclba, 0x7aa3865c, 0x71e08558,
Ox3c5cfcaa, 0x7d239ca4d4, 0x0297d9dd, 0xd7dc2830,
0x4b37802b, 0x7428ab54, Oxaeee0347, 0x4b3fbb85,
0x692f2f08, 0x134e578e, 0x36d9e0bf, Oxae8b5fcf,
Oxedb93ecf, 0x2b27248e, 0x170eblef, 0x7dc57fde,
0x1le760fl16, 0xbl1136601, 0x864elb%9b, O0xd7ea7319,
0x3ab871bd, Oxcfad4d76f, 0xe31bd782, 0x0dbebd69,
Oxabb96061, 0x5370f85d, 0xffb07e37, 0xda30d0fb,
Oxebc977b6, 0x0b98b40f, 0x3ad4d0fe6, 0Oxdfdfc2ob,
0x159cf22a, 0xc298d6e2, 0x2b78ef6a, 0x6la94acO,
0xab561187, 0xl4eealf0, O0xdf0d4164, 0x19af70ee
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Céc hoan vi sir dung trong thudt toan Serpent

Phuluc B Cac hoan vi str dung trong thuat toan Serpent

Hoén vi d4u tién (Initial Permutation — IP)

0 32 64 96 1 33 65 97 2 34 66 98 3 35 67 99
4 36 68 100 5 37 69 101 6 38 70 102 7 39 71 103
8 40 72 104 9 41 73 105 10 42 74 106 11 43 75 107
12 44 76 108 13 45 77 109 14 46 78 110 15 47 79 111
16 48 80 112 17 49 81 113 18 50 82 114 19 51 83 115
20 52 84 116 21 53 85 117 22 54 86 118 23 55 87 119
24 56 88 120 25 57 89 121 26 58 90 122 27 59 91 123
28 60 92 124 29 61 93 125 30 62 94 126 31 63 95 127
Hoan vi cudi cung (Final Permutation — FP)

0 4 8 12 16 20 24 28 32 36 40 44 48 52 56 60
64 68 72 76 80 84 88 92 96 100 104 108 112 116 120 124
1 5 9 13 17 21 25 29 33 37 41 45 49 53 57 &6l
65 69 73 77 81 85 89 93 97 101 105 109 113 117 121 125
2 6 10 14 18 22 26 30 34 38 42 46 50 54 58 62
66 70 74 78 82 86 90 94 98 102 106 110 114 118 122 126
3 7 11 15 19 23 27 31 35 39 43 47 51 55 59 63
67 71 75 79 83 87 91 95 99 103 107 111 115 119 123 127
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Phuy lyc C

Phuluc C S-box str dung trong thuat toan Serpent

S-box str dung trong thuat toan Serpent

S0 3 8 15 1 10 6 5 11 14 13 4 2 7 0 9 12
s1 15 12 2 7 9 0 5 10 1 11 14 8 6 13 3 4
sS2 8 6 7 9 3 12 10 15 13 1 14 4 0 11 5 2
S3 0 15 11 8 12 9 6 3 13 1 2 4 10 7 5 14
sS4 1 15 8 3 12 0 11 6 2 5 4 10 9 14 7 13
S5 15 5 2 11 4 10 9 12 0 3 14 8 13 6 7 1
S6 7 2 12 5 8 4 6 11 14 9 1 15 13 3 10 0
s7 1 13 15 0 14 8 2 11 7 4 12 10 9 3 5 6

S-box nghich dao str dung trong thuat toan Serpent

InvsSO 13 3 11 10 6 5 12 1 14 4 7 15 9 8 2
InvSl 5 8 2 14 15 6 12 3 11 4 7 9 1 13 10 0
InvS2 12 9 15 4 11 14 1 2 0 3 6 13 5 8 10 7
InvS3 0 9 10 7 11 14 6 13 3 5 12 2 4 8 15 1
InvS4 5 0 8 3 10 9 7 14 2 12 11 6 4 15 13 1
InvS5 8 15 2 9 4 1 13 14 11 6 5 3 7 12 10 0
InvSeé 15 10 1 13 5 3 6 0 4 9 14 7 2 12 8 11
InvS7 3 0 6 13 9 14 15 8 5 12 11 7 10 1 4 2
276

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

S-box cua thuét toan Rijndael

Bang D.1. Bang thay thé S-box cho gid tri {xy} & dang thip luc phan.

Phuluc D S-box cua thuat toan Rijndael

y

63

7c

77

b

£2

6b

6f

cb

30

01

67

2b

fe

d7

ab

76

ca

82

c9

7d

fa

59

47

£f0

ad

d4

az

af

9c

a4

72

cO

b7

fd

93

26

36

3f

£7

ccC

34

ab

eb5

fl

71

ds

31

15

04

c7

23

c3

18

96

05

%9a

07

12

80

e’

eb

27

b2

75

09

83

2c

la

1b

oe

5a

a0

52

3b

de

b3

29

e3

2f

84

53

dl

00

ed

20

fc

bl

5b

6a

cb

be

39

4a

4c

58

cf

do

ef

aa

fb

43

4d

33

85

45

£9

02

7f

50

3c

9f

a8

51

a3

40

8f

92

9d

38

£5

bc

b6

da

21

10

ff

£3

d2

cd

Oc

13

ec

5f

97

44

17

c4

a7

Te

3d

64

5d

19

73

Ol | J ||| d|lwW|IND|F|O

60

81

4f

dc

22

2a

90

88

46

ee

b8

14

de

5e

Ob

db

el

32

3a

Oa

49

06

24

5c

c2

d3

ac

62

91

95

ed

79

o | o

e’

c8

37

6d

8d

ds

de

ag

oc

56

f4

ea

65

Ta

ae

08

ba

78

25

2e

1lc

ao

b4

cb6

e8

dd

74

1f

4b

bd

8b

8a

Q| Q

70

3e

B5

66

48

03

£6

Oe

61

35

57

b9

86

cl

1d

9e

@

el

£8

98

11

69

d9o

8e

94

9b

le

87

e9

ce

55

28

Df

Hh

8c

al

89

0d

Bf

eo

42

68

41

99

2d

0f

bo

54

bb

16
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Phy luc D

Bang D.2. Bdng thay thé nghich ddo cho gid tri {xy}

0 dang thap luc phan.

Yy

oO|/1|2|3|4|5|6|7|8|9%9|albljc|d|e]f€f

0 |52]09|6a|d5|30|36|a5|38|bf|40|a3|%e|81|£3|d7|fb

1 |7c|e3|39|82|9% |2f|£f£[87|34|8e|43|44|cd4|de|e9|cb

2 |54|7b|94|32]|a6|c2|{23|3d|ee|d4c|95|0b|42]|fa|c3|4e

3 [08|2e|al|66|28|d9|24|b2|76|5b|a2|49|6d|8b|dl |25

4 |72 £8|f6|64|86|68[98|16|d4|ad|5c|cc|5d|65|b6|92

5 [6¢c|70|48|50|fd|ed|b9|da|be|15|46|57|a7|8d|9d|84

6 190|d8|ab|00|8c|bc|d3|0a|£f7|e4|58|05|b8|b3|45|06

7 |d0|2c|le|8f|ca|3f|0f|02|cl|af|bd|03]|01|13|8a]|6b

: 8 [3a|91|11|41|4f|67|dc|ea |97 |f2|cf|ce|f0|bd|eb|73

9 |96|ac|74|22|e7|ad|35|85|e2|£9|37|e8|1lc|75|df|6e

a |47 |f1]1a|71|1d|29|c5|89|6f|b7|62|0e|aa|l8|be|lb

b |fc|56|3e|4b|c6|d2|79|20(9%  |db|cO|fe|78|cd|5a|f4

c [1£f|dd|a8|33|88|07|c7|31|b1l|12|10|59|27|80|ec|5f

d |60]|51|7f]a%9|19|b5|4a|0d|2d|e5|7a|9f|93|c9|9c|ef

e |a0|e0|3b|4d|ae|2a|£f5|b0|c8|eb|bb|3c|83|53|99]|61

£f 117|2b|04|7e|ba|77|d6|26|el|69|14|63|55|21|0c|7d
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Hang s0 va gia tri khoi tao cia SHA

Phuluc E Hang sé va gia tri kh&i tao ciia SHA

E.1 Hang sé str dung trong SHA

E.l.1 Hang s6 ciia SHA-1

SHA-1 sir dung day 80 tir 32 bit 1a hang sb Ky, K, ..., Ky

5a82799 0<¢<19
K - ced9%ebal 20<t<39
" |8f1bbcdc 40<t<59
ca62clde 60<t<79

E.1.2 Hang s6 ciia SHA-224 va SHA-256

SHA-224 va SHA-256 sir dung day 64 tir 32 bit 1a hing s& K12 k2 k1256

Nhiing tir nay biéu dién 32 bit dau tién cta phan phan sb ciia cin bac ba ciia 64 s6

nguyén t6 dau tién. Cac hang s6 bao gdm (theo thir tyr tir trai sang phai)

428a2f98 71374491 b5cO0fbcf e9b5dbab
3956¢c25b 59f111f1 923f82a4 ablc5ed5
d807aa98 12835b01 243185be 550c7dc3
72be5d74 80deblfe 9bdclO6a7 cl9bfl74
ed9b69cl efbed786 0fcl9dc6 240calcc
2de92cof 4a7484aa 5cbl0a9dc 76f£988da
270b70a85 2elb2138 4d2coedfc 53380d13
650a7354 766a0abb 81lc2c62e 92722c85
a2bfe8al a8lac64b c24b8b70 c76c51a3
d192e819 d6990624 £4083585 106aa070
19a4cll6 18376c¢c08 2748774c 34bO0bcbb
391c0cb3 4ed8aada 5b9ccadf 682e6ff3
748f82ee 78a5636f 84c87814 8cc70208
90befffa ad4506ceb bef9a3f7 c67178f2
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Phy luc E

E.13 Hiing s6 ciia SHA-384 va SHA-512

SHA-384 va SHA-512 sit dung cung ddy 80 tir 64 bit 1a hing sb
K éﬂz},K 1{5]2},...,1(' %l 2 . Nhiing tir nay biéu dién 64 bit dau tién ciia phan phan sé cua

cin béac ba cua 80 sb nguyén t6 dau tién. Cac hing sé bao gém (theo thur tu tir trai

sang phai)
428a2£98d728ae22 7137449123ef65cd
b5cO0fbcfec4d3b2f e9b5dba58189dbbc
3956c25b£348b538 59f111f1b605d019
923f82a4afl194£f9 ablcb5ed5da6d8118
d807aa98a3030242 12835b0145706fbe
243185bedeedb28c 550c7dc3d5ffb4de2
72be5d74£27p896£ 80deblfe3bl696bl
9bdc06a725¢71235 cl9bf174c£692694
e49b69cl9efldad2 efbed4786384£f25e3
0£c19dc68b8cd5b5 240calcc77ac9c65
2de92c6£592b0275 4a7484aa6ea6e483
5cb0a9dcbd41lfbd4 76£988da831153b5
983e5152eeb6dfab a831c66d2db43210
b00327¢c898fb213f bf597fc7beefleec4
c6e00bf33da88fc?2 d5a79147930aa725
06ca6351e003826£ 142929670a0e6e70
27b70a8546d22ffc 2e1b21385¢c26c926
4d2c6dfcbac42aed 53380d139d95b3df
650a73548baf63de 766a0abb3c77b2a8
81c2c92e47edaeet6 92722c851482353b
a2bfeB8al4cfl0364 a8la664bbc423001
c24b8b70d0£89791 c76c51a30654be30
d192e819d6ef5218 d69906245565a910
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Hang s6 va gia tri khoi tao cia SHA

E.2

£40e35855771202a
19a4cl16b8d2d0c8
2748774cdf8eeb99
391c0cb3c5c95a63
5b9ccad£f7763e373
748f82eebdefb2fc
84c87814alflab72
90befffa23631le28
bef9a3f7b2c67915
caz273eceea26619c
eada’7/dd6cdeleble
06£067aa72176fba
113£9804bef90dae
28db77£523047d84
3c9ebelalbc9bebce
4cc5d4becb3e42bb
5fcb6fab3ad6faec

Gia tri khé&i tao trong SHA

SHA - 1:

H" =67452301
H” =efcdab89
HY” =98badcfe
H =10325476
HY =c3d2e1£0

106aa07032bbd1lb8
1e376c085141ab53
34b0bcb5e19b48a8
4ed8aadae3418achb
682e6f£3d6b2b8a3
78a5636£43172£60
8cc702081a643%ec
a4506cebde82bde?
c67178£2e372532b
d186b8c721c0c207
£57d4f7feebedl78
0a637dcb5a2c898a6
1b710b35131c471b
32caab7b40c72493
431d67c¢49¢c100d4c
597£299cfc657e2a
6c44198c4a475817
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Phy luc E

SHA —224:

H =c1059ed8
H?” =367cd507
H” =3070dd17
H =£70e5939
H” =ffc00b31
H” =68581511
H” =64£98fa7
HY =befadfad

SHA —256:

HY =6a09e667
H” =bb67ae85
H"” =3c6ef372
HY =a54ff53a
H” =510e527f
HY” =9b05688¢
H” =1£83d9ab
H” =5be0cd19

SHA-384:
H
H O
H
H
H
H
H
H

cbbb9d5dcl
629a292a36
9159015a30
152fecd8£f7
67332667ff
8eb44a8768
db0c2e0d64

= 47b5481dbe

059ed8
7cd507
704d17
0e5939
c00b31
581511
f98fa7
fadfad
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Hang s6 va gia tri khoi tao cia SHA

SHA - 512:
H{ = 6a09e667f3 bcc908
H () = pbb67ae8584 faa73b
H () = 3c6ef372fe 94£82b
H " = a54ff53a5f 1d36f1

H (" = 510e527fad e682d1
H{" = 9b05688c2b 3e6clf
H{” = 1£83d9abfb 41bdéb
H (" = 5be0cd1913 7€2179
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Tai liéu tham khdo
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