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Gidi thiéu mdn hoc

@ Tén mdn hoc
o Ly thuyét m3 hoa théng tin (Cryptography).
e Tham m3 (Cryptanalysis).
o MA4t m3 hoc (Cryptology).
@ Thudc Iinh vuc
o Toan hoc (Dai sb - Ly thuyét s8).
e Khoa hoc mdy tinh (Bdo mét thong tin, Ly thuyét théng tin, Thuat
todn va dé phdc tap thult todn).
O Kién thiic tién quyét
o Toan cao chp.
Sb hoc thu3t toan.
Dai sb dai cuang.
CAu triic dif liéu va thuat toan.
Lap trinh tinh toan.
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NGi dung mon hoc

o Cac khai niém co ban clia Ly thuyét mat m3 va ng dung trong B3o
mat thong tin
@ Céc hé m3 6 dién.
@ Hé ma DES va hé m3a RSA.
© Sb hoc thuat todn vé sb nguyén tb.
© Hé m3 ElGamal va bai toan logarit roi rac.
© Hé m3 dung dudng cong elliptic.
@ Céc giao thic ky sb.

o Tai Ileu

© Douglas R. Stinson, Cryptography: Theory and Practice, 3rd ed.,
Chapman & Hall/CRC, 2006.

@ Alfred J. Menezes, Paul C. van Oorschot and Scott A. Vanstone,
Handbook of Applied Cryptography, CRC Press, 2001.

© Neal Koblitz, A Course in Number Theory and Cryptography, 2nd ed.,
Springer, 1994.
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T8 chdc 18p hoc

e 15 budi hoc trén 16p (Tir tudn 7/9 dén tudn 14/12/2009). Séng thi
bay, tir 9g10 dén 11g20 phong E401.
o Hoc theo nhém tbi da 3 SV/nhém.

@ Tin tic mon hoc dugc post trén trang web
http://sites.google.com/site/nhutcourses/.

e Trao d&i hoc tap trén forum http://www.toantin.org.
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Danh gis két qua hoc tap

@ Trong qué trinh hoc (70%, tinh theo nhém)
o Thi giita ky (20%).
e Bai tp ly thuyét va thuc hanh (25%).
o Thuyét trinh nhém (25%)

@ Thi cudi ky (50%, c4 nhan)
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Muc tiéu hoc tap

O Kién thic
e Cic khdi niém va ky thudt m3 hod co ban trong mit m3 hoc.
e Cic bai todn quan trong trong mat ma hoc.
o Nguyén Iy hoat déng clia cic ting dung trong thuc té.
@ Ky nang
e Hoc nhém.
e Thu thip va x{ ly théng tin.
o Lap trinh tinh toan.
o Trinh bay k&t qua nghién cdu.
e Doc vidt tiéng Anh.
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Phuong phdp hoc tap

Quy luat 80/20
@ Tu hoc (80%)

Doc sach tai nha va thu vién.

Tra cliu théng tin trén internet (Google) khi gap van dé méi.
Trao di hoc héi tren dién dan mén hoc véi thiy va ban.
Email / gdp truc tiép hdi chuyén gia trong va ngodi nudc.
Tim doc hi€u va tu cai dit cc thudt toan.

Tham gia cac semina c6 lién quan dén mén hoc.

Dé y c4c thdng tin thdi sy lién quan d&n mén hoc.

Cb ging doc, viét, nghe, néi bing tiéng Anh.

@ Nghe gidng, ghi chép tai I6p.

© Cip nhat théng tin mén hoc.
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Céng cu hoc tap

@ Phan mém
e Cryptool (www.cryptool.org).
e Maple/Mathematica, Python.
o Céc thu vién m3 hod bing C++/Java.
o Internet.
@ Phan ctng
o May vi tinh.
o Tai liéu.
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Cac khai niem md dau

Dinh nghia

Q Ly thuyét m3 hos (Cryptography) nghién ctiu cac ky thuat toin hoc
lién quan dén cac yéu to clia bdo mat théng tin (information security).

@ Tham ma (Cryptanalysis) nghién ctiu cic kj thuat todn hoc nhim
tin cong (pha) cac ky thuat ma hoa.

© Mat ma hoc (Cryptology) nghién ctru cd m3 hod 13n tham ma.

e Muc dich clia viéc m3 ho4 thdng tin cé thé I3 bdo mat
(privacy/confidentiality), ddm bao tinh toan ven dif liéu (data
integrity), tinh xdc thuc (authentication), hay nhan dién
(identification), ...

@ Muc dich co ban clia mat m3 hoc la cho phép su trao déi thong tin
gitfa hai ngudi dugc bdo mat trén cic kénh truyén khéng an toan.

o Mbt ngudi bat ky khac néu Iy dugc théng tin m3 hod dang truyén
thi vAn khéng hiéu duoc.
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Cac khai niém co ban

Dinh nghia

o Théng tin ma mét ngudi A mubn gii cho mét ngudi B dugc goi 13
van ban goc (plaintext) hay théng diép (message).

o Nguoi giii (sender) m3 hod (encrypt) thong diép bang mdt khod (key)
(dugc thong nhat trudc véi ngusi nhan) va gdi van ban ma
(ciphertext) cho nguoi nhan (receiver).

o B d3 théng nhit trudc véi A khod K nén c6 thé gidi ma (decrypt)
van ban m3 trd lai thong diép.
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Mb hinh trao ddi théng tin mat
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Dinh nghia

Mot hé m3 (cryptosystem) la mét bd nam (P, C, K, E, D) thod cac tinh
chbt sau:

@ P la tdp hitu han cic théng diép.

o C |3 tip hitu han cic van ban ma.

o K, khéng gian khod (keyspace), 13 tap hitu han cac khoa c6 thé c.

o Vi mdi khod k € K, c6 mdt phép ma hod (encryption) e, € E va
mot phép gidi ma (decryption) d € D. Mbi phép m3 ho3 ]
ex : P — C va phép gidi ma d, : C — P xem nhu cdc ham s6 thod
di(ex(x)) = x v6i moi van ban x € P.
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ong tin vé mat ma hoc

@ Tu khod "cryptography".
@ Trang web iacr.org.
o Trién vong nghé nghiép

o Nha mat m3 hoc (cryptanalyst) |a mét nghé 'hot’ nhit hién nay & cac
nudc phat trién, dic biét & M¥.

o Chuyén gia bio mat tai cic cong ty I6n, ngan hang, cic nganh nghé c6
thanh todn dién ti, dich vu web, ... va dic biét 13 trong an ninh quéc
phong.

o Chuyén gia nghién ctfu 1am viéc tai cac trudng dai hoc I6n trén thé gidi.

@ Nghién ctu

o M3t m3 hoc c6 cic hudng nghién citu rdt da dang va phong phd, tir ly
thuyét dén ting dung rit hip dan, thu hat nhiéu nha todn hoc va khoa
hoc may tinh.

o C6 nhiéu nhém nghién citu, tap chi chuyén nganh va héi nghi qubc té
hoat dong rit sdi ndi.
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M6t sb dia chi quan t ng

o Hiép hoéi quéc té vé nghién ciiu mat m3 (International Association for
Cryptologic Research) http://www.iacr.org/. Thong tin vé:
e Cic hdi nghi, hdi thao, su kién quéc té quan trong vé mat m3 hang
nam.
e Cdc tap chi quoc té chuyén vé mat ma.
o Chia sé cac ban thdo bai bdo méi.
o Nghé nghiép, hoc bbng sau dai hoc.
@ Free book Handbook of Applied Cryptography
http://www.cacr.math.uwaterloo.ca/hac/
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