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Introduction

A signature scheme 1 a method of signing a message stored in electronic form,
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The signature scheme

Definition 7.1: A signature scheme is a five-tuple (P, A, X, §,V), where
the following conditions are satisfied:

1. P is a finite set of possible messages
2. A is a finite set of possible signatures

3. X, the keyspace, is a finite set of possible keys

4. For each K € X, there is a signing algorithm sig, € 8 and a corre-
sponding verification algorithm verg € V. Each sigy : P — A and
verg : P x A — {true, false} are functions such that the following
equation is satisfied for every message x € P and for every signature
y € A:

true ify = sigg(x)

false ify # sigg ().
A pair (z,y) with z € P and y € A is called a signed message.

verg(z,y) = {
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Cryptosystem 7.1: RSA Signature Scheme
Let n = pq, where p and q are primes. Let P = A = Z,,, and define
X ={(n,p,q,a,b): n = pq, p, q prime, ab = 1 (mod ¢(n))}.
The values n and b are the public key, and the values p, ¢, a are the private key.
For K = (n, p,q, a,b), define
sigg(x) =z mod n

and
verk(z,y) = true & z = y° (mod n)
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Types and goals of attacks

Types of attacks Goals of attacks
* Key-only * Total break
e Known message * Selective forgery

 Chosen message * Existential forgery
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An example of existential attack

Ex: Textbook RSA signature

sigg () = £ mod n verg(z,y) =true & ¢ = y® (mod n)
C1: Choose any signature y, then compute x = y* mod n.
C2:

Y1 = sigg(z1) and y; = sigg (x2) are any two messages previously signed
verg (zi1x2 mod n, y1y2 mod n) = true,

—> Choose y, = y/y;.

- Need to be hashed.
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