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Introduction

Conventional signature Digital signature
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The signature scheme
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Example
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Types and goals of attacks

Types of attacks

• Key-only

• Known message

• Chosen message

Goals of attacks

• Total break

• Selective  forgery

• Existential forgery• Chosen message • Existential forgery
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An example of existential attack

Ex: Textbook RSA signature

C1: Choose any signature y, then compute x = yb mod n.

C2:

� Choose y2 = y/y1. 

� Need to be hashed.
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