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Chapter 1: Introduction

Our goal: Overview:
0 get “feel” and 0 what’s the Internet?
terminology . Q what's a protocol?
Q more depth, detail
laterin course 0 network edge; hosts, access net,
0 approach: physical media
+ use Internet as 0 network core: packet/circuit
example switching, Internet structure
Q performance: loss, delay,
throughput
d security
Q protocol layers, service models
Q history
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Chapter 1: roadmap

1.1 What /s the Internet?

1.2 Network edge
A end systems, access networks, links

1.3 Network core
A circuit switching, packet switching, network structure

1.4 Delay, loss and throughput in packet-switched
networks

1.5 Protocol layers, service models
1.6 Networks under attack: security
1.7 History

Introduction 1-3
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What's the Internet: “nuts and bolts” view

B rc 0 Hang triéu thiét b tinh  Mobile network
' server toan dugc nOi Mmang. \ =) Global ISP
hosts = end systems
laptop . ;.
S cellgar chay cac ung dung
handheld mang
Q communication links

Ci"é* access + fiber, copper,

points radio, satellite
——— wired

links & transmission
rate = banawidth
< 0 routers: Chuyén cdc
router packets (géi tin)

€ .
‘ wireless
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"Cool” internet appliances

Web-enabled toaster +
weather forecaster

IP picture frame
http://www.ceiva.com/

World’s smallest web server
http://www-ccs.cs.umass.edu/~shri/iPic.html Internet phones

Introduction 1-5
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What's the Internet: “nuts and bolts” view

Mobile network

Q protocols (giao thuc) diéu
khién viéc glri/nhan cac msg
+ e.g., TCP, IP, HTTP, Skype,
Ethernet
Q Internet: “mang cua cac
mang”
+ loosely hierarchical
« public Internet versus private
intranet
0 Cac tiéu chuan Internet
« RFC: Request for comments

« IETF: Internet Engineering
Task Force

Introduction
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\What's the Internet: a service view

Q0 Ha tang truyén thong
(communication
infrastructure) cho phép cac
Ung dung phan bo:

« Web, VoIP, email, games,
e-commerce, file sharing

0 Cac Ung dung sU dung cac
dich vu truyén thong
(communication services)

<+ Truyén dir liéu bao dam tu
may nguon dén may dich

« Truyén d{ liéu thudng (ko
bao dam)

Introduction 1-7
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What's a protocol?

human protocols:
0 “May gio r6i?”
Q “Cho toi hoi”
0 gidi thiéu

.. gui di mot thong diép
nhat dinh

.. mot hanh dong nhat
dinh dugc thuc hién
khi nhan dugc thong
diép, hoac khi co 1 su
kién khac

CuuDuongThanCong.com

network protocols:

Q0 May tinh, ko phai nguoi

0 Tat ca cac hoat dong
truyén thong trén
Internet phai tuan thu
cac protocols

protocols define format,
order of msgs sent and
received among network
entities, and actions
taken on msg
transmission, receipt

Introduction
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What's a protocol?

a human protocol and a computer network protocol:
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Q: Other human protocols?
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Wn
reques
TCP connection
response

Get h‘r’rp //www.awl.com/kurose-ross
aw.coms

_~file™
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Chapter 1: roadmap

1.1 What /s the Internet?
1.2 Network edge

d end systems, access networks, links

1.3 Network core
Q circuit switching, packet switching, network structure

1.4 Delay, loss and throughput in packet-switched
networks

1.5 Protocol layers, service models
1.6 Networks under attack: security
1.7 History

Introduction 1-10
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A closer look at network structure:

0 network edge: Ung
dung va cac may
tinh (hosts)

Q access networks,
physical media:
wired, wireless
communication links

d network core:

< interconnected
routers

< hetwork of
hetworks

CuuDuongThanCong.com
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The network edge:

Q end systems (hosts):
+ Chay cac C trinh (ng dung &
+ e.g. Web, email
% @ “dudng bién cla mang” Peer-peer
Q client/server model
+ Client y&u cau va nhan cdc dich
vu tir cdc server

+ e.g. Web browser/server;
email client/server

d peer-peer model:
+ Dung it hoic ko dung cdc
server danh riéng
+ e.g. Skype, BitTorrent

client/grver

Introduction 1-12
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Access networks and physical media

Q: Két noi cac host vao cac
edge router ra sao?

0 Qua mang truy cap thuong
truc

0 Mang truy cdp cla td chiic
(truong hoc, cty)

0 Mang truy cap khong day

Nho :

0 Kha nang truyén (bandwidth,
bits per second) cua mang
truy cap?

0 Dung chung hay danh riéng?

CuuDuongThanCong.com
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Dial-up Modem

Van phong trung tam

~----- telephone
! network Internet

@_ - ﬂ TS

May tinh giadinh . ISP
y 9 dial-up modem

modem (e.g., AOL)

<+ SU' dung ha tang mang dién thoai dang co
+ May tinh gia dinh dugc két noi vao van phong
trung tam

+ TOc do truy cap truc ti€p dén cac router Ién tGi 56Kbps
+ Ko thé vira lugt web, vira nghe dién thoai clng IGc
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Digital Subscriber Line (DSL)

Existing phone line: Internet
0-4KHz phone; 4-50KHz
home upstream data; 50KHz-1MH
phone downstream data
................. :
! |
: DSLAM :
i i
: : telephone
splitte i | network
|
DSL Ll i
modem central
home office

+"€ling str dung ha tang dién thoai dang co
% TOc do upstream lén t&i 1Mbps (hién giG < 256 Kbps)
+ Toc do downstream lén tGi 8Mbps (hién giG < 1 Mbps)

+ SU dung dudng truyén vat ly danh riéng ndi dén van
phong trung tam.
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Residential access: cable modems

0 Khong st dung ha tang dién thoai
% SU dung ha tang mang truyén hinh cap
Q HFC: hybrid fiber coax
+ Bat doi x(rng: 30Mbps downstream, 2 Mbps
upstream
0 Mang ludi cap dong va cap quang noi tung ho gia
dinh dén router cua ISP

<+ Cac ho gia dinh chia sé truy cap (share access)
tdi router

+ Khong nhu DSL, ky thuat dedicated access

Introduction 1-16
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Residential access: cable modems

Fiber Optic Transport

Distribution

e

27 Mhps
downstream
, and 2 Mbps

. upstream
Regional Cable 622Mbps (OGNl Pernode

Headend (OC-12) Hub

IP Qver
SOMET, ATM or
WDM at

Public
Switched
Telephone
Network

Distribution .
Hudy

Copyright * 19%9 Kinetic Strategies, Inc,

Diagram: http://www.cabledatacomnews.com/cmic/diagram.html Introduction 1-17
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Cable Network Architecture: Overview

Typically 500 to 5,000 homes

T s o
cable headend / _m-
home B s ') .5l

cable distribution
network (simplified)

Introduction 1-18
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Cable Network Architecture: Overview

server(s

N
— e
cablé headend S = aa
home B w1 o

cable distribution
network

CuuDuongThanCong.com
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Cable Network Architecture: Overview

T

Set-Top Box Home Environment

TV

Coax [7 ] Coax
. | 10 Mbps Ethernet
Splitter
—I e —E R T

cable headend _m-
home B s ') .5l

cable distribution
network (simplified)
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Cable Network Architecture: Overview

FDM (more shortly):

™~

=

C
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E E E E E E T TO
O|O|O|O|O|O|A|A|L
| | | | | [ _ 11
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Channels

cable headend /

— T
— i
= w1y s
== w1
B | 'y nmal
cable distribution home
network
Introduction
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Fiber to the Home

optical
fibers

Internet

optical
fiber

Lo h optical
central office splitte

0 S dung dudng cap quang noi dén nha

0 S dung 2 ky thuat cap quang canh tranh:
« Passive Optical network (PON)
« Active Optical Network (PAN)

0 Toc do truy cap Internet cao hon, cho phép TV va
dién thoai.
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Ethernet Internet access

100 Mbps Institutional

router
Ethernet
switch

To Institution’s
ISP

100 Mbps

1 Gbps

100 Mbps ﬁﬂ

a Pugc dung phd bién trong cac Cty, trudng hoc, ...
Q 10 Mbs, 100Mbps, 1Gbps, 10Gbps Ethernet

0 Hién thdi, cac host dudc noi truc ti€p den cac Ethernet
switch

CuuDuongThanCong.com https.//fb.com/tailieudientucntt
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Wireless access networks

0 Két noi host dén router qua cac
mang truy cap khdng day |

(wireless) dung chung router
<+ Qua cac base station (hoac “access @
~point’) base # i
QO wireless LANSs: station

= 802.11b/g (WiFi): 11 or 54 Mbps

O wider-area wireless access

« provided by telco operator

«» ~1Mbps over cellular system
(EVDO, HSDPA)

< next up (?): WiMAX (10’s Mbps)
over wide area

&2

CuuDuongThanCong.com

@&

mobile
hosts
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Home networks

Cac thanh phan tiéu biéu cia home network
Q DSL or cable modem

A router/firewall/NAT

Q Ethernet

2 wireless access

int &0
oln
P &P
wireless
& |aptops
Toc/a fbrizm cable  router g PTop
headend modem firewall
@ wireless
access
Ethernet point

Introduction 1-25
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Physical Media

O Bit: propagates between
transmitter/rcvr pairs
Q physical link: what lies

between transmitter &
receiver

Q Phuong tién truyén dan
(guided media):

<« signals propagate in solid
media: copper, fiber, coax

Q unguided media:

« signals propagate freely, e.q.,
radio

CuuDuongThanCong.com

Twisted Pair (TP)

2 two insulated copper
wires
« Category 3: traditional
phone wires, 10 Mbps
Ethernet

« Category 5:
100Mbps Ethernet

Introduction
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Physical Media: coax, fiber

Coaxial cable: Fiber optic cable:
0 Hai day dan dong truc 0 501 quang mang xung _énh
0 Hai hudng sang, moi xung bieu dien 1
a baseband: b"t L
+ Mt kénh truyén trén cap 3 Lam viec & toc do cao:
<+ legacy Ethernet « high-speed point-to-point
0O broadband: transmission (e.qg., 10's-100’s
<+ Nhiéu kénh truyén trén , S_ps) x X
cap Q It 10i, mien nhieu dien tu
» HFC

Introduction 1-27
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Physical media: radio

Q signal carried in
electromagnetic
spectrum

2 no physica
a bidirectional

d propagation environment
effects:
« reflection
« obstruction by objects
« interference

I\\

wire”

CuuDuongThanCong.com

Radio link types:

Q terrestrial microwave

« e.g. up to 45 Mbps channels
3 LAN (e.g., Wifi)

« 11Mbps, 54 Mbps
a wide-area (e.g., cellular)

« 3G cellular: ~ 1 Mbps

a satellite

« Kbps to 45Mbps channel (or
multiple smaller channels)

« 270 msec end-end delay

« geosynchronous versus low
altitude

Introduction 1-28
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Chapter 1: roadmap

1.1 What /s the Internet?

1.2 Network edge
Q end systems, access networks, links

1.3 Network core
Q circuit switching, packet switching, network structure

1.4 Delay, loss and throughput in packet-switched
networks

1.5 Protocol layers, service models
1.6 Networks under attack: security
1.7 History

Introduction 1-29
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The Network Core

0 Mang IuGi cac router dugc
noi két nhau
Q Cau hoi can ban: dir liéu
dugc truyén dan qua
mang nay nhu thé nao?
« Circuit switching:
dedicated circuit per
call: telephone net

« packet-switching: data
sent thru net in discrete
“chunks”

CuuDuongThanCong.com
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Network Core: Circuit Switching

End-end resources

reserved for “cal
3 link bandwidth, switch
capacity
0 dedicated resources: no
sharing

Q circuit-like (guaranteed)
performance

Q call setup required

|II

CuuDuongThanCong.com
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Network Core: Circuit Switching

network resources (e.g., o dividing link bandwidth

bandwidth) divided into “pieces”
into “pieces” = frequency division
Q pieces allocated to calls <« time division

2 resource piece /d/e if not
used by owning call (no
sharing)

Introduction 1-32
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Circuit Switching: FDM and TDM

Example:
FDM \ 4users NOCIH
frequency
>
time
TDM
N
NN
frequency
>

time
Introduction 1-33
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Numerical example

Q Gui 1 file 640,000 bits, tu host A dén host B
qua mang circuit-switched mat bao lau?
% Toc d6 duong truyén 1.536 Mbps
» MOi dudng truyén st dung TDM véi 24 slots/sec
+ Can 500 msec dé thiét Iap mach ndi 2 diém

Introduction 1-34
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Network Core: Packet Switching

Dong dir liéu dugc chia thanh

cac goi tin (packets)
Q user A, B packets share
network resources

Q each packet uses full link
bandwidth

Q resources used as needed

CuuDuongThanCong.com

Tranh chap tai nguyén:

0 Tong nhu cu tai
nguyén yéu cau co thé
vuot qua kha nang tai
nguyén dang co

0 Tac nghén: hang dgi goi
tin, chd su’ dung dudng
truyén

Q store and forward:
packets move one hop

at a time

< Node receives complete
packet before forwarding

Introduction 1-35
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Packet Switching: Statistical Multiplexing

100 Mb/s

A @ﬂxemef

>

0= "pgppiE B [ I_IﬂggQ

B@i /‘ 1.5 Mb/s /

queue of packets
waiting for output
link |

38

Sequence of A & B packets does not have fixed pattern,
bandwidth shared on demand = statistical multiplexing.

TDM: each host gets same slot in revolving TDM frame.

Introduction 1-36

statistical multiplexing

-
@E

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com
https://fb.com/tailieudientucntt

Packet-switching: store-and-forward

0 Can L/R gidy dé truyén  Example:

hétgoitinLbitlen g | = 7.5 Mbits
duong truyen vai toc do QR = 1.5 Mbps
R bps

Q transmission delay = 15

Q store and forward: toan sac

bo goi tin phai dén
router truGc khi co thé
dudc truyén trén nhanh
mang ke tiép.

0 Do tre (delay) = 3 L/R } more on delay shortly ...
(gia su’ ko co do tre tren
derng truyen) Introduction  1-37
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Packet switching versus circuit switching”

Packet switching cho phep nhiéu user hon dung mang

3 1 Mb/s link

0 MOi user:
< 100 kb/s khi “active”
< active 10% of time

Q cireuit-switching:
« 10 users
Q packet switching.

+ V@i 35 users, xac suat - N x ,
Ahidu han 10 user Q: Tinh nhu the nao de ra 0.0004:

“active” cung luc < .0004

1 Mbps link

Introduction 1-38
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Packet switching versus circuit switching

Is packet switching a “slam dunk winner?”
0 To6t cho trudng hdp truyén dir liéu hang loat
<« resource sharing
« simpler, no call setup
Q Su un tit qué mdrc: chdm tré va mat gdi tin
+ Can cd protocol dé dam bao viéc truyén di liéu, kiém
soat viéc Un tat.
Q Q: How to provide circuit-like behavior?

+ Can cO cd ch& dam bao téc db truyén tdi thiéu cho
cac Ung dung video/audio

+ Van con la van dé nan giai (chuang 7)

Q: human analogies of reserved resources (circuit
switching) versus on-demand allocation (packet-switching)? Introduction  1-39
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Internet structure: network of networks

1 CO cau truc phan cap

Q & trung tam: cac nha cung cap dich vu Internet cap 1
“tier-1" ISPs (e.q., Verizon, Sprint, AT&T, Cable and
Wireless), co tam bao phu qudc gia/quoc té

« treat each other as equals

Tier-1 ier' 1ISP
providers

intferconnect
S

privately Tier 1 ISP

Tier 1 ISP

Introduction 1-40
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Tier-1 ISP: e.q., Sprint

FEIUTILIET D)

" POP: point-of-presence —

to/from backbone

to/from customers

AMavirn
Introduction 1-41
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Internet structure: network of networks

0 Nha cung cap dich vu cap 2 ("Tier-2" ISPs): nho han, do
bao phu cap vung
+ K&t ndi dén 1 hodc nhiéu ISP cép 1, cling co thé véi cac ISP cép 2

khac
Tier-2 ISPs
: Iso peer
Tier-2 ISP pays / alsop :
tier-1 ISP for privately with

connectivity to
rest of Internet
Q tier-2 ISP is
customer of

tier-1 provider

Introduction 1-42
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Internet structure: network of networks

0 ISP cap 3 ("Tier-3" ISPs) va cac ISP dia phucng
« last hop (“access”) network (closest to end systems)

Local and tier-
3 ISPs are

customers of Tier 1 ISP
higher tier

ISPs
connecting . o
them to rest Tier 1 ISP Tier 1 ISP @

of Internet
@ @ @ Introduction 1-43
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Internet structure: network of networks

0 MOt goi tin di xuyén qua nhiéu mang!

l\\*

=
R EEE
VB
.’

ESE ‘o" “

Introduction

e
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Chapter 1: roadmap

1.1 What /s the Internet?

1.2 Network edge
Q end systems, access networks, links

1.3 Network core
Q circuit switching, packet switching, network structure

1.4 Delay, loss and throughput in packet-switched
networks

1.5 Protocol layers, service models
1.6 Networks under attack: security
1.7 History

Introduction 1-45
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How do loss and delay occur?

packets gueue in router buffers
Q packet arrival rate to link exceeds output link capacity
Q packets queue, wait for turn

packet being transmitted (delay)

—><_
B~ Tl Tt

\packe’rs queueing (delay)

free (available) buffers: arriving packets
dropped (loss) if no free buffers

Introduction 1-46
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Four sources of packet delay

Q 1. nodal processing: Q 2. queueing
< check bit errors + time waiting at output
%+ determine output link link for transmission

+ depends on congestion
level of router

transmission

<—propagation—
>
B~ pel___ H Tt

nodal .

processing  queueing
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Delay in packet-switched networks

3. Transmission delay:

Q R=link bandwidth (bps)
Q L=packet length (bits)
Q time to send bits into

link = L/R

transmissgion
A \ -
<—propagation—>

H —><

—><

processing

CuuDuongThanCong.com

O— " mil

4. Propagation delay:
a d = length of physical link

Q s = propagation speed in
medium (~2x108 m/sec)

O propagation delay = d/s

Note: s and R are very
different quantities!

nodal \

queueing

Introduction
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Caravan analogy

+«— 100 km —

Doan caravan gom 10 xe Tram thu phi 2
Tram thu phi 1 '

0 Céc xe hdi “lan truyén” & van O Thdi gian dé tram thu phi
toc 100 km/h “day” toan doan caravan

lén duong = 12*¥10=120

‘y"ﬂ‘“‘:oo o gk ‘_ ‘_‘; <—].OOkn'\

a Tram thu phi phuc vu moi xe

mat 12 giay (transmission glay S
time) 0 Thdai gian dé chiéc xe sau
0 Xe 6td~bit; caravan ~ packet Eung g' tu tram 1 den
Q Q: Thdi gian can dé doan 1rg(l)1I1<m./(1OOkm/h)= h
caravan lam xong thu tuc @ | ,
tram thu phi 1 va tap két dén 3 A+ 62 phut

tram thu phi thir 27
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Caravan analogy (more)

vwl“f_:. oo o m‘}: /m(“i-_:r-_@<— 100 km -ﬁ D ].OO km -

Doan caravan gom 10 xe Tram thu phi 2
Tram thu phi 1 '

0 Pung vay! Sau 7 phut, xe

0 Cac xe “lan truyén” vdi th(r nhat dén tram thu phi
toc d6 1000km/h 2, va 3 xe van con & tram 1
Q Tram thu phiphucvu 1 g Bit d4u tién cta géi tin cd
xe mat 1 phut thé dén router thir 2 trudc
0 Q: Cac xe sé dén tram khi goi tin dugc truyén di
thr 2 trudc khi tat ca cac hét & router thr 1!
xe dugc phuc vu xong @ + See Ethernet applet at AWL
tram 1? Web site
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Nodal delay
=d___+d_..+d__ +d

nodal proc gueue trans prop

d

Q d,c = processing delay
« typically a few microsecs or less
A dguene = queuing delay
« depends on congestion
Q di, = transmission delay
« = L/R, significant for low-speed links
Q d,.,, = propagation delay
+ a few microsecs to hundreds of msecs
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Queueing delay (revisited)

Average
gqueusing delay

1 R=tOc do truyén cho phép 4
cua dudng truyén (bps)

Q L=chiéu dai goi tin (bits)

0 a=toc do trung binh cua

goi tin
p = traffic intensity = La/R - La/A
Delay = 1 /(1-p) |

A La/R ~ 0: do cho (trung binh ¢ hang dgi) nho
A La/R -> 1: d6 cho (trung binh ¢ hang doi) I6n
a La/R > 1: d6 cho ¢é thé rat I6nl
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"Real” Internet delays and routes

Q What do “real” Internet delay & loss look like?
program: do dd tré t&r may ngudn dén
eo dudng dén may dich. VGi moi i:

dén router th(r i nam trén con dudng dén dich

i cac goi tin vé may nguon
é tinh dudgc thai gian goi tin di-vé

3 probes
== > 2
g T U
\1- .' CCO
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"Real” Internet delays and routes

traceroute: gaia.cs.umass.edu fo www.eurecom.fr

Three delay measurements from

gaia.cs.umass.edu to cs-gw.cs.umass.edu

cs-gw (128.119.240.254) 1 ms 1 ms 2 ms

borderl-rt-fa5-1-0.gw.umass.edu (128.119.3.145) 1 ms 1 ms 2 ms
cht-vbns.gw.umass.edu (128.119.3.130) 6 ms 5 ms 5 ms
jnl-at1-0-0-19.wor.vbns.net (204.147.132.129) 16 ms 11 ms 13 ms
jnl-so07-0-0-0.wae.vbns.net (204.147.136.136) 21 ms 18 ms 18 ms
abilene-vbns.abilene.ucaid.edu (198.32.11.9) 22 ms 18 ms 22 ms .
nycm-wash.abilene.ucaid.edu (198.32.8.46) 22 ms 22 ms 22 ms, frans-oceanic
62.40.103.253 (62.40.103.253) 104 ms 109 ms 106 ms <\) link
de2-1.del.de.geant.net (62.40.96.129) 109 ms 102 ms 104 ms n

10 de.frl.fr.geant.net (62.40.96.50) 113 ms 121 ms 114 ms

11 renater-gw.frl.fr.geant.net (62.40.103.54) 112 ms 114 ms 112 ms

12 nio-n2.cssi.renater.fr (193.51.206.13) 111 ms 114 ms 116 ms

13 nice.cssi.renater.fr (195.220.98.102) 123 ms 125 ms 124 ms

14 r3t2-nice.cssi.renater.fr (195.220.98.110) 126 ms 126 ms 124 ms

15 eurecom-valbonne.r3t2.ft.net (193.48.50.54) 135 ms 128 ms 133 ms

16 194.214.211.25 (194.214.211.25) 126 ms 128 ms 126 ms

17 * k% P

<

18 *** —means no response (probe lost, router not replying)
19 fantasia.eurecom.fr (193.55.113.142) 132 ms 128 ms 136 ms

OCoOoO~NOUITR~WNE
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Packet loss

1 Hang dgi (queue) trudc dudng truyén co kich
thudc co han
1 Cac goi tin dén mot hang dgi da day sé bi mat
0 Cac gdi tin bi mat cd thé dudc truyén lai, hodc
khong
buffer

A @_ (waiting area) packet being transmitted

p—
i DR E [

\packe‘r arriving to

full buffer is /ost
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Throughput

Q 7hong luong (throughput) : so bit truyén
gitra bén truyén va nhan trong mot don vi
thoi gian

s TUC thoi: tinh & mét thdi diém.
« Trung binh. tinh trong 1 khoang thoi gian dai.

G = %

server sends bits pipe that can carry p‘ipe- that can carry
(fluid) into pipe fluid at rate fluid at rate
R, bits/sec) R, bits/sec)
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Throughput (more)

a R. < R. What is average end-end throughput?

u R, bits/sec d R. bits/sec

A R, > R. What is average end-end throughput?

m R, bits/sec @ R, bits/sec g

— bottleneck link
link on end-end path that constrains end-end throughput
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Throughput: Internet scenario

R
Q per-connection end- S ° 4
end throughput: ° s
min(R.,R,,R/10)
3 in practice: R. or R,
is often bottleneck R,
R

10 connections (fairly) share
backbone bottleneck link R bits/sec

Introduction 1-58

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com
https://fb.com/tailieudientucntt

Chapter 1: roadmap

1.1 What /s the Internet?

1.2 Network edge
Q end systems, access networks, links

1.3 Network core
Q circuit switching, packet switching, network structure

1.4 Delay, loss and throughput in packet-switched
networks

1.5 Protocol layers, service models
1.6 Networks under attack: security
1.7 History
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Protocol "Layers”

Mang von phutc tap!
0 GOm nhiéu “thu":
« hosts
< routers

< links of various
media

« applications
« protocols
+ hardware, software

CuuDuongThanCong.com

Question:
C6 cach gi dé t6 chue cdu
trdc cia mang khong?

Introduction
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Organization of air travel

Quay vé (mua vé) Quay vé (than phién}
Hanh I (giao) Hanh Iy (nhan)

gates (chat hang) gates (d& hdng)

Cat cdnh Ha cdnh

Diéu khién bay Diéu khién bay

Diéu khién bay

0 M6t chudi gdbm nhiéu budc
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Layering of airline functionality

departure intermediate air-traffic arrival
airport control centers airport

Layers: moi tang (layer) cai dat mot dich vu (service)
+ Nh& chinh nhirng hanh dong ngay tang do
+ Nh& nhirng dich vu dudc cung cap bdi cac tang
bén duGi no.
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Why layering?

Poi pho vdi cac hé thong phutc tap:

0O Cau truc ro rang cho phép dinh danh, mdi quan hé
phuc tap gitra cac thanh phan hé thong phutc tap
% MO hinh tham khao dudc phan tang

0 Module hda gilip dé bao tri va cap nhat hé thdng

<+ Viéc thay ddi cach cai cat dich vu ciia mot tang
khong anh huéng dé€n phan con lai cua hé thong
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Internet protocol stack

2 application: cung cap cac Ung dung
mang
» FTP, SMTP, HTTP

Q transport: truyén di liéu giitra cac tién transport
trinh (process)

application

+ TCP, UDP network
2 network: hudng (dinh tuyén) cac

datagrams di tU' nguon dén dich link

« IP, routing protocols
Q link: truyén dir liéu gilra cac phan tur physical

mang lang giéng nhau
<+ PPP, Ethernet
Q physical: truyén dong bits “trén day”
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ISO/OSI reference model

Q presentatlon cho phep cac ung dung
tao ra cac biéu dién lai dir liéu, e.qg.,
ma hoa dir lieu, nén dir liéu, .

0 session: dong bo hoa, checkpointing,
khoi phuc cac phién trao doi dir liéu
1 Chong giao thuc Internet “thi€u” cac
tang nay!
+ Cac dich vu nay, néu can, phai
dugc cai dat trong Ung dung
+ Can khong?

CuuDuongThanCong.com

application

presentation

session

transport

network

link

physical
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Encapsulation

message M
segment [H] M| [trangport
datagram|[H, H;| M network
frame [H[H]H] M limk
physical
link
physical l <=
switch
destination HJHil M || mefwork
M pplication Hij Hy Hy] M link Hn Hy] M
H M ] [lransport physical @
HHi| M hetwork g
A TH ] M link / router
physical
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Chapter 1: roadmap

1.1 What /s the Internet?

1.2 Network edge
Q end systems, access networks, links

1.3 Network core
Q circuit switching, packet switching, network structure

1.4 Delay, loss and throughput in packet-switched
networks

1.5 Protocol layers, service models
1.6 Networks under attack: security
1.7 History
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Network Security

Q An ninh mang nham nghién cltu ve:
< Cach thuc ke xau tan cong vao MMT
2 Cach thi{c bao vé MMT khéi cac dot tan cong
+ Cach thuc thiét k€ mang dé khang vdi cac dgt tan
cong
0 Ban dau, Internet khong dugc thiét ké vai cac
y dinh an ninh

<« original vision. “a group of mutually trusting users
attacked to a transparent network” ©

< An ninh mang can dugc xem xét & tat ca cac tang!
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Bad guys can put malware into hosts
via Internet

0 Malware ¢ thé xdm nhap may tinh tur virus, worm,
hoac trojan horse

0 Spyware malware cé thé ghi nhan ban phim, viéng
tham website, tai thong tin l1én cac site

0 Cac may tinh bi 1dy nhiém cé thé dugc két nap vao
mot botnet, dugc sir dung cho cac tan cong spam
hoac DDoS.

0 Malware thuGng c6 kha nang tu’ nhan ban (self-
replicating): t& mot may tinh bj lay nhiém, tim ki€m
cac may tinh khac dé lay nhiém tiép. Introduction  1-69
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Bad guys can put malware into hosts

via Internet

Q Trojan horse
+ Phan an cdia mot vai phan
mém co ich.
+ Hién tai: dudi dang cac
Active-X, plugin tu cac
trang Web

Qa Virus
+ Gay lay nhiém nhd& viéc
con ngudi kich hoat Ung
dung.
+ Tu nhan ban: tu lay lan
chinh n6 dén cac file khac
trong cung may

CuuDuongThanCong.com

of Packets Per Second

illions

M
i
=]

Q Worm:
+ Gy lay nhiém bing viéc tan

cdng vdo cdc 16 hong bao mat,
ko can ngudai kich hoat

<+ Tu nhdn ban: tu lay lan chinh

né dén cdc mdy tinh khdc

Sapphire Worm: aggregate scans/sec

in first 5 minutes of outbreak (CAIDA, UWisc data)
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Bad guys can attack servers and
network infrastructure

0 Tan cong tu choi dich vu (Denial of service -DoS): ke
tan cong su’ dung mot so lugng I6n cac truy cap hdp 1€
lam can kiét tai nguyén mang (Server, bang thong)

1. Chon dich tan cdng

2. Xam nhap cdc mady
tinh khac tir mang

B

3. Huy dong cdc may tinh
bi xm nhap, dong loat
guri cdc géi tin dén mdy
bi t4n céng
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The bad guys can sniff packets

Packet sniffing.
« broadcast media (shared Ethernet, wireless)

«» promiscuous network interface reads/records all
packets (e.qg., including passwords!) passing by

src:B payload

S
% Wireshark software used for end-of-chapter
labs is a (free) packet-sniffer
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The bad guys can use false source
addresses

Q /P spoofing. send packet with false source address

+«———src:B
= o
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The bad guys can record and
playback

Q record-and-playback: sniff sensitive info (e.qg.,
password), and use later

«» password holder /s that user from system point of
view

dest:A| |user: B; password: foo

==
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Network Security

Q more throughout this course
2 chapter 8: focus on security

2 crypographic techniques: obvious uses and
not so obvious uses
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Chapter 1: roadmap

1.1 What /s the Internet?

1.2 Network edge
Q end systems, access networks, links

1.3 Network core
Q circuit switching, packet switching, network structure

1.4 Delay, loss and throughput in packet-switched
networks

1.5 Protocol layers, service models
1.6 Networks under attack: security
1.7 History
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Internet History

1961-1972: Early packet-switching principles

Q 1961: Kleinrock - queueing Q 1972:

theory shows effectiveness + ARPAnet public demonstration
of packet-switching + NCP (Network Control Protocol)
O 1964: Baran - packet- first host-host protocol
switching in military nets « first e-mail program
Q 1967: ARPAnet conceived .
by Advanced Research » ARPAnet has 15 nodes
Projects Agency

a 1969: first ARPAnet node
operational

THE ARPA NETWORK Introduction 1-77
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a

Internet History

1972-1980: Internetworking, hew and proprietary nets

1970: ALOHAnNet satellite
network in Hawaii

1974: Cerf and Kahn -
architecture for interconnecting
networks

1976: Ethernet at Xerox PARC
ate70’s: proprietary
architectures: DECnet, SNA,
XNA

late 70’s: switching fixed length
packets (ATM precursor)

1979: ARPAnet has 200 nodes

CuuDuongThanCong.com

Cerf and Kahn's internetworking
principles:
< minimalism, autonomy - no
internal changes required to
interconnect networks

+« best effort service model

+ stateless routers

+« decentralized control
define today’s Internet architecture

Introduction
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Internet History

1980-1990: new protocols, a proliferation of networks

Q 1983: deployment of Q new national networks:
TCP/IP Csnet, BITnet, NSFnet,

Q 1982: smtp e-mail Minitel
protocol defined 2 100,000 hosts

0 1983: DNS defined for connected to
name-to-IP-address confederation of
translation networks

Q 1985: ftp protocol
defined

a 1988: TCP congestion
control

Introduction
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Internet History

1990, 2000s: commercialization, the Web, new apps

a Early 1990's: ARPAnet
decommissioned

O 1991: NSF lifts restrictions on
commercial use of NSFnet
(decommissioned, 1995)

Q early 1990s: Web

« hypertext [Bush 1945, Nelson
1960°s]

«» HTML, HTTP: Berners-Lee
« 1994: Mosaic, later Netscape

< late 1990’s: commercialization
of the Web

CuuDuongThanCong.com

Late 1990°s — 2000’s:

Q more killer apps: instant
messaging, P2P file sharing

network security to forefront

est. 50 million host, 100
million+ users

Q backbone links running at
Gbps

L O
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Internet History

2007:
ad ~500 million hosts
2 Voice, Video over IP

a P2P applications: BitTorrent
(file sharing) Skype (VoIP),
PPLive (video)

a more applications: YouTube,
gaming

a wireless, mobility
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Introduction: Summary

Covered a “ton” of material!
a Internet overview
2 what's a protocol?

2 network edge, core, access
network

« packet-switching versus
circuit-switching
« Internet structure

Q performance: loss, delay,
throughput

Q layering, service models
d security
Q history

CuuDuongThanCong.com

You now have:

d context, overview,
“feel” of networking

Q more depth, detail fo
follow!

Introduction 1-82

https://fb.com/tailieudientucntt


http://cuuduongthancong.com
https://fb.com/tailieudientucntt

