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Chapter 2: Application layer

2.1 Principles of = 2.6 P2P applications
network applications = 2.7 Socket programming
2.2 Web and HTTP with UDP

2.3 FTP = 2.8 Socket programming
2.4 Electronic Mail with TCP

- SMTP, POP3, IMAP

2.5 DNS

2: Application Layer
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Chapter 2: Application Layer

Our goals: - learn about protocols
= conceptual, by examining popular
implementation application-level
aspects of network protocols
application protocols - HTTP
- transport-layer - FTP
service models - SMTP / POP3 / IMAP
« client-server » DNS
paradigm = programming network
applications

3 peer-to-peer
paradigm = socket API

2: Application Layer
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Some network apps

e-mail

web

instant messaging
remote login

P2P file sharing

multi-user network
games

streaming stored video
clips

CuuDuongThanCong.com

social networks
voice over IP

real-time video
conferencing

grid computing

2: Application Layer
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Tao ra mot Ung dung mang,

viét chudng trinh sao cho:
- CA thé chay trén cac host khac

nhau. oo
- CA thé truyén thong véi nhau qua
mang

= e.g., web server software
communicates with browser
software
khong can phai viét cac phan
mém chay trén thiét bi mang
(router, switch, ...)
- Cac thiét bi mang ko chay cac
apps do ngudi dung viét
- LGi nay cho phép phat trién nhanh
cac apps chay trén cac host. 2: Application Layer 6
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Chapter 2: Application layer

2.1 Principles of = 2.6 P2P applications
network applications - 2.7 Socket programming
2.2 Web and HTTP with UDP

2.3 FTP = 2.8 Socket programming
2.4 Electronic Mail with TCP

- SMTP, POP3, IMAP

2.5 DNS

2: Application Layer
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Application architectures

= Kién truc U'ng dung la yéu to phai quyét dinh
truGc tién khi xay dung U'ng dung mang
« Client-server
= Including data centers / cloud computing

« Peer-to-peer (P2P)
- Hybrid of client-server and P2P

= Kién trdc Urng dung # kién tric mang (VD
Internet co kién truc phan tang!)

2: Application Layer 8
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Client-server architecture

server.
<+ always-on host
< dia chi IP c0 dinh
+ SU dung server farms khi tai
IGn
clients:
<+ Truyén thong vdi server
2 CO thé két ndi khong lién
tuc
% CO thé sir dung dia chi IP
dong
+ Khong truyén thong truc
ti€p vai nhau.

2: Application Layer 9
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Google Data Centers
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Pure P2P architecture

= Ko dung server

= Cac host truyén thong
truc ti€p vaGi nhau peer-peer

= Cac peer cb thé két ndi /
ko lién tuc va thay doi dia —
chi IP Sad

VD: Gnutella — 'ng dung /
nguon md cho phép chia == .
se file < L

2> /8
y=pp=]:

Co tinh md rong cao nhung
kho quan ly.
2: Application Layer 11
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Hybrid of client-server and P2P

Skype
% La Ung dung truyén am trén mang IP (VoIP)
< Server trung tam:tim dia chi cua bén thu 3
+ K&t noi client-client la truc ti€p, ko qua Server
Instant messaging
+ Dung dé tan gau gilra 2 user trén mang
< Dich vu centralized service: phat hién/dinh vi su
hién dién/vi tri clia client

e User danE ky dia chi IP cua no véi server trung
tam moi khi online

e User lién lac vGi server trung tam dé tim dia chi
IP cla ban chat.

2: Application Layer 12
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Processes communicating

Tién trinh (process):

chucng trinh chay trén 1
host.

= Trén cung host, 2 tién

trinh truyén thong vdi
nhau sU dung inter-
process communication
(dudc hé diéu hanh dinh
nghia ).

Cac tién trinh trén cac
host khac nhau truyén
théng nhau bang trao doi
thong diép (messages)

CuuDuongThanCong.com

Tién trinh client : ti€n trinh
khai tao truyén thong

Tién trinh server: tién
trinh chd dgi dudc lién
lac

« Luu y: cac Ung dung P2P

c6 ca tién trinh client 1an
tién trinh server.

2: Application Layer 13
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Sockets

host or host or

= Cac tién trinh gui/nhan cac e server
thong diép dén/tu socket @
’ . controlled by
Cu? n(‘) N . & app developer
= Tien trinh~ “ngoi nha” => w
socket ~ “clra ra vao”

+ Tién trinh ddy thong diép ra TCP with TCPwith
“eira” Y J diep buffers, | Internet | buffers,
cua-. i variables | "| variables
« Ha tang van chuyen G “ben
ngoai cua chuyep giao tr]ong Sontrolled
diep tdi socket cua tien trinh by OS

bén nhan.

= APT: (1) choice of transport protocol; (2) ability to fix

a few parameters (lots more on this later)
2: Application Layer 14
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Addressing processes

= (! liéu dia chi IP cua host
ma process dang chay trén
do, cé du dé xac dinh tién

= D& nhan théng diép, tién
trinh phai c6 dinh danh

(/dentifier) trinh?
- A.Khong du, vi co co
= (Cac host déu co 1 dia chi nhiéu tién trinh c6 thé
IP dai 32 bit, duy nhat. chay trén cung host.
= Bjnh danhbao gom ca dia
= Bai tap: dung Iénh chi IP va s6 hiéu cong (port
i pconfi g tu console, lay number) dudc lién két vOi
dia chi IP trén may tinh ti€n trinh trén host.
Windows. = Vi du vé cac port number:

= HTTP server: 80

- Mail server: 25
2: Application Layer 15
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App-layer protocol defines

Cac kiéu thdng diép dugc

trao dai,
- €e.g., request, response
Ky phap thong diép:
- Cac field trén thong diép
va mo ta cua tung field.
Ng{r nghia thong diép
- Y nghia ctia thong tin trén
tung field
Cac quy tac vé thdi diém
va cach thuc cac tién
trinh gui va phan hoi lai
cac thong diép.

CuuDuongThanCong.com

Cac giao thuc cong hiru:

= Pudc dinh nghia ¢ RFCs
- HTTP: RFC 2616

= Cho phép lam viéc phoi
hap.

- e.g., HTTP, SMTP,
BitTorrent

Cac giao thirc tu’ hitu:

= e.qg., Skype, ppstream

2: Application Layer
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What transport service does an app need?

Mat dir lieu Bang thong
= Mot s6 Ung dung (VD audio) . Vai (ing dung (e.g.,
co the chap nhan mat dir multimedia) can béng
lieu. thdng t6i thiéu dé dat hiéu

= Cac Ung dung khac (e.g., file  qua.
transfer, telnet) doi hoi phai Cac (ng dung khac

&n dif liéu chinh x3 i ) thé thi
truyén dir lieu chinh xac (“elastic apps™) c6 thé thich

tuyét doi RO A A
Kip thdi nghi vGi bang thong hien
e co (VD email, truyén file,...)
= Mot sO ung dung (e.q., .
Internet telephony, An toan
interactive games) doi - Ma hoa, toan ven dir lieu,

hoi do tré thap ¢ muc
chap nhan dugc.

2: Application Layer 17
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Transport service requirements of common apps

Loai wngdung Matdirliéu Bang thong Kip thoi
file transfer no loss elastic no
e-mail no loss elastic no
Web documents no loss elastic no

real-time audio/video

loss-tolerant

audio: 5kbps-1Mbps Yes, 100’s msec
video:10kbps-5Mbps

stored audio/video

loss-tolerant

interactive games

loss-tolerant

Instant messaging

no loss

same as above yes, few secs
few kbps up yes, 100’s msec
elastic yes and no

CuuDuongThanCong.com
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Internet transport protocols services

TCP service:

- connection-oriented: can qua trinh  UDP service:
thiét 1ap két noi ( “handshake”) = Van chuyén thudng (ko bao

gitra cac tién trinh server va client dam) gitra cac tién trinh gui
= V&n chuyén bdo dam (reliable va nhan.

transport) gilia 2 tién trinh guiva . Ko bdo dam: qua trinh thiét

nhan lap thdng s6, van chuyén

Bung ndi dung, ko mat gai tin, ko trung dam bao, flow control,
goi tin congestion control, kip thdi,

ung thwtr - bdo dam béng thong toi
= flow control: ben gui ko gui qua thi€u hay, an ninh

nhanh, lam tran dit li€u bén nhan

= congestion control: diéu tiét toc do
gl;I’i dir liéu khi mang qua tai (ko
han tot!).

= Ko bao dam: tinh kip thai, bang
thong toi thiéu, an ninh 2: Application Layer 19

Q: why bother? Why is there
a UDP?

CuuDuongThanCong.com https.//fb.com/tailieudientucntt
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Internet apps:

application, transport protocols

Giao th trc & tang Giao th tpc
Ungdung @ngdung van chuy én
e-mail SMTP [RFC 2821] TCP
remote terminal access Telnet [RFC 854] TCP
Web HTTP [RFC 2616] TCP
file transfer FTP [RFC 959] TCP
streaming multimedia HTTP (eg Youtube), TCP or UDP
RTP [RFC 1889]
Internet telephony  SIP, RTP, proprietary
(e.g., Skype) typically UDP

CuuDuongThanCong.com

2: Application Layer
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Chapter 2: Application layer

2.1 Principles of = 2.6 P2P applications
network applications - 2.7 Socket programming
2.2 Web and HTTP with UDP

2.3 FTP = 2.8 Socket programming
2.4 Electronic Mail with TCP

- SMTP, POP3, IMAP

2.5 DNS

2: Application Layer

CuuDuongThanCong.com https://fb.com/tailieudientucntt

21


http://cuuduongthancong.com
https://fb.com/tailieudientucntt

Web and HTTP

First some jargon

Trang Web bao gom cac doi tudng (objects)

Pai tugng cd thé la file HTML, anh JPEG, Java applet,
file am thanh,...

Hau hét trang Web bao gom file HTML cd sd (base
HTML file) va nhiéu d6i tugng dudc tham chi€u

Moi mot ddi tugng dudc dinh vi bang mdt URL
VD URL:
www. soneschool . edu/ someDept/ pic. gif

———

host name path name

2: Application Layer 22
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HTTP overview

HTTP: hypertext transfer

protocol
= La giao thic ¢ tang U'ng dung PC running 4/
cliia Web Explorer

- HTTP/1.0 (RFC 1945)
- HTTP/1.1 (RFC 2616)

= MO hinh client/server

client: la trinh duyét

(browser) cho phép yéu cau server
(request), nhan va “hién thj”

cac doi tuong Web. Mac running

server: Web server gui cac Navigator

dGi tugng dén client dé dap
U'ng cac yéu cau tucong Ung
tur client. 2: Application Layer

CuuDuongThanCong.com https://fb.com/tailieudientucntt

Server
running
Apache Web
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HTTP overview (continued)

Uses TCP:

Client khai tao két n6i TCP
(tao socket) server, port 80.

Server chap nhat két noi TCP
tur phia client

Trinh duyét va Web Server
trao doi cdc HTTP messages
(chinh la cac message cua
giao thuc & tang Ung dung)
Két n6i TCP dugc dong.

CuuDuongThanCong.com

HTTP is “stateless”

= Server khong Iuu lai bat ky
thong tin nao vé cac
request tu phia client

aside -

Protocols that maintain “state”
are complex!

= Thong tin qua kh( phai
dudc quan ly

= NEu lién két server/client bi
do bé, thong tin vé trang
thai clia 2 phia cd thé ko
nhat quan, can dugc diéu
chinh.

2: Application Layer 24
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HT TP connections

HTTP s dung ca 2 cach: nonpersistent connection
hoac persistent connection (mac dinh)

Nonpersistent HTTP Persistent HTTP
= TG6i da mot object dugc = Nhiéu doi tugng ¢ f,) thé’
gui qua két ndi TCP. dudc giri qua 1 két ndi

TCP duy nhat gilra
client va server

2: Application Layer 25
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Nonpersistent HTTP

Gia s{r user nhap vao chudi URL
URL www. soneSchool

1a. HTTP client khdi tao két no6i TCP
dén HTTP server (process) tai
www.someSchool.edu trén port
80

2. HTTP client gui HTTP request
message (chra URL) vao socket
cua két nbi. Message nay chiithi
rang client mudn doi tuong

someDepartment/home.indciX/

time
}

CuuDuongThanCong.com

(trang nay gom
text, tham chiéu
dén 10 anh jpeg)

. edu/ sonmeDepart nent / hone. i ndex

1b. HTTP server tai host

www.someSchool.edu chd dgi
két noi TCP connection & port
80. “chap nhan” két ndi, bao
cho client

3. HTTP server nhan dugc

request message, hinh thanh
Nén response message chira
cac doi tugng dudc yéu cau, va
gui message nao vao socket cua
no.

2: Application Layer 26
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Nonpersistent HTTP (cont.)

/ 4. HTTP server déng két ndi TCP

5. HTTP client nhan dugc responee
message chira file HTML , hién
thi HTML. Phan tich HTML file,
tim ra 10 anh jpeg

Time ¢ Buge 1-5 13p lai cho moi ddi
! tugng anh jpeg.

2: Application Layer 27
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Non-Persistent HTTP: Response time

DPinh nghia RTT(Round trip
time): 1a thai gian dé 1 goi

tin nhd di tr client dén @ n

server va quay trd ve.

Response time: initiate TCP___
- ~ . . connection f;
= Can 1 RTT de khai tao ket RTT

nGi TCP tlr client > server  request |
= Can 1 RTT dé client gui fle [

é time to

request HTTP va vai byte i f;;insmﬁ
cua HTTP respons tra ve file —

= Thdi gian truyén file rece'vecgl

total = 2RTT+transmit time time fime

2: Application Layer 28
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Persistent HTTP

Nonpersistent HT TP issues:

Can 2 RTT cho moi d&i tugng
Ton chi phi xr ly cta HPH
cho tung két nbi TCP

Trinh duyét thuéng phai mé
nhiéu két n6i TCP dong thai
dé tai cac doi tugng Web

CuuDuongThanCong.com

Persistent HT TP

Server van duy tri két noi
sau khi gui cac phan hoi.
Cac HTTP message sau do
gira client va server lam viéc
trén cung két ndi dang ma.
Client guri request ngay khi
no gap cac doi tugng.

= Ton mot RTT cho tat ca cac
doi tugng dugc tai.

2: Application Layer
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HT TP request message

= Hai kiéu théng diép HTTP : request, response
» Thong diép HTTP request:
< ASCII (human-readable format)

Dong request, g%

trong cac lénh GET /somedir/page.ntml HTTP/1.1

(GET, POST, Host: www.someschool.edu
HEAD) o User-agent: Mozilla/4.0
Cac dong | connection: close Host: nai chia trang web
header Accept-language:fr User-agent: loai browser phat ra
- request
£ . Connection: close
Xliong ha\m/g,,/'(extra carriage return,  =>nonpersistent connection
Vé dau dong Accept language: Fr =>cho biét

line feed) user mudn nhan phién ban Phap

ng{r cta doi tugng
2: Application Layer 30

Chi thi cudi thdng diép
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HTTP request message: general format

| request
line

header
ines

Entity Body

CuuDuongThanCong.com
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Uploading form input

POST method:
= Trang Web thudng bao

gom cac form input URL method:

= Phan dir liéu ngudi = SU' dung GET method
dung nhap vao, dugc = Phan di¥ liéu ngudi
gan vao phan than dung nhap vao, dugc
(entity body) cua thong gan vao trong field URL
diép request va gui ve 3 dong request
cho server

www. sonmesi t e. com ani nal sear ch?nonkeys&banana

2: Application Layer 32

CuuDuongThanCong.com https.//fb.com/tailieudientucntt


http://cuuduongthancong.com
https://fb.com/tailieudientucntt

Method types

HTTP/1.0 HTTP/1.1

= GET = GET, POST, HEAD

= POST = PUT

« HEAD - Upload file ¢4 n6i dung &

phan than (entity body)

- Dung cho muyc dich ctia thdng diép request,

d?bu% " dén ndi dudc chira &
s Yg_u cau server‘lfo can URL field.
gui doi tuong ve client
trong thong diép = DELETE
response - Xoa file dugc chi ra trong

URL field
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HT TP response message

Dong trang thai

rotocol
Sfﬁtus code T HTTP/1.1 200 OK
status phrase) ' Connection close
Date: Thu, 06 Aug 1998 12:00:15 GMT
L s Server: Apache/1.3.0 (Unix)
o ei%”e% Last - Modified: Mon, 22 Jun 1998 ......
Content-Length: 6821
Content-Type: text/html

dir liéu, e.g/ data data data data data ...
requested

HTML file
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HTTP response status codes

Nam trén dong dau tién cta thong di€ép phan hoi tur server
MOt vai ma trang thai:

200 OK
= request succeeded, requested object later in this message
301 Moved Permanently

= requested object moved, new location specified later in this
message (Location:)

400 Bad Request

= request message not understood by server
404 Not Found

= requested document not found on this server
505 HTTP Version Not Supported

2: Application Layer
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Trying out HTTP (client side) for yourself

1. Telnet to your favorite Web server:
telnet cis.poly.edu 80 Bpens TCP connection to port 80

Anything typed in sent
to port 80 at cis.poly.edu

2. Type ina GET HTTP request:

GET /~ross/ HTTP/1.1 By typing this in (hit carriage
Host: Cis_po'y_edu r‘eTur'n TWice), you Send

this minimal (but complete)
| GET request to HTTP server

3. Look at response message sent by HT TP server!

2: Application Layer
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User-server state: cookies

Many major Web sites use

cookies

Four components:

1) cookie header line of
HTTP response message

2) cookie header line in
HTTP request message

3) cookie file kept on
user’s host, managed by
user’s browser

4) back-end database at
Web site

CuuDuongThanCong.com

Example:

= Susan ludn truy cap

Internet tu may PC

= Lan dau ghé tham site e-

commerce, cd sd cookies

Khi e-commnerce server

lan dau nhan dugc 1

HTTP requests, nd tao ra:

- ID duy nhat cho Susan
tu may PC.

- 1 dong trong backend
database U'ng véi ID

2: Application Layer
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Cookies: keeping “'state” (cont.)

client server
ebay 8734
- usual http request msg mazon server
cookie file usual http response |  creates ID
Set-cookie: 1678 1678 for user create
ebay 8734 entr
amazon 1678
usual http request msg ,
cookie: 1678 cookie-  access”
— specific ©
Mot tuan sau: .| usual http response msg action backend
database
access
SATEC N | usual http request msg .
amazon 1678 cookie: 1678 cookie-
— spectific
| usual http response msg action

CuuDuongThanCong.com
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Cookies (continued)

What cookies can bring:
= authorization

= shopping carts

= recommendations

= user session state (Web
e-mail)

How to keep “state”:

aside

Cookies and privacy:

= cookies permit sites to
learn a lot about you

= yOou may supply name
and e-mail to sites

= protocol endpoints: maintain state at

sender/receiver over multiple

transactions

= cookies: http messages carry state

CuuDuongThanCong.com
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Web caches (proxy server)

Goal: satisfy client request without involving origin server

= User thiét Iap trinh origin

server

duyét: truy cap Web
thong qua cache
= Trinh duyét gui tat ca
cac HTTP requests tdi
cache
- Néu co6 doi tugng trong

cache: cache tra vé doi
tugng cho trinh duyét n
= Ngudc lai, cache N
“request” déi tugng tir ol
server goc, sau do mdi
tra vé cho trinh duyét.
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More about Web caching

= Cache hanh xu nhu Why Web caching?
client va nhu server = Giam thdi gian dap Ung

= Thong thudng, cache cho cac request tu client
dugc ISP (trudng DH, - Gidm luu lugng dudng truy
cong ty, cac ISP dia cap ra ngoai cla td chirc

phuang) thiet lap. . Internet dense with

caches: enables “poor”
content providers to
effectively deliver content
(but so does P2P file
sharing)

2: Application Layer 41
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Caching example

Gia dinh origin
= Kich thudc binh quén cta 1 dai servers
tugng web = 1,000,000 bits
= SO lugng request trung binh tu trinh
duyét clia td chirc gui dén origin
servers = 15 lan/giay
= DO tré tinh tir router cla té chirc, di 15 Mbps
dén origin server va quay Ve lai access link
router = 2 giay
Hé qua LAN
= MUc d6 sir dung Web trén LAN = 15%
= M(c d6 st dung Web trén access link =
100% institutional
= DO tre tong cong = Internet delay + cache

access delay + LAN delay

= 2 sec + minutes + milliseconds o
2: Application Layer 42
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Caching example (cont)

. , origin
Giai phap 1 servegrs
= Tang bang thong access link

(dudng truyén tU router cua to

chuc ra router cua Internet) Ién

100 Mbps
conseguence 100 Mbps
= MUt do st dung Web trén LAN = access link

15% = (15 lan/sec * 1000000

bits/Ian)/100Mbps=15%
= MUt do sir dung Web trén access LAN

link= 15%
= DO tré tdng cong= Internet delay +

access delay + LAN delay institutional

= 2 sec + msecs + msecs cache
= Chi phi nang cap dudng truyén rat

dat
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Caching example (cont)

Giai phap kha thi: dung cache

= Gia sU' ty Ié dap U'ng cua cache (hit
rate) la 0.4

Hé qua

= C0 40% request sé dugc dap Ung
gan nhu tuc thi.

= €0 60% request sé dugc origin
server dap ung. 15 Mbps

= MUrc dd su dung Web trén access access link
link gjam xudng con 60%, dan dén insti
do tre khong dang ké (khoang 10
msec trén du’dng truyén 15 Mbps)

- Do tré téng cdng = Internet delay
+ access delay + LAN delay =

.6*(2.01) secs + .4*milliseconds < L.
1.4 secs InSTITUTlonGI

cache

origin
servers

s LAN
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Conditional GET

= Muc dich: khéng dé server gui
doi tugng vé cache néu nhu
cache da co phién ban dugc
cap nhat cua doi tugng

= Phia cache: khi gui request
dén server, cache chi rd ngay
cap nhat sau cung cua dos
tuong dang duoc lus G cache
If-modified-since:
<date>
Va cache y/cau server chi gui doi
tugng néu nhu doi tugng co
thay doi.
= Phia server: khong can gui doi
tugng néu nhu biét doi tugng
ko thay doi
HTTP/1.0 304 Not Modified

CuuDuongThanCong.com

cache

server

—

HTTP request msg
If-modified-since:
<date>

——

Déi tuong

HTTP response
HTTP/1.0
304 Not Modified

~_khéng thaydoi

HTTP request msg
If-modified-since:
<date>

N

Doi twong da

thay doi

HTTP response
HTTP/1.0 200 OK

<data>

"
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Chapter 2: Application layer

2.1 Principles of = 2.6 P2P applications
network applications - 2.7 Socket programming
2.2 Web and HTTP with UDP

2.3 FTP = 2.8 Socket programming
2.4 Electronic Mail with TCP

- SMTP, POP3, IMAP

2.5 DNS
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FTP: the file transfer protocol

FTP
user
interface

FTP

file transfer

client

local file
system

Truyén file dén/tu’ mot host ¢ xa.
MO hinh Client/server
= client: bén khdai tao viéc truyén/nhan

= server: host 6 xa

ftp: RFC 959
ftp server: port 21

CuuDuongThanCong.com

FTP
server

\ 4

A

remote file
i system
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FTP: separate control, data connections

TCP control connection
port 21

P a
< »
P »
< »

FTP client lién lac v&i FTP Server &
port 21, sU’ dung giao thuc TCP.

Client truy cap dén Server qua ket TCP data connection
noi dieu khién ( goi la control ETP port 20 FTP
conection) client server

Client cd thé lam nhiéu viéc (VD xem . N .

thu muc cda Server, tai file, d6i thu myc®  Sau khi Truyén xong f'le,

hién hanh,...) bang cach guri 1énh qua server s€ dong két noi dir liéu
két nbi diéu khién néy.

FTP dudc coi la gl théng tin diéu khién ~ A e e
ngoai dai bing (“out of band”) » Server s€ ma mot ket noi du

Khi server nhan dugc Iénh chuyén lieu khac de truyen file khac

file, N0 sé ma 1 két noi thur 2 dén
client (goi la két ndi dir liéu, data « FTP server co duy tri “trang
connection), dé truyén file. thai”: thu muc hién hanh, cac
chirng thuc trudc do.
2: Application Layer 48
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FTP commands, responses

Sample commands: Sample return codes

=  Pudc gui nhu doan ASCII = status code and phrase (as
text qua két ndi diéu khién in HTTP)

= USER user nane = 331 Username OK,

- PASS passwor d password required

= 125 data connection
already open;
transfer starting

= 425 Can’t open data

= LIST tra vé danh sach file
trong thu muc hién hanh

» RETR filename  tai xudng

file connection
= STORfilename datfilelén = 452 Error writing
remote host file

2: Application Layer
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Chapter 2: Application layer

2.1 Principles of = 2.6 P2P applications
network applications = 2.7 Socket programming
2.2 Web and HTTP with UDP

2.3 FTP = 2.8 Socket programming
2.4 Electronic Mail with TCP

- SMTP, POP3, IMAP

2.5 DNS
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Electronic Malil

Ba thanh phan chinh:

user agents
mail servers

simple mail transfer protocol:

SMTP

User Agent

Con goi la “Chuang trinh doc
mail”
Soan message, doc message

e.g., Eudora, Outlook, elm,
Mozilla Thunderbird

Cac message dén, guri di déu
dugc luu trir @ server

CuuDuongThanCong.com

outgoing
message queue

[J user mailbox

alr 0\
user
B agent
il
server
agent
N
noooo SMTP H.
\ mall alr 0
1 server user
SMTP agent
/" |ooooo
= ‘ SMTP F T
“mail / user
server agent
Al
OO0 | user
Ak |agent
user
agent
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Electronic Mail:

mail servers

Mail Servers

mailbox chra cac message
dén
message queue chlra cac
message dugc guri di
SMTP protocol giao thirc gilra
cac mail server, dé gui
messages
= client: sending mail server
= “server”: receiving mail
server

CuuDuongThanCong.com

AT
user
B agent
mail
server "
oooon| SMTP
| ~
SMTP y,
g swir
mail ‘////
server
alr 0\
Q000 | user
Ak |ag9ent
user
agent

AT
user
‘ agent
=
mall alr 0\
server user
agent
L0000
alr |\
user
agent
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Electronic Mail: SMTP [RFC 2821]

S dung TCP dé “guri bao dam” cac message tur client dén
server, dung port 25.
Chuyén truc tiép : tur server-guri dén server-nhan
Ba giai doan gui
- BAt tay (chao mimng, & tdng Ung dung)
- Chuyén message
- Pdng
SU dung 16i tucgng tac: 1énh/phan hoi
= Lénh (commands): ASCII text
- Phan hoi (response): ma trang thai (status code) va cum
tr mo ta

Cac thong diép phai st dung bang ma ASCII 7-bit
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Scenario: Alice sends message to Bob

1) Alice str dung 1 user agent 4) Mail server phia Alice gui

dé soan 1 message va dé message cua Alice qua két
gui toi noi TCP dén Mail server phia
bob@oneschool . edu Bob

2) User Agent gui message tai 5) Mail server phia Bob dat
mail server; message dugc message vao mailbox cua
X€p vao hang dai. Bob

3) Mail server phia Alice mo 6) Bob dung user agent dé doc
mot két noi TCP connection message.

dén mail server phia Bob

m@k n :
i mail AT 4B
¢ o user] L7
AP 4

.

egt o user server server ;:_ﬁf"‘s

B loem] @ —@Cm-— o W e EE &
) OO0 0K 50
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Sample SMTP interaction

220 hamburger.edu
HELO crepes.fr
250 Hello crepes.fr, pleased to meet you
MAIL FROM: <alice@crepes.fr>
250 alice@crepes.fr... Sender ok
RCPT TO: <bob@hamburger.edu>
250 bob@hamburger.edu ... Recipient ok
DATA
354 Enter mail, end with "." on a line by itself
Do you like ketchup?
: How about pickles?
250 Message accepted for delivery
: QUIT
221 hamburger.edu closing connection

2: Application Layer
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Try SMTP interaction for yourself:

telnet servername 25

see 220 reply from server

enter HELO, MAIL FROM, RCPT TO, DATA, QUIT
commands

above lets you send email without using email client
(reader)

2: Application Layer 56
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SMTP: final words

SMTP suir dung két noi
thudng truc (persistent
connections)

SMTP doi hoi message (bao
gom ca header va body) st
dung bang ma ASCII 7-bit

SMTP server sU dung
CRLF.CRLF dé€ xac dinh diém
cudi cua message

CuuDuongThanCong.com

So sanh v3&i HTTP:

HTTP: kéo
SMTP: day

Ca hai déu sur dung 16i tucng
tac Iénh/phan hoi, ma trang
thai.

HTTP: moi d6i tugng dugc
bao boc trong chinh msg
phan hoi cua chinh nd
SMTP: nhiéu doi tuogng dugc
gui trong cac thong diép da
phan (multipart msq)

2: Application Layer
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Mail message format

SMTP: giao thirc trao doi

message . header

RFC 822: chuan dinh dang msg
dang van ban:
= Dong header, e.qg.,
= To:
From:
Subject:
Khdc voi cac lénh SMTA
= Phan than (body)

NOGi dung msg, cHii bao gom
cac ky tu ASCII

blank
line

body

2: Application Layer 58
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Mail access protocols

Méﬂ SMTP;@ access figer —inf

protocol [agent| g
OO0 OO0

sender's mail receiver's mail Bob
server server

= SMTP: chuyén tiép/Iuu trir msg vao server cla bén nhan
- PEé tai msg tUr server vé, sir dung giao thirc truy cap mail:
POP: Post Office Protocol [RFC 1939]
= authorization (agent <-->server) va tai msg
- IMAP: Internet Mail Access Protocol [RFC 1730]
= Nhi€u tinh nang han (phuc tap han)
= Thao tac trén cac msg dudc luu & server
HTTP: gmail, Hotmail, Yahoo! Mail, etc.

2: Application Layer
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POP3 protecgl

Giai doan xac thuc —

(authorization phase)
= Cac lénh tu client:
- user: khai bao user
- pass: mat ma
= Cac phan hoi tu server

= +0OK /

- -ERR
Giai doan giao dich
(transaction phase), client:

= list:  liét ké sO hiéu msg

= retr:  Tai msg theo so thir tu
= dele: xo0a

= quit

CuuDuongThanCong.com

FEik POP3 server ready
C: user bob
S: +OK
C: pass hungry
S: +OK user successfully logged on

- list
1498
2 912

retr 1
: <message 1 contents>

dele 1
. retr 2
: <message 1 contents>

dele 2
: quit

|moou_>woou_>mo_mwmo||

: +OK POP3 server signing off
2: Application Layer
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POP3 (more) and IMAP

More about POP3 IMAP

= VidutruGc s dung ché - Gilt tit ca cac message
dé “tai va xda mail”. & mOt nai: server

= Bob ko thé doc lai email =« Cho phép user to chirc

néu anh ta thay doi cac msg vao cac folders
client - IMAP gilf cac user state
= “tdi va giu mail”: chép qua cac session
lai cac msg tren cac - Tén cla cac folders va
client khac nhau anh xa gitra Msg ID va
- POP Ia giao thuc phi ten. foldgr

trang thai (stateless)
qua nhiéu session
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Chapter 2: Application layer

2.1 Principles of = 2.6 P2P applications
network applications - 2.7 Socket programming
2.2 Web and HTTP with UDP

2.3 FTP = 2.8 Socket programming
2.4 Electronic Mail with TCP

- SMTP, POP3, IMAP

2.5 DNS

2: Application Layer
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DNS: Domain Name System

Ngudi: nhiéu “tén”:
- CMND, tén, SO ho chi€u
Internet hosts, routers:

- Dia chi IP (32 bit) — dugc
sir dung dé danh dia chi
cho viéc truyén datagram

- “tén mién”, e.q.,
ww.yahoo.com — danh
cho con ngudi

Q: anh xa gilra dia chi IP
va tén?

CuuDuongThanCong.com

Domain Name System:
« CSDL phén bo

dugc trién khai trén mdt hé thdng

cac name servers, dugc td chirc

phan cap.

= gpplication-layer protocol : cho

phép host va name servers giao

ti€p vGi nhau nham phdn giai tén

(chuyén dai dia chi IP/hostname)
Luu y: la chi’c nang 10i cua
Internet, dugc cai dat nhu la
mot application-layer protocol

= complexity at network’s “edge”
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Cac dic

n vu DNS cung cap

DN

Tai sao ko nén tap trung DNS?

Cho
biét
Pat

hiét dia chi IP khi
hostname

di danh host

= Canonical, alias names

Pat bi danh cho mail
server

Phan bo tai

= replicated Web servers:
si’ dung nhiéu dia chi IP
U'ng vGi mot tén chinh
thurc.

CuuDuongThanCong.com

Nguy cd hong hoc tai DNS
tap trung lam cho toan hé
thong Internet bi anh
hudng.

Luu lugng tap trung tai DNS
I6n=> dap ung cham

1 DNS Server ko thé & gan
tat ca cac client => lam gia
tang cac két noi dudng dai
dén DNS => tat nghén.
Bao tri 1 DNS cho toan cau!
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Distributed, Hierarchical Database

Root DNS Servers

/\

com DNS servers org DNS servers edu DNS servers
/ \ poly.edu umass.edu
yahoo.com  amazon.com pbs.org
DNS servers DNS servers DNS servers DNS serversDNS servers

Client wants IP for www.amazon.com; 15t approx:

= Client hdi root server dé tim DNS Server phu trach tén
mién com.

= Client lai hoi tiép DNS Server phu trach tén mién com,
dé tim DNS Server phu trach tén mién amazon.com

= Client lai hoi DNS Server phu trach tén mién

amazon.com, dé |18y dia chi IP cho www.amazon.com
2: Application Layer 65
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DNS: Root name servers

- Khi cac local name server khdng thé phan giai tén mién (do ko luu
trong DB), no s€ lién lac vGi root name server

= root name server:
- Lién lac vai cac authoritative name server va yéu cau server nay lo

dum Recursive

- Nhan két qua phan giai tUr authoritative name server | ™
- Tra két qua phan giai vé local name server

a Verisign, Dulles, VA
¢ Cogent, Herndon, VA (also LA)
d U Maryland College Park, MD k RIPE London (also 16 other locations)

g US DoD Vienna, VA

h ARL Aberdeen, MD i Autonomica, Stockholm (plus

j Verisign, ( 21 locations) 28 other locations)
e NASA Mt View, CA _ m WIDE Tokyo (also Seoul,
f Internet Software C. Palo Alto, Payis, SF)

CA (and 36 other locations)

~

b USC-ISI Marina del Rey, CA
I ICANN Los Angeles, CA

13 root name
servers worldwide
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TLD and Authoritative Servers

Q Top-level domain (TLD) servers:

< Chiu trach nhiém doi vGi cac tén com, org, net,
edu,... va tat ca cac tén mién quodc gia muc 1 nhu uk,
fr, ca, vn, ...
e Network Solutions quan ly cac servers danh cho TLD com
e Educause quan ly cac servers danh cho TLD edu

Q Authoritative DNS servers:

<+ DNS server cua cac to chu’c cung cap tat ca cac anh
xa tén-dia chi IP cla cac server cla td chiic (e.g
Web, mail)

« Céc DNS Server nay dugc chinh cac t6 chirc hodc
nha cung cap dich vu quan ly.

2: Application Layer 67
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. ocal Name Server

= Khong hoan toan thuoc vé Hé thong DNS
dudc to chiic theo cdu tric phan cap.

= MOi ISP (ISP dia phudng, cdng ty, trudng dai
hoc) déu co.
<+ Clng dudc goi la “default name server”

= Khi mot host truy van DNS, cau hoi dudc gui
dén cho local DNS Server

< Lam viéc nhu 1 may dai dién (proxy), chuyén tiép
truy van DNS dén hé thong phan cap DNS.

2: Application Layer 68
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DNS name root DNS server
resolution examplen

2
n , 3
= Mot host G ’ ’ TLD DNS server
cis.poly.edu muon biet : 4
dia chi IP address cua "N i
gaia.cs.umass.edu local DS servd
_ dns.poly.edu
= iterated query: Al 7\\6
= Server dugdc hoi sé tra u
|(1I la ten Su_a,\,server @ authoritative DNS server
can hoi ke tiep . dns.cs.umass.edu
= “I don’t know this requesting host
name, but ask this cis.poly.edu @
server” gaia.cs.umass.edu

2: Application Layer
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DNS name
resolution exd

recursive query:

=  Pat trach nhiém phan
giai tén mién hoan
toan Ién cac server

TLD DNS server

dugc hoi. |
- heavy load? local DNS server
dns.poly.edu 5114
1 8

@ authoritative DNS server
dns.cs.umass.edu

requesting host
cis.poly.edu

gaia.cs.umass.edu
2: Application Layer 70
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DNS: caching and updating records

= Moi khi name server c6 dugc mapping, no sé Iuu
cache lai mapping nay
- Cac muc cache sé hét thoi hiéu (bi€n mat) sau
mot thai gian.
- TLD Server thudng dugdc luu cache tai cac local
name servers
= Do d6 cac root name server it khi dugc viéng tham.
= Cd ché cap nhat/bao tin dugdc thuc hién theo thiét
ké cua IETF

= RFC 2136
= http://www.ietf.org/html.charters/dnsind-charter.html

2: Application Layer 71
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DNS records

DNS: CSDL phan b0, luu cac resource records (RR)

RR format: (name, value, type, ttl)

= Type=A - Type=CNAME
<~ name la hostname < name is bi danh cua vai tén
+ value la IP address chinh thdc (“canonical” name)
- Type=NS www.ibm.com la bi _danh cua
\ : servereast.backup2.ibm.com
= name la domain (VD ) lue I3 tan chinh the
f00.com) + value la tén chin C

. : (canonical name)
= value la hosthame cua |, Type=MX

authoritative name server

: o <+ value la tén cia mailserver
danh cho domain nay

dudgc lién két véi name

2: Application Layer 72
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DNS protocol, messages

DNS protocol : quy dinh cac guery msg va reply msg,

ca hai c6 cung dinh dang message

Phan msg header

identification: 16 bit #
for query, reply to query
uses same #
flags:

% query or reply

% recursion desired

< recursion available

+ reply is authoritative

CuuDuongThanCong.com

identification

flags T

number of guestions number of answer KRS 12 bytes
number of authonty ERs | number of additional ERs l
guestions

tvanable number of questions)

(variable number of resource records)

answers

(variable number of resource records)

authority

additional information
(variable number of resource records)

2: Application Layer 73
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DNS protocol, messages

identification f.laga' T
Name, TYPQ flelds number of questions number of answer RRs 12 bytes
for a query . :
number of authority RRs | number of additional RRs

RRs in response
to query

records for
authoritative servers

additional “helpful”
info that may be used

2: Application Layer 74
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Inserting records into DNS

a example: new startup “Network Utopia”

Q register name networkuptopia.com at DNS registrar
(e.g., Network Solutions)

< provide names, IP addresses of authoritative name server
(primary and secondary)

« registrar inserts two RRs into com TLD server:

( net wor kut opi a. com dns1. net wor kut opi a. com NS)
(dnsl. net wor kut opi a. com 212.212.212.1, A

Q create authoritative server Type A record for
www.networkuptopia.com; Type MX record for
networkutopia.com

Q How do people get IP address of your Web site?

2: Application Layer 75
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Chapter 2: Application layer

2.1 Principles of = 2.6 P2P applications
network applications - 2.7 Socket programming
2.2 Web and HTTP with UDP

2.3 FTP = 2.8 Socket programming
2.4 Electronic Mail with TCP

- SMTP, POP3, IMAP

2.5 DNS

2: Application Layer
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Pure P2P architecture

Khong co server chG phuc vu.
Cac host truyén thong truc
tiép peer-peer

Cac peers két n6i nhau khong /
lién tuc va thay doi dia chi IP L
3 trudng hdp: p<>
<+ Phan phoi file /
< Tim thong tin | L
« Case Study: Skype \ _ E"
"1,

2: Application Layer
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File Distribution: Server-Client vs P2P

Cau hoi: Truyén 1 file tu' 1 server dén N peer mat
bao lau?

u.: server upload

bandwidth
Server @
7 u;: peer i upload
i n bandwidth
u,; dl U, d
Us e d.: peer i download

File, size F g bandwidth
bits
dy

. Network (with ®

¢ Uy abundant bandwidth)
°

°
¢ °
°
o °

2: Application Layer 78
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File distribution time: server-client

Server
~ > C )
= Server lan luct gui n ) Eﬁdl
S

N ban sao cua file:

« het NF/u giéy Network (with
= Client i téisl ban sao @4_&’ abundant bandwidth) *
Uy .
mé’t I:/ClI gléy ) )
[ o
¢ .

Thoi gian dé chuyén file
Fto1 N clients str=d = max { NF/u, F/min(d,
dung cach tiép can { 5 /'(’)}
client/server

Tang tuyén tinh theo N
(Vé’l N du Ié’n)Z: Application Layer 79

CuuDuongThanCong.com https://fb.com/tailieudientucntt



http://cuuduongthancong.com
https://fb.com/tailieudientucntt

File distribution time: P2P

Server
Server phai guii 1 bansao B
2 . . N, a A F n ul dl
cua file: het F/u,giay &£

client i tai file hét F/d. giay

) d Network (with
Tong cong co NF bits @.—’L abundant bandwidth) *
dugc tai I S .

» Toc do upload (cia todn hé thong) nhanR ¢
nhat ¢é thé: u, + 2.u,

dpp = max { F/u,, F/m/h(a’,)/, NF/(u, + 2.u,) }

2: Application Layer 80
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Server-client vs. P2P: example

Client upload rate = u, F/u=1hour, u,=10u, d,;, > u,

3.5

- P2P
—o— Client-Server

w
|

N
o1
|

Minimum Distribution Time

0.5 -

2: Application Layer 81
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File distribution: BitTorrent

= P2P file distribution

tracker: theo doi cac peers torrent: nhom cac

dang tham gia vao torrent _peers dang trao dol
U cac phan manh file

(chunk of file)

Lay danh sdch cdc peer

trading
chunks

B

'@ 2: Application Layer 82
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BitTorrent (1)

£

jic)

= file dudc chia thanh cac manh (chunks)256KB.
» peer dang tham gia vao torrent:

- chua co6 manh nao, nhung sé tich Ity cac chunks
trong suot qua trinh

- ghi danh vdi tracker (dé thu danh sach cac peers),
két noi t6i mot tap con cac peers (“lang giéng”)
= Trong khi dang download file, peer cling upload cac
chunks (ma nd co va dudc yéu cau) cho cac peer khac.
= peers cd thé tham gia vao torrent va rut lui.

= Khi peer da co ca file, nd co thé rdi torrent (ich ky) hodc
G lai torrent (vi tha)

2: Application Layer
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BitTorrent (2)

Pulling Chunks Sending Chunks: tit-for-tat™*

= Tai 1 thdi diém nhat dinh, -
cac peer khac nhau dang co
dudc cac chunks khac nhau.
= Dinh ky, mot peer (VD Alice)
s€ hoi cac lang giéng vé danh
sach cac chunks ma chung
co.
= Peer nay (Alice) guri yéu caus
dé xin cac chunks ma nd con
thiéu.
- Uu tién xin chunks nao ma
it lang giéng co nhat
(rarest first)

CuuDuongThanCong.com

Alice guri cac chunks t&i 4
lang giéng ma hién thoi
chung dang gri cho Alice
cac chunks khac & mac dé
cao nhét.

% Sau moi 10s, sé danh
gia lai top 4 nay.
Sau moi 30 giay: chon ngau
nhién peer khac, gri chunk
cho peer nay.
< peer m¢&i dwoc chon co
thé tham gia vao top 4

X “optlmlstlcall}/ unchoke”
2: Application Layer
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Slide 84

M1 An miéng tra miéng
MVC, 5/1/2010

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com
https://fb.com/tailieudientucntt

BitTorrent: Tit-for-tat

(1) Alice chon ngau nhién dudc Bob va guri chunks cho Bob

(2) Alice tré thanh mot trong 4 peer gui chunks cho Bob
nhiéu nhat; Bob guli chunks cho Alice dap tra.
(3) Bob trd thanh mot trong 4 peer gui chunk cho Alice nhiéu nhat.

Cc‘mg-uploaq VG ‘réc,dé cao,
cang c6 thé tim thay cdc
peer trao doi chunks dé hon

& nhan duoc file nhanh hon.
2T Application tayer — 85
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Distributed Hash Table (DHT)

= DHT = CSDL phan tan trén moi trudng P2P
[distributed P2P database]
= CSDL chtra cac cap (key, value);
- key: s6 CMND; value: Tén ngudi
- key: tén noi dung; value: Dia chi IP (ngi luu ndi dung)
= Peers truy van CSDL bang cach cung cap tri key
- CSDL tra veé gia tri cua value khdp vai tri key

= Peers con co thé chén [insert] cac cap (key,
value) mdi vao CSDL.
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DHT Identifiers

= MOi peer dugc gan mot sb id dé dinh danh, la s&
nguyén nam trong vung [0,2"-1] (n nguyén co dinh)
- Moi id ¢ thé dudc biéu dién qua chudi n bits.

= Doi hdi moi tri key 1a mot sd nguyén thudc cling
vung [0,2"-1]

= Pé thu dudc tri key nguyén nhu doi hoi trén, sur
dung ham bam h, h nhan tri key goc va tra vé tri
nguyén trong vung [0,2"-1]
« eg, key = h("'Led Zeppelin IV")
- Pay la ly do tai sao ta goi no la DHT (distributed “hash”

table)
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Luu cap (key, value) & peer nao?

Van dé: Luu tri’ cap (key, value) & peer nao?

Quy tac: Luu tai peer co6 id=key. Néu khong
co peer nhu vay thi luu tai peer co id gan
nhat.

Quy udc trong bai giang: id gan nhat la id
nam lién sau trong danh sach cac id.

VD: n=4; peers: 1,3,4,5,8,10,12,14;

- key = 13, thi peer lién sau la 14

- key = 15, thi peer lién sau la 1


http://cuuduongthancong.com
https://fb.com/tailieudientucntt

Circular DHT (1)

1

10
8

= MOi peer chi biét peer lién trudc va lién sau.
= “"Overlay network”
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Circle DHT (2)

O(N) messages 0001 Ai chiu trdch nhiém
onh avg to resolve cho key 1110 ?
query, when there

are N peers 111

110

Define closest

as closest 1000

successor
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Circular DHT with Shortcuts

1 . )
Ai chiu trach nhiém
(OOIIQY 14 (1110) ? }

4

(1111) 1

10 8 (1000)

- Moi peer quan ly dia chi IP cua peer lién truGc, peer
lién sau va cac short cuts.
= Giam tu’ 6 con 2 messages.

= Co thé thiét k& shortcuts sao cho so lang giéng va
sO message khi truy van déu bang O(log N)
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Peer Churn

= P& xtr ly trinh trang cac peer dén va
3 di ma khong bao trwéc (peer churn),
mOi peer can phai biét cac dia chi IP
cda 2 peer lién sau cda no.
4 = M&i peer sé ping dinh ky 2 peer lién
sau cua no dé xac dinh 1a ching con
5 hién hiru hay da rut lui.

10
8

Peer 5 dot ngot rai khoi vc‘)ng

Peer 4 phat hién ra di€u nay, nhan peer 8 lam peer lién
sau (thdr nhat); va hoi peer 8 “peer lién sau cla 8?”; sau
do xem peer [ién sau cta 8 13 peer ké lién sau (thUr
hai)cua no.

NEu peer 13 mudn gia nhap vong thi sao?

CuuDuongThanCong.com https.//fb.com/tailieudientucntt
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P2P Case study: Skype

Skype clients (SC)

Ban chat P2P: cac cdp _/
user co thé truyén thong o
truc tiép. Skype

Giao thifc tang Ung dung login server
so h{tu cua Skype.

T6 chirc phén cép, sur
dung cac Supernode

Anh xa gilta username va Skyoe
dia chi IP, dugc luu phan w @
bd gilra cac Supernode. U

2: Application Layer 93
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Peers as relays
= Van dé gap phai khi ca 2
peer (VD Alice va Bob) déu

nam dang sau “NAT”

= NAT ngan chan cac peer tu
bén ngoai khdi tao cac két noi
(hay cudc goi) dén cac peer
bén trong
= Giai phap:
= SUr dung cac supernode cua
Alice va Bob, 1 supernode

dudc chon ra lam relay node
(nGt chuyén tiép)

s Tu’ng peer s€ khdi tao két noi
véi nut chuyén tiép.

- Do d6 cac peer cb thé truyén
thong cho nhau vugt qua NAT
nh& nut chuyén tiép.

2: Application Layer 94
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Chapter 2: Application layer

2.1 Principles of = 2.6 P2P applications
network applications = 2.7 Socket programming
2.2 Web and HTTP with UDP

2.3 FTP = 2.8 Socket programming
2.4 Electronic Mail with TCP

- SMTP, POP3, IMAP

2.5 DNS

2: Application Layer
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Socket programming

Muc tiéu: hoc cach xdy dung ting dung client/server
truyén thong vai nhau s dung sockets

= Socket API

= Pugc gidi thi€u trong BSD4.1
UNIX, 1981

= Pudc cac ing dung tao ra, su
dung va giai phong mot cach
tudng minh.

= client/server paradigm

= C4 2 loai dich vu van chuyén
thong qua socket API

UDP
. TCP

CuuDuongThanCong.com

— socket

A application-created,
O5-controlled interface
(a "door") into which
application process can
both send and
receive messages to/from
another application

process

2: Application Layer
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Socket programming basics

= Server phai dang = Socket c6 thé xac dinh
chay trudc khi client trong noi bo nho so
co thé gui dir lieu cho  A/iéu cong (port

no. number)

= Server phai co6 1 - Tuong tu' nhu so hieu
socket (clra) ma nhd can ho trong 1 toa nha
dd nd cb thé nhan/ = Client can phai biét dia
gui di cac segment chi IP cua Server va so

. Tudng tu, client ciing hiéu cong cua socket.
can cO 1 socket

2: Application Layer 97
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Socket programming with UDP

UDP: khong co “két nbi” gilra
client va server
= Khong bat tay
- BéngUigandiachiIPvasé - Quan diém tng dung

hicu cong Ierl tu,’ng Se?,me_”t UDP cung cap dich wi viin chuyén
= Server co the trich xuat dia datagram "khéng dim bio tin

chi IP va so hieu cong cua ciy” giira client and server

ben gui tu segment nhan

duac.

Luu yv: Thuit ngit chinh thac goi goi
tin UDP la "datagram”. Trong l6p
nay chidng ta sé goi la "UDP
segment”

2: Application Layer 98
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Running example

= Client:
- NguGi sir dung go vao mot dong van ban
« Chuoang trinh client gui dong nay dén server
= Server:
- Server nhan dugc dong van ban
- Server chuyén thanh chit hoa tat ca cac ky tu
- GUi dong vén ban da dugc sra doi dén client
= Client:
- Nhan dong van ban
- Hién thi

2: Application Layer 99

CuuDuongThanCong.com https.//fb.com/tailieudientucntt


http://cuuduongthancong.com
https://fb.com/tailieudientucntt

Client/server socket interaction: UDP

Server (running on hostid ) Client
create socket, create socket,
port= X, clientSocket =
serverSocket = DatagramSocket()
DatagramSocket() l
Tao datagram véi server IP va
/ port:X; gﬂ’l datagram th@ng qua
Doc datagram tlr clientSocket
serverSocket

Soan Ja &1 cho
client (voi dia —
chi IP client va
s6 hiéu céng),
gtri thdng qua 1
serverSocket bong
clientSocket

—, Doc datagram tw
clientSocket

2: Application Layer 100
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Example: Java client (UDP)

keyboard monitor
input 2
stream §
Client a
process
Output: sends 1
packet (recall \ : -
that TCP sent e & §| voe
"byte stream") 3 E

client UDP

socket

to network

CuuDuongThanCong.com

socket

from network

Input: receives
packet (recall
thatTCP received

"byte stream”)

2: Application Layer 101
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Example: Java client (UDP)

import java.io.*;
Import java.net.*;

class UDPClient {
public static void main(String args|]) throws Exception

Create] {

input stream — gy fferedreader inFromuUser =

Create ] new BufferedReader(new InputStreamReader(System.in));

client SOCket_* DatagramSocket clientSocket = new DatagramSocket();

Translate]
hostname to IP
address using DNS

— InetAddress IPAddress = InetAddress.getByName("hostname");

byte[] sendData = new byte[1024];
byte[] receiveData = new byte[1024];

String sentence = inFromUser.readLine();

sendData = sentence.getBytes();
2: Application Layer 102
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Example: Java client (UDP), cont.

Create datagram

with data-to-send,| DatagramPacket sendPacket =
length, IP addr, port new DatagramPacket(sendData, sendData.length, IPAddress, 9876);

Send datagram clientSocket.send(sendPacket);
to server

DatagramPacket receivePacket =
new DatagramPacket(receiveData, receiveData.length);

Read datagram]
from server

- clientSocket.receive(receivePacket);

String modifiedSentence =
new String(receivePacket.getData());

System.out.printin("FROM SERVER:" + modifiedSentence);
clientSocket.close();

}

2: Application Layer 103
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Example: Java server (UDP)

import java.io.*;
import java.net.*;

class UDPServer {
public static void main(String args[]) throws Exception
Create {
datagram socket
at port 9876

—> DatagramSocket serverSocket = new DatagramSocket(9876);

byte[] receiveData = new byte[1024];
byte[] sendData = new byte[1024];

while(true)

{

—— DatagramPacket receivePacket =
new DatagramPacket(receiveData, receiveData.length);

Receive serverSocket.receive(receivePacket);
datagram

2: Application Layer 104

Create space for
received datagram
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Example: Java server (UDP), cont

String sentence = new String(receivePacket.getData());

Get IP addr] _
port #, of — InetAddress IPAddress = receivePacket.getAddress();

sender |, port = receivePacket.getPort();

String capitalizedSentence = sentence.toUpperCase();
sendData = capitalizedSentence.getBytes();

—> DatagramPacket sendPacket =
new DatagramPacket(sendData, sendData.length, IPAddress,

Create datagram
to send to client

_ port);
Write out
datagram |— serverSocket.send(sendPacket);
to socket

}
} \_
} End of while loop,

loop back and wait for
| another datagram

2: Application Layer 105
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UDP observations & questions

Ca client va server déu dung DatagramSocket

Pia chi IP bén nhan va sb hiéu cdng dudc gan
tuGng minh vao segment.

Piéu gi sé xay ra néu thay doi ca hai clientSocket ,
serverSocket thanh “mySocket”?

Liéu client cé thé gui 1 segment dén 1 server ma
khong biét dén dia chi IP cua server va/hoac port
number?

Cé4 thé nao nhiéu client st dung server nay?
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Chapter 2: Application layer

2.1 Principles of = 2.6 P2P applications
network applications - 2.7 Socket programming
2.2 Web and HTTP with UDP

2.3 FTP = 2.8 Socket programming
2.4 Electronic Mail with TCP

- SMTP, POP3, IMAP

2.5 DNS
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Socket-programming using TCP

TCP service: reliable transfer of bytes from one process

to another
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Socket programming with 7CP

Client phai lién lac v3i server

Trudc tién, tién trinh server
phai dang chay.

Server phai co socket dugc

tao san, chd don cac lién lac

tur phia client.

Client lién lac vdi server bang

cach:
Tao client-local TCP socket

Chi dinh dia chi IP, port
number cua server process

Khi client tao socket: client
TCP thiét Iap két nGi dén
server TCP
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Khi dugc client lién lac, server
TCP tao mdi mot socket dé
server process lién lac vai
client

- Cho phép server trao doi
vGi nhiéu client

= source port numbers dugc
dung dé phan biét client
(ndi ro trong Ch. 3)

- Quan diém tng dung

TCP provides reliable, in-order
transfer of bytes ("pipe”)
between client and server
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Client/server socket interaction: TCP

Server (running on hostid ) Client

create socket,
port=x, for
incoming request:
welcomeSocket =
ServerSocket()

TCP
wait for incoming <= = = == = == - —p Create socket,

connection setup ~ connectto hostid , port=x
clientSocket =

Socket()

connection request
connectionSocket =

welcomeSocket.accept()

l send request using
read request from / clientSocket
connectionSocket

write reply to — |
connectionSocket —s read reply from

1 clientSocket
close

connectionSocket close 1

I clientSocket
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Stream jargon

keyboard monitor
A

= Stream la day cac ky tu di

[PR—

vao hoadc ra khoi mot ]
process e
= MOt input stream dudc lién Client i

két vGi mot vai nguon nhap
lieu danh cho process, VD
ban phim hoac socket.

= MOt output stream dudc lién
két v8i mot dau ra, VD man
hinh hoac socket.

process

output
stream

input
stream

4 outToServer |e—

inFromServer |—»

socket

to network  from'network
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Socket programming with TCP

VD vé U/dung client-server:

1) Client doc dong tu standard
input (inFromUser stream),
gui dén server thong qua
socket (outToServer stream)

2) Server doc dong tu socket

3) Server chuyén doi ky tu’ trong
dong thanh chir hoa, gui ngugc
lai client.

4) Client doc, in ra dong bi stra doi
tu’ socket (inFromServer
stream)
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Example: Java client (TCP)

import java.io.*;
import java.net.*;
class TCPClient {

public static void main(String argv[]) throws Exception

{

String sentence;
String modifiedSentence;

Create]

input s’rream___’ BufferedReader inFromUser =

new BufferedReader(new InputStreamReader(System.in));
Create’]

client socket, — Socket clientSocket = new Socket("hostname", 6789);
connect to server |

Create DataOutputStream outToServer =
output stream new DataOutputStream(clientSocket.getOutputStream());

attached to socket
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Example: Java client (TCP), cont.

Create BufferedReader inFromServer =
input stream new BufferedReader(new
attached to socket InputStreamReader(clientSocket.getinputStream()));

sentence = inFromUser.readLine();

Send line]

to server| —> outToServer.writeBytes(sentence + '\n');

Read line — modifiedSentence = inFromServer.readLine();
from server_

System.out.printin("FROM SERVER: " + modifiedSentence);

clientSocket.close();
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Example: Java server (TCP)

import java.io.*;
import java.net.*;

class TCPServer {

public static void main(String argv[]) throws Exception
{
String clientSentence;

Create String capitalizedSentence;

lcomi k
welcoming socket | | ServerSocket welcomeSocket = new ServerSocket(6789);
at port 6789

Wait, on welcoming | while(true) {

socket for CO”TGC* — > Socket connectionSocket = welcomeSocket.accept();
by client_
BufferedReader inFromClient =

Create input’] | ey BufferedReader(new
stream, attached InputStreamReader(connectionSocket.getinputStream()));

to socket |
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Example: Java server (TCP), cont

Create output]
stream, attached

DataOutputStream outToClient =
to socket |—

new DataOutputStream(connectionSocket.getOutputStream());

Read in line]
from socket

— clientSentence = inFromClient.readLine();
capitalizedSentence = clientSentence.toUpperCase() + '\n';

Write ouf line| | outToClient.writeBytes(capitalizedSentence);
to socket )

} \_
} End of while loop,

loop back and wait for
_ano’rher' client connection
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TCP observations & guestions

Server cd 2 kiéu socket:
- ServerSocket va Socket

Khi client go vao cua “serverSocket”, server tao ra
connectionSocket va hoan tat TCP conx.

Pia chi IP dich va s6 hiéu cong khdng dugc gan
vao segment tuGng minh.
Liéu nhiéu clients cd thé st dung server?.
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Chapter 2: Summary

our study of network apps now complete!

- application architectures = specific protocols:
- client-server » HTTP
- P2P <« FTP
. hybrid + SMTP, POP, TMAP
<« DNS

= application service P2P: Bi k
requirements: ® °2r: BifTorrent, Stype

reliability, bandwidth, delay  * socket programming

= Internet transport service
model

= connection-oriented,
reliable: TCP

= unreliable, datagrams: UDP
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Chapter 2: Summary

Most importantly: learned about protocols

= typical request/reply
message exchange:

= client requests info or
service

= server responds with
data, status code
= message formats:

= headers: fields giving info
about data

- data: info being
communicated

CuuDuongThanCong.com

Important themes:
control vs. data msgs

- in-band, out-of-band
centralized vs.
decentralized
stateless vs. stateful

reliable vs. unreliable
msg transfer

“complexity at network
edge”
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