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Chapter 3: Transport Layer

Our goals:
= understand principles = |earn about transport layer
behind transport layer protocols in the Internet:
services: - UDP: connectionless
multiplexing/demultiple transport
Xing - TCP: connection-oriented
reliable data transfer transport

. flow control - TCP congestion control

= congestion control
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Chapter 3 outline

3.1 Transport-layer
services

3.2 Multiplexing and
demultiplexing

3.3 Connectionless
transport: UDP

3.4 Principles of reliable
data transfer

CuubDuongThanCong.com

= 3.5 Connection-oriented
transport: TCP
= segment structure
= reliable data transfer
- flow control
= connection management

= 3.6 Principles of
congestion control

= 3.7 TCP congestion
control

Transport Layer
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Transport services and protocols
= cung cap truyén thong logic [ logical
communication ] gitra cac tién trinh physics
ung dung dang chay trén cac host
khac nhau.
- Cac giao thiic van chuyén chay trén
cac host
- Phia gui: chia message G tang
Transport thanh cac segments,
sau do gui cac segment nay
xuong tang Network , reruork
- Phia nhan: rap cac segments (S p - physical |
thanh cac message, sau do gui |
lén tang Application
= CO nhiéu han 2 giao thuc van
chuyén dé cac U'ng dung mang sd
- Internet: TCP va UDP Transport Layer  3-4

transport
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Transport vs.

7ang Network: truyén
thong logic gitra cac
hosts

7ang Transport : truyén
thong logic gitra cac
tién trinh

= relies on, enhances,

network layer services

CuuDuongThanCong.com

network layer

Household analogy:

12 dua tre gui thu cho 12 dua
tré khac.

= Tién trinh = dla tré

- Message & tang Ung dung =
thu' trong phong bi

= hosts = gia dinh

= Giao thdc van chuyén = Ann
va Bill

= Giao thuc ¢ tang mang = Dich
vu buu chinh

Transport Layer  3-5
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Internet transport-layer protocols

= Van chuyén bao ddm
[reliable], dung thd tu
[in-order] (TCP)
= congestion control
= flow control
= connection setup

= Van chuyén ko bao dam
[unreliable], khong dung
thir tu : BHP
= no-frills extension of “best-

effort” IP

= Cac dich vu ko cung cap:
= delay guarantees
= bandwidth guarantees
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Slide 6

M1 no-frills: binh dan?
No-frills or no frills is a term used to describe any service or product for which the non-essential features have been removed to keep

the price low.
MVC, 5/3/2010
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Chapter 3 outline

3.1 Transport-layer
services

3.2 Multiplexing and
demultiplexing

3.3 Connectionless
transport: UDP

3.4 Principles of reliable
data transfer
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= 3.5 Connection-oriented
transport: TCP
= segment structure
= reliable data transfer
- flow control
= connection management

= 3.6 Principles of
congestion control

= 3.7 TCP congestion
control

Transport Layer
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Multiplexing/demultiplexing

Demultiplexing & host nhan: Multiplexing ¢ host guri:
Thu thap cac mau dir ligu tu
cac socket, bao boc méi mau
dir liéu trong 1 gdi, co gan
thém header (d€ dung khi

Chuyén segment nhan dugc dén
dung socket

[ 1 =socket D = process demultiplexing & host nhan)
application application application
| I— |
transport ransoort transport
network network network
link mrk link
physical physicat physical
host 1 host 2 host 3

Transport Layer 3-8
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How demultiplexing works

Host bén nhan nhan IP datagrams

Moi datagram cé source IP
address, destination IP address

Moi datagram mang 1 segment (13
don vi AT liéu & Tang Transport)
MOi segment cd source port
number, destination port number .

Host bén nhan su dung dia chi IP va
s6 hiéu port dé chuyén giao segment
dén socket tuong Ung.

Hai cach demultiplexing khac nhau
Urng va@i cach truyén thong hudng két
noi (connection-oriented)va phi két noi
(connectionless)

CuuDuongThanCong.com

v

« 32 bits

source port #| dest port #

other header fields

application
data
(message)

TCP/UDP segment format

Transport Layer  3-9
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Connectionless demultiplexing

- T osocketsv is hi uport: Khi host nh n du c UDP

DatagramSocket mySocketl = new Segment
DatagramSocket (12534) ; = Ki m tra destination port
DatagramSocket mySocket2 = new number trong segment
DatagramSocket (12535) ; . Chuy n UDP segment dn
sockettuong ngv is
hi uportd .

7 Socket c a UDP du cx cdnh b ngc p:

(dest IP address, dest port number)

=>D c cIP Datagram c kh cnhaut isourceIP
adress v /ho c source port number, nhung ch ng
c ¢ ng destination IP address v destination
port number, th ch ngc ngs du cchuy nd n
c ng 1 socket.

Transport Layer 3-10
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Connectionless demux (cont)

DatagramSocket serverSocket = new DatagramSocket (6428) ;
SP: 6428 SP: 6428
DP: 9157 DP: 5775
SP: 9157 SP: 5775
client DP: 6428 server DP: 6428 Client
IP: A IP: C Ir:e

SP: Source port number; DP: Destination port number
SP nham cung cdp “dia chi quay vé&”

Transport Layer 3-11
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Connection-oriented demux

= TCP socket dugc xac = Server host co thé cung
dinh bang bo bon: cap nhiéu TCP socket
- source IP address dong thai.
= source port number 5 M‘cx)i socket dugc xac dinh
. dest IP address bang bd bon cua chinh no.

= dest port number
= Host bén nhan st dung = Web server co cac socket

ca 4 gia tri nay dé khéc nhau cho moi client
chuyén/hudng segment ket noi den.
téi socket tuong 'ng. - non-persistent HTTP sé& ¢

cac socket khac nhau cho
moOi request.

Transport Layer 3-12
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Connection-oriented demux
(cont)

L | .
SP: 5775
DP: 80
S-IP: B
D-IP:C
L
SP: 9157 SP: 9157
client | DP: 80 server BP: 80 Client
IP:A | SIP:A IP: C S-IP: B IP:B
D-IP:C D-IP:C

Du cho B va A vo tinh st dung trung 1 SP (9157), nhung
Server C van truyén thong chinh xac vai tung Client B, A do

chung cé S-IP khac nhau
Transport Layer 3-13
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Connection-oriented demux:
Threaded Web Server

—r—
L I L
SP: 5775
DP: 80
S-IP: B
D-IP:C
L
SP: 9157 SP: 9157
client | DP: 80 server BP: 80 Client
IP:A | SIP:A IP: C S-IP: B IP:B
D-IP:C D-IP:C

Vi ly do hiéu nang, Web Server si’ dung “mot processs VJi
nhiéu socket”, Khi do, process st dung cac sub-process (dugc

goi la thread - tiéu trinh), moi thread phu trach 1 socket
Transport Layer 3-14

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com
https://fb.com/tailieudientucntt

Chapter 3 outline

3.1 Transport-layer
services

3.2 Multiplexing and
demultiplexing

3.3 Connectionless
transport: UDP

3.4 Principles of reliable
data transfer
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= 3.5 Connection-oriented
transport: TCP
= segment structure
= reliable data transfer
- flow control
= connection management

= 3.6 Principles of
congestion control

= 3.7 TCP congestion
control

Transport Layer 3-15
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UDP: User Datagram Protocol [RFC 768]

La giao thirc van chuyén don
gian.
UDP segments cé thé bj:
Mat
- Chuyén giao cho cac Uing
dung ko dung tha tu
Phi két nor [connectionless]:
- Trong UDP, ko co “thu
tuc bat tay” gitra bén gui
va bén nhan.
Moi UDP segment dugc
XU ly doc lap vdi cac
segments khac.

CuuDuongThanCong.com

Tai sao can co UDP?

Ko can thiét l1ap két ndi (la
yéu to lam cham)

Pon gian: ko can quan ly
trang thai két noi tai bén gui
va bén nhan.

Kich thuGc phan header nho
(8 byte)

Ko quan tam dén su Un tat
mang

Transport Layer 3-16
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UDP: more

= Thudng dudc cac Ung dung 2 bi
streaming multimedia st ) 32 bits
dung, do chung dest port #

v

source port #

+ Cho phep mat d/lieu _~length checksum
- Can t6c do (cao) 6n dinh —
« Cac ung dung khac  Length, in
dtlng UDP bytes of UDP
segment, o
DNS including Application
- SNMP header data
. Truyén d/liéu bao dam véi (message)
UDP: can bd sung kha nang
phat hién va sura 10i 6
tang Ung dung. UDP segment format

Transport Layer 3-17

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com
https://fb.com/tailieudientucntt

UDP checksum

Muc dich: phat hién “16i” (e.g., flipped bits) trong cac
segment dugc truyén theo UDP.

= Bén gui: Bén nhan:
« Coi noi dung segment nhu = Tinh lai checksum cua segment
chuoi cac s6 nguyén 16 bit. nhan dudc.
= Checksum: bu 1 cla téng = Kiém tra tri tinh dugc c6 bang
cac s6 nguyén 16 bit (trong v3i tri checksum trong
noi dung segment) segment nhan dudc.
= Bén gui dat tri checksum - KHONG BANG —16i dugc
vao trudng checksum trong phat hién
UDP segment. . BANG- khéng ¢4 10i dugc
phat hién (nAung van co
thé cd 10i).

Transport Layer 3-18
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Internet Checksum Example

= Ghi chu

- Khi cong, bit nhd ¢ ngoai cung bén trai can dugc
thém vao két qua=> tao thanh Tong.

= Vi du: cOng 2 sO nguyén 16-bit.

111 0011001100110
110101010101 O01O01

@1011101110111011

Tong 1
Checksum 0
(bu 1 chia Tong)

011101110111 100
100010001 00O0O0O011

Transport Layer 3-19
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Chapter 3 outline

3.1 Transport-layer
services

3.2 Multiplexing and
demultiplexing

3.3 Connectionless
transport: UDP

3.4 Principles of reliable
data transfer
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= 3.5 Connection-oriented
transport: TCP
= segment structure
= reliable data transfer
- flow control
= connection management

= 3.6 Principles of
congestion control

= 3.7 TCP congestion
control

Transport Layer 3-20
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Principles of Reliable data transfer

= La chu dé quan trong G tang application, transport va link
= Nam trong 10 chd dé vé mang quan trong nhat.

-

O

-

O O

O =) |receiver I
% = DroCess process

g '
% L()reliclble c:hf::mhel)j

o =

_|_

(a) provided service
= Cac dac tinh cua kénh truyéen khong dang tin cdy (unreliable
channel) sé€ quyét dinh do phuc tap cua giao thuc truyén dir liéu

dang tin cdy (reliable data transfer protocol — viét tat rdkt).
Transport Layer 3-21
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Principles of Reliable data transfer

= La chu dé quan trong & tang application, transport va link
= Nam trong 10 chd dé vé mang quan trong nhat.

-

O

-

O O

O =) |receiver I
% = DroOCess process

g 1
% L()reliclble c:hf::mhel)j

o =

_|_

Junreliable c:hc:mnel)iA

(a) provided service (b) service implementation

= Cac dac tinh cua kénh truyén khong dang tin cay (unreliable
channel) sé quyét dinh do phlc tap cua giao thuc truyén dir liéu
dang tin cdy (reliable data transfer protocol — viét tat gt Laver 3.22
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Principles of Reliable data transfer

La chu dé quan trong ¢ tang application, transport va link
Nam trong 10 chd dé quan trong nhat vé mang may tinh.

-
O
i
O o0
O =) |receiver I
% = orocess process
3 )
dt d ;
+= L()reliclble channel ret_senc() deliver data()
8_ 5 relicble data relicble data
B > fransfer protocol transfer protocol
% O (sending side) (receiving side)
=

udt_send( )i Irdt_rcv ()

Junreliable c:hc:mnel)iA

(a) provided service (b) service implementation

Cac dac tinh cua kénh truyén khong dang tin cdy (unreliable
channel) sé quyét dinh do phlc tap cua giao thuc truyén dir liéu
dang tin cdy (reliable data transfer protocol — viét tat gl | aver 3.23
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Reliable data transfer: getting started

rdt send() : called from above, deliver data() : called by

(e.g., by app.). Passed data to rdt to deliver data to upper
deliver to receiver upper layer /
\ rdt_send() dala]fdeliver data()

send |elidble data relicble data receive
sid fransfer protocal transfer protocol d
Id€  |(sending side) (receiving side) siae
udt send ( )i packet packet Irdt rev()
T—»()unrelioble channel )J
udt send() : called by rdft, rdt rcv() : called when packet
to transfer packet over arrives on rcv-side of channel

unreliable channel to receiver

Transport Layer 3-24
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Reliable data transfer: getting started

Chung ta sé:

= Phat trién dan giao thic truyén dir liéu dang tin
cay (rdt) cho ca 2 phia truyén va nhan.

= Chi xem xét truéng hgp truyén dir lieu 1 chiéu
- Nhung thdng tin diéu khién sé& chay theo ca 2 chiéu!

= SU dung mady trang thai hiru han (finite-state

machine - FSM) dé mé ta bén truyén va nhan.
event causing state transition

actions taken on state transition

/ \
event @
actions )

Transport Layer 3-25

state: when in this
"state” next state
uniquely determined
by next event
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Rdt1.0: reliable transfer over a reliable channel

= Gia dinh: Kénh truyén bén dugGi truyén di liéu hoan
toan dang tin cay.
- Khong sai bit.
- Khong mat gadi tin
= CO 2 FSMs riéng cho bén truyén va nhan:
- Bén truyén gui dir lieu xudng kénh truyén bén dudi.
- Bén nhan doc d{ liéu tu kénh truyén bén dudi.

rdt_send(data) “2ANait for rdt_rcv(packet)

call from
below

' Wait for
call from
above

extract (packet,data)

packet = make pkt(data) deliver_data(data)

udt_send(packet)
Bén truyén Bén nhan

Transport Layer 3-26
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Rdt2.0: channel with bit errors

= Kénh truyén bén dudi co thé truyén bit bj sai.
- DUng checksum dé phat hién 10i bit sai
= V&n d& lam thé nao dé sua oi:
= Xac nhan dung(acknowledgements -ACKs). bén nhan noi ro
cho bén guri biét la goi tin da dudc nhan dung.
- Xdc nhén 10i: negative acknowledgements (NAKs).: bén nhan
noi ro cho bén guri biét la godi tin nhan dudc da bi 16i.
- Bén guri truyén lai goi tin khi nhan dugc NAK.
» Cd ché mdi trong rdt2.0 (beyond rdtl.0):
- Phat hién 10i (error detection)
= Phan hoi ciia bén nhan: bén nhan gui cho bén guri cac thong
diép xac nhan (thong diép ACK, hoac thong diép NAK)

Transport Layer 3-27
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rdt2.0: FSM specification

rdt_send(data)

snkpkt = make_pkt(data, checksum) Bén nhén
udt_send(sndpkt) .

rdt_rcv(rcvpkt) &&
iISNAK(rcvpkt)

Wait for
call from
above

rdt_rcv(rcvpkt) &&
udt_send(sndpkt) corrupt(rcvpkt)

udt_send(NAK)

] ~ ( )
rdt_rcv(rcvpkt) && isACK(rcvpkt) h .
Wait for
A
call from
below

B&n truyén

rdt_rcv(rcvpkt) &&
notcorrupt(rcvpkt)
extract(rcvpkt,data)

deliver_data(data)
udt_send(ACK)

Transport Layer 3-28
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rdt2.0: operation with no errors

rdt_send(data)

snkpkt = make_pkt(data, checksum)
udt send(sndpkt

rdt_rcv(rcvpkt) &&

Wait for isSNAK(rcvpkt)

call from
above

rdt_rcv(rcvpkt) &&
udt send(sndpkt) corrupt(rcvpkt)

udt_send(NAK)

. C

Wait for
call from
below

rdt_rcv(rcvpkt) && isACK(rcvpkt)
<
A

rdt rcv( rcvka &&
notcorrupt(rcvpkt)
extract(rcvpkt,data)

deliver_data(data)
udt_send(ACK)

Transport Layer 3-29
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rdt2.0: error scenario

rdt_send(data)

snkpkt = make_pkt(data, checksum)
udt send(sndpkt

Wait for
call from
above

rdt_rcv(rcvpkt) &&
corrupt(rcvpkt)

rdt_rcv(rcvpkt) && isACK(rcvpkt) =
<

A call from

below

rdt_rcv(rcvpktl &&
notcorrupt(rcvpkt)
extract(rcvpkt,data)

deliver_data(data)
udt_send(ACK)

Transport Layer 3-30
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rdt2.0 has a fatal flaw!

Diéu gi xay ranéu
ACK/NAK bi mat/Ioi?

= Bén gui khong bi€t nhiing gi
da xay ra ¢ bén nhan!

= Bén gui can truyén lai:
nhung co thé xay ra hién
tugng trung Iap goi tin.

CuuDuongThanCong.com

XU ly trung lap goi tin:
Bén gui truyén lai goi tin

h
b

ien thaoi néu nhu ACK/NCK
i mat/I6i, ko thé nhan ra.

Bén gui thém 1 s6 thir tu’
vao moi goi tin.
Bén nhan vut bo cac gai tin

b

i trung (so so th( tu), ma

khong truyén Ién tang trén.

stop and wait
Bén gwi gri 1 gai tin, sau
dé chd bén nhan phan rng
lai.

Transport Layer 3-31
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rdt2.1: sender, handles garbled ACK/NAKS

rdt_send(data)

sndpkt = make_pkt(0, data, checksum)
udt_send(sndpkt)

rdt_rcv(rcvpkt) &&
( corrupt(rcvpkt) ||
iISNAK(rcvpkt) )

udt_send(sndpkt)

rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)
&& isACK(rcvpkt)

rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)
&& isACK(rcvpkt)

A A
\'/A\V(a:i}’ifg: Wait for
rdt_rcv(rcvpkt) && NAK 1 Caalllbl\t:)m
( corrupt(rcvpkt) ||
iSNAK(rcvpkt) ) rdt_send(data)
udt_send(sndpkt) sndpkt = make_pkt(1, data, checksum)

udt_send(sndpkt)

Transport Layer 3-32
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rdt2.1: receiver, handles garbled ACK/NAKSs

rdt_rcv(rcvpkt) && notcorrupt(rcvpkt)
&& has_seqO(rcvpkt)

extract(rcvpkt,data)
deliver_data(data)
\ sndpkt = make_pkt(ACK, chksum)
udt_send(sndpkt)

\
rdt_rcv(rcvpkt) && (corrupt(rcvpkt) \\

sndpkt = make_pkt(NAK, chksum)

udt_send(sndpkt) Q

rdt_rcv(rcvpkt) &&
not corrupt(rcvpkt) && (
has_seq1(rcvpkt)

sndpkt = make_pkt(ACK, chksum)

udt_send(sndpkt)

rdt_rcv(rcvpkt) && (corrupt(rcvpkt)

sndpkt = make_pkt(NAK, chksum)
udt_send(sndpkt)

rdt_rcv(rcvpkt) &&
not corrupt(rcvpkt) &&
has_seqO(rcvpkt)

sndpkt = make_pkt(ACK, chksum)
udt_send(sndpkt)

rdt_rcv(rcvpkt) && notcorrupt(rcvpkt)
&& has_seq1(rcvpkt)

extract(rcvpkt,data)
deliver_data(data)

sndpkt = make_pkt(ACK, chksum)
udt_send(sndpkt)
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rdt2.1: discussion

Bén gui:

Bén nhan:

= S8 thd tu dugc thém vao = Phai kiém tra xem liéu

goi tin.

= Dung hai gia tri (0,1) cho
sO thdr tu' la du. Vi sao?

- Can phai kiém tra lai xem
cac xac nhan ACK/NAK co
bi 16i khodng.

= Gap doi soO trang thai

- & moi trang thai, phai “nhg”
goi tin hién thai co so thur
tu la 0 hay 1.

CuubDuongThanCong.com

goi tin nhan dugc co bi
trung lap hay ko?
= Trang thai cho bi€t mong

chd goi tin cd stt la 0 hay
1

Luu y: Sau khi gui
ACK/NAK, bén nhan
khong thé biét liéu goi
tin ACK/NAK sau cung
co dén dudc G bén gui
hay khong.

Transport Layer 3-34
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rdt2.2: a NAK-free protocol

= Lam viéc tuong tu nhu rdt2.1, nhung chi su dung
ACKs.

= Thay cho NAK, bén nhan cd thé sir dung ACK vdi s thr
tu SAI, dé tao ra cung tac dong clia nhu’ NAK trong
rdt2.1 : bat bén gui phai truyén lai

- Bén nhan phai dua so thr tu’ vao goi tin ACK

= Viéc trling 18p ACK & bén glri dan dén cling mét hanh

dong nhu khi nhan NAK: gu7 /ai goi tin hién thoi .
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Slide 35

cl Y nay thay thé cho y trudc, yéu cau SV stra lai trong slide.
cuong, 10/12/2010
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rdt2.2: sender, receiver fragments

rdt_send(data)
sndpkt = make_pkt(0, data, checksum)

udt_send(sndpkt)
.. —— — rdt_rcv(rcvpkt) &&
R Wait for ( _corrupt(rcvpkt) |
.......................... call O from ACK isACK(rcvpkt,1) )
................................... above 0 udt_send(sndpkt)
........................................... sender FSM
............................................. fragment rdt_rcv(rcvpkt)
........................................ && notcorrupt(rcvpkt)
rdt_rcv(rcvpkt) && e && isACK(rcvpkt,0)
(corrupt(revpkt) ||~ e A
has_seq1(rcvpkt)) receiver FSM "
udt_send(sndpkt) fr‘agmen’r ....................................
V\ — T
rdt_rcv(rcvpkt) && notcorrupt(revpkt) Tl
&& has_seq1(rcvpkt)
extract(rcvpkt,data)
deliver_data(data)
sndpkt = make_pkt(ACK,1, chksum)
udt_send(sndpkt) Transport Layer 3-36
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rdt3.0: channels with errors and loss

Gia din

N m3i: kénh

truyén
co thé

bén dudi cling

am mat goi tin

(dir liéu hoac ACK)
- KV thuat checksum, danh
sO th tu, dung ACKs, ky
thuat truyén lai la can

thiét,

nhung chua du

CuubDuongThanCong.com

MOt cach giai quyét: bén
gui chd goi tin ACK mot
thaoi gian “hgp ly”.
Bén gui s€ truyén lai né€u
khong nhan dudc goi tin ACK
trong khoang thai gian nay.
NEu goi tin (dir lieu hoac ACK)
chi cham dén (chd khdng mat):
- Viéc truyén lai sé gay tinh
trang trung lap gai tin,
nhung sU dung so thu tu'sé
xUr ly dugc tinh trang nay.
= Bén nhan phai chi dinh so
thr tu’ cua goi tin ACK
Can dong ho dém gid.
Transport Layer 3-37
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rdt3.0 sender

rdt_send(data) rdt_rcv(rcvpkt) &&
\ sndpkt = make_pkt(0, data, checksum) ( corrupt(rcvpkt) ||
\ udt_sepd(sndpkt) iSACK(rcvpkt,1) )

rdt_rcv(rcvpkt) \ _start_timer A

—
A :

Il Ofrom dmeout
Caabove udt_send(sndpkt)

start_timer

rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)
&& isACK(rcvpkt,1)

stop_timer

rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)
&& isACK(rcvpkt,0)

stop_timer

Wait for
call 1 from
above

timeout
udt_send(sndpkt) C
start_timer (_/

rdt_rcv(rcvpkt) && rdt_send(data)
( corrupt(rcvpkt) || sndpkt = make_pkt(1, data, checksum)

isACK(rcvpkt,0) ) udt_send(sndpkt)
. start_timer

rdt_rcv(rcvpkt)
A
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rdt3.0 in action

sender receiver
okt
send pki0 J rcv pktO
ACK send ACKO
rcv ACKO
send pki kT]
rcv pkil
ACK send ACK]1
rcvACKT
send pkt0 kt 0
rcv pktO
ACK send ACKO

(a) operation with no loss

CuuDuongThanCong.com

sender receiver
okt
send pktO 0 eV pkio
ACK send ACKO
rcvACKO
send pkt1 \%(
(loss)
fimeout  _|
resend Pkt %‘
rcv pkil
ACK send ACK1
rCvACK o
send pkio

rcv pki0
/ACKB/ send ACKO

(b) lost packet

Transport Layer 3-39
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rdt3.0 in action

sender receiver sender receiver
send pkio %‘ rcv pkio send pki0 \%‘ rcv pkio
ACK send ACKO ACK send ACKO

rcv ACKO rcv ACKO
send pkt1 ] Rkt send pkt1 ]
rcv pktl rcv kil
ACK send ACK send ACK
(loss) x&—
timeout
fimeout = Pkt resend pkil -
resend pkt1 \rcv okt | [CvV ki1 .
ACK (detect duplicate) rcvACK (detect duplicate)
send ACK1 send pktO send ACKT
[CVACKT " rcv pkio
send pki0 send ACKO
ACK v pkiQ ACK 0
send ACKO
(c) lost ACK (d) premature timeout

Transport Layer 3-40
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Performance of rdt3.0

= rdt3.0 co thé van hanh trong diéu kién thuc t&, nhung
chua dugc hiéu qua.

= VD: cho duong truyén co transmission rate 1 Gbps, c6 do
tré lan truyén (prop. delay) 15 ms, vdai goi tin 8000 bit:

Transmission delay :
o _ L: 8000 bits 8% 10 3 ms

rans R 10 ° bps

- GOi U 4o+ hi€u qua dung dudng truyén = phan thai gian sur

dung dudng truyén cho viéc truyén di liéu

U der— L/R = % = 0.00027
sender  RTT+L/R 30008

. V@i dudng truyén 1 Gbps, chi truyén dugc goi tin 1KB sau moi 30

ms => tUc truyén dugc 33kB/sec
- Giao thuc rdt3.0 lam gidi han kha nang cua dudng truyén vat ly!

Transport Layer 3-41
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rdt3.0: stop-and-wait operation

Bén g Bén nhan
Truyén bit dau cta goi tin t = 0 —ps------mmmomeeeeeoeeeeo
Truyen bit cudi cla goitin, t=L/ Rz

Bit dau cla goi tin dén

RTT —Bit cubi dén, giri ACK

ACK dén, gl goi tin ké tiép]
t=RTT+L/R_

U = L/R _ 08 = 0.00027

Sender'_ RTT"‘ L / R N 30008

Transport Layer 3-42
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Pipelined protocols

Pipelining: bén gui cho phép gui nhiéu goi tin cung
lic, du chua nhan dudc ACK.
- Vung danh soO th( tu’ phai dugc ma rong thém.
= Can vung dém & ca bén gui va bén nhan

<+— ACK packets

{(a) a stop-and-wait protocol in operation (b) a pipelined protocol in operation

= Hai giao thuc dang pipeline: go-Back-N, selective repeat

Transport Layer 3-43
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Pipelining: increased utilization

Bén gwi Bén nhan

Truyén bit dau clia goi tin t = 0 —o---wooooommmeeoooeeeeeeeo
Truyén bit cudi cha g/tin, t =L/ R

Bit dau clia goi tin 1 dén

Bit cudi ctia gai tin thir 1dén, glri ACK
> Bit cudi ctia goi tin thtr 2 dén, gtri ACK
Bit cudi clia gai tin thir 3 dén, glri ACK

RTT

ACK dén, guri goi tin ké}
tiep, t=RTT +L/ R: """"""

Tdng hi¢u qua dung
........ duong truyen len 3 lan

...................... )

U STL/R _ 9% _ 50008

Sender': RTT"‘ L / R N 30008
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Pipelining Protocols

Go-back-N: téng quan Selective Repeat: tdng quan
= Bén gui: cho phép Ién dén N = Bén gui: cho phép Ién dén
goi-tin-chua-dugc-xac-nhan N goi-tin-chua-dugc-xac-

trong pipeline nhan trong pipeline
= Bén nhan: chi gui cac = Bén nhan. Xac nhan cho
cumulative ACKs ting goi tin cu thé
- Khong gui ACK néu cac goi-tin- = Bén gui: d€m gid cho ting
durlicu den ko dung thur tuf. gdi tin chua dugc xac nhan
- Be~/7 g‘{? dem gid cho 9,0i tin - Néu qua gid: chi truyén lai goi
“cu nhat” chua-dugc-xac- tin chua dudc xac nhan
nhan

- NEu qua gid: truyén lai tat ca
cac goi-tin-chua-dugc-xac -
nhan.
Transport Layer 3-45
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(Go-Back-N

Bén gui:
= SU dung k-bit cho trudng so thu tu’ trong phan header goi tin
“clra s6” kich thudc N, cho phép cd nhiéu goi-tin-chua-dudc-xac-nhan.

send_base  nhextsegnum dlready Usable. nof
i ¢ ack’ed yet sent
111000000 =St e
4 __ window size —*
N

ACK(n): xac nhan tat ca cac gadi tin tdi so th(r tu’ n -“cumulative ACK”
o CO thé nhan trung gdi tin xac nhan (xem bén nhan)
St dung bd dém gid (timer) cho moi goi tin dang truyén

timeout(n). truyén lai goi tin n va tat ca cac goi tin cd sb thir tu’ cao
han trong cua so.
Transport Layer 3-46
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GBN: sender extended FSM

rdt_send(data)

if (nextsegnum < base+N) {
sndpkt[nextseqgnum] = make_pkt(nextseqnum,data,chksum)
udt_send(sndpkt[nextseqnum])
if (base == nextsegnum)

start_timer
nextseqnum++
}
A else
m '.,...... refuse_data(data)
nextseqnum=1 ", ( D
a ‘ timeout
start_timer
udt_send(sndpkt[base])
rdt_rcv(rcvpkt) C‘ udt_send(sndpkt[base+1])
&& corrupt(rcvpkt)
udt_send(sndpkt[nextseqnum-1])
A rdt_rcv(rcvpkt) &&
notcorrupt(rcvpkt)

base = getacknum(rcvpkt)+1
If (base == nextsegnum)
stop_timer
else

start_timer Transport Layer 3-47
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GBN: receiver extended FSM

default
udt_send(sndpkt) rdt_rcv(rcvpkt)
~~~~~ ( ) && notcurrupt(rcvpkt)

A TS~o_ && hassegnum(rcvpkt,expectedseqgnum)
= -

expectedsegnum=1 Qextract(rcvpkt,data)

sndpkt = deliver_data(data)

make_pkt(expectedseqnum,ACK,chksum) sndpkt = make_pkt(expectedseqnum,ACK,chksum)
udt_send(sndpkt)

expectedsegnum++

= ACK-only: ludn guii ACK cho gdi tin nhan dugc ko bi 10i
va coO sO th( tu’ dlng trat tu truyén cao nhat
- Co thé phat sinh trung 13p cac gdi tin ACK
- Chi can nhé bién expectedsegnum
= VGi cac goi tin dén sai thu tu:
= VUt bo (khong luu vao vung dém) -> no receiver buffering!
- GUi lai goi tin ACK cho gdi tin dén dung th( tu’ va co so tha tu
cao nhat. Transport Layer 3-48
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sender

send pktO
send pktl

send pkt2

send pkt3
(walit)

-»>

rcv ACKO
send pkt4

rcv ACK

—pkt2 timeout
send pktZ
send pki3
send pki4
send pktd

CuuDuongThanCong.com

receiver

\
\(l&ss)

A\

send pkt5 \

—
~

rcv pkiQ
send ACKO

rcv PKrl
send ACKI

rcv pkt3, discard
send ACKI

rcv pktd, discard
send ACKI

rcv pkth, discard
seng ACK

rcv pkt2, deliver

send ACK? |
rcv pkt3, deliver

send ACK3
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Selective Repeat

« Bén nhan xac nhan cho tung goi tin ma né nhan
dudc chinh xac.
- SU dung buffer.
= Bén gui chi gui lai cac goi tin ma chua dugc xac
nhan.
- S dung bd dém gid cho moi géi tin chua dugc xac nhan.
= CUra sO bén gui
- Kich thudc N
- Ciing gidi han s0 goi tin da gui nhung dang chd xac nhan

Transport Layer 3-50
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Selective repeat: sender, receiver windows

send_base  nhexfseghum dlready Lsable. rot
Jv ¢ ack’ed yet sent
0T
t _ window size—24
N

(a) sender view of segquence humbers

acceptable
(buffered) but — § (ithin window)
already ack’ed

ﬂﬂﬂﬂﬂﬂﬂﬂﬂlllllllllIIIIIIHIII |ty [ et

t _ indow size—24
N

T T T T T T o N

out of order I

rcv_base

(b) receiver view of sequence numbers

Transport Layer 3-51
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Selective repeat

—Bén gut Bén nhan
Khi c6 data dén tu tang GOi tin n trong cfa SO [revbase,
trén : rcvbase+N-1]

= Né&u s6 thir tu ké ti€p nam = GUI ACK(n)

trong ctra s8, gui gai tin. » Neéu goi tin dén sai thu tu: dua
timeout(n): hauftet
A L | | = Néu gt dén dung th(r tu: chuyén
= Gui lai goi tin n, khdi dong lai giao |én tang trén (va ciling
bo dem gid chuyén giao luén céc goi tin nam
ACK(n) trong ctra s6 trong buffer va dung thr tv),
[sendbase,sendbase+N]: dich chuyén ctra s sang phai.

. Ea_?a,nh dau goi tin n la da nhan GOi tin n trong [rcvbase-N,rcvbase-1]
uoc = Xac nhan ACK(n)

= NEu n la nho nhat trong so . ,
cac goi tin chua dugdc ACK, Truong hgp khac
dich chuyén clra s6 sang phai. | | = BO qua

Transport Layer 3-52
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pktl =ent

pktl =ent

pkt? =ent

Selective repeat in action

pkt3 =ent.
012 3/456 7849

012 3456 789

window full

ACKD rovd, pktd =ent

of1r 2 3 4

56 789

ACK] rovd., pkth ==nt

01{2 3 4 5fe 7 89

—— pkt2 TIMEOUT, pkt? resent

0D1{2 3 4 5fe 7 89

ACKY rovd, nothing =ent

0D1(2 3456 7 819

CuubDuongThanCong.com

012 3456 789 W

(loss)

o1

2 3 4|5

pktl rocvd, deliversed., ACKl =ent

01

2 3 45

pkti rovd., uf fered, ACKI =ent

o1

pktd rocvd, uffered. ACK4 =ent

0123456783 ‘__hﬂq__hﬂq_hhﬁﬁ_‘““ﬁ‘pktﬂ rovd, delivered. ACKD =ent

B 7 8 9

B 7 893

2 345

B 7 a8 3

01

£ 345

plkth

rovd, buf fered, ACKS =ent

B 7 89

01

pkt2 rovd, pkt?. pkt3,pktd, pkth
delivered. ACKZ =sent

£ 345

012 345

B 7 89

£ 7 819

rt Layer
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Selective repeat:

dilemma

Vi du:

Vung cacstt: 0, 1, 2, 3
Kich thudc clra s6=3

Bén nhan khong thay gi
khac gitra 2 kich ban!

. gilia kich thudc clra s6

va kich thudc vung so
th(r tu' cd6 moi quan hé
gi?

CuuDuongThanCong.com

sender window
(after receipt )

receiver window
(after receipt)

ktO
01230149

Ojl 2 3J0 1 2

0121301 0112301 2

0123012

01230 1)2

ACK2
timeout
retransmit pktO
012301 fkto —pp receive packet

with seq number O

(a)

sender window
(after receipt )

ktO
01230149

receiver window
(after receipt)

Ofl 2 3]0 1 2

CKO

0121301 0 1f2 3 0f1 2
CK1

012|301 2 01213012
ACK2

0j1 2 3J01

01{230]1

receive packet
with seq number O

()
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Chapter 3 outline

3.1 Transport-layer
services

3.2 Multiplexing and
demultiplexing

3.3 Connectionless
transport: UDP

3.4 Principles of reliable
data transfer

CuubDuongThanCong.com

= 3.5 Connection-oriented
transport: TCP
= segment structure
= reliable data transfer
- flow control
= connection management

= 3.6 Principles of
congestion control

= 3.7 TCP congestion
control

Transport Layer 3-55
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TCP: Overview recs: 793, 1122, 1323, 2018, 2581

= point-to-point:
MOt guri, mot nhan

= reliable, in-order byte

stream:

Khong thé hién dudc ranh gidi
cac goi tin ("message
boundaries”)

= pipelined:

- Cd ché congestion and flow
control thiét lap kich thuGc cira
sO truyén dir liéu

send & receive buffers

socket
door

receive buffer

() [segment] —» ()

TCP
send buffer

CuuDuongThanCong.com

full duplex data:
- Truyén nhan dir liéu 2 chiéu
trén cung két noi

MSS: maximum segment size

connection-oriented:

Nghi thic bat tay
(handshaking) dé trao ddi cac
msg diéu khién ( théng s6
khdi tao bén gui tinh trang
bén nhan) trudc khi truyén

flow controlled:

/4

Bén gui s€ ko lam “ngap ung
bén nhan

Transport Layer 3-56

https://fb.com/tailieudientucntt


http://cuuduongthancong.com
https://fb.com/tailieudientucntt

TCP segment structure

32 bits .

URG: urgent data
(generally not used)™_| SOUrce port # | dest port #

ACK: ACK # . Sequence number
valid \kngwledgemen’r number

counting

by bytes

of data

(not segments!)

PSH: push data now }Eﬁﬂfe/ﬂaA PlBSF Receive window 2 btes
lly not used yre
(generally not used) W ), Urg data pointer revr willing

to accept

_—
RST, SYN, FIN: | Opﬁa(s (variable length)

connection estab
(setup, teardown /
commands) application

Internet / data
checksum (variable length)

(as in UDP)

Transport Layer 3-57
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TCP seq.

#'s and ACKs

Seq. #'s:

- STTcua byte dir liéu
dau tién nam trong
segment (xet trén
chuoi byte)

ACKs:

- STT cua byte ké ti€p
dugc chd dgi gui
sang tu bén guri.

= cumulative ACK

Q: Bén nhan xur ly cac
segments sai thu tu
nhu thé nao?

- A: Pac ta TCP ko
noi, - tuy thudc vao
ban cai dat.

CuubDuongThanCong.com

Host B @

. receipt of
2 data“c 'C', echoes
o9 pOKEE: back 'C’
sel”
host ACKs
receipt

Seq=
of e‘cCP'\oed d 43’ACK=80

simple telnet scenario

time

v
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TCP Round Trip Time and Timeout

Q: thiét dat gid tri TCP Q: Udc lugng RTT nhu thé nao?
timeout nhu thé nao? = SampleRTT: thdi gian do dudc tu
- D3ai hon RTT lic truyén segment cho dén khi

nhung RTT khong cb dinh nhan ,du’(jc ACA:K o
= Qua ngan: premature Bo qua viec truyen lai

timeout = SampleRTT s€ bi€n dong, muodn
. Truyén lai mdt cach ko RTT dugc udc lugng phai “tran tru
S han”

can thiét
= Qua dai: phan Ung ko kip
thai khi c6 segment bi mat

= Tinh gia tri trung binh cua nhiéu
lan do gan do, ch khong chi la
gia tri SampleRTT hi€n hanh

Transport Layer 3-59
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TCP Round Trip Time and Timeout

EstimatedRTT = (1- o) *EstimatedRTT + a*SampleRTT
Exponential weighted moving average

Thong thudng, o = 0.125

Transport Layer 3-60
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Example RTT estimation:

RTT: gaia.cs.umass.edu to fantasia.eurecom.fr
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TCP Round Trip Time and Timeout

Thiét lap gia tri cho timeout

= La EstimtedRTT cOng vdi “bién do an toan”
EstimatedRTT dao dong Ion -> bién do an toan phai I6n hon
= trudc tién, uGc lugng gia tri SampleRTT léch cG bao nhiéu so vJi
EstimatedRTT

DevRTT = (1-B)*DevRTT +
B* | SampleRTT-EstimatedRTT |

(théng thuong, B = 0.25)

sau dé thiét lap gid tri cho timeout theo cong thuc

TimeoutInterval = EstimatedRTT + 4*DevRTT
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Chapter 3 outline

3.1 Transport-layer
services

3.2 Multiplexing and
demultiplexing

3.3 Connectionless
transport: UDP

3.4 Principles of reliable
data transfer

CuubDuongThanCong.com

= 3.5 Connection-oriented
transport: TCP
= segment structure
= reliable data transfer
- flow control
= connection management

= 3.6 Principles of
congestion control

= 3.7 TCP congestion
control
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TCP reliable data transfer

TCP tao rdt service trén
nén tang cac dich vu
“ko dam bao tin cay” IP
Segment dugc truyén di
ma ko chd ACK cua
segment truGc
(pipelined segments)

cumu
TCP c

ative ACKs
hi sU’ dung 1 b0

dém t

hGi gian dé quyét

dinh truyén lai hay ko.

CuubDuongThanCong.com

= Viéc truyén lai dugc
kich hoat nha:
- Su kién “timeout”
- Trung lap ACK
= Khdi dau, chi xem xét
trudng hop don gian:
Bén guri:
- B0 qua cac ACK trung lap

- Bo qua flow control,
congestion control
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TCP sender events:

Nhan dugc di liéu tu app: Khi xay ra timeout:

= Tao ra segment tu' dir lieu = Truyén lai segment gay ra
cua app va gui xuong tang  su kién timeout
IP = Khai ddng lai timer

= Field “seq #” chira STT cua Nhan dugc ACK:
byte dau tién cua segment, |\ &, dung Ia d& xac nhan

xet tren chuoi byte. cho cac segment vén chua

* Khai dong timer néu no dugdc xac nhan trudc dé
chua chay (xem nhu timer - Cap nhét lai clra s6
la Nde t'Dh gid cho segm,ent - Khdi ddng timer néu hién
“cu nhat” chua-dugc-xac- thdi co it nhat mot segment
nhan chua dudc xac nhan

= Hét gl(‘j TimeOutInterval

Transport Layer 3-65
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NextSegNum = InitialSeqNum
SendBase = InitialSeqgNum

loop (forever) {
switch(event)

event: data received from application above
create TCP segment with sequence number NextSeqNum
if (timer currently not running)
start timer
pass segment to IP
NextSegNum = NextSegNum + length(data)

event: timer timeout
retransmit not-yet-acknowledged segment with
smallest sequence number
start timer

event: ACK received, with ACK field value of y
if (y > SendBase) {
SendBase =y
if (there are currently not-yet-acknowledged segments)
start timer
}

} " end of loop forever */

CuubDuongThanCong.com

TCP

sender
(simplified)

Ghi chu:

- SendBase-1: last
cumulatively
ACKed byte
Example:

- SendBase-1=71;
y= 73, so the rcvr
wants 73+ ;

y > SendBase, so
that new data is
ACKed

Transport Layer 3-66
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TCP: retransmission scenarios

@Hos‘r A Host B@ @Hos‘r A

] ]
o

5 E
(o) +
Q) (o]
E o\
= o
Q

l N
Sendbase %_

=100 5

SendBase 3

-120 £

(3

(0)

g_

Q

= 100 - 120
v v
time

(Vp]
SendBase SendBase _L

v premature timeout
Time
lost ACK scenario Transport Layer 3-67
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TCP retransmission scenarios (more)
@ Host A Host B @

Seq=

9

?<
SendBase ‘P\c‘&/
L \

timeout ——

=120

\ y

time
Cumulative ACK scenario
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TCP_ACK generation [RFC 1122, RFC 2581]

Suv kién & bén nhan

Hanh ddng & bén nhan

C6 segment dén véi sd6 STT dung
nhw mong doi. Tat ca div liéu
trwdc segment nay déu da dwoc
xac nhan

Tri hoan gri ACK. Chd segment ké
tiép trong 500 ms. Néu ko c6 segment
nao dén, thi m&i givi ACK.

C6 segment dén véi s6 STT dung
nhw mong dgi. Con c6 1 segment
khac dang chd xac nhan.

Gwi ngay 1 ACK rng v&i segment
vira dén (cumulative ACK).

C6 segment dén véi s6 STT Ion
hon STT mong doi. BEn nhan phat
hién trinh trang "khéng lién tuc”

Gwi ngay 1 ACK trong d6 néu STT
cla byte ké tiép dwoc chd doi
(duplicate ACK)

Co segment dén dé "bit khoang
hé" (mo6t phan hay toan bo)

CuuDuongThanCong.com

Gwi ngay 1 ACK trong d6 néu STT
cla byte ké tiép dwoc chd doi

Transport Layer 3-69
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Fast Retransmit

« Khoang thai gian time- = N€u bén gui nhan dugc

out thuong hai dai: 3 ACK cho cung diI liéu,
- Chd 1au (hon can thiét) no gia s rang “segment
truGe khi guri lai goi tin bi di sau d liéu da dugc
mat xac nhan” bi mét:
= Phat hién segment bj - fast retransmit: gui lai
mat thdong qua viéc segment ma khong chd
nhan trung lap ACK dén khi time-out.

= Bén gui thudng gui nhiéu
segment theo loat

- Néu 1 segment bi mat,
c6 kha nang c6 nhiéu
ACK trung lap danh cho
segment ngay trudc

segment bi mat. Transport Layer 3-70
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Host A Host B

seq # x1
seq # x2
seq # x3\
seq # x4 X ACK x1
seq # x5 ACK x1
_ ACK x1
ACK x1
triple
duplica‘re«—{
ACKs

timeout

time
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Fast retransmit algorithm:

event: ACK received, with ACK field value of y
if (y > SendBase) {
SendBase =y
if (there are currently not-yet-acknowledged segments)
start timer
}
else {
increment count of dup ACKs received for y
if (count of dup ACKs received fory = 3) {
resend segment with sequence number y

)
/ \

a duplicate ACK for fast retransmit
already ACKed segment

Transport Layer 3-72
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Chapter 3 outline

3.1 Transport-layer
services

3.2 Multiplexing and
demultiplexing

3.3 Connectionless
transport: UDP

3.4 Principles of reliable
data transfer

CuubDuongThanCong.com

= 3.5 Connection-oriented
transport: TCP
= segment structure
= reliable data transfer
« flow control
= connection management

= 3.6 Principles of
congestion control

= 3.7 TCP congestion
control
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TCP Flow Control

= Bén nhan cua két noi
TCP, c6 mot vung dém
(receive buffer):

cuu du

(currently)

IP unused buffer
datagrams space

lication
process

= CAac process cua rng dung
bén nhan cé thé doc di¥ liéu
t ving dém cham hon toc
do div lieu dén.

CuuDuongThanCong.com

-flow control

Bén g&ri khédng giri qua

nhiéu, qua nhanh, gay
nén tinh trang tran
vung dém bén nhan

= speed-matching service:

biéu chinh toc do gui phu
hdp vai toc do “tiéu
thoat” d{r liéu (cua U'ng
dung) & bén nhan.

Transport Layer 3-74
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TCP Flow control: how it works

(currently) L
IP unused buffer application
datagrams space process

<«— rwnd —»
<«—— RcvBuffer —

(gia su’ bén nhan vt bo cac
segment dén sai thu tu)

= Kich thudc vung dém chua
su’ dung:
rwnd

RcvBuffer-[LastByteRcvd -
LastByteRead]

CuuDuongThanCong.com

Bén nhan: bao cho bén
gui biét kich thuoc vung
dém chua su’ dung bang
cach dat gia tri rwnd hien
hanh vao trong segment
header cua moi segment
gui cho bén gui

Bén gui: gidi han so
bytes chua-dugc-xac-
nhan nho hon rwnd

- Pam bao vung dém bén
nhan khong bi tran
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Chapter 3 outline

3.1 Transport-layer
services

3.2 Multiplexing and
demultiplexing

3.3 Connectionless
transport: UDP

3.4 Principles of reliable
data transfer

CuubDuongThanCong.com

= 3.5 Connection-oriented
transport: TCP
= segment structure
= reliable data transfer
- flow control
= connection management

= 3.6 Principles of
congestion control

= 3.7 TCP congestion
control
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TCP Connection Management

Nhd lai: Trong TCP, bén guri va Thu tuc “Bat-tay-3-buGc”
bén nhan thiét 1ap két noi (three-way handshake)
trudc khi trao doi cac segments

= Khdi tao cac bién cua TCP:

= seq. #S

buffers, flow control info
(e.g. RevWindow)

= client: bén khdi tao két ndi dén

Budc 1: client gui TCP segment SYN
dén server

= Chi dinh s0 th tu (seq.#) cho
SYN segment

Khong co dir liéu

server Budc 2: server nhan segment SYN, va
Socket clientSocket = new tra I0i bang segment SYNACK
Socket("hostname","port number"); - server cap phat vung buffer
= server: chd client lién lac - Chi dinh sb th( tu (seq.#) cho
Socket connectionSocket = SYNACK segment

welcomeSocket.accept();

Budc 3: client nhan SYNACK, tra IGi
bang segment ACK, trong segment
nay c6 thé chira dit liéu

Transport Layer 3-77
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TCP Connection Management (cont.)

Thu tuc “d(')ng két noi” @ client server@

. , close
client dong socket: FIN

clientSocket.close() ;

Budc 1: client giri segment

CK
/ close
FIN dén server /
K

BUGc 2: server nhan FIN, tra
I5i bang ACK. Sau do server
bao hiéu dong két noi tur
phia minh bang cach guri
FIN.

d wait

Q. time

close

Transport Layer 3-78
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TCP Connection Management (cont.)

Budc 3: client nhan FIN, tra
161 bang ACK. @ client

- Vao trang thai “timed closing
wait”: chd thém 1 thdi
gian (VD 30s) trudc khi
“ddéng” . Trong thdi gian

Budc 4: server nhan ACK.
Két ndi dugc dong.

d wait

LU'u V: v8i mot thay ddi nhd,
server sé XU ly dugc tinh close
huong cd nhiéu FIN dén
dong thoi

Q time

CuuDuongThanCong.com

FIN

N pct losi
nay co the gui lai ACK i closing
néu ACK da gui bi mat. /

K

server@

closed

Transport Layer 3-79
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TCP Connection Management (cont)

walt 30 seconds

CLOSED

TIME_WAIT

F 3

receive FIN
send ACK

FIN_WAIT_2

receive ACK
send nothing

client application
initiates a TCP connection

send SN

SYN_SENT

receive SYN & ACK
send ACK

¥

ESTABLISHED

FIN_WAIT_1

TCP client
lifecycle

CuuDuongThanCong.com

client application
initiates close connection

send FIM CLOSED

receive ACK
send nothing

LAST_ACK

TCP server

lifecycle

server application
creates a listen socket

LISTEN

send FIM

i

b

CLOSE_WAIT

receive FIk
send ACK

receive SN
send SYN & ACK

b

4

SYN_RCVD

—_

ESTABLISHED

Tran

receive ACK
send nothing

sport Layer
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Chapter 3 outline

3.1 Transport-layer
services

3.2 Multiplexing and
demultiplexing

3.3 Connectionless
transport: UDP

3.4 Principles of reliable
data transfer

CuubDuongThanCong.com

= 3.5 Connection-oriented
transport: TCP
= segment structure
= reliable data transfer
- flow control
= connection management

= 3.6 Principles of
congestion control

= 3.7 TCP congestion
control
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Principles of Congestion Control

Congestion:

= NOm na: “Co6 qua nhiéu may, gui qua nhiéu di liéu,
gui nhanh qua kha nang xur' ly cua manag.

= Khac vdi flow control!

= Biéu hién:
- Mat goi tin (tran vung dém cua router)

- Kéo dai thai gian (do xé€p hang chd tai vung dém
router)

= La 1 trong 10 van dé dudc quan tam nhat!

Transport Layer 3-82
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Causes/costs of congestion: scenario 1

4 2, 4 rostA . : original data Peout
02 may guri, 02 may o=
nhan

MOt router véi bo

Host B unlimited shared
output link buffers

®
dém khong gidi han
= Ko truyén lai goi tin
bi hong
= Khi truyén “hét ga”,
R/ - bang thong cé thé
L~ g dugc khai thac toi da
3 O nhung do tré rat I3n.
< A 1 e s
: . = Day la cai gia cua su
il i un tat.
R/2 R/2
?"in / }"’in Transport Layer 3-83
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Causes/costs of congestion: scenario 2

= MOt router, b0 dém co kich thudc gidi han
= Bén gui truyén lai goi tin bi mat

Host A

Ai, - original data Aout

A" » original data, plus
retransmitted data

finite shared output
link buffers

Transport Layer 3-84
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Causes/costs of congestion: scenario 2
Aout=MA"ins tinh hudng ly tudng

Aout< Mins truyén lai hiéu qua
- Viéc truyén lai cac goi tin bj tré (nhung ko phai mat) lam cho 1", trd
nén I&n han so vdi trudng hgp truyén lai hiéu qua, vai cung Ay,

RI2 |------mmmmmmmmmm ooy : R/2 |-------mmmmmmmemm oo ; R/2
T R !
- : 5
(<o ! (<o R4 ===~ 2 |
, R/2 , R/2 , R/2
7\‘in 7\‘in 7\‘in
a b. C.

“cai gia” clia su un tat:

= Truyén lai dr liéu bi mat do tran bo dém

=  Truyén lai ko can thiét cac goi tin ma bén gui “tudng bi mat”
Transport Layer 3-85
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=  Tuyén truyén bang qua nhiéu router
S dung cd ché timeout/retransmit

Causes/costs of congestion: scenario 3

04 host gui diT liéu

Host D R4

Host A

A, - original data

ﬂ L', : original data, plus

retransmitted data

finite shared output

Q: diéu gi sé xay ra khi
L, va A giatang ?

Host B
Kout

link buffers

R1

R2

CuuDuongThanCong.com

R3

#i_jh

Host C
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Causes/costs of congestion: scenario 3

R/2

3
3 e

}dl
Ig
“Cai gid” cua su un tat:

= Khi 1 goi tin bi mat (do tran vung dém cua router), bat
ky cong sUc truyén goi tin d6 G cac router nam truGc
nao cling la vo ich!

Transport Layer 3-87
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Approaches towards congestion control

Cé 2 cach ti€p can dé kiém soat un tat:
network-assisted congestion

end-end congestion control:
control: = Tang mang (cu thé Ia router)

- Tang mang ko cung cap cung cap thong tin feedback cho
thong tin nao vé tinh trang cac host.
un tat. « S0 dung 1 bit trong cac goi

- Cac host suy dién ra su Un tin de bieu thi trang thai un
tat do quan sat cac dau hiéu tat (VD trong mang SNA,
mat gdi tin va thdi gian bi DECnet, TCP/IP RFC 3168,
kéo dai. ATM ABR)

- TCP chon céch tiép can nay. * Thong tin co thé dén sender
bang 1 trong 2 cach: truc tiep tu
router->sender, gian ti€p router-
>reveiver->sender

Transport Layer 3-88
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Case study: ATM ABR congestion control

ABR: available bit rate:
“dich vu truyén di liéu linh
hoat”

=  NEu dudng truyén bén gui
khong bi qua tai:

Bén gui nén su dung
toan bo bang thong du
phong.

= Ngudgc lai:

Bén gui diéu chinh mutc
do guri toi thiéu.

CuubDuongThanCong.com

RM (resource management)
cells:

= Cell~ Goi tin trong mang ATM

= Bén gui gui RM cells, dan xen
V@i cac data cells.

= Cac switch thiét 1ap gia tri cho
cac bit trong goi tin RM (co ban
tay cua tang mang!)
NI bit: no increase in rate
(ko un tat)
= (I bit: congestion indication
= Bén nhan gui nguyén RM cells
lai cho bén gui. BEn gui sé biét
la c6 un tat hay khong.
Transport Layer 3-89
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Case study: ATM ABR congestion control

source

Al

I RM C
|:| data

Switch

ells
cells

Sl ]

Switch

destination

pail

= two-byte ER (explicit rate) field in RM cell
- Switch bj un tat, cd thé ha thap gia tri ER ctia RM cell khi di

ngang qua switch

- Theo cach nay, ER ¢ thé dugc dit thanh gia tri nhd nhat ma tat
ca cac switch trén con dudng tu’ nguon dén dich cho phép.

= EFCI bit in data cells: set to 1 in congested switch

- NEu phan Ién cac data cell di trudc RM cell c6 bit EFCI dugc bat
lén 1, bén nhan sé bat CI bit cua RM cell do 1én 1 trudc khi gui
RM Cell vé cho bén guri, bao hiéu cd un tat.

CuuDuongThanCong.com
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Chapter 3 outline

3.1 Transport-layer
services

3.2 Multiplexing and
demultiplexing

3.3 Connectionless
transport: UDP

3.4 Principles of reliable
data transfer
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= 3.5 Connection-oriented
transport: TCP
= segment structure
= reliable data transfer
- flow control
= connection management

= 3.6 Principles of
congestion control

= 3.7 TCP congestion
control
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TCP _congestion control:

= Muc tiéu.: Trong TCP, bén gui can truyén di lieu nhanh
nhat co thé, nhung ko dugc gay un tat mang

- Q: Iam thé& nao dé tim ra m{c truyén vira dudi mdc cd thé gay
un tat.

= Moi bén gUri tu thiét 18p téc do truyén, dua trén cac dau
hiéu phan hoi:

- ACK: dau hiéu nay cho biét rang da dugc nhan,
chirng t6 mang khong bi Un tat. Do dé bén gui gia
tang toc do truyén.

- Mat segment: bén gui gid dinh rang nguyén nhan
mat la do mang bij Un tat, do d6 nd giam toc do
truyén.

Transport Layer 3-92
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TCP congestion control: bandwidth probing

» Tham do bang thong mang (“probing for bandwidth”):
gia tang toc do truyén khi con nhan dugc ACK, dén khi
cd su’ kién mat gdi tin xay ra thi giam toc do truyén.

- Tiép tuc gia tang toc do truyén khi nhan dugc ACK va giam khi
thdy mat gdi tin (vi bang théng clia mang cd thé thay doéi, phu

thudc vao cac két ndi khac trong mang)
ACKs being received,

) loss, so decrease rate
S0 Increase rate X !
1 1 1

Il TCP's
"sawtooth”
behavior

= Q: how fast to increase/decrease?
- details to follow Transport Layer 3-93

sending rate
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TCP Congestion Control: details

= Bén gui gidi han toc do truyén bang
viéc gidi han lugng di liéu chua-
dudc-xac-nhan:
LastByteSent-LastByteAcked <
min (cwnd, rwnd)
cwnd

= cwnd: congestion window bytes

= rwnd: receive window

= MOt cach gan dung:

cwnd RTT |
T bytes/sec

= cwnd la thudng xuyén thay doi, phu

thudc vao mirc do un tat ctia mang \
ma bén gui “nhan thuc” dugc.

Toc db truyén =

ACK(s)
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TCP Congestion Control: more details

Bén gui giam cwnd khi Bén gui tang cwnd khi

coO su kién “mat nhan dugc ACK
segment”, xay ra - Giai doan slow-start
Khi: - Gia tédng theo ham

= D3 timeout ma ma
khong nhan dugc = Giai doan tranh tac
phan hoi nghén
« Giam cwnd vé 1 - Gia tang tuyén tinh

= Nhan dugc 3 ACK
trung nhau

- Giam cwnd mot nuira
Transport Layer 3-95
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TCP Slow Start

= Khi két ndi bat dau, cwnd = 1 MSS
- VD: MSS = 500 bytes & RTT = j@BHost A Host @D

200 msec
W

=>T6c do truyén = 20 kbps

= N&ng luc ctia dudng truyén co thé
I6n han MSS/RTT rat nhiéu lan W;

= C6 nhu cau tang nhanh dén toc

do truyén phu hop.
= Gia tang toc do truyén theo ham Ur segments
m, cho tdi khi co su kién “mat
segment” xay ra hoac khi cham

+«—RTT—

ngudng.
- Gap dbi cwnd sau moi RTT fitme
Lam diéu nay bang cach taéng } l

cwnd Ién 1 sau moi lan nhan
duoc ACK. Transport Layer 3-96
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Transitioning into/out of slowstart

ssthresh: la bién luu gia tri nguGng cua cwnd , do TCP quan ly
= Khi "'mat segment”: dat ssthresh bang cwnd/2
- ghi nhan lai 1 nlra gid tri cwnd vao thdi diém Un tat trudc do
- Khi cwnd >= ssthresh: chuyén tU slowstart sang giai doan tréanh Un
tat.

duplicate ACK

dupACKcount++ new ACK
cwnd = cwnd+MSS

m dupACKcount =0
transmit new segment(s),as allowed
cwnd > ssthresh

A

cwnd =1 MSS
ssthresh = 64 KB

_dupACKcount = 0 A ongestion
: timeout voidance
ssthresh = cwnd/2
cwnd =1 MSS

timeout </

ssthresh = cwnd/2
cwnd = 1 MSS
dupACKcount=0

retransmit missing segment

dupACKcount =0
retransmit missing segment
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TCP: congestion avoidance

= Khi cwnd > ssthresh gia — AIMD

tang cwnd tuyen tinh = ACKs: increase cwnd

sau moi RIT additive increase
cham hon slowstart (non-timeout-detected

- Cai dat: v&i moi ACK nhan loss ): multiplicative
dugc decrease

cwnd = cwnd + MSS/cwnd AIMD: Additive Increase

Multiplicative Decrease
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Summary: congestion control algorithm

ssthresh = 7? (e, g, 64KB)
cwnd = 1 MSS
/* slow start or exponential increase */
[-\ While (No Packet Loss and cwnd < ssthresh ) {
send cwnd TCP segments
for each ACK, cwnd = cwnd + 1 MSS
}
/* congestion avoidance or linear increase */

While (No Packet Loss) {

send cwnd TCP segments
/* increase cwnd by 1 MSS when cwnd ACKs are received */

for each ACK, cwnd = cwnd + MSS/cwnd

}

ssthresh = cwnd/?2
If (3 Dup ACKs) cwnd = ssthresh;

Else If (timeout) cwnd=1 MSS;
Transport Layer 3-99
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cwnd window size (in segments)

rT T TYTT Y

Popular “flavors” of TCP

TCP Reno

ssthresh

ssthresh

TCP Tahoe

=

[ 1 ] | [ I I
T 2 34 5 6 7 8 9 10111213 14 15

Transmission round
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TCP congestion control FSM: overview

cwnd > ssthresh

loss:
3dupACK

loss:
3dupACK

Transport Layer 3-101
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TCP congestion control FSM: details

duplicate ACK
dupACKcount++ new ACK

()

A

cwnd =1 MSS
ssthresh = 64 KB
dupACKcount = 0_>

timeout (/

ssthresh = cwnd/2
cwnd = 1 MSS
dupACKcount =0
retransmit missing segment

dupACKcount ==

ssthresh= cwnd/2
cwnd = ssthresh + 3

cwnd = cwnd+MSS
dupACKcount =0

/B‘ransmit new segment(s),as allowed

cwnd > ssthresh

new ACK

cwnd = cwnd + MSS « (MSS/cwnd)
dupACKcount =0
transmit new segment(s),as allowed

A
h timeout
ssthresh = cwnd/2
cwnd = 1 MSS duplicate ACK
dupACchunt =0 dupACKcount++
retransmit missing segment A
timeout
ssthresh = cwnd/2
cwnd =1 New ACK
dupACKcount =0 “wnd = ssthresh
retransmit missing segment dﬁ\gRClzcsosun{iSO dupACKcount ==
ssthresh= cwnd/2
cwnd = ssthresh + 3
retransmit missing segment

retransmit missing segment

v

CuuDuongThanCong.com

A

duplicate ACK
¢ ) Cwnd=ownd+Mss
transmit new segment(s), as allowed
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Summary: TCP Congestion Control

Khi cwnd < ssthresh, bén gui lam viéc theo slow-
start, clra s6 cwnd tang nhanh theo ham md.

Khi cwnd >= ssthresh, bén gui lam viéc theo
congestion-avoidance, clra s6 cwnd tang tuyén tinh.

Khi nhan dugc 3 ACK trung nhau,
ssthresh := cwnd/2, cwnd .= ssthresh

Khi timeout xay ra,
ssthresh := cwnd/2, cwnd := 1 MSS.
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TCP throughput

= (. Thoéng lugng trung binh cua TCP la bao
nhiéu, tinh theo kich thudc clra s6 va RTT?
- B0 qua giai doan slow start
= Goi W la kich thudc cla sd khi cd su kién “méat
segment”.
. Khi kich thudc ctra s6 la W, thdng lugng la
W/R
. Ngay sau khi mat segment, ctra s6 giam
xuong W/2, thong lugng giam thanh
W/2RTT.
.- Thong lugng trung binh: 0.75 W/RTT
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TCP Futures: TCP over “long, fat pipes”

VD: Xét két noi TCP véi segment kich thudc 1500
byte, RTT= 100ms, chung ta muodn thong lugng 10
Gbps trén két noi TCP nay.

Can phai cd clra sd véi kich thudc W = 83,333 in-
flight segments

Thong lugng tinh theo ty 1€ mat gdi tin (loss rate L):
1.22- MSS
RTTVL
- L=2101 Wow
Phién ban mdi cua TCP danh cho mang téc do cao.
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TCP Fairness

fairness goal: néu co K phién truyén TCP chia se cung
mot két ndi TCP, moi phién truyén co toc do truyéen
trung binh R/K

TCP connection 1

TP @ /bo’rﬂeneck

connection 2 r*oufer
capacity R
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Why is TCP fair?

Two competing sessions:
Additive increase gives slope of 1, as throughout increases
multiplicative decrease decreases throughput proportionally

equal bandwidth share

loss: decrease window by factor of 2
congestion avoidance: additive increase

loss: decrease window by factor of 2
congestion avoidance: additive increase

Connection 2 throughput

Connection 1 throughput R
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Fairness (more)

Fairness and UDP Fairness and parallel TCP

. Cac (ing dung connections
multimedia thudng ko = Ko €0 gi ngan can cac ung
str dung TCP dung ma nhieu ket noi song
' song gitra 2 host.

- Ko muon toc do truyén bi

han ché do cd ché = web browsers lam diéu nay
congestion controf = VD: mét dudng truyén bdng
= Thay bang UDP: thong R dang phuc vu 9 két
- Truyén audio/video & noi;
mot toc do truyen khong ne g A A
= Neu 1 ud dung 1 ket noi TCP,
doi, chap nhan mat g6 nhan dugc béng thdng R/10

tin chit dinh. A g ’
= Con neu ud mad cung luc 11

két noi TCPs, nhan dugc R/2 !
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Chapter 3: Summary

= principles behind transport
layer services:

= multiplexing,
demultiplexing

= reliable data transfer

= flow control Next:

- congestion control - leaving the network
= instantiation and “edge” (application,
implementation in the transport layers)
Internet - into the network
- UDP “core”

- TCP
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