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Chapter 4: Network Layer

Chapter goals:

= understand principles behind network layer
services:
« network layer service models
« forwarding versus routing
« how a router works
« routing (path selection)
+ dealing with scale
« advanced topics: IPv6, mobility

= instantiation, implementation in the Internet
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Chapter 4: Network Layer

4. 1 Introduction

4.2 Virtual circuit and
datagram networks

4.3 What's inside a
router

4.4 IP: Internet Protocol
« Datagram format
« IPv4 addressing
«» ICMP
« IPv6
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4.5 Routing algorithms
« Link state
« Distance Vector
« Hierarchical routing

4.6 Routing in the
Internet

% RIP

<+ OSPF

<+ BGP

4.7 Broadcast and
multicast routing

Network Layer
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Network Iayer_

Van chuyén segment tur appicoton

host bén gui dén host bén

nhan. | '
) " A . 7 7 . % m%
O ben gLn, dong gO| data link W physical physical

physical network network

Segment trong datagram data link data link

> physical | | physical
O bén nhan, trao lai

segment cho tang
transport. Gaa nk
Cac giao thuc cua tang

mang c6 trong moi host
va router.

Router kiém tra cac field
trong header cua tat ca

cac datagram di qua no.

data link
&M physical
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Two Key Network-Layer Functions

= forwarding.: qua trinh chuyén tiép gdi tin tur
mot ngd vao dén mot ngo ra phu hgp trong
cung 1 router

« routing.: qua trinh tim dudng di cho gadi tin
qua cac router dé dén dich.

« routing algorithms (thuat toan dinh tuyén). thuat
toan tim duong di cho goi tin dén dich.

Network Layer 4-5
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Interplay between routing and forwarding

Thuét toan dinh tuyén Cas thuat toa_n dinh tuyen cap
nhat forwarding table

local forwarding table
header value |output link

0100 | 3
0101 | 2
0111 | 2
1001 | 1

Gia tri nam trong header %
cua goi tin den. ;

Network Layer 4-6
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Connection setup

= Ngoai 2 ch’c nang quan trong forwarding va routing,
thiét 1ap két ndi [connection setup] la chdc nang quan
trong thr 3 trong mot so kién trdc mang:
« ATM, frame relay, X.25
= Trudc khi cac datagram truyén di, hai host guiri/nhan va
cac router trung gian thiét lap két noi ao.
< Cac router tham gia vao qua trinh nay
= So sanh viéc thiét l1ap két ndi gilra tang network va tang
transport:
+ network: két noi gilra 2 host truyén nhan (cling cé
thé lién quan dén cac router trung gian trong truong
hdp két néi ao (virtual connections)

<+ transport: két noi gilra 2 tién trinh.

Network Layer 4-7
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Network service model

Q: Tang network c6 cac mo hinh dich vu nao?

Vi du vé dich vu cho ting Vi du vé dich vu cho dong datagram:
datagram: = Pam bao gai tin dén nai dung th

- dam bao gdi tin dén dich tu nhu’ khi gui [in-order datagram
[guaranteed delivery]. delivery]

. dam bao gdi tin dén dich - Pam bao bang thdng tdi thiéu
dudi 40ms [guaranteed [guaranteed minimum bandwidth
delivery with less than 40 to flow]
msec delay] :

Network Layer 4-8
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Network layer service models:

Guarantees ?

Network Service Congestion
Architecture Model Bandwidth Loss Order Timing feedback
Internet  best effort none no  no no no (inferred
via loss)
ATM CBR constant yes yes yes no
rate congestion
ATM VBR guaranteed yes yes  yes no
rate congestion
ATM ABR guaranteed no yes no yes
minimum
ATM UBR none no vyes no no

CuuDuongThanCong.com
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4. 1 Introduction

4.2 Virtual circuit and
datagram networks

4.3 What's inside a
router

4.4 IP: Internet Protocol
« Datagram format
« IPv4 addressing
«» ICMP
« IPv6
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4.5 Routing algorithms
« Link state
« Distance Vector
« Hierarchical routing

4.6 Routing in the
Internet

% RIP

<+ OSPF

<+ BGP

4.7 Broadcast and
multicast routing
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Network layer connection and
connection-less service

= M ng datagram cungc pc cdchv phi-k t-
ni tngmng
= M ngm ch o [Virtual-circuit] cungc pc ¢
dchv c-ktni tngm ng
= Tuongt nhuc cdchv t ng transport,
nhung:
« D ch v : host-to-host

«»Kh ngdu cl ach nim ngcungc pho cdch
v phi-k t-n i,ho cc -k t-n i
«Cid t: ph nnetwork core (i.e. router)

Network Layer 4-11
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Virtual circuits

“*ducng truyén tu naoi gui dén nai nhan, lam viéc tuang
tu nhu mach dién thoai
« performance-wise
« network actions along source-to-dest path

Thiét 1ap cudc truyén trudc khi truyén dir li€u, hiy bo cudc
truyén.

MOi gdi tin mang s6 hiéu clia VC (VC-id), ko phai dia chi host
bén nhan.

Moi router trén dudng tUr noi gui dén noi nhan, déu duy tri
“thong tin trang thai” vé tung két ndi di qua no.

Cdc tai nguyén dudng truyén, router (bandwitch, buffers) cé
thé dudc cap phat cho VC (dedicated resources = predictable

service)
Network Layer 4-12
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VC implementation
Mot VC bao gom:
1. MOt tuyén di tU nguon, qua day gom nhiéu dudng
truyén va router, dén dich.

2. Cac s6 hiéu VCVC numbers], mot sé cho moi dudng
truyén doc theo tuyén.

3. Cac dong trong bang chi dudng cta router nam doc
theo tuyén
» Cac goi tin truc thudc VC mang cac so hiéu VC
(thay vi dia chi dich dén)
= Cac sO hiéu VC cd thé bij thay ddi trén moi
duong truyen.
SO hiéu VC mdi dén tu forwarding table

Network Layer 4-13
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Forwarding table

VC number

@ 12@3

Forwarding table cua router m’fe'"face
phia trén-bén trai: number

Incoming interface | Incoming VC # | Outgoing interface | Outgoing VC #

1 12 3 22
2 63 1 18
3 7 2 17
1 97 3 87

Routers quan Iy cdc thdng tin vé trang thdi cua két noil

Network Layer 4-14
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Virtual circuits: signaling protocols

= Pudgc s dung dé thiét Iap, duy tri, hdy bd VC
« Pudc st dung trong mang ATM, frame-relay, X.25
» Khong dugc st dung trong mang Internet hién nay.

port |5,Data flow begins 6. Receive data
network all connected 3. Accept cql
data link |1|[Lnitiate call 2. incoming cpll
physical

network
_data link
physical

I
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Datagram networks

Khong thiét lap cudc truyén (hoac két noi ) ¢ tang mang
routers: Khdng quan ly thong tin trang thai két nbi diém-
diém

+ Khong co khai niém “két noi” ¢ tang mang
Cac goi tin dugc chuyén tiép gilra cac router nhd s dung
dia chi cua host dich.

<+ Cac gdi tin truyén nhan gitia 2 may co thé di theo cac tuyén khac

nhau
applica’rionl

apphca‘non
transport
transport
data link ||1. Send data 2 Receive data :
: data link
physical |L.l> B> N physical |

Network Layer 4-16
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Forwarding table

Destination Address Range

11001000 00010111 00010000 00000000
dén
11001000 00010111 00010111 11111111

11001000 00010111 00011000 00000000
dén
11001000 00010111 00011000 11111111

cac truong hop khac

CuuDuongThanCong.com

4 billion
possible entries

Link Interface

3
Network Layer 4-17
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Longest prefix matching

Khi c6 1 dia chi nguon khdp dudc nhieéu muc trong forwarding table, uu
tién khdp cho phan prefix dai nhat.

Prefix Match Link Interface
11001000 00010111 00010 0
11001000 00010111 00011000 1
11001000 00010111 00011 2
cac truéng hdp khac 3

Vi du
DA: 11001000 00010111 00010110 10100001 1nterface nao?

DA: 11001000 00010111 00011000 10101010

Network Layer 4-18
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Datagram or VC network: why?

Internet (datagram) ATM (VC)
- DU liéu dugc trao doi gilia cac
may tinh
+ “elastic” service, no strict
timing requirements.
= Cac dau cudi la may tinh,
“thong minh” han dién thoai
% CO thé thich ing, kiem
soat va khoi phuc khi cé 0
» Bén trong mang (router)

Tién hoda tu mang dién thoai
Pam thoai:
« strict timing, reliability
requirements

+ need for guaranteed
service
Cac dau cubi la “khong
thong minh”

dugc gitr don gian, cac xur * te’Ieph,on,es ,
ly phifc tap dugc dat tai « Cacxu ly phuc tap dugc
“edge” (cac host) dat ¢ mang

= Nhiéu loai duong truyén
% CO cac dac tinh khac biét
« uniform service difficult Network Layer 4-19
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Chapter 4: Network Layer

4. 1 Introduction

4.2 Virtual circuit and
datagram networks

4.3 What's inside a
router

4.4 IP: Internet Protocol
« Datagram format
« IPv4 addressing
«» ICMP
« IPv6
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4.5 Routing algorithms
« Link state
« Distance Vector
« Hierarchical routing

4.6 Routing in the
Internet

% RIP

<+ OSPF

<+ BGP

4.7 Broadcast and
multicast routing
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Router Architecture Overview

Hai ch(’c nang chinh cua router:
»  Routing. chay cac thuat toan/giao thic dinh tuyén (RIP, OSPF, BGP)
= Forwarding. Chuyén tiép cac datagrams tir ngd vao dén ngd ra

input port output port
= - =
&

switching

input port fabric

[ ,' |—|: |——> R
routing
processor

CuuDuongThanCong.com https://fb.com/tailieudientucntt

output port

[ M=
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Input Port Functions

| lookup,
termination (protocol IIIIIIII o
/,/ decapsulation) | [ dueveing | 1o
Physical layer:
bit-level reception
Data link layer: Decentralized switching:
e.g., Ethernet 5 Vg’ji 1 datagram co dia chi dich, chL'rcAnéng
see chapter 5 nay tra cuu forwarding table trong bo nhG

input port dé tim ra output port tuong (ng.
= Muc tiéu: hoan toan xU ly tai input port dé
toc do dat tdi “line speed”
=  Xép hang ddgi: néu datagrams dén nhanh
hon toc d6 forwarding vao switch fabric

Network Layer 4-22
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Three types of switching fabrics

A X
g N 11111 1>
B
C Z
][> -~ 1~
memory
A
[ jomm> = o
B
>k 1 crossbar
C
~1[ |-

g f- g
7 oo
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Cac router thé hé dau:

Switching Via Memory

» Theo cach cac may tinh truyén thong xu' ly, duGi su

diéu khién truc tiép cua CPU

=Cac goi tin dudc chép truc ti€p vao bd nhd hé thong.
«TOc do trao goi tin bi gidi han bdi toc d6 doc/ghi bo

nhé

Input
Port

Memory

7

Output
Port

System Bus

CuubDuongThanCong.com
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Switching Via a Bus

Cac datagram di tu' b6 nhé ngo vao
dén bo nhd ngod ra thong qua mot
bus dung chung.

Tranh chap bus: moi thdi diém chi cé
1 goi tin qua bus

Toc do trao gdi tin bi gidi han bdi toc
do bus.

32 Gbps bus, Cisco 5600: toc do du

cho cac router ciia mang truy cap va
mang doanh nghiép

Network Layer 4-25
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Switching Via An Interconnection Network

- Giai quyét cac han ché& do cach chuyén mach bus

= La cach ma Banyan networks, tién phong s dung dé
két noi cac bo xU ly trong hé thong da bo xur ly. Cach
nay st dung hé théng 2n bus ngang-doc dé ndi két n
input port vdi n output port. Goi tin di chuyén doc
theo bus ngang, dén giao diém véi bus doc dan dén
outport ma n6 muodn dén. Néu bus doc & trang thai
free, thi gdi tin dugc chuyén dén output port. Ngugc
lai thi goi tin phai xép hang dgi & input port.

= MOt khuynh hudng thiét ké khac: chia datagram
thanh nhirng cell c6 chiéu dai c6 dinh, va chuyén cac
cell vao fabric.

= Cisco 12000: su dung interconnection network, cho
phép chuyén & t6c dd 60 Gbps qua switch fabric

Network Layer 4-26
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Output Ports

itch . i
SWie queuing: data l"?k .
. — buffer processing ine |
anric mana (protocaol, terminat
gement , ermination
decapsulation)

- L&y datagram tU b nhd, chuyén datagram ra duéng
truyén.

» Buffering can thiét khi datagram dén tu fabric nhanh
hon toc do truyén

Network Layer 4-27
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Output port gueueing

L % -u
e S Ay EFTEEY | o S Sweitch =3 B
[-'c:bri-:/ / \\Fﬂhri-:: II,T P
— ' ||'II — -k T ‘=._|||.; -
- ! L : Illl -
- - 'I —|:—1~ — m= - -
Output Port Contention Orne Packe
at Time | Time Later

= Cac gdi tin xép hang dgi phia ngo ra, khi toc do goi
tin dén 1 ngd ra vugt qua tdc do day goi tin ra
dudng truyén.

« Khi bo dém (buffer) ngo ra bi tran, goi tin bi mat!

Network Layer 4-28
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How much buffering?

= RFC 3439: dung lugng bo dém trung binh =
(“typical” RTT) x (bang thong ngod ra C)
+ Thong thuong “typical” RTT=250 ms
% VD, va@i C = 10 Gbps thi: dung lugng bo dém
trung binh = 2.5 Gbits
= Recent recommendation: with AV flows,
buffering equal to

RTT- C
IN

Network Layer 4-29
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Input Port Queuing

= TOc do cua swicth fabric thudng cham hon toc do két hap
cua cac ngod vao => cac goi tin thuong chd & cac ngo vao.

» Hién tugng “Head-of-the-Line (HOL) blocking”: cac gai tin
ding dau hang dgi bén ngd vao, ngan cac goi tin khac
ding sau trong cung hang ddgi, ngay ca khi ngd ra ma goi
tin ding sau hudng dén hoan toan trong!

« =>Nguyén nhén cia viéc chdm tré va mét gdi tin!

] ]

output port contention green packet
at time t - only one red experiences HOL blocking
packet can be transferred e __Yyer 4-30

bl o
CH switen | 7
EE
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4.4 IP: Internet Protocol
« Datagram format

« IPv4 addressing
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« IPv6
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= 4.5 Routing algorithms

< Link state
< Distance Vector
« Hierarchical routing

4.6 Routing in the
Internet

% RIP

<+ OSPF

<+ BGP

4.7 Broadcast and
multicast routing
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The Internet Network layer

Cac chuc nang ¢ tang Network:

Transport layer: TCP, UDP

IP protocol
addressing conventions
-datagram format

packet handling conventions

Routing protocols
‘Path selection

Network -RIP, OSPF, BGP

layer o

ICMP protocol
error reporting
‘router "signaling”

Link layer

physical layer

Network Layer 4-32
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= 4.5 Routing algorithms

< Link state
< Distance Vector
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% RIP

<+ OSPF

<+ BGP

4.7 Broadcast and
multicast routing
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IP datagram format

IP protocol version

number>_ 32 bits >  total datagram
header length head.| type of length (bytes)
(bytes) len—Lservice length for

L

“type" of data —

16-bit identifier

max number __| time to | upper header reassembly
remaining hops live // layer checksum

(decremented at /
each router) - 32 bit source IP address

upper layer pr'o’rocol/ 32 bit destination IP address

to deliver payload to Options (if any)

E.g. fimestamp,

record route
taken, specify
list of routers
to visit.

how much overhead data

with TCP? (variable length,
- 20 bytes of TCP typically a TCP
. 20 bytes of IP or UDP segment)
= 40 bytes + app

layer overhead

CuubDuongThanCong.com
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IP Fragmentation & Reassembly

- Moi lién két mang déu c6 1 MTU
(max.transfer size) — kich thudc
khung G tang link I6n nhat co
thé co.

« different link types, different
MTUs

= Cac IP datagram I6n dudc chia

thanh cac phan manh nho haon

+ MOt datagram trd thanh Hop cée dat i +ai host
nhiéu datagrams op cdc datagram fat Tai nos
. o, <~
= Viéc “hgp lai” cac datagram @:-
dugc dién ra ¢ may nhan —
+ Cac bit cua IP header dugc
str dung dé xac dinh, sap
th(r tu’ cac phan manh.

Phan mdnh tai router:
vao: mot datagram I6n
ra: 3 datagrams nho hon

Network Layer 4-35
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IP Fragmentation and Reassembly

fragflag offse’r I

Mot daTagram l6n duoc tach
thanh nhiéu datagram nho hon

length [ID
VD =4000]=x |

= 4000 byte
datagram

- MTU = 1500 bytes

1480 bytesin .
data field 7

fragflag
| T R ..:185

OffSet = v
1480/8

fragflag |offset
=0 =370

N

Luu y: M6i mot tri s offset (rng 1 viing 8 bytes
Network Layer 4-36
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4.7 Broadcast and
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IP Addressing: introduction

= IP address: dai 32-bit @23-1-“ @
223.1.2.1°

dé xac dinh interface @231 ) 13
cua host/router 003114 223129 ‘

« /nterface: noi giao tiép @_ &3}9 223_1_|2_2

gitra host/router va 223113 223.1.3.27 ._@
duong truyén vat ly
+ Thong thuGng, router co

nhiéu interfaces 223.1.3.1 223.1.3.2
+ Thong thudng host co 1 @ @
interface
+ Dia chi IP dudc lién két
vdi ting Interface 223.1.1.1 = 11011111 00000001 00000001 00000001
223 1 1 1

Network Layer 4-38
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Subnets

. Dia chi IP : 2 phan @23'1'“
223.1.2.71_@

< Phan subnet (cac bit @23 119
nam trudc) ‘ 2931.1.4_223.1.2.9
<« Phan host (cac bit nam @‘ &3%9 |
sau) 223113  208A27 20 NES
= Subnet la gi?
< . ;s subnet
+ La cac interface cd cung /

pE:é]InPsubnet trong dia 293 1.3.1 223.1.3.2
chi igk @gk

<+ Cac interface co thé ndi
truc ti€p nhau ma
khong qua router trung
gian.

Mang gom 3 subnets
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SU bnets E 223.1.1.0/24 29319 0/24

8

Quy tac

- D& xac dinh subnet, hay
tach cac interface tu cac
host hoac router cua no.
V@i cac interface co

duong nai truc ti€p, hay

tao ra mdét “tiéu dao” @ @
ch'ra cac interface ducc

tach ra. Mang dugc tach 223.1.3.0/24

ra thanh nhiéu “tiéu dao” ,

rdi nhau. Moi “tiéu dao” Subnet mask: /24
chinh la mot subnet.

=

B
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Su bnets 223.1.1.2

CoO bao nhiéu subbet 223.1.1.1 - %223.1.1.4

trong mang nay?

CuubDuongThanCong.com

223.1.1.3

223.1.9.2

223.1.9.1 223.1.7.1

223.1.8.1 223.1.8.0

| |
223.1.2.6 223.4.3.27

223.1.2.11 @23.1.2.2 223.1.3.15 ‘ g223.1.3.2
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IP addressing: CIDR

CIDR: Classless InterDomain Routing
< Phan subnet cua dia chi IP co chiéu dai tuy v.

<« Khuon dang dia chi IP: a.b.c.d/x, trong dd x la so bit
cua phan subnet trong dia chi

Phan o Phan

- > < —
host

Subnet
11001000 00010111 00010000 0OOOOOOOO

200.23.16.0/23
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IP addresses: how to get one?

Q: Host co dia chi IP nhu thé nao?
= Quan tri mang an dinh “cing” trong file
«» Windows: control-panel->network->configuration-
>tcp/ip->properties
« UNIX: /etc/rc.config

= DHCP: Dynamic Host Configuration Protocol: Host xin
cap phat dia chi IP tu 1 server

« plug-and-play”
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DHCP: Dynamic Host Configuration Protocol

Muc tiéu: Cho phép host xin cap phat dong 1 dia chi IP tu
server khi host gia nhap mang.
% CO thé xin cdp mdi dia chi IP
+ Cho phép dung lai dia chi IP
+ HO trg cho ngudi dung di dong, mudn gia nhap mang.
Gidi thiéu chung vé DHCP :
<+ host gui quang ba thong diép “DHCP discover”
< DHCP server tra IGi bang thong diép “DHCP offer”
2 host yéu cau dia chi IP bang thong diép “DHCP request”
+ DHCP server gui dia chi qua thong diép “"DHCP ack”
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DHCP client-server scenario

1A 223 1.1.1 DHCP 223.1.2.1

= server n _@

@23.1 12 €
223114 223129 | <

B =
@_ 223.1.2.2 arriving DHCP

223.1.1.3 223.1.3.27 '—@ client needs
address in this

l 223.1.3.2 network

[

223.1.311
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DHCP client-server scenario

DHCP server: 223.1.2.5 DHCP discover arriving
client
src: 0.0.0.0, 68 @M
@ dest.: 255.255.255.255,67
yiaddr:  0.0.0.0 -
transaction ID: 654
4/DHCPoffer
src: 223.1.2.5, 67
dest: 255.255.255.255, 68
\ yiaddrr: 223.1.2.4
transaction ID: 654
Lifetime: 3600 secs —~
DHCP request
src: 0.0.0.0, 68
dest:: 255.255.255.255, 67
yiaddrr: 223.1.2.4 .
ik transaction ID: 655
time  «— Lifetime: 3600 secs
DHCP ACK
| src:223.1.25,67
dest: 255.255.255.255, 68
yiaddrr: 223.1.2.4 —

transaction ID: 655
Lifetime: 3600 secs
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DHCP: more than IP address

DHCP c6 thé tra vé cho host thém nhiéu thong
tin khac, ngoai dia chi IP cap phat.
<+ Dia chi cla router dau chang (i.e. defaut gateway)
+ Tén va dia chi IP cua DNS sever
< network mask
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DHCP: example

router
(runs DHCP)

May laptop can dia chi IP,
dia chi IP cua default
gateway, dia chi IP cia DNS
Server: SU dung DHCP

Thong diép "DHCP request”,
dudc goi trong UDP segment, roi
dudc goi ti€p trong IP datagram,
roi dugc goi ti€p trong Ethernet
802.1 frame

Ethenet frame dugc gui quang
ba (gui dén moi may trén LAN,
dest FFFFFFFFFFFF). DHCP
server (dang chay & router) nhan
duoc.

Tai router, Ethernet tach lay IP
datagram, IP tach lay UDP
segment, UDP tach lay DHCP
request.
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DHCP

UDP

P

Eth

Phy
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DHCP: example

1=

router
(runs DHCP)

DHCP tao ra thong diép
"DHCP ACK" chtra dia chi IP
cap cho laptop, dia chi IP
cua default gateway, dia chi
IP cua DNS Server.

Ddng goi thong diép tai
DHCP server, frame dugc
chuyén dén Iaptop, va tai
day frame dugc x(r Iy dé 18y
thong diép DHCP ACK

GiG day laptop bi€t dudc dia
chi IP cua no, tén va dia chi
IP cua DNS server, dia chi IP
cua default gateway.

Network Layer 4-49

https://fb.com/tailieudientucntt


http://cuuduongthancong.com
https://fb.com/tailieudientucntt

DHCP: wireshark
output (home LAN)

Message type: Boot Request (1)
Hardware type: Ethernet
Hardware address length: 6
Hops: 0
Transaction ID: 0x6b3a11b7
Seconds elapsed: 0
Bootp flags: 0x0000 (Unicast)
Client IP address: 0.0.0.0 (0.0.0.0)
Your (client) IP address: 0.0.0.0 (0.0.0.0)
Next server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 0.0.0.0 (0.0.0.0)
Client MAC address: Wistron_23:68:8a (00:16:d3:23:68:8a)
Server host name not given
Boot file name not given
Magic cookie: (OK)
Option: (t=53,1=1) DHCP Message Type = DHCP Request
Option: (61) Client identifier

Length: 7; Value: 010016D323688A,;

Hardware type: Ethernet

Client MAC address: Wistron_23:68:8a (00:16:d3:23:68:8a)
Option: (t=50,1=4) Requested IP Address = 192.168.1.101
Option: (t=12,I1=5) Host Name = "nomad"
Option: (55) Parameter Request List

Length: 11; Value: 010F03062C2E2F1F21F92B

1 = Subnet Mask; 15 = Domain Name

3 = Router; 6 = Domain Name Server

44 = NetBIOS over TCP/IP Name Server

request

CuuDuongThanCong.com

Message type: Boot Reply (2)
Hardware type: Ethernet
Hardware address length: 6
Hops: 0
Transaction ID: 0x6b3a11b7
Seconds elapsed: 0
Bootp flags: 0x0000 (Unicast)
Client IP address: 192.168.1.101 (192.168.1.101)
Your (client) IP address: 0.0.0.0 (0.0.0.0)
Next server IP address: 192.168.1.1 (192.168.1.1)
Relay agent IP address: 0.0.0.0 (0.0.0.0)
Client MAC address: Wistron_23:68:8a (00:16:d3:23:68:8a)
Server host name not given
Boot file name not given
Magic cookie: (OK)
Option: (t=53,1=1) DHCP Message Type = DHCP ACK
Option: (t=54,1=4) Server Identifier = 192.168.1.1
Option: (t=1,I1=4) Subnet Mask = 255.255.255.0
Option: (t=3,I=4) Router = 192.168.1.1
Option: (6) Domain Name Server

Length: 12; Value: 445747E2445749F244574092;

IP Address: 68.87.71.226;

IP Address: 68.87.73.242;

IP Address: 68.87.64.146
Option: (t=15,1=20) Domain Name = "hsd1.ma.comcast.net.”

reply
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IP addresses: how to get one?

Q: M6t td chiric ¢ dudc vung dia chi IP nhu thé nao?

A: Xin ISP cap phat. ISP sé cap lai cho mot subnet
lay tu khong gian dia chi ma ISP da dugc cap phat

trudc do.

ISP's block 11001000 00010111 00010000 00000000

Organization 0 11001000 00010111 00010000 00000000
Organization 1 11001000 00010111 00010010 00000000
Organization 2 11001000 00010111 00010100 00000000

200.23.16.0/20

200.23.16.0/23
200.23.18.0/23
200.23.20.0/23

Organization 7 11001000 00010111 00011110 00000000 200.23.30.0/23

CuubDuongThanCong.com
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Hierarchical addressing: route aggregation

« Route aggregation: Kha nang st dung 1 network prefix d€ quang cao cac
thong tin dinh tuyén cho nhiéu mang:

Organization O
200.23.16.0/23

Organization 1 \ sond i
200.23.18.0/23 end me anything

with addresses
Organization 2 T beginning

200.23.20.0/23 . | Fly-By-Night-Isp —200.23.16.0/20"

. . \ Internet
Organization7 /

200.23.30.0/23

"Send me anything
——  ISPs-R-Us with addresses

beginning
/ 199.31.0.0/16"
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Hierarchical addressing: more specific routes

Truong hgp ISPs-R-Us co thém 1 tuyén dén Organization 1

\ "Send me anything
with addresses

Organization 2 beginning

200.23.20.0/23 . Fly-By-Night-ISP w)

Organization 7
200.23.30.0/23

Organization O

200.23.16.0/23

Internet

"Send me anything
with addresses
beginning 199.31.0.0/16
or 200.23.18.0/23"

ISPs-R-Us

Organization 1
200.23.18.0/23

QYN
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IP addressing: the last word...

Q: Mot ISP xin mot day dia chi nhu thé nao?
A: ICANN: Internet Corporation for Assigned
Names and Numbers
<+ Cap phat dia chi
% Quan ly DNS
+ An dinh tén mién, gidi quyét cac tranh chap
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IPv4: Tinh trang can ki€t va giai phap

= Tinh trang thiéu dia chi IPv4
% 1/10/2010: Chi con 190 khoang tri€u dia chi (5%)
= Dy kién 5/2011: Hét dia chi IPv4!
= Giai phap:
< NAT (Network Address Translation) + Private Network

<« Virtual hosting
< IPv6
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IPv4: Tinh trang can ki€t va giai phap

= Tinh trang thiéu dia chi IPv4
% 16/11/2010: Chi con khoang 176 tri€u dia chi (4%)
(http://www.ipv4exhaustioncounter.com/)
» Dy kién 11/3/2011: Hét dia chi IPv4!
= Giai phap:
<« NAT
« IPv6

Network Layer 4-56

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com
https://fb.com/tailieudientucntt

IPv4: Tinh trang can ki€t va giai phap

« RFC 1918: Danh riéng 3 vung dia chi cho cac thiét
bi trong mang noi bo, goi la cac private address.
. 10.0.0.0 - 10.255.255.255 (10/8 prefix)

. 172.16.0.0 - 172.31.255.255 (172.16/12 prefix)
. 192.168.0.0 - 192.168.255.255 (192.168/16 prefix)

» Q: Cac dia chi private chi co gia tri trong mang noi
bd. Lam thé nao dé mdt may tinh str dung dia chi
private, co thé gulri/nhdn cac datagram ra mang
Internet?

= A: cO thé dung NAT (Network Address Translation)
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NAT: Network Address Translation

an con lai Mang noi b
ES: rI]nCtZ?nlgé (VD, mang gia dinh)
dih 10.0.0.0/24 >

1{0.0.0.4
2
138.76.29.7 1

NAT -enabled router

7at ca datagrams ro7 khoi mang o , ,
ndi bd, cd cling dia chi IP cia NAT dia chi 10.0.0.0/24 co the dugc cac

Server (138.76.29.7) ¢ field thighBltrongJpang noi bo nay su
source IP addess, nhung c6 dung dée lién lac v3i nhau, nhung ko

source port # khac nhau thé dung dé lién lac v&i bén ngoai
subnet
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NAT: Network Address Translation

Implementation: Router dong vai NAT Server phai:

- Voi datagrams di ra. thay thé (source IP address, port #)
thanh (NAT IP address, new port #)

Cac client/server G xa sé dung cap (NAT IP address, new
port #) dé lién lac.

» Ghi nhan lai (6 ( rong bang NAT Translation) tat ca cac cap
S

chuyen doi (source IP address, port #) ,” (NAT IP
address, new port #).

+ V0TI datagrams di vao: thay thé (NAT IP address, new port
#) G destination IP Address thanh (source IP address
port #) tudng Ung ( tra tu’ bang NAT translation)
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NAT: Network Address Translation

Bang NAT translation

1: host 10.0.0.1

2: NAT router WAN side addr LAN side addr S ~
thay ddi source IP gui datagram den

. 138.76.29.7, 5001 | 10.0.0.1, 3345 128.119.40.186. 80
addr tir 10.0.0.1, e :
3345 thanh A
138.76.29.7, 5001, B
Va cap nhat bang 119.40.186, 80 :|
NAT translation @ 1 10001

@ 5:138.76.29.7, 5001 "
D: 128.119.40.186, 80 ] 10002
13876297)'@ / g o
76.29. . 128.119.40.186, 80
E,, Y 10.0.0.1, 3345 '@'

/f

[ S: 128.119.40.186, 80

,3, ?r I?SI.?(?.Z?], 5001, _@" 4: NAT router _@ 10.0.0.3
3. Ira o1 dugc gui Thay d6i dest IP Addr tir

dén dest. address: .
138.76.29.7, 5001 thanh
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NAT: Network Address Translation

» Field port-number cua datagram la 16 bit
<+ CO trén 60,000 két noi dong thai tu' 1 dia chi trong mang
noi bo!
= NAT la giai phap con gay tranh cai:

<+ Port# la phuong tién dé dinh vi tién trinh ch khdng nén
dung dé dinh vi host.

+ Routers chi nén xuU' ly dén tang 3, ko nén cham dén khai
niém port#!

+ Vi pham nguyén tac: cac host nén truyén thong truc ti€p
dudc vai nhau, ma ko can 1 thanh phan trung gian nao
lam thay ddi dia chi/port#

< Su’ can kiét dia chi IPv4 nén dugc giai quyét bang IPv6
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NAT traversal problem

= Client muon két noi dén
server co dia chi 10.0.0.1

<+ Dia chi server 10.0.0.1 chi co Client
thé duing d& dinh vi trong LAN ?
(client t&r ngoai LAN ko thé st @

dung dia chi nay) .

ngoai co thé thdy dugc, 1a dia 138.76.29.7 NAT
chi NAT 138.76.29.7 router

« Chi co 1 dia chi ma client bén 7@ @

= Giai phap 1: cau hinh tinh
NAT cho phep chuyén tiép cac
request tu’ client dén NAT,dén
1 port nhat dinh trén server.

% e.g., (138.76.29.7, port 2500)
always forwarded to 10.0.0.1
port 25000

CuubDuongThanCong.com

10.0.0.1

10.0.0.4
¥
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NAT traversal problem

= Giai phap 2: Su dung cac giao
thdc Universal Plug and Play
(UPnP), Internet Gateway Device
(IGD) Protocol. Cho phép Ung
dung trén host co thé:
< Thém/x0a anh xa gilra (Public138 76297 Az
IP Addr, Public Port#) cua T outer
NAT va (Private IP Addr, i)
Private Port#) cua host
<+ Biét dugc (Public IP Addr,
Public Port#) dé quang ba ra
Internet.
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NAT traversal problem

= Giai phap3: relaying (used in Skype)
+ NATed client thiét 1ap két ndi dén may trung chuyén
<+ External client k&t n6i d&n may trung chuyén
% May trung chuyén bat ciu cho cac gdi tin gitra 2 bén

2. connection to

@y relay initiated 1. connection to

by client relay initiated
« . by NATted host
Cliont 3. relaying
established A
138.76.29.7 NAT
router
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Chapter 4: Network Layer

4. 1 Introduction

4.2 Virtual circuit and
datagram networks

4.3 What's inside a
router

4.4 IP: Internet Protocol
« Datagram format

« IPv4 addressing

«» ICMP

« IPv6

CuuDuongThanCong.com

= 4.5 Routing algorithms

< Link state
< Distance Vector
« Hierarchical routing

4.6 Routing in the
Internet

% RIP

<+ OSPF

<+ BGP

4.7 Broadcast and
multicast routing
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ICMP: Internet Control Message Protocol

Pudc cac host va router sur

dung dé truyén thong & tang

Network

+ Tudng trinh 16i: unreachable

host, network, port,
protocol

« echo request/reply (ducc

lénh ping sU’ dung)
Thuoc tang Network, nhung
“nam trén” IP:

+ Cac thong diép ICMP dugc

goi trong cac IP datagrams
C4u trdc ICMP message: Kiéu
(type), Ma (code) cung vGi 8

byte dau tién cua IP datagram

gay ra I0i

CuubDuongThanCong.com

Type Code description

A WWWWWWOo

ONO WN-~0O0

OO OO Oo

echo reply (ping)

dest. network unreachable
dest host unreachable
dest protocol unreachable
dest port unreachable
dest network unknown
dest host unknown

source quench (congestion
control - not used)

echo request (ping)

route advertisement
router discovery

TTL expired

bad IP header
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Traceroute and ICMP

Bén truyén gui mot loat = Khi thong diép ICMP dén, bén
segment UDP dén bén Nhan gui tinh RTT
< First has TTL =1 = Traceroute thuc hién qua trinh
+ Second has TTL=2, etc. nay 3 lan.
+ Unlikely port number Piéu kién diung
Khi datagram thu n dén = Théng thudng, UDP segment
router thur n: dén dudc host nhan.
# Router vut bo datagram = Host nhan tra vé mot thdng diép
« Va gui 1 thong diep ICMP ICMP “host unreachable” (type
(type 11, code 0) den ben 3, code 3)
truyén '

= Khi bén truyén nhan dugc thong

+ thong diep chua ca ten va diép ICMP nay, nd s& ngung gui.

dia chi cua router
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Chapter 4: Network Layer

4. 1 Introduction

4.2 Virtual circuit and
datagram networks

4.3 What's inside a
router

4.4 IP: Internet Protocol
« Datagram format

« IPv4 addressing

«» ICMP

« IPv6
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= 4.5 Routing algorithms

< Link state
< Distance Vector
« Hierarchical routing

4.6 Routing in the
Internet

% RIP

<+ OSPF

<+ BGP

4.7 Broadcast and
multicast routing
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IPv6

= Nguyéen nhan ra ddi: giai phap thay thé cho dia
chi IPv4 (32-bit), sé s6m can kiét.
» Cac nguyén nhan khac: nhu cau cai tién header
+ Nham gilp cho viéc xr ly/chuyén tiép gdi tin nhanh
han.
+ Nham gilp thuc hién viéc Bam bao chét luong diich
vis (Quality of Services — QoS) dé dang hon.
Khuon dang IPv6 datagram:
<« Phan header co kich thudc co dinh 40 byte
+ Khong cho phép phan manh.
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IPv6 Header (Cont)

IPv6 Header

T Jraffic class: tuong tu TOS trong

Version  Trafic Chass Flow Label I Pv4 ]

e — Flow La"be/."‘xa‘c d;?h cac datagram
o trong cung “dong” (flow).
Payload Length: SO byte dit liéu theo

Source Address sau header
Next header: xac dinh giao thu'c ¢ tang
trén.

Destination Address

Hop limit. giam 1 khi di qua 1 router,
khi Hop limit =0 thi datagram bij vut bo
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Other Changes from IPv4

= Checksum: bi loai bo, nham giam thdi gian xur
ly & moi router.

- Options: van con, nhung ndm ngoai header,
dugc chi dinh badi truong “Next Header”

« JCMPv6: phién ban mdi cua ICMP
« additional message types, e.g. “Packet Too Big”
<« multicast group management functions

Network Layer 4-71
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Transition From IPv4 To IPv6

= Khéng phai tat ca cac router déu cd thé dugc
nang cap cung luc.
+ Khdng thé hen ngay rdi dong loat thay doi.
+ Mang sé hoat dong ra sao khi cac router danh cho

IPv4 va IPv6 cung ton tai?

= Tunneling: Giai phap ky thudt dé s dung IPv6
trén nén IPv4: Khi di qua cac router IPv4, toan
bo goi tin IPv6 dugc goi trong datagram IPv4

Network Layer 4-72
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Tunneling
o A B o E F
Logical view: @_E;B unne @_@

IPv6 IPv6 IPv6 IPv6

F
Physical view: @_@4 o 2K _@_@

IPv6 IPv6 IPv4 IPv4 IPv6 IPv6
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Tunneling

. A B , E F
Logical view: @_E;B funne @_@

IPv6 IPv6

IPv6

IPv6

Physical view: @_@_@_@_@_@

IPv6 IPv6 IPv4
Flow: X
Src: A
Dest: F
data
A B: '
A S
IPv6 inside
IPv4

CuuDuongThanCong.com

IPv4

IPv6 IPv6

B-to-C:

IPv6 insi

IPv4

Flow: X
Src: A
Dest: F

data

E-to-F:
d IPv6
e
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4.5 Routing algorithms
« Link state
« Distance Vector
« Hierarchical routing

4.6 Routing in the
Internet

% RIP

<+ OSPF

<+ BGP

4.7 Broadcast and
multicast routing
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Interplay between routing, forwarding

Thuat toan dinh tuyén

local forwarding table
header value |output link

0100 | 3
0101 | 2
0111 | 2
1001 | 1

Gia tri nam g
header cua géi tin dén
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Graph abstraction

D6 thi: G = (N,E)
N =tap cacrouters ={u,v,w, X, y, z }

E = tap cac dudng truyén ={ (u,v), (u,x), (v,x), (v,w), (X,w), (X,y), (W,y), (W,z2), (v,2) }

Remark: Graph abstraction is useful in other network contexts

Example: P2P, where N is set of peers and E is set of TCP connections
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Graph abstraction: costs

e c(x,x") = chi phi dudng truyén (x,x")

-e.g., c(w,z) =5

chi phi dudng truyeén (X, X, X3,..., X,) = C(X1,Xp) + C(X3,X3) + ... + C(Xp1,X,)

Cau hoi: Bau la dudng truyén co chi phi thap nhat gilra u va z?

Thuat toan dinh tuyén: thuat toan tim dudng
truyén co chi phi thap nhat
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Routing Algorithm classification

Global or decentralized

information?

Global:

Tat ca cac router déu co day du
thong tin vé dau ndi va chi phi
dudng truyén

“link state” algorithms

Decentralized:

Cac router chi biét cac router lang
giéng co ndi truc ti€p, va chi phi
dudng truyén dén lang giéng.
Qua trinh 13p lai viéc tinh toan,
trao doi thong tin gitta cac lang
giéng.

“distance vector” algorithms

CuuDuongThanCong.com

Static or dynamic?
Static:
Cac tuyén thay doi cham.
Dynamic:
Cac tuyén thay doi rat
nhanh
+ Pugc cap nhat dinh
Ky.
+ D& phan ('ng lai véi
cac thay doi vé chi phi
dudng truyén.
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A Link-State Routing Algorithm

Dijkstra’s algorithm
= Tat ca cac nut déu biét vé thong

tin dau ndi va chi phi dudng Ky hieu:
truyén = C(X,Y): chi phi tir nt x dén
» Dugc thuc hién béng cach nut y; bang co néu x khong
quang ba trén toan dudng co dudng noi truc tiep.
truyén. = D(V): chi phi dudng truyén
+ Tat ca cac nut déu co cung nho nhat hién hanh, tu nat
thong tin. nguon dén nut v.

» Tinh dudng truyén co chi phi tdi . p(v):ndt dimng lién trude it
thieu tu mot nut (‘'nguon’) den tat |, trong dudng truyén nho
ca cac nut khac. nhat hién hanh, tir ngudn

% Cung cap cac forwarding table dén v.

cho nut do. = N" tap cac nat c6 dudng

» Lap lai: sau k lan lap, xac dinh truyén nho nhat da dugc xac
dugc dudng truyén chi phi nhé dinh r3 rang. '

nhat dén k dich. Network Layer 4-81
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Dijsktra’s Algorithm

1 Khoi tao:
2 N'={u}
3 V&imbinatv e N

4 Néu v nam ké nut u

3 thi D(v) = c(u,v)

6 Ngweoc lai D(v) = «

!

8 Lap lai

9 Timw ¢ N'sao cho D(w) la nhé nhét
10 Thémwvao N'

11 Cap nhat D(v) cho moi ndt v nam ké v&i w va chwa thudc N’:
12 D(v) = min( D(v), D(w) + c(w,v) )
13 /* new cost to v is either old cost to v or known
u4 shortest path cost to w plus cost from w to v */
1

5 Cho dén khi tat ca cdc nut déu xuét hién trong N’
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Dijkstra’s algorithm: example

Step N'_ D(v).,p(v) D(w),p(w) D(x),p(x) D(y),p(y) D(z),p(z)
0 u 2,u 5u - 1u o oo
1 ux «— 2,U 4.x 2.X o
2 Uxy«—— 2,0 3,y 4y
3 uxyv/ 3,y 4.y
4 UXYVW <« 4.y
5 UXYVWZ <

CuuDuongThanCong.com
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Dijkstra’s algorithm: example (2)

Cay biéu dién cac dudng truyén co chi phi nho nhéat tir u:

-t

Dan dén forwarding table & nut u la:

destination | |ink

(uyv)
(u,x)
(u,x)
(u,x)

(u,x)

N & <X X <
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Dijkstra’s algorithm, discussion
Do phuc tap cua thuat toan: véi n nut

= Moi budc I8p: trudng hgp xau nhat la phai kiém tra tat ci
cac nut w con lai eN, nhung ¢N’, c6 D(w) min

— Chi phi n(n+1)/2

— DO phuc tap O(n?)

= NEu cai hiéu qua han, st dung cay trong budc 9: O(nlogn)
Su dao dong gilra cac phuaong an ducng di chi phi nho nhat:
= e, g chi phi dudng truyén= lugng dir li€u truyén

\]{ 29 5= qﬁ \89
-0 %T \0% ok
1 :

... tinh lai .. tinh Ial dao ... tinh Ia| dao
chiéu

Khdl

dau Networ||< Layer 4-85
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Distance Vector Algorithm

Bellman-Ford Equation (dynamic programming)

Pbat

d,(y) := chi phi nh6é nhat cua dudng truyén tu x
dény

Do do

dy(y) = min {c(x,v) + d(y) ;

Trong d6 min dugc lay trén tat ca cac lang giéng

V Cua X.
Network Layer 4-87
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Bellman-Ford example

RO rang, d(z)=5,d.(z)=3,d,(z) =3

Theo pt Bellman-Ford:

d,(z) = min { c(u,v) + d,(2),
c(u,x) + d,(z),
c(uw)+d,(2)}

=min {2 + 5,
1+3,
5+3} =4

Node that achieves minimum is next
hop in shortest path = forwarding table

Network Layer 4-88
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Distance Vector Algorithm

D,(y) = chi phi udc lugng la t6i thiéu tir x dén y
NUt x biét chi phi dén tung nut lang giéng v: c(x,v)
Nut x duy tri distance vector D, = [D,(y): y € N ]
Nut x cting duy tri nhirng distance vector cua cac
lang giéng.

+ VG&i moi lang giéng v, x duy tri

D, =[D/(y): y €N ]

Network Layer 4-89
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Distance vector algorithm (4)

Y tudng chinh:

. Theo thdi gian, moi nit guri distance vector clia chinh né
cho cac nut lang giéng.

= Viéc mot nut gui DV cho cac nut lang giéng la doc lap vai
cac nut khac, ko bat budc cac nut khac phai lam nhu vay
vao luc do.

= Khi 1 nut x nhan dugc DV tu 1 nut lang giéng, no sé tu cap
nhat lai DV cua no, theo cong thuc B-F:

D (y) — min{c(x,v) + D(y)} foreach nodey e N
: gi?h)thu’&jng, udc lugng D,(y) hdi tu vé chi phi bé nhat
x\Y

Network Layer 4-90
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Distance Vector Algorithm (5)

Iterative, asynchronous: O moi nt:
viéc tinh toan lai ¢ moi nut

dudgc kich hoat do: ]
= chi phi truyén & cuc bd thay Cho doi (thay doi chi phi

doi. truyén cuc bd hodc nhan théng
- Nhan dudgc DV tir lang diép tir lang gieng)

giéng.
Distributed:

. ) ) T'inh lai cac wée lwong DV
= MOi nut thong bao cho lang

giéng chi khi DV cua no thay |
doi. Néu DV dén bat ky nut nao thay

+ Sau do, cac lang giéng ciing 2. pp A . . 3
55 thong bio cho lang doi, thdng bao cho lang giéng

giéng cua no néu can thiét.

Network Layer 4-91
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D.(z) = min{c(x,y) +
D(z), c(x,z) + D(Z)}
= min{2+1 , 7+0} = 3

D.(y) = min{c(x,y) + Dy(y), c(x,z) + D,(y)}
=min{2+0 , 7+1} = 2

hode x table

cost to
Xy z
02 7

cost

OO OO

from
N < X
from
N < X

OO OO

hode y 1'(1b|(<:a0S fto

X'y z

oo OO
(o 0]

X
Y
.

from

OO OO

nhode z table
cost to

X'y z

oo OO ©O

from
N < X

» time
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D.(y) = min{c(x,y) + Dy(y), c(x,z) + D,(y)}
=min{2+0 , 7+1} = 2

hode x table

cost to
X'y z

from
N < X

02 7

OO OO

OO OO

node y table

cost to
X'y z

from

X
Y
.

oo OO
(o 0]

OO OO

nhode z table

cost to
X'y z

from
N < X

oo OO ©O

D.(z) = min{c(x,y) +
D(z), c(x,z) + D(Z)}
= min{2+1 , 7+0} = 3

£
O
(-
Y

from

from
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Distance Vector: link cost changes

Link cost changes:

= NUt phat hién chi phi truyén cuc b thay doi
= Cap nhat thong tin dinh tuyén, tinh lai DV ”

= Néu DV thay doi, thdng bao cho cac lang 50
giéng
-0 thdi diém ¢, y phat hién chi phi truyén thay déi,
. cap nhat DV cua no, va thong bao cho lang giéng cua
good né.
news -0 thdi diém t,, z phat hién cac cip nhat tir y va cap
travels nhat cac béng cua no. No tinh lai chi phi toi thiéu tdi x
fast” va gui DV ctia né cho cac lang gleng

O thdi diém t,, y nhan dugc cac cap nhat cua z va cap
nhat lai cdc bang cua nd. Do chi phi t6i thiéu cla y
khéng thay ddi va do dé y khéng guri bat ky théng tin
nao cho z. Network Layer 4-94
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Distance Vector: link cost changes

Link cost changes:

= good news travels fast 6
= bad news travels slow -
“count to infinity” problem! 50

= 44 jterations before
algorithm stabilizes: see text

Poisoned reverse:

= NEu Z huéng goi tin di qua Y
dé dén X:
Z bao cho Y biét khoang
cachtur Z dén X (ma Z
quan) la vo han (do dé Y sé
khong huéng goi tin dén X
ngang qua 2)
= will this completely solve
count to infinity problem? Network Layer 4-95
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Comparison of LS and DV algorithms

Message complexity

LS: v3i n nut, E dudng truyén,

O(nE) thong diép dugc gui

DV: chi c6 cac trao doi gilra

cac lang giéng
+ Thdi gian hoi tu bién dong

Speed of Convergence

LS: thuat toan O(n?) doi hoi
O(nE) thong diép
% CO thé cd su dao ddng
= DV: Thdi gian hoi tu bién
dong
+ Van dé routing loop
+ Van dé count-to-infinity

CuuDuongThanCong.com

Robustness: diéu gi s€ xay ra
néu router hong hoc?

LS:

» NUt cd thé quang cdo chi phi

duong truyen khéng chinh
Xac.

» MOi nut chi tinh bang cla

chinh no

x2 Nut co thé quang cdo chi ph|

°n dudng khong chinh xac

x2 Bang cua tung nut dugc cac

nut khac su dung
. LOi lan truyén qua mang
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Hierarchical Routing

Cac gia dinh nghién cliu trudc day con ly tuéng:
= Tat ca cac routers déu giong nhau
= network “flat” (i.e khong phan cap)

... khong kha thi, vi:
scale: v@i 200 triéu dich administrative autonomy
dén: - internet = mang cla cac mang
- Khong thé luu tat ca cac dich = MOi quan tri vien mang co thé
dén trong routing table! muon kiém soat viéc dinh

- Viéc trao doi cac routing table  tuyén trong mang cua ho.
co thé lam cho cac dudng
truyén tran ngap thong tin
dinh tuyén, ko con cho cho
truyén dir liéul!
Network Layer 4-98

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com
https://fb.com/tailieudientucntt

Hierarchical Routing

= Gom cac router vao trong

1 vung, goi la Gateway router
"autonomous systems” = NGi truc ti€p dén router
(AS) trong AS khac.

= Cac router trong cung AS
sé chay cung 1 routing
protocol g
« “intra-AS"” routing protocol

+ Cac router trong cac AS
khac nhau co thé chay cac N\
intra-AS routing protocol

khac nhau. lea AS2
> As1

Network Layer 4-99
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Interconnected ASes
@ AS3

g = Forwarding table dugc
cau hinh bdi ca intra- va
inter- AS routing

Y protocol

To— Py + Intra-AS thiét lap cac
ﬁ% dong dinh tuyén cho cac
. ASl dich dén bén trong AS.

+ Inter-AS va intra-AS thiét

lap cac dong dinh tuyén
oA () cho cac dich den ben
Routing Routing ngOai.

\ilgiorith algorith

CuuDuongThanCong.com https://fb.com/tailieudientucntt
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Inter-AS tasks

= Gia sU rang router trong
AS1 nhan dugc datagram ~ ASlphai: S
hudng ra bén ngoai AS1: 1. Tim hieu xem dich den

+ Router can chuyén goi nao la co the cham toi
tin dén gateway ﬂugc ;lg%ng qua ASZ,
router nao? 0dC As3.

2. Truyén ba kha nang
nay cho tat ca cac
router trong AS1.

Job of inter-AS routing!
= .
S S

AS2

AS1

Network Layer 4-101
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Example: Setting forwarding table in router 1d

= Gia sU’ AS1 hoc dudc thong tin (thong qua inter-AS
protocol) la cé thé dén dugc subnet x thdng qua AS3
(gateway 1c¢) nhung khong qua AS2.

= inter-AS protocol truyén thong tin nay dén tat ca cac
router bén trong.

= Router 1d xac dinh dugc rang interface 7 cta nd la nam
trén dudng ngan nhat dén 1c.

+ Thém/cap nhat dong (x /) vao forwarding table

\g\gé >

7

Network Layer 4-102
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Example: Choosing among multiple ASes

= Gia sur AS1 hoc dudgc tu inter-AS protocol rang cd thé dén
dugc subnet x bang cach di qua AS3 hodc gua AS2.

- P& cdu hinh forwarding table, router 1d phai xac dinh
gateway nao sé chiu trach nhlem chuyén géi tin dén
mang X.

+ Pay cling la cong viéc cua inter-AS routing protocol!

7

Network Layer 4-103
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Example: Choosing among multiple ASes

= Gia sur AS1 hoc dudgc tu inter-AS protocol rang cd thé dén
dugc subnet x bang cach di qua AS3 hodc gua AS2.

- P& cdu hinh forwarding table, router 1d phai xac dinh
gateway nao sé chiu trach nhlem chuyén géi tin dén

mang x.

+ Pay cling la cong viéc cua inter-AS routing protocol!
= hot potato routing: gui goi tin vé hudng router gan nhat.

Hoc twr inter-AS
protocol rang c6
thé dén dwoc
subnet X qua nhiéu
gateway

S& dung théng tin tw
intra-AS protocol dé

xac dinh chi phi cua |

duwong di tdi thiéu
cho tirng gateway.

Hot potato routing:
Chon gateway c6
chi phi dwéng di ti
thiéu bé nhat

\4

Xac dinh cho forwarding
table rang interface | 14
noi dan dén gateway co
chi phi téi thiéu bé nhét.
Thém dong (x,l) vao
forwarding table

CuubDuongThanCong.com
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= 4.5 Routing algorithms
« Link state
« Distance Vector
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= 4.6 Routing in the
Internet
» RIP
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<« BGP

= 4.7 Broadcast and
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Intra-AS Routing

= Con goi la Interior Gateway Protocols (IGP)
= Cac giao thuc thudng gap nhat thudc loai nay:

« RIP: Routing Information Protocol
« OSPF: Open Shortest Path First

« IGRP: Interior Gateway Routing Protocol (Cisco
proprietary)

Network Layer 4-106
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RIP (_ Routing Information Protocol)

» La thuat toan distance vector

= Xuat hién trong ban BSD-UNIX Distribution vao nam 1982

» PO do khoang cach: so lugng hop (t6i da trong 1 AS= 15
hops)

<+ Hop: sO subnet phai di qua trén con dudng ngan nhat tir router
nguon dén subnet dich, ké ca subnet dich

TU router A dén cac subnets:
Subnet dich  hops

u Y

u 1

EE—@;;\W v 2

W 2

X 3

>/ X y 3

\2@4@2)\ Z 2
Y
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RIP advertisements

= diistance vectors. dugc cac router lang giéng trao
doi sau moi 30 giay, dudc chlra trong Response
Message (con dudc goi la advertisement)

= MOi advertisement: danh sach 1én tGi 25 subnets
dich bén trong AS

Network Layer 4-109
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RIP: Example

W—@\-/x*@g @y—@z
A D B S

C \

Destination Network  Next Router Num. of hops to dest.

X NX s
W W >
NN

Routing/Forwarding table in D
Network Layer 4-110
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RIP: Example

Dest  Next hops Advertisement

w - 1
X -1 «~ from A to D
y4 C 4

— s e <
D B S

A\
=

C
Destination Network  Next Router Num. of hops to dest.
w A 2
Yy B 2
z BLA %5
X -- 1

Routing/Forwarding table in D Network Layer 4-111
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RIP: Link Failure and Recovery

Néu 1 router khong thay adverstisement nao tu' 1 router lang
giéng cua no trong vong 180 giay, = xem nhu router lang
giéng do da khoéng con lién lac dugc (cd thé do router d3
tat/hu hodc dudng truyén bij gian doan)

+ Cac con dudng di qua router lang giéng do bi xem la bat
hap €.

+ Can mot advertisements mai dé théng bao cho cac router
lang giéng (con lién lac dugc) biét diéu nay.

+ N&u routing table & l1ang giéng cé thay ddi, nd cling sé gu
advertisement dé théng bao.

% Cac hong hdc vé dudng truyén dudc lan truyén nhanh
chong trén toan mang (vé nguyén tac).

+ KY thudt poison reverse dugc dung dé ngan tinh trang
ping-pong loops (infinite distance = 16 hopsSyetwork Layer 4-112
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RIP Table processing

= UNIX: RIP routing tables dugc mot tién trinh cua tang
application quan ly, dudc goi la route-d (daemon)
= Cac advertisements dugc gui dinh ky bang UDP

A A

Transprt
(UDP)

network
(IP)

Transprt
(UDP)

forwarding
table

forwarding| | network
table (IP)

link

physical

link

CuubDuongThanCong.com

physical
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OSPF (Open Shortest Path First)

“open”: publicly available

St dung thuat toan Link State

<+ GUI quang ba cac gai tin LS dén dén toan bo AS
- Khi router phat hién th&y co thay doi (chi phi, tinh trang mang).

« Dinh ky sau mdi 30 gidy du tinh trang mang (Link state) cd thay d6i hay
khong

+ MOIi nGt phai xay dung ban d6 mang cho riéng né

<+ Tinh toan dudng di dua vao giai thuat Dijkstra
OSPF advertisement carries one entry per neighbor
router

Cac advertisements dudc phat tan dén toan bo AS, chlr
ko chi la cac router lang giéng

+ Pugc thuc hién nhd cac OSPF message, trén nén IP (thay vi TCP

hay UDP) Network Layer 4-115
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OSPF “advanced” features (not in RIP)

security: tat ca cac OSPF message déu dudc ching thuc
(nham ngan chan nhitng xam nhap pha hoai)
Cho phép nhiéu dudng dén dich co chi phi bang nhau
(nhung trong RIP thi chi cd 1 dudng)
VGi moi dudng truyén, cd nhiéu dod do chi phi (rng véi cac
ki€u dich vu (TOS — type of service) khac nhau (e.g.,
satellite link cost set “low” for best effort; high for real
time)
Cho phép tich hgp unicast va multicast:

+ Multicast OSPF (MOSPF) str dung cung dir li€u vé tinh

trang mang nhu OSPF

Cho phép AS c¢G I6n dudc cau truc phan cap (hierarchical)
va lam viéc theo OSPF

Network Layer 4-116
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Hierarchical OSPF

boundary rouler
K backbone rouler

1 mrEﬂ -
4 horder T
o routers h“"if et 5
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Hierarchical OSPF

Phan cap 2 muc: vung cuc bo, backbone.

+ Cac link-state advertisement chi dugdc gui trong vung
cuc bo

« each nodes has detailed area topology; only know
direction (shortest path) to nets in other areas.

area border routers.: “summarize” distances to nets in
own area, advertise to other Area Border routers.

backbone routers: run OSPF routing limited to backbone.
boundary routers. connect to other AS’s.

Network Layer 4-118
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Internet inter-AS routing: BGP

BGP (Border Gateway Protocol): the de facto
standard

BGP cung cap cho moi AS phugng tién dé:

1. Thu thap thong tin vé& céc subnet cd thé lién lac
dudc tu cac AS lang giéng.

2. Lan truyén cac thdng tin vé cac subnet cd thé lién
lac dudc cho tat ca cac router bén trong AS

3. Xac dinh con du’dng “tot” dén cac subnet dua tren
cac thong tin Ve cac subnet cd thé lién lac dugc va
chinh sach cua no.

Cho phép 1 subnet quang cao su ton tai cua
no dén phan con lai cua Internet: “Co toi day”

Network Layer 4-120
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BGP basics

Cac cap router (BGP peers) trao doi thong tin dinh tuyén thong qua
ket noi TCP “semi-permanent”: BGP sessions.

» external BGP session vs. internal BGP session
» Cac BGP session khdng can phai tuong 'ng vdi dutng truyen vat ly

Trong BGP: dich dén khong phai 1a host, ma 1a subnet, biéu dién
bang preﬂx (Vd 138.16.64/24)

Kh| AS2 quang cao mot prefix dén AS1:

ASZf cam két 1a nd sé chuyén ti€p cac datagram vé mang con Uing Vdi
prefix.

+ AS2 cO thé gdp cac prefix trong goi tin advertisements ctia no.

_____ eBGP session

@ ................ iBGP session @
Sh S 4 =k
AS3 ~. T b
S \
ST /,’ AS2
Asl &l

Network Layer 4-121

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com
https://fb.com/tailieudientucntt

Distributing reachability info

= SU dung eBGP session gilra 3a va 1c, AS3 gui cac thong tin
vé mang con ma co thé lién lac dugc (reachable) cho AS1
+ Sau dd, 1c co thé sir dung iBGP dé phan phdi thong tin
nay dén tat ca cac router trong AS1.
+ Sau dd, 1b co thé quang cdo tiép thong tin nay dén AS2,
nho eBGP session tu' 1b dén 2a.
= Khi router biét dugc thong tin mai, nd tao ra mot dong cho
mot prefix trong forwarding table cua no.

_____ eBGP session

; D - iBGP session
L @ 4 ...@
AS3 S @ | @
R E o, P 7 s ASZ
ASsl S
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Path attributes & BGP routes

= Cac prefix dugc quang cao kem theo cac thuoc
tinh BGP.

« prefix + attributes = “route”
= Hai thuoc tinh quan trong:
+ AS-PATH: chUra cac AS ma cac prefix advertisement
di qua, VD: AS 67, AS 17

« NEXT-HOP: chira dia chi IP cua interface cua
gateway router (cua AS dau tién di ra subnet dugc
xac dinh bdi prefix)

= Khi mot gateway router nhan dugc mot
advertisement, c6 st dung import policy dé&
chap nhan hoac tu choi.
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BGP route selection

Router ¢cd thé hoc dugc nhiéu han mot
tuyén dudng dén 1 subnet Ung vai 1 vai
prefix. Router phai lua chon 1 tuyén dudnag.
Quy tac loai trur:

local preference value attribute: policy decision
shortest AS-PATH

closest NEXT-HOP router: hot potato routing
additional criteria

i
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BGP messages

= Cac BGP messages dudc trao ddi gilra cac router, str
dung TCP.

= BGP messages:

+» OPEN: md két noi TCP dén peer va Uy quyén cho bén
gui.

+» UPDATE: quang cao tuyén dudng mdai (hodc rut lai
tuyén cii)

«» KEEPALIVE keeps connection alive in absence of
UPDATES; also ACKs OPEN request

+» NOTIFICATION: bdo 16i cho cdc msg trudc dé; cling
dudc dung dé dong két noi.
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BGP routing policy

Ky hié€u: Mang nha cung
cap dich vu

/TS
. I / Mang cua khach
\

hang

= A,B,C la cac mang cua nha cung cap dich vu
= X,W,)Y la cac mang khach hang (cua nha cung cap)
» X la dual-homed: dugc ndi vao 2 mang
. X khong mudn cac tuyén di tu' B dén C qua no
. ... do do6 X khong quang cao dén B con dudng tGi C

Network Layer 4-126
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BGP routing policy (2)

Ky hié€u: Mang nha cung
cap dich vu

/TS
. I / Mang cua khach
\

hang

= A quang cao dén B con dudng AW
= B quang cao dén X ducng BAW
= B cd nén quang cao dén C dudng BAW?
- No way! B khong co “Igi nhuan” tu viéc ganh luong CBAW,
do ca W lan C déu khong phai la khach hang cua B
- B muon buodc C hudng luong dir lieu dén w thong qua A

. B chi mudn phuc vu cho khach hang cua no!
Network Layer 4-127
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