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DINH NGHIA USERS

Users dwoc dinh nghta trong mét hé thong dé X&c
dinh “ai? dwoc quyén dung cai gi?” trong hé théng
do.
V&i Linux, moéi user c6 mot dinh danh duy nhat, goi
la UID (User ID).

0 — 99: user c6 quyén quan tri.

> 99: user riéng. >= 500: user thwong.

M&i user thudc it nhat moét group. Méi group cling
c6 moét dinh danh duy nhat la GID.
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DINH NGHIA USERS (TT)

Nhirng file dinh nghia thdng tin users:
/etc/passwd: chlra thong tin user login, password ma
hoa, UID, GID, home directory, va login shell. M6i dong
la théng tin cua mét user.
/etc/shadow: chira thong tin password m§1 hoa, thoi gian
str dung password, thoi gian phai thay doi password. ..
/etc/group: chtra thGng tin group.
/etc/gshadow chtra password cua group dudi dang
hash (it khi dung dén).
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DINH NGHIA USERS (TT)

File /etc/passwd : MOi dong trong file trng

v&i mot ngwdi dung trong hé thong
GID
Password Home directory

;

Username T Description Shell
uiD

rnnt /root ghlnfb35h

mail:x:E:1E:mail:fvar!5pnnlfmail:{5binfnnlngig

.

Shell
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DINH NGHIA USERS (TT)

o File /etc/shadow

Password

Ngay user bj warn
trwdc khi hét han pass

thay déi password

-~

root;:s150DMEBcdxYsWCRZ3IAN/ASKmTdstomz3ub: 13897 :0:99999:7:

Username

Ngay trudc khi phéil
_
H_}

Lan thay dbi
password cudi cling

Sb ngay duwgc sir dung
password
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DINH NGHIA USERS (TT)

o File /etc/group
Groupmember

Grouppjjsword |

root:x:0:root

T T

Groupname  GID
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CONG CU QUAN LY USERS

Quan ly bang command line
useradd: tao user.
usermod: chinh stra théng tin user.

userdel: x6a user (tham soé -r x6a thw muc home cua
user).

groupadd: tao group.

groupdel: xba group.

groupmod: chinh stra théng tin group

Groups: Xxem cac users cua group.
Quan ly bang giao dién dé hoa
Quan ly trwe tiép trén file
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CAU HINH MAC DINH

Khi dung Iénh useradd khéng co6 option kém theo
dé tao user, cac thudc tinh clia user sé duoc tao
theo cac cau hinh mac dinh.
Nhirng file dinh nghia cau hinh mac dinh:
/etc/default/useradd
letc/skel/
/etc/login.defs
Néu mudn thay ddi cau hinh mac dinh, thay dbi trwc
tiép trong nhirng file nay.
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CAU HINH MAC DINH (TT)

[etc/default/useradd: nhirng gia tri mac dinh cho
viéc tao acount.

[etc/skel: thw muc chira n6i dung mac dinh sé tao
trong home directory cua users.

Jetc/login.defs: nhirng cau hinh mac dinh cho
shadow password.
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CHUYEN USER

Cau lénh su dwoc dung dé chuyén quyén diéu
khién sang mét ngudi dung khac.
CuU phéap: su [- hoac -I] username
-, -I: chay doan ma login script cua user maoi
username thi mac dinh la root.
Pé tré vé user cli ta dung lénh exit
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CHINH SACH VE MAT KHAU

o File /etc/shadow

Password

Ngay user bj warn
trwdc khi hét han pass

thay déi password

-~

root;:s150DMEBcdxYsWCRZ3IAN/ASKmTdstomz3ub: 13897 :0:99999:7:

Username

Ngay trudc khi phéil
_
H_}

Lan thay dbi
password cudi cling

Sb ngay duwgc sir dung
password
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[ETC/SHADOW

Mat khau cua user s& dwoc bam (hash) va lwu trong
file nay.

name :password:lastchange:min:max:warn:inactive:expire:flag

name User login name, mapped to /etc/passwd
password Encrypted password. If this field is blank, then there is no
password ; “*””11” : account is locked, ...

lastchange Number of days since the last password change, from 1/1/70

min Minimum number of days between password changes

max Maximum number of days password is valid

warn Number of days before expiration that user will be warned
inactive Number of inactivity days allowed for this user

expire Absolute date, beyond which the account will be disabled
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THAY POl PASSWORD

Pé thay dbi password cla user ta ding cau lénh passwd

# passwd henry

current password :

new password:

retype new password:

Lot khuyén khi chon password:
Not use proper words or names
Use letters and digits
Include symbols: !, @, #, $, %, ...

Khéng cho phép céc tai khodn “guest” login vao hé thong
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THAY DOl THOI HAN SU’ DUNG

Thay déi th&i han password v&i chage :

chage [options] <user>

Options:

<mindays>
<maxdays>
<lastdays>

<inactive>

<expiredate>

<warndays>

CuuDuongThanCong.com

Minimum days
Maximum days
Day last changed

Inactive lock, sau khi mat khau hét
han bao lau sé lock tai khoan.

Expiration (YYYY-MM-DD or
MM/DD/YY)

Warning days
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BAO MAT TAI KHOAN

Piit ngay hét han cho nhirng tai khoan tam thoi

# usermod —-E 2003-12-20 henry

Khoa nhirng tai khoan 1au khéng ding dén:

# usermod —f 5 henry

Pé tim va xoa tat ca cac file/thw muc ciia user nam ngoai
home directory:

# find / -user henry —type f —exec rm —f {} \;
# find / -user henry —type d —exec rmdir {} \;
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CHINH SACH MUON QUYEN

Méi trwdrng Linux la mét moi trwdng ¢ nhiéu ngudi
dung, nhiéu nguwdi quan tri.

Néu ngwdi ding ndo ciing st dung tai khoan root,
Khi hé thong co thay doi sé rat kho dé biét ai la
nguwoi da tao nén thay doi do.

Moi nguoi sé dung tai khoan riéng, khi can tac
déng den hé thdng sé mwon tam quyén cua user
root thébng qua cong cu “sudo”
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SU DUNG SUDO

S dung sudo, user sv dwgc yéu cau nhap
password cua chinh minh (khéng phai cua root), khi
nhap thanh cong sé thwe thi dwoc cong viéc

= sv@localhost: ~
[zvwHdlocalhost ~]§ service wsftpd restart
Shutting down wsftpd: [
Starting wsftpd for wsftpd: 500 O0PS: cannct open config file:fetcdvsitpdds
.cont
[ ]

[svllocalhost ~]% sudo service wsftpd restart

WMe cru=st wvou have received the usuzal lecture from the local System
Ldministrator. It usually boils down to these three things:

#1) Respect the privacy of others.
#2) Think hefore you type.
#3) With great power comes great responsibility

sudao] p1ssﬂu1d for =v:
Sorry, tr d
[:11|1||] pa
Shurtting dow
Starting v"rrpd for ““ftpd:
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NHUNG Al PUOC SUDO?

Viéc ai duoc ghép sudo, va khi sudo sé duwoc thuc
thi nhirng quyén han nao dwoc qui dinh trong tap
tin /etc/sudoers

Pé chinh stra tap tin nay, dung quyén root va thuc
thi cau lénh visudo (twong tw Iénh vi, nhwng chuyén
dé stra file sudoers vi vi tri file nay cé thé thay doi
trén cac dong linux khac nhau)
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CU PHAP
Cu phap file sudoers

username/group servername = (usernames to run as) command

Trong d6 tham soO “usernames to run as” khédng nhat thiét
phai cd, néu tham s6 nay khdng ton tai nguwdi sudo sé
chay v&i quyén root

Néu nhiéu username hodc nhiéu command, mdi
user/command cach nhau bang dau “,” (comma)
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Qui voc

O cot dau tién, néu la group sé c6 thém dau %
trwwdc trén group

C6 thé dung ttr khda ALL dé chi tat cad moi
user/server hoac moi command (sé co vi du)

Néu di liéu qua dai, khong thé viet trén 1 dong cé
thé dung ky hiéu \ trirdc khi xudng dong

Néu file sudoers chi diing trén may cuc bd, thwéng
cOt server sé la ALL
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Tham khao thém:
http://linuxhomenetworking.com
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