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G101 THIEU VE FILE PERMISSION

Linux la mot hé d‘i‘éu hanh da ngudi dung, do dé

van dé phan quyén truy xuat trén hé thong file la rat
guan trong.

Pé xem dwoc quyén han rng v&i mot file cu thé, ta
co thé dung lénh s -I.

[sv@dhcppc3 ~1% 1s -1
total 8
--W-Tw-r-- 1 sv sv 9 2008-08-27 09:10 sv.txt
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CAU TRUC PHAN QUYEN

execufe (user) read (other)
write (user) write (other)
read (user) 1 J execufe (other)
D‘D‘D 0‘0‘0‘0‘0‘0‘0‘0‘0

SUiD j ‘ ‘ t execufe (group)

SGID wrife (group)

Sﬂdr{ . ) read (group)
|

Dung cho file

thuyre thi
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BIEU DIEN DU'OI DANG SO

Octal Value Permission Sets

Octal Value Permissions
4 Read

2 Write

1 Execute
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if first bit is 1, acd 4 to the octal number
if second bit is 1. add 2 to the octal number
— if third bit is 1, add 1 fo the octal number

L) T
moe bits ’l‘ ’l‘ 1

maode bits = 1‘ 1‘ 0‘ 1‘ 1‘ 1‘ 1‘ O‘ 1‘ 0‘ 0‘ 1 octol number = 6751

1|1]o0
4+424+0=6
Special
1/1)1
1+24+1=7
User
1/0[1
1+0+1=5
Group
0/0f1
0+04+1=1
Other
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chgrp

—

-TW-TW-T-- 1 root gjava 242 Apr21 2002
Y L. v A
.y
chmod chown
- I W - r w - r - -
h " A b - A M \ A
u g 0

chmod o+T data.txt

CuuDuongThanCong.com

https://fb.com/tailieudientucntt

data.txt


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Ba loai nguw¢i dung trng va&i file permission:
User/Owner (u): Ngwoi nam quyen sé hivu file, co thé
thay doi bang Iénh chown
Group users (g): Nhirng nguwdi dung nam trong group
s& hiru user
Others (0): Nhirng ngu®i dung con lai
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Y NGHIA CAC QUYEN

Cac twr viét tat r,w,x; gia tri - twong trwng cho khdng c6 quyén han tai
vi tri do. Vi du: r-x la khéng co quyén w.

Permission Mnemonic File permission Directory permission

Read r Examine the contents of the file. List directory contents.

Write W Write to or change the file. Create and remove files in the directory.
Execute X Run the file as a program. Access {cd into) the directory.

Chr cai dau tién la d: thw muc; -: tap tin; ngoai ra
con cO cac ky tw dac biét khac.
[root@dhcppc3 ~1# 11

total 216

-rw-r--r-- 1 root root B 2008-08-20 12:31 abc.txt
-W------- 1 root root 1266 2008-08-13 22:13 anaconda-ks.cfg
-rwW-r--r-- root root 30650 2008-08-20 12:47 danhsach.txt

drwer-xr-x
drwer-xr-x

root root 4096 2008-08-13 16:43 Desktop
root root 4096 2008-08-20 12:32 dir3

W RJ
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Quyén han ngoai viéc dwoc thé hién bang chudi ky
tw rwx, con co thé dwoc ky hiéu bang so (777).
Toan bd quyén truy xuat dwoc chia thanh 3 nhom
trng voi 3 loai ngwoi dung. M6i nhom dwoc viet
thanh mot sé.
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LENH CHMOD

Pé thay dbi quyén han trén file, ta st dung I&nh
chmod, cu phap:

chmod [mode] filename

Ghi chu: chi c6 superuser (cac user quan tri) hoac
user s& hiru tap tin/ thw muc maéi cé thé chmod cho
tap tin/thw muc.

Lénh chmod c6 thé,hoat dong & ca dang chudi
(rwx) 1an ca dang so (764).
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r Read
w Write
x Execute

= S tr rmissions
- Remove access
+ Give '| DOESS

u Userorownerof the file

g Group towhich the file belongs
o Others outside owner and group
a Allof the above

Muc mode trong cau I&nh chmod gém cé 3 phan. Phan dau chi nhém ngudi
dung, phan sau la toan t&r, cudi cung la quyén han.
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ViDu 1:

X6a quyén read ctia group véi file
dante:
S 1ls -1 dante

-rw-r--r-- 1 user2 staff 2 Jun 11
1:44 dante

S chmod g-r dante

S 1ls -1 dante

-rw—-——-r-- 1 user2?2 staff 2 Jun 11
1:44 dante


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Vi DU 2:

Thém quyén execute cho owner, thém quyén read cho
group va others vai file dante:

S 1s -1 dante
- YwW——————-— 1l user2 staff 2 Jun 11 1:44

$ chmod u+x,go+r dante
S 1s -1 dante

-rwxr--r-- 1 user?2 staff 2 Jun 11 1:44
dante
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Vi DU 3:

Cho moi ngwoi dung quyén read va write (a: all user)
S chmod a=rw dante
S 1s -1 dante

-rw-rw-rw— 1 user2 staff 2 Jun 11 1:44
dante

Hodc cé thé dung dang sbé:
chmod 666 dante
Cé thé dung tham sé -R dé set quyén dé

qui (cho tap tin va thu muc con cua 1 thu
muc)
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QUYEN MAC PINH

Quyén mic dinh ban dau (initial default
permission) la quyén dugc tu dOong set
cho file/directory khi chung duogc tao ra.
Quyén mac dinh cua mot tap tin la 666
(rw-rw-rw-)

Quyén mic dinh cia mot thu muc 14
777 (rwWx rwx rwx).


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

UMASK

C6 thé thay doi quyén mac dinh cua tap
tin/ thu muc bang cach thay doi gia tri
bién umask

Gia tri umask gom 4 so bat phan

Gia tr1 mac dinh cua umask la 0022
hoac 0002
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umask hoat dong twong tu mot bd 1oc.

Khi tinh gia tri default permission cho moét
file, thw muc m@i tao ra hé thong sé lay
(initial default permission) AND ( NOT
umask).

Nhac lai: Initial Default permission of:
File: 666
Directory: 777
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Vibpyu 1

Default permission
umask of 022
Resulting file permission

Default dir permission
umask of 022
Resulting dir permission

Fr'W—Irw-—rw

(666)
(022)
(644)

(777)
(022)
(755)
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VI DU 2:
Default file permission

umask of 123
Resulting file permission

Default dir permission
umask of 123
Resulting dir permission

' W |

' W

rw— rw+ | (666)
~w-——wix | (123)

r— —r—+ | (644)
(not 543!)
rwWXrwxrwx (777)

——X-W-—-wXx (123)
W—I—XrI ——

(654)
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THAY DOI GIA TRI UMASK

Xem gia tri umask:
$ umask
0022

Pai gia tri umask sang 027
$umask 027

Chinh trong /etc/profile hoac /etc/bashrc, thém dong
umask 022 > umask cho tat ca cac user.
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CAC QUYEN HAN DPAC BIET

Cac quyen diac biét cho cac tap tin thuc thi va
cac thw muc dung chung

Set user ID : suid

Set group ID : sgid

Sticky bit
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SET USER ID

Khi user thire thi maét file, user co thé “mwon” quyén cla
user lam chu file dé dé thwc thi. Vi du user sv thuec thi
mot file do user root lam chu, trong qua trinh thwc thi
chwong trinh “mwon” tam quyén cla root dé lam viéc.

Khi file dwoc set “set user id” thi s€ hién ky tw s tai muc
quyen han execute (thay cho Ky tw x) cua owner. Néu file
chi co quyen “set user id” ma khdng cé quyén execute, ky
tw s sé& chuyén thanh S (viét hoa).

$ 1s -1 /bin/su /usr/bin/passwd
-rwsr—-xr-x 1 root root 18452 Jul 2 2003 /bin/su
-r-s—x--x 1 root root 13476 Aug 7 2003 /usr/bin/passwd
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Root va owner cé thé set suid bang cau Iénh
chmod, vé&i gia tri 4000 hoac ky tw s:

Vi du:

# chmod 4755 <executable file>

# chmod u+s <executable file>
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SET GROUP ID

Twong tw nhu suid, file néu cé quyén sgid khi user
khac thue thi file nay sé “mwon” tam quyén han cuda
group quan ly file do.

File c6 quyén sgid sé thé hién ky tv “s” & quyén
execute cua group. Néu group khdng co quyén
execute, ky tw S sé viét hoa.

Vi du:

$1s -1 /usr/bin/slocate /usr/bin/write

—rTWXr-sr—-x 1 root slocate 9 Jul 2 2003 /usr/bin/slocate

-rwxr-sr—-x 1 root tty 13476 Aug 7 2003 /usr/bin/write
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SET GROUP ID

User root hodc ngudi s& hivu file o thé set group id qua
l&nh chmod, st dung gia tri 2000 hodc chubi g+s:

$ chmod 2755 <executable file>

$ chmod g+s <executable file>
Khi mét directory duoc set Group ID. Moi tap tin duoc tao
ra (du do bat ky ai tao) déu dwoc chuyén quyén s& hiru vé
cho group dang s& hiru thw muc doé
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STICKY BIT PERMISSION

Dung dé bao vé tap tin trong cac thw muc public. Khi mét thw muc
dworc set sticky bit:
Chi c6 owner hoac root dwoc phép xoa files/rename trong thw muc
Cac user khac van co quyen tao/ ghi file nhwng khong dwoc phép
xo6a/rename.

Sticky bit thé hién qua ky tw “t” & phan quyén execute cta others,
néu others khdng cé quyen x, ky tw T sé viét hoa.

Set sticky bit:
$ chmod 1755 <directory>

$ Is —Id /tmp

drwxrwxrwt 8 root root 4096 Jul 2 2003 /tmp
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cHOWN COMMAND
Str dung Iénh chown dé déi quyen s& hiru tap
tin, thw muc cho ngwe¢i dung khac.
Vi du do6i quyen sé& hiru tap tin data.txt cho
user sv.

chown sv data. txt

Po6i quyen s& hiru tap tin data.txt cho user sv
va group ketoan

chown sv:ketoan data. txt
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CHGRP COMMAND

Chuyén quyén s& hiru tap tin cho group khéac (phan
owner gilr nguyén).
Vi du:

chgrp sv data.txt

=> Chuyén group s& hiru tap tin data.txt ttr bat ky
group nao sang cho group sv
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