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PHAN MEM XAU (malware)

e Phan mém xau la phan mém gay cac tac
dong xau
e M6t sb loai phan mém xau
— Virus va worm: phan mém xau c6 kha nang lay
lan. Sw khac nhau gilra virus va worm chu yéu Ia
hinh thirc ton tai va co ché lay lan
— Trojan: phan mém xau cd hoat dong ndi gian, khi
bi cai dat (bang co’ ché cua virus, hay nguwdi dung
do thiéu hiéu biét tw cai dat) nd sé thwc hién
nhirng hoat dong gian diép
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VIRUS VA SAU (WORM)

Virus la cac doan ma chwong trinhco e Sau la chwong

muc dich xau co cac dac tinh sau: trinh d6c lap,

e Twong dbi nhd, hiéu qua cao va hoan chinh
thwdng ¢ cac co ché chong phat khong can gan
hién. vao vat chu la

e Ton tai bang cach ghép vao motvat e hay b6 nho

chd nhw mét file (virus file) hay vao ngoal.
doan ma khéi dong clia he diéu e Saulay lan
hanh (virus boot). tmhgﬁgdwng

e Co kha nang lay lan, khi nhlem no
chiém quyén diéu khién cia hé diéu ® Tuy nhién khi

hanh dé tw nhan ban nham lay lan nol ve virus nol

tlr file nay sang file khac hoac tw chung nguoi ta

may nay sang may khac van ham y noi
e Co ché ton tai va lay lan gibng voi \‘fvi);’r'lgus va

virus sinh hoc
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Thi hanh CT nhiém Virus

CO CHE LAY NHIEM : gﬁp CT vao BN
CUA VIRUS FILE e Chay

-~ Chay doan ma déc
— Stra dich vu thi hanh
-~ Sao ma dbéc ra BN

—  Gay hiéu &ng xau

-~ Chay doan ma lanh

?Roarr:,codq Dich vy cua HBH A
Al thi hanh chuong trinh | | ®  Thirc hién xong,

doc vao file

Poan ma doc may bi nhiém virus

Poan chwong

trinh lanh Thi hanh CT lanh tr may

bi nhiém VR
e Nap CT vao BN

i

B& nh& ngoai

Chwong trinh o Chay
lanh — Thi hanh d’oan ma
doc sira doi

—  Kiém tra néu file
chwa nhiém thi ghép
ma doéc vao file, hoan
thanh lay nhiém

— Thi hanh ma lanh
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DPoc dia nhiém Virus Thi hanh CT nhiém Virus

CO CHE LAY * Napdi e Nap CT vao BN
VIRUS BOOT * "0t e

— Chay doan khéi déng -~ Chay doan ma déc

G sadichvughidi ~ Swa dich vu thi hanh

- Sao ma déc ra BN
~ Gay hiéu rng xau

Sao ma doc ra BN
Gay hiéu &rng xau

, A — Chay doan kh&i déng -~ Chay doan ma lanh
Co nhiéu i on -
didm t e Khoi ddng xong, e Thuwc hién xong,
Lem Ui(?’ng may bi nhiém virus may bi nhiém virus
dong voi
co ché Poc dia lanh ttP may bi  Thi hanh CT lanh tir may
|éy cua nhiém VR bi nhiém VR
virus file e Nap dia e Nap CT vao BN
e Chay kh¢oidongdia e Chay
— Thi hanh doan ma — Thi hanh doan ma
doc stra ving boot doc stra doi
—  Kiém tra néu dia —  Kiém tra néu file
chwa nhiém thi ghép chwa nhiém thi ghép
ma doc vao boot, ma doéc vao file, hoan
hoan thanh 1ay nhiém thanh lay nhiém

— Thi hanh ma lanh — Thi hanh m& lanh
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CO CHE SONG VA LAY NHIEM

CUA VIRUS BOOT

e Khi kh&i ddng may tinh tir mét thiét bi nh& ngoai bi nhiém
virus, may tinh thi hanh doan ma nap hé diéu hanh &
viing boot, doan ma ddc sé& dwoc thi hanh dé lam nhirng
VIEC sau:

— Tai doan ma dbéc vao bd nho
— Stra chirc nang doc va ghi dia ctia hé diéu hanh
— Thi hanh chc ndng xau trong doan ma déc hai

e Khdi dong xong doan ma doc sé co san trong bd nhé, con
chirc nang doc dia cla HDT da bi thay ddi

e Khi dat mét thiét bi nhé ngodi méi vao may chirc nang
ma&i thi hanh chwong trinh cia HDH sé lam :

— Kiém tra bd nh& ngoai méi da nhiém virus chua
~ Né&u chua, stra lai boot bang cach ghép ma déc & bd nhé
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CACH PHAT TAN CUA SAU

e SAau phat tan dwoc do bat can clia ngudi dung nhuw tai
file vé tr Internet qua email hay bam vao mot dwérng
link trén web. Ngwoi phat tan thwéng bay cac link nay
hay gtri theo email

e Mot sO sau chu dong khai thac 16 hédng bdo mat cua cac
may chu (nhw Code Red hay Nimda)

e Khi xdm nhap vao may, mét so sdu cé hanh dong phat
tan nhw tim cac dia chi email trong may bj nhiém, guvi
thw v&i danh tinh cda chd may dinh kém chinh sau nay
hodc bay cac dwdng link dé& ngwdi nhan thw mac bay

e ToOc dd phat tdn qua mail ciia mét so virus rat Ion
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TROJAN (Con ngwa thanh Troia)

e LAy tén tir dién tich van hoc Con ngwa thanh Troia
(Trojan Horse) cua quan Hy lap

e Trojan la cac phan mém xau dwoc cai theo co ché lay
nhiém cuda virus, worm hodc Itra dé ngudi dung tw cai
dat.

e Mot s6 dang thirc hoat ddng ndi gian:

— Spyware : &n trdm théng tin nhw tai khoan dé bao ra ngoai

- Mot de;mg spyware: keylogger ghi lai ban phim da dwoc gb thé
nao dé chuyén ra ngoai

- Backdoor: mé& ra mét cong sau dé chu cé thé truy cap ngam vao
may tinh bi nhiém.

- M@t dang backdoor: Rootkit chiem quyén diéu khién dé co thé
truy cap va x6a hét moi dau vét. Rootkit cling la mét loai
backdoor
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MOT SO HOAT DPONG CO MUC DiCH XAU

e Tan cong trwc tiép hodc xam pham cac hé thong théng
tin nhw Iéy trom tai khoan, tao ra va phat tan vi-rut, vi
pham céc quy dinh vé van hanh, khai thac va st dung
mang may tinh gay roi loan hoat déng, phong toa hoac
lay cap théng tin, lam bién dang, 1am huy hoai cac dir
liéu ctia may tinh, tan céng tlr chdi dich vu (DoS)

e Lam dung mang may tinh dé& pham tdi nhw Itra dao qua
mang; phat tan cac tai liéu phan van hoa, vi pham an
ninh qudc gia; st dung Internet @& nham muc dich de
doa, quay rdi, xiic pham dé danh dw, nhan pham cua
nguwoi khac

e \/i pham tinh riéng tw qua thw rdc (Spamming) va phan
mém quang cdo (Adware)
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MAO DANH, XAM NHAP TRAI PHEP

e An cap mat khau bang cach thir ty ddong mot cach co
hé thdng
e Bang Itra ddo nhirng nguwdi ca tin, nhe da

e An trdm mat khau bang cach bat cac goi tin cia mang
dé phan tich (snlffer)

e Dung cac phan mém gian diép (Spyware) Phan mém
dwoc g qua mail hay kich thich dé nguoi st dung
download vé chay ther. Khi chay mét lan 1a bi nhiém.
Phan mém nay sé gui cac thong tin cua may ra ngoai
giup cho tin tac co thé khdng ché dwoc may bi nhiém.

e Mot loai phan mém spyware |a Keylogger
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TAN CONG TU CHOI DICH VU (DOS)

e DOS (Denial of Serwce) la loai hinh tan cong khién hé
thong khdng the dap (rng dwoc yéu cau dich vu niva.
C6 2 hinh thai tan cong chinh :

- Tiéu hao tai nguyén tinh toan (nhw bang théng dwérng truyén,
khéng gian dia, chiém dung thdi gian CPU).

— Pha v& thdng tin cau hinh cla hé thong khién hé thong tir
chdi dich vu (chdng han Iam sai lac hé théng DNS )

e Hinh thuc tiéu hao tai nguyen chinh hién nay la tao
mang ma (botnet) v&i cdc may tinh nhiém phan mém
tan céng goi la Am binh (zombie)

— Dung virus hodc worm dé cai dat phan mém tan céng (tao cac
zombie)

- Cac zombie m0| khi noi mang sé truy cap dén may chi huy.
Néu co lénh tan cong né sé g lién tlep cac yeu cau truy cap
v&i tan so cwe Ién nhw glri mail, tra clru web, ping, yéu cau
xac nhan... lam may chu bi qua tai
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SU’ DUNG MANG MAY TiNH

Vi CAC MUC PiCH XAU

e Phat tan céac tai liéu van hod doi truy, cac tai
lieu co6 hai cho an ninh, cac tai lieu kich dong
tw twdng dan téc hep hoi, xung doét tdn giao
va bao lwc

e Lira dao qua mang (phlshlng/blen thé cla
fishing) dwa ra moi bay dé du nguwdi dung tiét
16 théng tin hoac tao cac website gia 16i kéo
ngwdi dung dé Itva ddo vé mat kinh té

e De doa, quay rdi, dwa tin that thiét, xtic pham
ngwol khac qua mang
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VI PHAM TINH RIENG TU

e Cong bd hinh anh, tin tirc ctia ca nhan khéng
dwoc phép

e Thu, tin nhan rac. 1/3 lwong thw trén toan
cau la thu rac tiéu ton tai nguyén Internet va
gay kho chiu cho nguoi nhan

e D3 co nhiéu gidi phap cdng nghé chong
spam nhwng khéng thé chong triét dé

e D3 co dao luat chong spam nhwng thi hanh
con kho

e Paco
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MOT SO PIEU KHOAN TRONG BO
LUAT HiNH SU’ VE TOI PHAM TIN HOC

e Diéu 224. Téi tao ra va lan truyén, phat tan cac chwong trinh virus

e Diéu 225. Toi vi pham cac quy dinh vé van hanh, khai thac va s
dung mang may tinh dién te

e Diéu 226. Toi st dung trai phép théng tin trén mang va trong may
tinh
e Nghi dinh 55/2001/ND-CP, diéu 41 quy dinh modt s6 mdrc xt phat

cac Vi pham khi str dung Internet chwa dén mdc hinh Sy

~ Khoan 2 vé St dung mat khau, khoa mat ma, théng tin riéng cua nguwdi khac
dé truy nhap, st dung dich vu Internet trai phep va sir dung cac cong cu phan
mém dé truy nhap, st dung dich vu Internet trai phép"

~ Khoan 5 vé S dung Internet dé nham muc dich de doa, quay rdi, xic pham dé
danh dy , nhan pham cua nguwdi khac; Pua vao Internet hoac loi dung Internet
dé truyen ba cac thong tin, hinh anh doi truy, hodc nhirng théng tin khac trai
v&i quy dinh cua phap Iuat vé noi dung thong tin trén Internet; Danh cap mat
khau, khoa mat m3, théng tin riéng cua to chirc, ca nhan va pho bién cho
nguwoi khac st dung Vi pham cac quy dinh vé van hanh, khai thac va str dung

may tinh gay rdi ioan hoat déng, phong toa hodc lam bién dang, lam huy hoai
cac di liéu trén Internet

—  Khodn 6 vé tao ra va cd y lan truyén, phat tan cac chwong trinh vi rut trén
Internet
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HET BAI 15. AN NINH THONG TIN

CAM ON DA THEO DOI BAI GIANG
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