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Chuong 7. Bao mat mang

Muc tieu:
3 hiéu cdc nguyén ly cua bao mat mang:
O mat ma
O chung thuc
O tinh toan ven
o khéa phan bo
7 bao mat trong thuc té:
O cdc firewall

O bao mat trong cac l6p application, transport,
network, link

Bao mat mang 2
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' 7.1 Bao mat mang la gi?
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Bao mat mang la gi?

Su bao mat: chi ¢ ngudi giri, nguoi nhan méi “hiéu"
duoc ndi dung thong diép
O hgudi giri md hoa thong diép
O hgudi nhan giai md thong diép
Chung thuc: nguoi gti, nguoi nhan xdc dinh la nhan ra
nhau
Su todn ven thdng diép: ngquoi gii, nguoi nhan mudn bao
dam thong di¢p khong bi thay doi (trén duong
truyen hoic sau khi nhan) ma khéng bi phat hién
Truy cap & tinh san sang: cdc dich vu phai cé kha ndng
truy cap va sin sang d6i voi cdc user

Bao mat mang
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Ban va ké thu: Alice, Bob, Trudy

7 Bob, Alice (ban bé) mudn truyén thong “an todn"

3 Trudy (ké xdm nhap) cé thé ngdn chin, xéa, thém cdc
thong diép

Bob
kénh dit lieu, cdc théng E—:if.-:
diép dieu khién ey
r_I_!I’-"|
—dir liéu

an toan

Bao mat mang 5
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Bob, Alice ¢é thé 1d nhitng ai?

3 trinh duyét Web/server cho cdc giao dich
dién tu

3 client/server ngdn hang truc tuyén

3 DNS servers

7 cdc router trao d6i thang tin cap nhat bang
routing

O .V.v.

_ Bao mat mang 6
ieudientucntt
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Ban va ké thu

Hoi: Ké xau cé thé lam nhitng viéc gi?
Ddp: rat nhiéul
O nghe /én: ngan chin cac thong diép
O kich hoat chén cdc thong diép vao trong két noi
Q gii danh: cé thé gia mao dia chi nguon trong goi
(hoic bat ky ’rruong nao trong do)

O cuop: ’rnep tuc” ket noi hién hanh nhung thay
nguoi gui hodc nguoi nhan bing chinh ho

O tir choi dich wu: dich vu hién tai bi hquoi khéc
dling (ddng nghiia qua tai)

Q V.V,

Bao mat man
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A 7.2 Cac nguyen ly md héa
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Ngo6n ngit md hda

C*khéa md G khéa md
KA cua Alice KB cia Bob

giéi thuat
giai md

khéa d6i xitng: khéa bén gtri va bén nhan giong nhau
khoa cong cong: khéa md chung, khéa giai ma bi mat
(riéng)

CuuDuongThanCong.com https://fb.com/taiIieudientucnﬁao mat mang 9


http://cuuduongthancong.com
https://fb.com/tailieudientucntt

Md hda khéa doi xttng

mat md thay thé: thay tha ndy thanh thir khdc
o md héa ky tu don: thay thé ting ky tu mot
vdn ban gbéc: abcdefghijklmnopqrstuvwxyz

| |

van ban dia ma hdéa: mnbvcxzasdfghijklpoiuytrewqg

vidu: v&n ban gbéc: bob. i love you. alice
ma hdéa thanh: nkn. s gktc wky. mgsbc

Hoi: B¢ khda kiéu md héa don gian ndy dé khong?
3 brute force (kho nhu thé nao?)
a khac?

Bao mat mang 10
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Md héa khda doi xirng

K 47
it
A-B i

5

vin ban goc, mEEIRLUERvNn ban dd md RMERRGEEIR Gn ban gdc
ma hoa 141 ma
K, gm) m= K L))

A—B( I<A-

khéa doi xing: Bob va Alice clng biét (d6i xing)
khoa: K A-B

A vd: khéa duoc biét trong mau md héa ky tu don

0 Hoi: Ladm thé ndo Bob va Alice théa thuan gid
tri khoa?

CuuDuongThanCong.com https://fb.com/tailieudientucntt
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M3 héa khéa doi xirtng: DES

DES: Data Encryption Standard
A chuan md héa cta Hoa Ky [NIST 1993]
7 khéa dbi xting 56-bit, vdn ban goc vao 64-bit
7 Bio mat trong DES nhu thé ndo?
o chua ¢é cdch tiep can “"backdoor-cia sau” dé giai md
3 lam cho DES bao mat hon:
o dung 3 khéa tuan tu (3-DES) trong mdi datum
o dlng co ché lién két khoi md

CuuDuongThanCong.com https://fb.com/taiIieudientucn?ao mat mang 12
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k&:{:(.? ; 56bit key
Md hoa khoa e

7. ] | g
doi xting: DES

v
4 . -
f<ﬂtl.kl,l<ll : 8-bit K1

—DES hoat dong AR
hodn vi dau tién J>< : 48.bit K2
16 vong gidng nhau, moi ’
vong dung khéa 48 3 | B
bit khdc nhau :
hodn vi cudi cung -
P : 48bitK16
| 17 | R17
el permute
lﬁéd-bi: cutput

Bao mat mang 13
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AES: Advanced Encryption Standard

3 chuan NIST khéa doi xiing mai (thdng 11-
2001) thay thé cho DES

O dit ligu xt ly tirng khoi 128 bit

7 cdc khoa 128, 192, hoac 256 bit

7 giai md brute force (thu sai) ton 1s véi DES,
tén 149 ty ty ndm véi AES

o Bao mat mang 14
m/tailieudientucntt
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Md hoa khda cong cong

khoa doi xithg M@ héa khda cdng cong 9
7 yéu cau nguoi giri, nguoi| 0 tiép can khdc hoan

nhan phai biét khoa toan

cong cong 7 nguoi gui, ngudi nhan
3 Hoi: lam sao biet khoa khong chia s¢ khoa

cong cong dé trong lan cdng cong

dau tien (dac biét véi 7 khéa cdng cong cho

nhﬁ:ng ngu’c‘)’f chua bao moi nguoi déu bict

gitr gap trusc)? A khéa giai md riéng chi

cé ngudi nhan biét

Bao mat mang 15
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Md hoa khda cong cong

= K khéa cong
B cong cia Bob

o= khoa riéng cua
! B Bob

1

| 1.‘1'!4'. .

e 3

v

vdn ban goc
m

decryption RzdilsElRele

algorithm
m = Kp(K (m))

erltcryp’r}ion van ban dd md
algorithm +
Kg(m)

CuuDuongThanCong.com https//fb.com/taiIieudientucn§ao mat mang 16
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Giai thuat md hoa khda cong cong

Yéu cau:

(1) cin KyE)va K- () nhusau:
K-(K+(m)) = m
@ cho khéa cong cong KB, nd phai

khdng thé tinh todn ra dugc
khéa riéng K

giai thuat RSA: Rivest, Shamir, Adelson

. Bao mat mang 17
ailieudientucntt
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RSA: chon cac khaa

1. Chon 2 s6 nguyén t6 16n p, q (Mdi s6 ¢é the dén 1024 bit)

2. Tinh n=pg, z=(p-1)(g-1)

3. Chon e (voi e<n) sao cho khdng cé thura s6 chung vai z.
(e, z la nguyén to cung nhau).

4. Chon d sao cho ed-1chia hét cho z
(noi cach khac: edmod z = 1).

5. khoa cong cong la (n,e). khoa riéngla (n,d)

7 —
Kg Kg

@éo mat mang 18
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RSA: md hda, giai md
0. Cho (n,e) va (n,d) theo tinh todn & trén

1. Dé md héda mau bit, m, tinh:
c=m€mod n

2. B¢ giai md mau bit, ¢, tinh:

d

m=c“mod n

m = (m€ mod n)dmod n

C

Bao mat mang 19
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RSA vi du:

Bob chon p=5, g=7. Thi n=35, z=24.
e=5 (vi e, z nguyén 16 clung nhau).
d=29 (vi ed-1chia hét cho 2)

o ky tu m m® c=mmod n
md hoa
| 12 1524832 17
d ,
giai ma: ¢ ¢ m = Cdmod n ky tu
17 481968572106750915091411825223071697 12 |

Bao mat mang 20
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RSA Tai sao la m = (m€mod n)dmod n

Két qué cua ly thuyét "so hitu ich”: Néu p,g nguyén t6 va

n=pg thi: ) ymod (p-1)(g-1)

x’mod n=-x mod #

{memod n)dmod n = medmod n

_ ed mod (p-1(g-1)

" mod n
(dung ly thuyet s6 ¢ trén)

H m] mod #

(chon ed sao cho ching chia cho
(-D(g-Ddu 1)

Bao mat mang 21
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RSA: dac tinh quan trong khdc

Dic tinh sau ddy sé rat hitu ich:

Ifé(K;(m)J) = m = I<:'B(K-B(m)?

Y Y

dau tién ding dau tién ding
khéa cong cong, khéa riéng, sau
sau do6 dung dd dung khda
khoda riéng cong cong

Ket gua giong nhau

uuuuuuuuuuuuuuuuu m/tai ieudientucn?ao mat mang
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7.3 Su chung thuc
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Su ching thuc

Muc tigu: Bob mudn Alice “chiang thuc” nhan
dang cua c6 doi vdi anh ta

Giao thuc apl.0: Alice néi "Tai la Alice”

4 .;-:- Life) 11} A o \ o n" -I'_'I- ==
iy “Toila Alice” - £

i That bai s& xay ra??

Bao mat mang 24

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com
https://fb.com/tailieudientucntt

Su ching thuc

Muc tigu: Bob mudn Alice “chiang thuc” nhan
dang cua c6 doi vdi anh ta

Giao thuc apl.0: Alice néi "Tai la Alice”

Trong mang, Bob khong
“nhin thay" Alice, vi
thé don gian Trudy

tuyén bo co ta la Alice

Bao mat mang 25
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Su chiing thuc: thu lai

Giao thic ap2.0: Alice n

L o

Ol

"Toi la Alice" trong 1 goi IP

chta dia chi IP nguon cta ¢ ay

dia chi IP
cua Alice

"“Toi la Alice'|

CuuDuongThanCong.com

£

P That bai s& xay ra??
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Su chiing thuc: thu lai

Giao thiic ap2.0: Alice néi "Tai la Alice” trong 1 géi IP
chua dia chi IP nguon cua c6 ay

'I.__'i-l

- 'ﬁﬁ
2 Trudy sé tao 1 goi
gia mao dia chi IP
cua Alice

dia chi IP

11} Pa X \ . )
cia Alice Toi la Alice
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Su chiing thuc: thu lai

Giao thirc ap3.0: Alice néi "Téi la Alice" va giri mat khau
cua co ay dé “"chung thuc"” né.

IP cua mat khéu WAL 1N e | u
Alice | cua Alice Toi la Alice ;-_-;'h-. _
Cm‘:ﬁ,’
: 9  That bai s& xay ra??
"'II- = o o
| I,chcia OK ' Y

Bao mat mang 28
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Su chiing thuc: thu lai

Giao thirc ap3.0: Alice néi “Tai la Alice" va gui mat khau
cua co ay dé “"chung thuc"” né.

“ at Khau [w—ea: 15 a1
IP cia | Mat KnAU lapgi | Aice -
Alice | cua Alice 3

tin céng nquoc lai:
Trudy ghi nh¢ goi cua

Alice va sau d6 gui

nguoc lai cho Bob

érT khéu 11} Vo Xd \ .
I Ik Toi la Alice"
cua Alice

Bao mat mang 29
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Su chiing thuc: thu lai

V 40

Giao thirc ap3.1: Alice néi “"Toi la Alice"” va gtri mat khau
bi matda diroc ma hoa de “ching thuc" né.

IP cua | mat khéu WAL 1N e | u
Alice |damahéa| 190 1@ AICET™ a
(el
q i A | S8 X3 29
I'z“ccta . A That bai s€ xay ra?:

Bao mat mang 30
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Su chiing thuc: thu lai

L o

Giao thirc ap3.1: Alice néi “"Toi la Alice"” va gtri mat khau

bi matda dicoc ma hoa & “chiang thuc" né.

IP cua
Alice

mat khau
dd md hda

“Toi la Alice™—

CuuDuongThanCong.com

co ché ghi
nhé va phat
lai van cd thé

hoat dong!

mat khau
Alice |dd mad hda

"“Toi la Alic

"

e

https://fb.com/tailieudientucntt
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Su chiing thuc: thu lai

Muc tiéu: trdnh co ché tan cdng kiéu phdt lai
Phuong phdp: s6 (R) chi dung 1 lan trong thoi gian hoat dong

ap4.0: dé ching thuc Alice 50n9 Bob giri Alice s6 R. Alice
phal tra vé R dd duoc md hda vasi khoa bi mat dd chia sé

"Toi la Alice" ;A-a-
ﬁ%’ (& g

-B(R) Al fce,“sé.ng", v’d.
w» chi co Alice méi
biét khéa dé md
héa, “chttng thuc”
That bai, khong thuan lgi? Alice!

CuuDuongThanCong.com Bao mat mang 32
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Su ching thuc: ap5.0

ap4.0 yéu cau chia s¢ khéa doi xiing
3 chidng ta ¢é thé ching thuc ding cdc ki thuat khéa
cong cong?
ap5.0: ding 1 lan, md héa khéa céng cong
"Toi la Alice” e

éﬁ%’ \[_ s Bob Tinh TOdn
? /R "'-,_:'s"-l KA(KA(R)) - R
w* V(\] blé:" Chi Cé Alice m(')’|

“qiri cho 15i khda = co thé cé khoa rieng, vi
C6n9 C@Hg cua ban” K+ thé R da ma héa phél I(\l

U’
( (R)) R
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ap5.0: 16 hong biao mat

Ké tan cong an: Trudy gia lam Alice (86i véi Bob) va
nhu Bob (dbi vai Alice)

. P
Toi la Alice ey

—"

R — W
KT(R) . R
R __"gui cho 18ikhéa—
KA(R) . cong cong cua bar!l("+ ‘

ong cong cua bz’{n"‘
A—>

K (m)

Toi la Alice

Trudy lay dugc«
' m = K (K (m))
. Ku(m)  giri m cho'Alice
m=K (K" (m da duoc md hda
A( A( ) véi khéa cdng
cong cua Alice somatmang 34
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ap5.0: 16 hong biao mat

Ke tan cong an: Trudy gia lam Alice (doi voi Bob) va
nhu Bob (doi va6i Alice)

Khé khan dé phdt hién:

0 pr n‘hén moi thi ma Alice gui va nguoc lai

a van dé la Trudy cling nhan tat ca cdc thong diép nhu
theél

CuubuongThanCong.com https://fb.com/tailieud entucn?ao mat mang
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B 7.4 Su toan ven
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Chit ky s6

K§ thuat md héa tuong tu nhu cdc chit ky bing
Tay.

7 nguoi gui (Bob) ddnh dau (s6 héa) tai liu, thiét lap
thuoc tinh anh ay la nquoi so hiru/tao lap tai liéu.

A cé thé kiém tra, khdng thé lam gia: ngudi nhan
(Alice) cé thé chitng thuc véi nguoi khédc la chi ¢é
Bob chtt ngodi ra khdng cé ai (ké ca Alice) dd ky
tren tai lieu dé.

Bao mat mang
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Chit ky s6

Chit ky s6 don gian cho thdng digp m:
7 Bob ky m bing cdch md héa véi khéa riéng clia
anh &y K, tao théng dicp "dd duoc k", Ky(m)

thdng di¢p ciia Bob, m @=. K, khoariéng cia Kg(m)

Dear Alice ; © Bob

Oh, how | have missed giai thuat mad Bthﬁng di..ép ?Ga ~
you. | think of you all the hda kf\éa Obi m, da ky,(ma
time! ...(blah blah blah) cdng cong rigr?ga)c\fﬁl :Er?aé’ ,
Bob

CuuDuongThanCong.com https://fb.com/taiIieudientucn@ao mat mang 38
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Chit ky s6 (t1)

7 Gia st Alice nhan dugc m, véi chir ky 6 héa la Kg(m)

7 Alice kiém tram dd duoc ky bGI Bob bing cdch dp
dung khoa cong cong cua Bob K cho Kz(m) sau d6 kiém
tra Kg(Kg(m) ) = m.

3 Néu Kz(Kg(m) ) = m, bat ct ai dd ky m phai ding khéa
riéng cua Bob
Alice kiém tra:

v Bob dd ky m.

v Khong cé ai khdc dd ky m.

v Bob dd ky m va khong ky m'.
Khdng thé bdc bo:

v Alice cé thé giit m, va chir ky Ky(m) dé chung
‘rhu’c r'ang Bob da ky m.

ccccccccccccccc

_ Bao mat mang 39
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Phan loai thong diép

thong
m

Tinh todn cac thong diép l
dai ¢é chi phi dit H(m)
Muc tiéu: “dau tay" s6 héa
cé kich thuéc ¢o dinh, Céc dic tinh ham bam:
dé tinh todn duoc

: an du \ 7 nhiéu-mot

3 dp dung ham bdm Hvao 5 ginh rq phan loai théng
m, tinh dugc phan loai diep kich thusc cb dinh
thong diép kich thuéc (“dau tay")

co dinh, H(m). A cho phan loai thong diép

x, khdng thé tinh todn d&é
tim m dung x = H(m)

Bao mat mang 40
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Internet checksum: ham bam

Internet checksum cé mot sé dic tinh caa ham bam:

v sinh ra cdc phén loai do dai c6 dinh (t6ng 16 bit) cua
thong diép

v la nhiéu-mot

nhung voi thong diép va gid tri bdm cho trudc, dé dang tim
duoc thong diép khdc cé cung gid tri bam:

thong diép ASCIT format thong diép ASCII format
I OU 1 49 4F 55 31 I OU 9 49 4F 55 39
00 . 9 30 30 2E 39 00 .1 30 30 2E 31
O B OB 39 42 4F 42 O B OB 39 42 4F 42

nhung checksum giong nhaul
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chit ky so = phan loai thong diép dd ky

Alice kiém tra chit ky va su todn

héa: s6 hda:
thon
diép Ign. &
m =
d’rh6r|\9
i IEp lon ,
cia Bob g Ir::'\ khoa @@= EEEIVER
cong «-.> ENGGEIEY
cong K ~
cua Bob B ma)

' thong diep d@
() md héa
! Kg(H(m)) H(m) H(m)
ang
7 nhau?

Bao mat mang 42
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Cdc giai thuat ham bam

7 hdm bdam MD5 st dung rat pho bién (RFC 1321)
o tinh phan loai thang diép 128 bit trong tién trinh 4
budc
O v6i chudi x ¢é 128 bit bat ky, khé khadn dé xay
dung thdng diép m sao cho bdm MD5 ciia hé bing
VoI X
J SHA-1 cling dugc dung.
o chuan cua My [NIST, FIPS PUB 180-1]
o phan loai thong diép 160-bit

Bao mat mang 43
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— LW 7.5 Khéa phan b va ching chi

computer "

networking Mg

third edition
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Cdc trung gian dugc tin cdy

Van dé khda d6i xing:

0 Lam thé nao 2 thuc thé
cung thiét lap khéa bi mat
trén mang?

Giai phdp:

7 Trung tam phén bo khéa
(key distribution center-
KDC) dugc tin cay - hoat
dong trung gian gitta cdc
thuc the

CuuDuongThanCong.com

Van dé¢ khda cdng cong:

A Khi Alice lay dugc khéa
cong cong cua Bob (tu
web site, email, dia),
ldm sao biét khda cdng
cong cua Bob chu khong
phai cua Trudy?

Giai phap:

3 noi cap ching chi
(certification
authority-CA) duoc tin
cay

Bao mat mang 45
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Key Distribution Center (KDC)

7 Alice, Bob can khéa doi xtthg duoc chia sé.

A KDC: chia s¢ khéa bi mat khdc nhau véi moi nguai ding
dd dding ky

A Alice, Bob biét cdc khéa doi xing cua ho, K, voe Kekoe -
dé truyén thdng véi KDC.

Bao mat mang 46
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Key Distribution Center (KDC)

Hoi: Lam sao KDC cho phép Bob, Alice xdc dinh khéa bi
mat do6i xitng dé truyén thdng véi nhau?

a: KDC sinh

=\

OB o cEm o

5" A KDC( ) E—ﬁgr'!".!:lgﬁ E::L Ef-—“
£

bﬁl}ircsl Axoc{RT, K ocART)) Bob hiéu va
© e | ding R1 dé
Kg.koc(AR1) truyéen thong

vai Alice

—

Alice va Bob truyén thdang: dung R1 nhu
khoa phién lam viéc dé chia sé md héa doi xtrng

Bao mat mang 47
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Cap ching chi

0 Certification authority (CA): gin két khéa cong cong
v6i thuc thé E ndo dé.
3 E (ngquoi, router) dang ky khéa cong cong cua ho voi
CA.
o E cung cap "bing chiang @ nhan dang” cho CA.
o CA tao ra chung chi rang budc E véi khéa cong cong cua no.
o chting chi chira khéa cbng cong ctia E dugce ky s6 boi CA -
CA nai “"day la khoa cong cong cua E”

chit ky s6 /

khéa cong cong @':‘9

cua Bob , + ] KB
KB
N khoa 1@ Chung chi cho khéa
thong tindée .-, rieng - A N “a Bob
nhan dang Bob ¢ &4 . CA "CA cong cong cua Bob,
P ky boi CA

Bao mat mang 48
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Cap ching chi

3 Khi Alice muon lay duoc khéa cong cong cua Bob:

o lay chitng chi ctia Bob (6 Bob hoic noi ndo dé)

O Gp dung khéa cdng cong ciia CA cho chiing chi
cua Bob, lay duoc khéa cong cong cua Bob

khda cong
> cong cua Bob
4=

Kp

cua CA +

Bao mat mang 49
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Moi chiing chi chua:
— 1 S6 thtr tu (duy nhat)

3 théng tin vé
thuat va chi

3% Edit A Certification Authority - Netscape M=1E3

This Certificate belongs to: This Certificate was issued by:
Class 1 Public Primary Certification Class 1 Public Primary Certification
Authority Authority
VeriSign, Inc. VeriSign, Inc.
us us

— | Serial Number: 00:CD:BA:7F:56:F0:DF:E4:BC:54:FE:22:AC:B3:72:AA:55

nguoi S& hitu chﬁ:@ bao gom giai
gia tri khéa (khdng hién thi ra)

71 thong tin vé
ngudi phat
hanh ching chi

51 ngdy kiém tra

This Certificate is valid from Sun Jan 28, 1996 to Tue Aug 01, 2028 ™
Certificate Fingerprint:
o7:00:E8:57:5F:D3:50:47 :E5:43:0C:

This Certificate belongs to a Certifying Authority

[ Accept this Certificate Authority for Certifying network sites
W Accept this Certificate Authority for Certifying e-mail users
[ Accept this Certificate Authority for Certifying software developers

[ Warn before sending data to sites certified by this authority

QK Cancel

tinh hop 1é
—0 chit ky s6 béi
ngudi phat
hanh chung chi

Cuubuong ' anCong.com
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7.6 Dicu khién truy cap: cdc
firewall

networking Mg

third edition

James F. Kurose
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Cac Firewall-Tuong lta

—firewal
co lap mang noi bo cua 16 chuac voi Internet, cho
phép mot s6 géi duoc truyén qua, ngdn chin cdc
goi khac

Internet
cong cong

mang dad dugc

quan tri

firewall

Bao mat mang 52
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Firewall: Tai sao phai dung?

ngdn chin cdc cudc tan cong tir choi dich vu denial of
service (DoS):
o SYN flooding: ké tan cong thiét 1ap nhiéu két noi TCP “ao",
khdng con tdi nguyén cho cdc két noi “that"
ngdn chin viéc stra d6i/truy cap bat hop phdp cdc dir
liéu ndi bo.
o vd: ké tan cdng thay thé trang chu ciia CIA bing trang ndo
dé
chi cho phép cac truy cap hop phdp vao bén trong mang
(tap hop cac host/user dugc chung thuc)
2 kicu firewall:
O mirc tng dung
o loc géi tin
Bdomatmang 53
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dc géi dén s& dug
phép vao? Cdc goi
chuan bi ra cé duoc

>
)

Loc gdi tin

3 mang noi bo két noi voi Internet thdong qua router
firewall
A router loc tirng géi mot, xdc dinh chuyén tiép hoic
bo cdc géi dua trén:
o dia chi IP nguon, dia chi IP dich
O cdc s6 hiéu port TCP/UDP nguon va dich
o kiéu thdng diep ICMP
O cdc bit TCP SYN va ACK
Bao mat mang
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Loc gdi tin

0 Vi du 1: chin cdc datagram dén va di vési truong
giao thac IP = 17 va port nguodn hoic dich = 23.
o Tat ca cdc dong UDP &én/di va cdc két noi
telnet déu bi chin lai.
3 Vi du 2: chin cdc doan Block TCP véi ACK=0.
o Ngdn chin cdc client b&n ngodi tao cdc két noi
TCP véi cac client bén trong, nhung cho phép
cdc client bén trong két noi ra ngodi.

CuuDuongThanCong.com https://fb.com/tailieudientuci ?80 mat mang
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Cac ung dung gateway phién telnet ti

gateway dén host

phién telnet tu

host dén gateway
3 Loc cdc goi tren dit liéu i —
tng dung cling nhu cdc Lo router valoc
truong IP/TCP/UDP.

3 Vi du: cho phép chon cac
user bén trong duoc
telnet ra ngoai.

1. yéu cau tat ca cdc user phai telnet thdng qua gateway
2. véi cdc user dd dugc cap phép, gateway thiet lap ket noi voi
host dich. gateway tiép van dir liéu gitta 2 két noi.

3. Router loc va chin tat ci cdc két ndi telnet khdng xuat phdt
Tu gateway.

Bao mat mang 56

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com
https://fb.com/tailieudientucntt

Cdc han ché cua cdc firewall va gateway

7 gia mao IP: router A cdc loc thuong ding tat
khéng theé biet dir licu. ci hoic khdng cé chinh
c6 thuc sy dén tir hguon sdch nao danh cho UDP
fin cdy hay khong 0 sw cdn bing: muc do

7 néu nhiéu tng dung can truyén thong voi bén
doi xir dic biét, moi cai ngodi va su an todn
SO ‘hﬁ:u gateway rieng... 3 nhiéu site bio vé mirc

0 phﬁn mém cljen’r phai cao van phai chiu dung
biét cdch tiép xuc véi su tan cong
gateway.

o vi du: phai thiét lap dia
chi IP cua proxy trong
trinh duyét Web
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7.7 Céc loai tan cong va cdch

;‘ : phong chéng
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Cdc moi de doa bao mat Internet

Phuong thuc:
o trusce khi tan cong: tim hiéu cdc dich vu dd hién
thuc/hoat dong trén mang
o Dlng ping dé xdc dinh cdc host ndo ¢ dia chi
trén mang
O Quét port: lién tuc thir thiét lap cdc két noi TCP
vGi moi port (xem thir chuyén gi xay ra)

Bien phdp doi phé?

Bao mat mang 59
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Cdc moi de doa bao mat Internet

Bien phdp d6i phé
O ghi nhan luu thong vao mang

O quan tam hanh vi nghi ngo (cdc dia chi IP, port bi
quét lien tuc)

Bao mat mang 60
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Cdc moi de doa bao mat Internet

nghe ngdng goi:
o phuong tién truyén thdng pho bién
o NIC promiscuous (hdn tap) doc tat ca cdc géi
chuyén qua né
O c6 thé doc tat ca cdc dir lieu duoc md héa (nhu
mat khau)
o vi du: € nghe ngdng cdc géi cua B

AL

src:B

payload

=
Bien phdp do6i phé?
Bao mat mang 61
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Cdc moi de doa bao mat Internet

Packet sniffing: Bién phdp d6i phé

O tat ca cdc host trong t6 chuc chay phan mém
kiém tra dinh ky thtr host ¢é & ché do
promiscuous

o 1 host mdi doan cta phuong tién truyén thong

src:B payload

CuuDuongThanCong.com https://fb.com/tailieudien Bao mat mang
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Cdc moi de doa bao mat Internet
IP Spoofing (gia mao IP):

O ¢6 thé sinh ra cdc géi IP “thd" truc tiép tir ttng
dung, gdn gid tri bat ky vao truong dia chi IP
nguon

o bén nhan khdng thé xdc dinh ngudn bi gia mao

o vi du: C gia mao la B

AL

<« Src:B|dest:A

Bien phdp doi phé? ;
Bao mat mang 63
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Cdc moi de doa bao mat Internet

IP Spoofing: loc quyén vdo
o router s& khdng chuyén tiép cdc géi di vsi truong
hop cdc dia chi nguon khdng hop 1¢
O tuyét voi, nhung loc nhu the khdng thé dp dung
cho tat ca cdc mang

<« Src:B|dest:A

Bao mat mang 64
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Cdc moi de doa bao mat Internet

Denial of service (DOS):

O gdy ra "ngap lut" bing cdc géi sinh ra basi y do
xau cho bén nhan

o Distributed DOS (DDOS): nhiéu nguon phoi hop

lam “ngap lut” bén nhan
o vi du: C va cdc host & xa tan cdng SYN A

AL

‘ SYN

SYN

SYN

Bien phdp doi phé?

CuuDuongThanCong.com

SYN

SYN

https.//fb.com/tailieudien
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Cdc moi de doa bao mat Internet

Denial of service (DOS): Bién phdp doi phé?
O loc ra truéc cdc goi dung lam “ngép lut” (vi du:
SYN)

o theo d&i nguoc lai nguon gdy ra “ngap lut" (co ché
gidng mdy phdt hien néi déi cua M)

‘ SYN

SYN SYN

SYN
SYN

I https://fb.com/tailieudien
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B 7.8 Bao mat nhidu I6p
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7.7.1. Bao mat email

7.7.2. Bao mat cdc socket
7.7.3. IPsec

7.7.4. Bao mat trong 802.11
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Bio mit e-mail

0 Alice muon gti 1 e-mail bi mat, m, dén Bob.
Ks @™

* — Ke(m) Kg(m )
M — KS(.) S_l S KS(.) — M
,-__'- -'_'.?-' g ? i_'!-l-_
®-$;> Internet @@ KS@"’? C‘*fﬁﬁ

K+ ] . , |_’E i)
Ksﬁf«s) R

A A

KEE@—? Ké"@—:a

Alice:
Q sinh ra khéa riéng déi xiang ngau nhién, K.
QO md hoa thong diép vai Ko
Q cling md hda K voi khda cong cong cua Bob.
Q gtri ca Ks(m) va Kp(Ks) cho Bob.
Bao mat mang 68
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Bio mit e-mail

0 Alice muon gti 1 e-mail bi mat, m, dén Bob.
Ks @&

* — Ke(m) Kg(m )
M — KS(.) S_l S KS(.) — M
,-__'- -'_'.?-' g ? i_'!-l-_
@Jggr than c -@;@ Kso= L

KO [ R

A A
Kg' &= Kg' &=
Bob:
0 dung khéa riéng cua anh ay & gii md va phuc
hoi Ks

O ding K¢ d¢ giai md Kg(m) va phuc hoi m
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Bio mit e-mail

- Alice muon cung cap su todn ven thdng diép chiing
thuc nguoi gui.

C=K, ! Ky €=
1 KA (H(m)) K4 (H(m)) "

m—s H(*) HKa() Ka(*) —H(m)
o L8 [ T e
5 C‘T‘)Ay:' Internet J§QFQ> omeare T
m lm—> H() —T H(m )

- Alice ky s6 trén thdong diép.
- giri ca thdng diep (dang ré rang) va chit ky so.
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Bio mat e-malil

- Alice muon cung cap su todn ven thong diép chitng thuc
ngudi giri, sy bi mat
E=Ka!

m—] 1O Hzo A7 ke
50 ALy

m ®

Ks— Kp(") =
5"@_1@0@
Kg' &=

Alice ding 3 khéa: khéa riéng cua ¢6 ay, khda cong
cong cua Bob, khoa d6i xitng vira méi tao

57
=p Internet

Bao mat mang 71
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Pretty good privacy (PGP)

m chuén trén thuc té, la lugc
do md hoa email Internet.

7 dung md hda khéa doi xting,
khoa c6n9 cong, ham bam va
chit ky s6 nhu dd trinh bay
o Truoc.

7 hd trg dong nhat, ching
thuc nguoi gui, sy bi mat

3 nguoi phat minh: Phil
Zimmerman.

CuuDuongThanCong.com

A PGP signed message:

-——BEGIN PGP SIGNED MESSAGE---
Hash: SHA1

Bob:My husband is out of town
tonight.Passionately yours,
Alice

-——-BEGIN PGP SIGNATURE---

Version: PGP 5.0

Charset: noconv

vhHIJRHhGJIGhgg/12EpJ+108gE4vB3mgJd
hFEvZPO9ton7Gom5Gw?2

-——END PGP SIGNATURE---

https://fb.com/tailieudi entucn?ao mat mang
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Secure sockets layer (SSL)

O chung thuc server:

O trinh duyét cho phép
SSL chira cdc khéa cong

0 bao mat l6p transport
vGi bat ky ttng dung nao

dl}’Cl Tr'én TCP dfmg cac cong cho cac CA dugc
dich vu SSL tin cay
\ " \ 2 o trinh duyét yéu cau
3 dung 9“}’0 trinh duyét chung chi server, phaT
Web, cac server trong ra béi CA duoc tin cay
thuong mai dién tu o trinh duyét ding khéa

cong cong cua CA dé

3 cac dich vy bao mat: trich ra khéa cong cong

O ching thuc server cua server tu chung chi

o md héa di lieu 3 kiém tra trong frinh

o chiing thuc client (tiy duyét cua ban dé thay
chon) cdc CA duoc tin cay
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SSL (tt)

Mad héa phién lam viéc SSL :

3 trinh duyét sinh ra khoa
phién doi xitng, ma héa né
vGi khoa cong cong cua
server, gui khoa (dd mad
héa) cho server.

7 dung khéa riéng, server
giai md khéa phién

3 trinh duyét, server biét
khda phién
O tat ca dir liéu gtri vdo trong

TCP socket (do client hoic

server) duoc md hoa boi
khda phién.

CuubDuongThanCong.com

J SSL: co s¢ cua IETF
Transport Layer
Security (TLS).

7 SSL ¢é thé ding cho
cdc thg dung khéng
Web, nhu IMAP.

3 ching thuc client ¢é
thé hodn thanh véi cdc
chtng chi client

Bao mat mang 74
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IPsec: bao mat |6p Network

O bao mat 16p Network: o ep ;
o host giri md héa di licu A véi ca AH va ESP, nguon -

trong IP datagram dich bat :ray nhgu:
o cdc doan TCP & UDP; cdc O tao kénh logic 16p network
théng dicp ICMP & SNMP. goi la mot security

9 ching thae 150 Network: association (SA)
chung Thue lop INetwort. 3 moi SA theo 1 chiéu duy nhat
O host dich cé thé chiing

thuc dia chi IP nguon 0 duy r}hﬁf XC’IC d%nh bAéi :
A 2 giao thirc co ban: O amo TEhuzg bao mat (AH
ac €S
O authentication header ?ac ? ) .
(AH) o dia chi IP nguon

O encapsulation security O ID cua két noi 32-bit

payload (ESP)

Bao mat mang 75
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Giao thuc AH

3 ho trg chitng thuc AH header chua:
hguon, toan ven dit liéu, T nhan dang két ndi
khong tin cay 3 dit lisu chiing thuc: théng

3 AH header dugc chen diep dd duoc ky tir nguon
vao gitta IP header, duoc tinh todn dua trén
truong dir liu. IP datagram goc

3 truong giao thuc: 51 3 truong header ké tiép:

7 trung gian xit ly cdc xac dinh kiéu cua dir lieu
datagram nhu binh (vd: TCP, UDP, ICMP)
thuong

IP header dit lieu (vd: TCP, UDP, TCMP)

Bao mat mang 76
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Giao thic ESP

3 ho tro toan ven dit liéu, 3 trudng ching thuc ESP
mat

, 3 Protocol = BO0.
3 md hoa dit liéu, ESP trailer

3 truong header ké tiép nam
trong ESP trailer.

-dd chung thuc >
dd md hoa >

ESP ' ’
IP header TCP/UDP segment St

Bao mat mang 77
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Bao mat TEEE 802.11

O Khdio sdt:
0 85% viéc stt dung ma khong cé md hoa/chung thuc
o dé dang bi phdt hién/nghe ngéng va nhiéu loai tan
cong khac!
3 Bao mat 802.11
O md hdéa, chitng thuc

o thir nghiém bao mat 802.11 dau tién: Wired
Equivalent Privacy (WEP): cé thiéu sét

O thu nghiém hién tai: 802.11i

@éo mat mang 78
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Wired Equivalent Privacy (WEP):

3 chung thuc nhu trong giao thuc ap4.0
o host yéu cau chitng thuc tir access point
O access point gui 128 bit
o host md héa ding khéa d6i xttng chia sé
O access point giai md, ching thuc host

1 khdng cé co ché phan b khéa

3 chang thuc: chi can biét khéa chia sé

Bao mat mang 79
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md hoa dir lieu WEP

1 Host/AP chia sé khéa d6i xitng 40 bit (bdn c6 dinh)

7 Host gan thém vector 24 bit (initialization vector-IV)
dé hinh thanh khéa 64 bit

3 khéa 64 bit diing dé sinh ra dong cdc khéa, k"
3 k! ding dé md héa byte thu i, d;, trong frame:
c. =d; XOR k1Y
3 IV va cdc byte dd dugc mad haa, ¢; giri trong frame
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md hoa 802.11 WEP

v
(per frame)

Ks: 40-bit key sequence generator
secret ( for given Kg, 1V)

symmetric

k|1lv lizlv lfslv lfNIV k|N+1IV'“ k|N+1IV 802.11 v W EP-encrypted data
plaintext €||9 G? G? G? GP Q? header plus CRC

| | | [ | |
plus CRC I I I I " "

v Vv Vv v v v

Ci C» Cs CcN CN+1 CN+a

md héa WEP phia gt
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B¢ khoa 802.11 WEP

LS hong bao mat:
A 24-bit IV, mot IV moi frame -> phai dung lai IV
3 IV truyén di voi dang van ban thd -> phdt hién duoc viéc
dung lai IV
0 Tan cong:
O Alice md héa van ban tho cho trusc dy d, d3 d, ...
O Trudy nhin thay: ¢; =d. XOR kY
o Trudy biét ¢; d;, vi thé cé thé tinh duoc k.Y
O Trudy biét dugc md héa chudi khéa k™ k™ k3™ ..
o lan dung IV lai ké tiép, Trudy cé thé giai md duoc!

Bao méat man
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802.11i: cai tién su bao mat

3 rat nhiéu (va chic chian hon) dang md héa cé
the

7 hd trg phdn bo khéa
A dung ching thuc server tach riéng khoi AP
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802.11i: 4 giai doan hoat dong

@20 STA: AP: akgess point i AS:
client station '— wired Authentication
network || server

A
v

‘ Discovery of
security capabilities

A
b~

»
»

. STA and AS mutually authenticate, together
generate Master Key (MK). AP servers as “pass through”

‘ STA derives < _
Pairwise Master @ AS derives
Key (PMK) same PMK,
sends to AP

n

‘ STA, AP use PMK to derive
Temporal Key (TK) used for message

encryption, integrity B&o mat mang
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EAP: extensible authentication protocol

3 EAP dugc gui trén cac “link” riéng biét
O mobile-dén-AP (EAP trén LAN)
o AP dén server chiing thuc (RADIUS trén UDP)

% wired
network
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Tong ket bao mat mang

Cac ky thuat co ban......
o md héa (d6i xing va céng cong)
O ching thuc
O todn ven thong diép
o phén bo khéa
... St dung trong nhiéu boi canh bao mat khdc
nhau
O bao mat email
O bao mat van chuyén (SSL)
O IP sec
0 802.11
Baomatmang 86
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