MON HE PIEU HANH
Chuong 8

HE THONG FILE TREN PC

8.1 Céch t6 chuc dia cung trén PC
8.2 Qui trinh boot may PC

8.3 Binh dang FAT

8.4 Binh dang NTFS

Tai liéu tham khao : chuong 6, sach "Modern Operating Systems",
Andrew S. Tanenbaum: , 2nd ed, Prentice Hall
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8.1 Cach t6 chuc dia cung trén PC

Cau truc 1 dia cung PC

Trinh bootstrap bang ma

MBR may, c6 nhiém vu tim
BR Mai khi boot may, ROM | partition active va nap
Partition 1| BIOS sé doc MBR vao | BR cuia partition nay
BR RAM va chay no. vao may va giao diéu 446 byte
Partition 2 khien cho no
: BR

Partition 3 Moi dia cing co thé
chia toi da 4 partition

BR doc lap, théng tin vé 1 }g E":ﬁ
Partition 4 partition duoc luu 16 hzte
trong 1record 16 byte. 16 byte
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8.1 Cach t6 chuc dia cung trén PC

Cau truc record dac ta partition ctia bang quan ly cac partition :

Byte Offset| Length |Sample Value Field Name and Definition
0x0 BYTE 0x80 80. Active partition, 00 : No Active.
0x1 BYTE 0x01 Starting Head.
0x2 6 hits 0x01* Starting Sector. Only bits 0-5 are used.
0x3 10 bits 0x00 * Starting Cylinder.
0x4 BYTE 0x07 System ID. Defines the volume type. values.
0x5 BYTE OxFE Ending Head.
0x6 6 hits OxBF * Ending Sector. Only hits 0-5 are used.
0x7 10 bits 0x09 * Ending Cylinder.
0x8 DWORD | 0x3F000000 Relative Sectors.
0xC DWORD | 0x4BF57F00 Total Sectors.

P

8.2 Qui trinh boot may PC

0 M6i khi may PC duoc khoi dong, chuong trinh ma may Intel duoc
dat trong ROM BIOS sé chay & ché dé real mode.

o Trude tién, ROM BIOS sé kiém tra cac tai nguyén co ban cla may
xem chung c6 bi hu héng khéong (CPU, bé nhd RAM, man hinh,
speaker,...). Néu 1 trong chung bi 16i, ROM BIOS sé théng bao 16i
bang am thanh hay van ban trén man hinh réi ding may.

0 Ké tiép, ROM BIOS sé xac dinh thiét bi boot, néu la dia cung, nd
sé doc MBR cla dia vao bd nhé va giao diéu khién cho MBR.

a Chuong trinh ma may Intel trén MBR dugc goi la "bootstrap" sé
duyét bang théng tin vé céac partition dia dé tim partition & trang
thai active va bootable (byte dau trong record thong tin partition
nay co gia tri 80H), roi doc sector BR cla partition nay vao may roi
giao diéu khién cho né.
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8.2 Qui trinh boot may PC

O Tuy theo partition boot cé dinh dang nao ma trinh boot cua
partition sé ti€én hanh nap HDH vao may ra sao.

0 Phan con lai cia chuong nay, chung ta sé giéi thiéu chi tiét hon vé
2 dinh dang partition duoc dung phé bién nhat trén PC la FAT va
NTFS.
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8.3 binh dang FAT

Cau truc BR sector (hoot record, sector dau tién) cua partition FAT32 :

Byte Offset Field Length Field Name
0x00 3 hytes Jump Instruction
0x03 LONGLONG OEM ID
0x0B 53 hytes BPB (BI0S Parameter Block)
0x40 26 hytes Extended BPB
0x5A 420 hytes Bootstrap Code
0x01FE WORD End of Sector Marker
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Mén : Hé diéu hanh

8.3 binh dang FAT
Cau tric BPB cua FAT32 :
Byte Offset| Length |Sample Value Field Name and Definition
0x0B WORD 0x0002 Bytes Per Sector. (512hyte)
0x0D BYTE 0x08 Sectors Per Cluster.
0x0E WORD 0x0200 Reserved Sectors.
0x10 BYTE 0x02 Number of FATs.
0x11 WORD 0x0000 this field must be set to zero.
0x13 WORD 0x0000 this field must be set to zero.
0x15 BYTE 0xF8 Media Descriptor. (0xF8 -> hard disk)
0x16 WORD 0x0000 this field must be set to zero.
0x18 WORD 0x3F00 Sectors Per Track.
0x1A WORD 0xFFO0 Number of Heads.
0x1C DWORD | OxEE39D700 Hidden Sectors (before the boot sector)
0x20 DWORD | 0x7F324E00 Large Sectors (total number of sectors)
0x24 DWORD | 0x83130000 Sectors Per FAT (FAT32 only).
5 Khoa Khoa hoc & Ky thuat May tinh
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Cau truc BPB ciia FAT32 (tt) :

8.3 binh dang FAT

Byte Offset| Length |Sample Value Field Name and Definition
0x28 WORD 0x0000 Extended Flags
0x2A WORD 0x0000 File System Version (FAT32 only).
0x2C DWORD | 0x02000000 Root Cluster Number
0x30 WORD 0x0100 File System Information Sector Number
0x34 WORD 0x0600 Backup Boot Sector
0x36 |12 bytes| 0x0000... Reserved

: 5 Khoa Khoa hoc & Ky thuat May tinh
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8.3 binh dang FAT
Cau truc Extended BPB cua FAT32 :

Byte Offset| Length |Sample Value Field Name and Definition
0x40 BYTE 0x80 hard disks -> 0x80
0x41 BYTE 0x00 Reserved
0x42 BYTE 0x29 Extended Boot Signature
0x43 DWORD | 0xA88B3652 Volume Serial Number
0x47 11 bytes| NO NAME Volume Label
0x52 LONGLONG  FAT32 System ID, chudi “FAT32".
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8.3 binh dang FAT

Cau truc thong tin cua partition FAT32 :

FAT 2
Boot FAT 1 Root

Sector {Duplicate} | Folder Other Folders and All Files

Truy xuat cac cluster dir liéu cua ting file dua vao entry thuw muc
va bang FAT
|HLE1.T:-:r| 002 | |F|L.T:-:r| D005 | |F|LE$.T:-:r| o007 |

2 b d H b T i
I I I

noos | oood | FERE | ooe | 00 | FEFE | FEFE

i+ [ ¢ =
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8.3 binh dang FAT

Cau truc entry thu muc (entry chinh) cua partition FAT32 :

Bytes 8 3 11 1 4 2 2 4 2 4
N Creation Last Last write —_—
Bassnama Ext T date/time [access date/time Bilsia1ze
Sl Sec Upper 16 bits Lower 16 bits
of starting of starting
block block

Cau truc entry thu muc (entry néi réong) cta partition FAT32 :

Bytes 1 10 11 1 12 2 4
5 characters 0 6 characters 0 |2 characters
Sequence Attributes
Checksum
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8.3 binh dang FAT

Thi du vé cac entry thu muc FAT32 duoc dung dé quan ly file co
tén la “The quick brown fox jumps over the lazydog”

Cc
68 d o g A0k 0
Cc
3| o v e AlO|k| t h e I a| o z y
c
2 w n f o [A|O0]|k| x j u m P 0 s
c
1T h e q |A|O|k| u i E k b [ O r o
N Creation |Last Last )
THEQU I ™ 1 AlT|S time acc | Upp write Low Size
Bytes T T T T 17T T 11 LA B N I N I D B B
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8.4 Dinh dang NTFS

Cau truc BR sector (boot record, sector dau tién) cua partition NTFS :

Byte Offset Field Length Field Name
0x00 3 hytes Jump Instruction
0x03 LONGLONG OEM ID ("NTFS )
0x0B 25 hytes BPB (BI0OS Parameter Block)
0x24 48 hytes Extended BPB
0x54 420 hytes Bootstrap Code
0x01FE WORD End of Sector Marker

| ©2010
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Mén : Hé diéu hanh

8.3 Dinh dang NTFS
Cau truc BPB cuia NTFS :
Byte Offset| Length |Sample Value Field Name and Definition
0x0B WORD 0x0002 Bytes Per Sector (512byte)
0x0D BYTE 0x08 Sectors Per Cluster
0x0E WORD 0x0000 Reserved Sectors
0x10 3 BYTE | 0x000000 this field must be set to zero
0x13 WORD 0x0000 this field must be set to zero
0x15 BYTE 0xF8 Media Descriptor (0xF8 -> hard disk)
0x16 WORD 0x0000 this field must be set to zero
0x18 WORD 0x3F00 Not used or checked by NTFS
0x1A WORD 0xFFO00 Not used or checked by NTFS
0x1C DWORD | 0x3F000000 Not used or checked by NTFS
0x20 DWORD | 0x00000000 this field must be set to zero
0x24 DWORD | 0x80008000 Not used or checked by NTFS
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8.3 Dinh dang NTFS

Cau truc BPB cua NTFS (tt) :
Byte Offset| Length Sample Value Field Name and Definition
0x28 8byte | 0x1C91110100000000 Total Sectors

0x30 8hyte | 0x0000004000000000 | Logical Cluster Number for the File $MFT
0x38 8hyte 0x1119110000000000 | Logical Cluster Number for the File $MFTMirr

0x40 1byte 0xF6 Clusters Per MFT Record
0x41 3byte 0x000000 Not used or checked by NTFS
0x44 Thyte 0x01 Clusters Per Index Buffer
0x45 3byte 0x000000 Not used or checked by NTFS
0x48 8byte | 0x3AB27B82CD7B8214 Volume Serial Number
0x50 dhyte 0x00000000 Not used or checked hy NTFS
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8.3 Dinh dang NTFS

a O cdp vat ly, partition NTFS la day cac sector, danh sé tir 0 t6i N,
sector dau la BR ma néi dung cu thé clia n6 da duoc trinh bay.

a0 cap luan ly 1, partition NTFS la day cac cluster luan ly, danh sé
tu 0 t6i M, trong do6 cluster O chua sector 0 lam BR.

o0 cap luan ly 2, partition NTFS duoc t6 chuc theo mé hinh hudng
déi tuong. Moi thi déu la déi tuong, cu thé doi tuong co thé Ia file,
thu muc... trong dé doi tuong géc cua partition NTFS la MFT chua
théng tin vé tat ca cac doi tuong khac, ké ca MFT.

o MFT c6 vai tro rat quan trong trong partition NTFS (giong nhu
bang FAT trong partition FATIi) nén dugc nhan ban thanh 2 ban :
ban MFT chinh va ban MFT phu (mirror).

0 Cluster dau cia MFT chinh va MFT mirror duoc miéu ta trong
BPB trén sector BR cua partition NTFS.
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8.3 Dinh dang NTFS

0 MFT cing la 1 file, n6 duoc t6 chuc nhu 1 bang di liéu cia
database quan hé : gém nhiéu record, méi record duoc dung dé
chura thong tin vé 1 doi tuong bat ky, ké ca MFT. N6 dai 1024byte.

o Dé quan ly 1 déi tuong (file, folder, metafile), ta dung tor 1 tdi n
record MFT, record dau duoc goi la record co sé (base record).

0 16 record dau tién trong MFT quan ly 16 doi tuong metafile xac
dinh nhu sau :

= 0: $Mft : ban than déi tuong MFT
« 1 : $MftMirr : déi tuong mirror cia MFT
2 : $LogFile : Log file
= 3:$Volume : volume cua partition
4 : $AttrDef : cac thong tin vé thudc tinh cla cac déi tuong

M6n : Hé diéu hanh
BK_‘ Truong BH Bach Khoa Tp.HCM Chuong 7 : Quan ly hé théng file
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8.3 Dinh dang NTFS

5 :.:thu muc goc

6 : $Bitmap : quan ly cac tinh trang céac clusters : da dung hay
chua dung

« 7 :$Boot : Boot sector

« 8:$BadClus : Bad cluster file

« 9: $Secure : Security file

« 10 : $Upcase : Upcase table

« 11 : $Extend : NTFS extension file

= 12 -15: danh cho viéc dung tuong lai

» 16 - N : danh cho cac doi tuong khac nhu file, thu muc.
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8.3 Dinh dang NTFS

M®oi record MFT c6 cau trdc nhu sau :

MFT Entry Attributes

MFT Entry Header
Attribute Header
$FILE MALE
Attribute Header
$3TD_INFO
Attribute Header
$DATA
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8.3 Dinh dang NTFS

Noéi dung trong MFT Entry Header :

Ox0 0-3 Signature “FILE” hay “BAAD” No
Ox4 4-5 Offset to fixup array Yes
Ox6 6-7 Number of entries in fixup array  Yes
0x8 8-15 $LogFile LSN No
0x10 16 —-17 Sequence value No
0x12 18 -19 Link Count No
0x14 20-21 Offset to first attribute Yes
0x16 22 —-23 Flags (in-use and directory) Yes
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8.3 Dinh dang NTFS
No6i dung trong MFT Entry Header :

0x18 24 —27 Used size of MFT entry Yes
O0x1A 28 — 31 Allocated size of MFT entry Yes
0x20 32 -39 File reference to base record No
0x28 40 —-41 Next attribute ID No
Ox2A 42 —hét Attributes and fixup areas Yes

Khoa Khoa hoc & Ky thuat May tinh M6n : Hé diéu hanh
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8.3 Dinh dang NTFS

No6i dung trong Attribute Header :

0Ox0 0-3 Attribute type identifier Yes
O0x4 4-7 Lenght of attribute Yes
Ox8 8-8 Non-resident flag Yes
0x9 9-9 Length of name Yes
O0xA 10— 11 Offset to name Yes
0xC 12-13 Flags Yes
OxE 14 -15 Attribute identifier Yes
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0x0
0x10
Ox14

Noéi dung cua Resident Attribute :

0-15
16 -19
20 - 21
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8.3 Dinh dang NTFS

Attribute header Yes
Size of content Yes
Offset to content Yes

Slide 23

0x0

0x10
0x18
0x20
0x22
0x24
0x28
0x30
0x38

CuuDuongThanCong.com

No6i dung ciia Non Resident Attribute :

0-15
16 -23
24 — 31
32 -33
34 — 35
36 — 39
40 — 47
48 — 55
56 — 63

©2010

8.3 Dinh dang NTFS

Attribute header Yes
Starting VCN of the runlist Yes
EndingVCN of the runlist Yes
Offset to the runlist Yes
Compression unit size Yes
Unused No

Allocated size of attribute content No

Actual size of attribute content Yes

Initialized size of attribute content No
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8.3 Dinh dang NTFS

bao
32 :
48 .
64 :
64 :
80 :
96 :
112
128

0000000 Do

Danh sach cac thuéc tinh phd bién duoc dung trong record MFT :

a 16 :
xudt lan cudi, thoi diém ghi 1an cuéi, thoi diém tao, ch( nhan, ID

$STANDARD_INFORMATION : nhu cac co, thoi diém truy

mat...

SATTRIBUTE_LIST : danh sach cac thuoc tinh khac
$FILE_NAME : File name, in Unicode
$VOLUME_VERSION : chi c6 & version 1.2 (Windows NT).
$OBJECT_ID

$SECURITY_ DESCRIPTOR

$VOLUME_NAME

: $VOLUME_ INFORMATION

: $DATA : néi dung cua file
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8.3 Dinh dang NTFS

224

000000 Do
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256 :
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Danh séach cac thudc tinh phd bién duoc dung trong record MFT :
144 :
160 :
176 :
192 :
192 :
208 :

SINDEX_ROOT

SINDEX_ALLOCATION

$BITMAP

$SYMBOLIC_LINK : chi c6 & version 1.2 (Windows NT).
$REPARSE_POINT

$EA_INFORMATION

: SEA

$LOGGED_UTILITY_STREAM

Man : Hé diéu hanh
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