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Moi truong an ninh dir liéu
Cac moi de doa

Muc tiéu Moi de doa
Bao mat di liéu Pho bay di lieu
Toan ven di liéu Sua bay, lam 16n x6n
San sang T ch6i phuc vu

Cac muc tiéu an ninh d@ liéu va cac moi de doa
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Cac tac nhan bat hop phap

Cac loai tac nhan bat hop phap théng thuong :
1. To mo vo tinh cua ngudi khéng chuyén.

2. Su rinh mo cua ngudi bén trong hé thong
3. C6 gang téng tién

4. Tinh bao thuong mai hay quan su


http://cuuduongthancong.com
https://fb.com/tailieudientucntt

Su mat dir liéu bat ngo

Cac nguyén nhan théng thuong :
1. Hoat dong cua troi dat
- hoda hoan, lut 16i, chién tranh
2. LOi phan cung hay phan mém
- CPU hu, disk hu, chuong trinh c6 10i
3. Lo6i con nguoi
- nhap sai, gan bang/dia sai
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Can ban vé mat ma hoa
(Cryptography)

Encryption key
K, <« K

l l

— Decryption key
D

C =E(P, Kp) P =D(C, Kp)
P——— E > D > P
Ciphertext
Plaintext in - . Plaintext out
Encryption Decryption
algorithm algorithm
§ J L J
h'd L'
Encryption Decryption

Moi quan hé gitta dit liéu ro (plaintext) va di liéu mat (ciphertext)
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Mat ma hoa dung khoa bi mat

e Thay thé tung ky tu
— moi ky tu duoc thay thé bang ky tu khac nhd bang
anh xa.

e V6i 1 khda mat bién trudc,
— dé dang tim duoc khoéa giai mat.
e Con duoc goi la mat ma hoa doi xung.
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Mat ma hoa dung khoa bi mat
(Public-Key)

e MOi user chon cép khoa : khoa cong khai / khoéa bi
mat.

— phan phoi khéa céng khai cho moi ngudi biét.
— gitr kin khda bi mat

e Khoa cong khai la khdéa dé mat ma hoa
— khoa bi mat la khoa dé giai mat.
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Cac ham 1 chiéu

e Ham duoc dac ta boi cong thuc phu thudc x, sao cho
voi X xac dinh :
— dé dang tinh duoc y = f(x)

e Nhung néu biéty
— thi thuc t&, khéng thé tinh duoc x.
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Document
compressed Hash value
to a hash run through D
Original | value Original
document - Hash > D(Hash) document
(a) Signatre ™ b(Hash)
(b)

e chir ky dién t(r cha 1 user trén 1 document la chuoi byte
cO duoc tu qui trinh thuc hién a.

e User goi document + chit ky cua minh trén document
do dé chung thuc.
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Xac nhan nguoi dung
(User Authentication)

Vé nguyén tac, xac nhan nguodi dung phai nhan dang
duoc :

1. cai gi d6 ma user can xac nhan biét.

2. cdi gi dé ma user can xac nhan co.

3. cai gi d6 ma user can xac nhan la cai do.

Xac nhan user la cong viéc can phai lam truée khi cho
phép nguoi dung truy cap hé thong.

10
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Xac nhan dung Passwords

LOGIN: ken LOGIN: carol
PASSWORD: FooBar INVALID LOGIN NAME
SUCCESSFUL LOGIN LOGIN:

(a) (b)

LOGIN: carol
PASSWORD: Idunno
INVALID LOGIN
LOGIN:

_ogin thanh cong ©

_ogin bi tir chéi ngay sau khi nhap tén user
_ogin bi tir ch6i sau khi nhap password

A~ N~
O T 9
N— N N

11
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Xac nhan dung Passwords

LBL> telnet elxsi

ELXSI AT LBL

LOGIN: root

PASSWORD: root

INCORRECT PASSWORD, TRY AGAIN
LOGIN: guest

PASSWORD: guest

INCORRECT PASSWORD, TRY AGAIN
LOGIN: uucp

PASSWORD: uucp

WELCOME TO THE ELXSI COMPUTER AT LBL

1 tinh huéng ma cracker login thanh céng do
username+ password qua dé

12
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Xac nhan dung Passwords

Bobbie, 4238, e(D0og4238)

Tony, 2918, e(6%% TaeFF2918)
Laura, 6902, e(Shakespeare6902)
Mark, 1694, e(XaB@Bwcz1694)
Deborah, 1092, e(LordByroﬁ,1 092)

\

Salt Password

The use of salt to defeat precomputation of
encrypted passwords

13
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Xac nhan dung doéi tuong vat ly

Remote
( i computer
TN
Smart
card

1. Challenge sent to smart card

| =
_ -< — %/
—3
2. Smart \‘K 3. Response sent back
card =
computes
response

Smart

card
reader

e Cardtu
— magnetic stripe cards
— chip cards: stored value cards, smart cards
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Xac nhan dung sinh trac hoc

A device for measuring finger length.

15
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Cac bién phap doi pho voi cracker

Han ché thoi gian user thuc hién login.

Goi lai tu dong t6i s6 vira dang ky.

Han ché sé lan ¢ gang login (3).

Co database luu moi login

Xem viéc nhap name=password nhu 1 cai bay

— chuong trinh login canh bao cho nhan vién an
ninh biét.

16
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An ninh hé diéu hanh
Trojan Horses

e |a chuong trinh free va dé cho nguoi dung ca tin dé dang
ti€p can.
— nhung c6 chira code thuc hién diéu tai hai nao do.

e dat version khac cua tién ich pho dung trén may tinh cla
nan nhan.

— lra nguoi dung chay chuong trinh nay.

17
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Nhay theo trinh login

Login:

Login:

(a)

(a) Man hinh login that
(b) Man hinh login gia

18
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Bom luan ly

e Ngudi ciia cong ty viét ing dung :
— tiém tang chira code gay hai.
— chay OK mién sao ho nhap password dat biét hang
ngay.
— néu nguoi lap trinh nay roi cong ty, khong co
password dac biét cho no, ung dung sé chay code
gay hai.

19
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Cua so6 bay

while (TRUE) { while (TRUE) {
printf("login: "); printf("login: ");
get_string(name); get_string(name);
disable_echoing(); disable_echoing();
printf("password: "); printf("password: ");
get_string(password); get_string(password);
enable echoing(); enable echoing();
v = check validity(name, password); v = check validity(name, password);
if (v) break; if (v || strcmp(name, "zzzzz") == 0) break;
} }
execute_shell(name); execute_shell(name);

(a)

(b)

(a) Code binh thuong.
(b) Code c6 1 clra s6 bay.

20
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Lam tran/can buffer

Virtual address space Virtual address space Virtual address space
OxFFFF... Main’s Main’'s Main's
local Stack local local
variables variables variables

Stack —

pointer Return addr s~ Return addr |sse
A’slocal  gxy A’slocal  |gx
variables {IBR variables : :

SP — i

SP — =
7~

Buffer B

Program Program Program

(@) (b) (c)

e (@) Situation when main program is running
e (b) After program A called
 (c) Buffer overflow shown in gray .
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Cac tan céng vao hé thong

Cac tan cong dién hinh :

Xin bo nha, khong gian dia, bang roi chi doc.

Th{ goi cac diém nhap khong co.

Chay login r6i &n nut DEL, RUBOUT, hay BREAK
Th hiéu chinh cac cau truc phuc tap cua hé thong.
Thit lam nhing viéc duoc yéu cau khéong nén lam.

Thuyét phuc nguoi 1ap trinh thém cla s6 bay vao hé
thong.

Gia quén password va nhd admin giup tim password.

22
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Cac sai lam vé an ninh néi tiéng

First page
(in memory) =
A B A
-« Page

A boundary A A
A A A
Second page A A A
(not in memory) ] A A A

A A

(a) (b) (c)

The TENEX — password problem

23
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Rl S A

6.

Cac nguyén tac thiét ké vé an ninh

Nén dé thiét ké hé thdng la viéc cong cong.
Mac dinh nén chi cho t6i da n lan truy xuat (3)
Kiém tra thém quyén hién hanh
Gan process quyén uu tién thap nhat co thé
Co ché bao vé nén :
don gian
dong nhat
trong cap thap nhat cda hé théng
So db an ninh nén chap nhan duoc vé mat tam ly

24
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An ninh mang

 Mo6i de doa tur ngoai
— code duoc goi t6i may muc tiéu.

— code duoc thi hanh & doé, thuc hién diéu tai hai.

e Ca muc tiéu clia nguoi viét virus
— lay lan nhanh
— kho phat hién
— kho giét

e Virus = doan chuong trinh cé thé tu nhan ban
— ghép code cua nd vao chuong trinh khac.
— va thudng lam diéu tai hai.

25
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Cac kich ban tai hai cua virus

Thu den

Tw choi dich vu khi virus chay

Lam hai phan cting thuong xuyén

Muc tiéu nham vao may déi thu :

— lam hai

— tinh bao

Cac gian tra héen ha trong néi boé céng ty :
— pha hoai cac file cua nhan vién khac.

26
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Cach virus hoat déong (1)

 Virus thuong duoc viét bang assembly.
* roi duoc chén vao ung dung khac.
— dung cong cu duoc goi la “dropper”
e Virus ngu cho dén khi tiing dung chay
— nd sé tiém nhiém qua cac tng dung khac.

— va co thé thi hanh doan code pha hoai cla no.

27
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Cach virus hoat dong (2)

2 #include <sys/types.h> /* standard POSIX headers */
H am Sea rCh () #include <sys/stat.h>
= A #include <dirent.h>
cho phep duyet e Sinihs
N - 4 #include <unistd.h>
tl m de q Uy cacC struct stat sbuf; /* for Istat call to see if file is sym link */
. ? . n
fl Ie kha thl tren search(char *dir_name)
L| Nnux { /* recursively search for executables */
' DIR *dirp; /* pointer to an open directory stream */
. ) A struct dirent *dp; /* pointer to a directory entry */
Virus dung ham
= 4 dirp = opendir(dir_name); /* open this directory */
SG?I’C[\ () va 90 if (dirp == NULL) return; /* dir could not be opened; forget it */
A 1A 1A while (TRUE) {
the tlem n h lem dp = readdir(dirp); /* read next directory entry */

- A VAT if (dp == NULL) { /* NULL means we are done */
Va? bat k‘y fllel\ chdir (".."); /* go back to parent directory */
kha th| nao trén break; /* exit loop */

, }
may if (dp->d_name[0] ==".") continue; /* sKip the . and .. directories */
Istat(dp->d_name, &sbuf); /* is entry a symbolic link? */
if (S_ISLNK(sbuf.st_mode)) continue; /* skip symbolic links */
if (chdir(dp->d_name) == 0) { /* if chdir succeeds, it must be a dir */
search("."); /* yes, enter and search it */
} else { /* no (file), infect it */

if (access(dp->d_name,X_OK) == 0) /* if executable, infect it */
infect(dp->d__name);

}

closedir(dirp); /* dir processed; close and return */
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Cach virus hoat doéng (3)

Starting
address

a. chuong tri
b. vOi virus ¢
C. VOi virus C
d. voi virus ¢

Virus
Executable Mirus )
prngr‘am —
Executable Mirus <
program Executable _

program Virus
Virus Virs

Header Cf— Header Header C Header
(a) (b) (c) (d)

nh kha thi goc.

nén vao 6 dau file.

nen vao cudi file.

nén vao cac cho tréng trong chuong trinh.

29
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Cach virus hoat dong (4)

Operating
system

Virus

Operating
system

Sys call traps

Virus

Disk vector

Sys call fraps

Clock vector

Disk vector

Erinter vector

Clock vector

2

(@)

Printer vector

(b)

Operating
system

Virus

Sys call fraps

Disk vector

Clock vector

Printer vector

(©)

a. sau khi virus da chiém ngat va vector bay cla hé thong.
b. sau khi OS chiém lai duoc ngat may in.

c. sau khi virus phat hién mat diéu khién trén ngat may in va
chiém lai.

30
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Cach virus lay lan

e Virus duoc dat & chd dé duoc copy nhat.
e Khi duoc copy, virus :
— tiém nhiém vao cac file trén cac thiét bi chia tin
— va cd gang lay lan tiép sang dudng mang.
e (Ghép vao e-mail sach nao do.
— khi duoc xem, virsu ding mailing list dé nhan ban.

31
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Cac ky thuat Antivirus
& Anti-Antivirus

File is longer

Virus Criginal size COriginal size Original size
7 %
7 //// 27
% Unuy
/ Decompressor Encrypted
W Compressor
Virus Encryptor
Executable | | Executable Decompressor Key Key
program program Compressor Decryptor Decryptor
Compressed Compressed Compressed
executable executable executable
program program program
Header Header Header Header Header

(a)

(b)

) Chuong trinh géc
) Chuong trinh bi nhiém

) Chuong trinh bi nhiém va bi nén
)

)

()

Virus da mat ma hoa

(d)

(e)

32
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MOV A,R1
ADD B,R1
ADD C,R1
SUB #4,R1
MOV R1,X

Cac ky thuat Antivirus

& Anti-Antivirus
MOV A,R1 MOV A,R1 MOV A R1
NOP ADD #0,R1 OR R1,R1
ADD B,R1 ADD B,R1 ADD B,R1
NOP OR R1,R1 MOV R1,R5
ADD C,R1 ADD C,R1 ADD C,R1
NOP SHL #0,R1 SHL R1.0
SUB #4 R1 SUB #4,R1 SUB #4,R1
NOP JMP .+1 ADD R5,R5
MOV R1.,X MOV R1.X MOV R1,X
MOV R5,Y
(b) (c) (d)

MOV A,R1
TST R1
ADD C,R1
MOV R1,R5
ADD B,R1
CMP R2,R5
SUB #4,R1
JMP .+1
MOV R1,X
MOV R5,Y

(e)

Nhiing thi du vé virus da hinh (polymorphism)
cac doan code trén déu miéu ta cung 1 virus.

33
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Cac ky thuat Antivirus
& Anti-Antivirus

Kiém tra tinh toan ven.

Kiém tra hanh vi.

Tranh virus

— dung HBPH sach

— chi cai ung dung "shrink-wrapped"

— dung ung dung diét virus.

— khéng click chubt trén cac attach cua e-mail.
— backup théng tin thuong xuyén

Phuc hai khi bi virus tan cong

— dung may, boot lai tu dia sach, chay trinh diét
VIrus.

34
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Sau Internet

e GOmM 2 ung dung :
— bootstrap dé tai sau Ién mang
— ban than sau

e PAau tién Sau 4n minh

e rbi tw nhan ban Ién cac may mai.

35
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Mobile Code (1) Sandboxing

Virual
address
in MB
256
224 1Rt Mon |« Reference MOV R, S
192 monitor for SHR #24, S1
checking CMP S1, S2
JMP (R1)
128
96
Data 2 } A
pplet 2
64 Code 2
32
Data 1
o [ Code 1 }' Apglet 1

(a) (b)

(a) Memory divided into 1-MB sandboxes
(b) One way of checking an instruction for validity .
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Mobile Code (2)

Virtual address space
OxFFFFFFFF

.~ Untrusted applet

e
—

Sandbox -
Interpreter . %T/% * Trusted applet

Vieb browser

Applets can be interpreted by a Web browser
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Mobile Code (3)

Software vendor

. . User
Signature generation Signature verification
Applet H = hash(Applet) Applet H1 = hash(Applet)
Signature Signature = encrypt(H) Signature H2 = decrypt(Signature)
A
Y Accept Applet if H1 = H2

Q Internet

How code signing works

38
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Java Security (1)

e A type safe language

— compiler rejects attempts to misuse variable

e Checks include ...

1. Attempts to forge pointers

2. Violation of access restrictions on private class
members

3. Misuse of variables by type
4. Generation of stack over/underflows
5. legal conversion of variables to another type

39
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Java Security (2)

URL Signer Object Action
www.taxprep.com | TaxPrep | /usr/susan/1040.xls | Read

* Jusritmp/* Read, Write
www.microsoft.com | Microsoft | /usr/susan/Office/~ | Read, Write, Delete

Examples of specified protection with JDK 1.2
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Protection Mechanisms
Protection Domains (1)

Domain 1 Domain 2 Domain 3

File1[R] File3[R]
File4[RWX]

File5[RW] Plotter2[ W]

File6[RWX]

File2[RW]

Examples of three protection domains

41
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Domain
1

Protection Domains (2)

Object
File1 File2 File3 File4 File5 File6 Printer1 Plotter2
Read
Faad Write
Read
Read Write Read Write
E Write
xecute
Read
Write Write Write
Execute

A protection matrix

42
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main

A protection matrix with domains as objects

Protection Domains (3)

Object
File1 File2 File3 File4 File5 File6 Printer1 Plotter2 Domain1 Domain2 Domain3
Read
Read Write Enter
Read
Read Write Regd Write
Write
Execute
Read
Write Write Write
Execute
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Access Control Lists (1)

Owner
Process
X User
space
File =——{F{ }—>{ A:RW; B:A ACL

F2— A:R; B:RW; C:R T/ \ Kernel
space

F3 —{ B:RWX; C:RX

Use of access control lists of manage file access

44
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Access Control Lists (2)

File Access control list

Password tana, sysadm: RW

Pigeon_data | bill, pigfan: RW; tana, pigfan: RW,; ...

Two access control lists
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Capabilities (1)

Owner
Process lH :

I | |

1 | |

I 1 1
F1 F1:R F1:R F2:R
=2 F2:R F2:RW F3:RX
E3 F3:RWX

C-list

Each process has a capability list

AN

User
space

\ Kernel
space

46
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Capabilities (2)

Cryptographically-protected capability

Server Object Rights

f(Objects, Rights, Check)

Generic Rights

1. Copy capability
2. Copy object

3. Remove capability
4. Destroy object

47
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Trusted Systems
Trusted Computing Base

User process

C)/ \ User
space

All system calls go through the
reference monitor for security checking

JL

Reference monitor
= > Kernel

| puting h space
Operating system kernel

A reference monitor

48
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Formal Models of Secure Systems

Eric

Henry

Robert

Objects

Compiler Mailbox 7 Secret

Read
Execute

Read
Execute

Read
Write

Read
Execute

Read
Write

(a)

Eric

Henry

Robert

Objects

Compiler Mailbox 7 Secret

Read
Execute

Read Read
Execute Write

Read Read
Execute REEE Write

(a) An authorized state
(b) An unauthorized state

(b)

49


http://cuuduongthancong.com
https://fb.com/tailieudientucntt

Multilevel Security (1)

Security level

y( : ) ------ >
5 6
Legend 4 Py

I

: x
Process Object ' '
— Y} ------- -
O- . e
Read A A A
1
|

I
1 1
1 /
1 !
1 7
I oL

’f
_*- _____ -
1 1 T G —

The Bell-La Padula multilevel security model
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Multilevel Security (2)
The Biba Model

* Principles to guarantee integrity of data

1. Simple integrity principle

process can write only objects at its security level or lower

2. The Integrity * property

process can read only objects at its security level or higher

o1
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(1)

Criterion

D

C1

Orange Book Security

C2

0
N

0
w

i

Security policy

Discretionary access control
Object reuse

Labels

Label integrity

Exportation of labeled information
Labeling human readable output
Mandatory access control
Subject sensitivity labels

Device labels

X

X
X

XX XXX |

xxx|l 1l x|

Il Ll

N R AR R R A

Accountability

|[dentification and authentication
Audit

Trusted path

< X |

< X |

Ll

e Symbol X means new requirements

e Symbol -> requirements from next lower category

apply here also

52
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Orange Book Security (2)

Assurance

System architecture

System integrity

Security testing

Design specification and verification
Covert channel analysis

Trusted facility management
Configuration management
Trusted recovery

Trusted distribution

X X X

X | X

X X | X

XX X X X | X

X | XX XX]| X

X | X| XxXxx| |

Documentation

Security features user’s guide
Trusted facility manual

Test documentation

Design documentation

X X X X

1 %!

x| x|

X X X |

S

xx| ]

o1
w
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Covert Channels (1)

Client  Server Collaborator Encapsulated server
/ /[ ] /
Y Y f
!
z
\.______...f\
Kernel Kernel s Covert
channel

(a) (b)
Encapsulated server can

still leak to collaborator via
covert channels

Client, server and
collaborator processes

o4
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Covert Channels (2)

09999909
C"btéggOOOgO(ghwmt

Time —>

A covert channel using file locking
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Covert Channels (3)

 Pictures appear the same

 Picture on right has text of 5 Shakespeare plays
— encrypted, inserted into low order bits of color values

Hamlet, Macbeth, Julius Caesar
Zebras Merchant of Venice, King Lear
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