Tac ghén
(Deadlock)
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i NoOi dung

= MO hinh hé thong
= D6 thi phan b tai nguyén (RAG)
= Phuong phap giai quyét nghén

= Chong (Ngan) nghén

= Tranh (avoidance) nghén

= Phat hién nghén

= Phuc hoi nghén
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i Tac nghén trong hé thdong

= 7inh hudng: mot tap cac process bi blocked, moi process
gilr tai nguyén va dang chd tai nguyén ma process khac
trong tap dang qil.

= Gia sU hé thong c6 mot printer va mot DVD drive. Qua
trinh P1 dang gilr DVD drive, qua trinh P2 dang gilr
printer.

Bay gio P1 yéu cau printer, va P2 yéu cau DVD drive

BK
TP.HCM
CuuDuongThanCong.com Kh oa Kh oa h -OC & Kj; th u-at %/yfg!/zailieudi entucntt 4



http://cuuduongthancong.com
https://fb.com/tailieudientucntt

Mo hinh hoa hé thong

HE thGng gom cac loai ta/i nguyén, ki hiéu R, R,,..., R,
= Tai nguyén: CPU cycle, khong gian bo nhd, thiét bi I/0, file,...

= Moi loai tai nguyén R;cé W;thuc thé (instance).

= Process su’ dung tai nguyén theo tho tu
= Yéu cdu (request): process phai chd néu yéu cau khong dugc dap
('ng ngay
« SU dung (use): process sU’ dung tai nguyén
= Hoan tra (release): process hoan tra tai nguyén
= Cac tac vu yéu cau va hoan tra dugc goi qua system call. Vi du;

= request/release device
= open/close file
= allocate/free memory
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A

Piéu kién can dé xay ra nghén

Bon diéu kién can (necessary conditions)

1.

2
3.

BK
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Mutual exclusion: it nhat mot tai nguyén dugc gilr theo nonsharable
mode (vi du: printer; vi du sharable resource: read-only file).
Hold and wait: mot process dang gill' it nhat mot tai nguyén va dgi
thém tai nguyén do qua trinh khac dang gil.
No preemption. (= no resource preemption) khong lay lai tai nguyén
da cap phat cho process, ngoai tru khi process tu’ hoan tra no.
Circular wait: ton tai mot tap {P,,...,P,} cac qua trinh dang dgi sao
cho

P, dgi mot tai nguyén ma P, dang giit

P, dgi mét tai nguyén ma P, dang gilr

P, dgi mot tai nguyén ma P, dang giir

Khoa Khoa h_OC & Ky thu.é‘t %/ymalieudientucntt
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& Resource Allocation Graph

n Resource allocation graph (RAG) la do thi
cd hudng, vai tap dinh Vva tap canh £
= Tap dinh Vgobm 2 loai:
« P={P, P,..., P,} (Tat ca process trong hé thong)
= R={R, R,,..., R} (Tat ca cac loai tai nguyén
trong hé thong)
= Tap canh £gom 2 loai:
= Request edge: canh co hudng tu' P, dén R,
= Assignment edge: canh co hudng tu R, dén P,
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$ Resource Allocation Graph (tt.)

Ky hiéu

s Process:
R;

= Loai tai nguyén véi 4 thuc thé: C

= A, yéu cau mot thuc thé cta R, :

&

—

0o
0

3 P, dang gilt mot thuc thé cla R; : :
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Vi du vé RAG (tt.)

Ry R;

e
R, Ri | @
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Vi du vé RAG (tt.)
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Deadlock xay ra!

Khoa Khoa hoc & Ky thuat Mgy, tinh.
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RAG va deadlock

= Vi du mot RAG chua chu trinh lap nhung khong xay ra
deadlock: truéng hgp P, tra lai instance cua R,.

11


http://cuuduongthancong.com
https://fb.com/tailieudientucntt

$ RAG va deadlock (tt.)

= RAG khong chua chu trinh lap = khong c6 deadlock
s RAG chira mot (hay nhiéu) chu trinh [ap

» NE&u moi loai tai nguyén chi cd mot thuc thé >
deadlock
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i Deadlock: Cach giai quyeét

BK
TP.HCM

Ba phucong phap
1) Bao dadm rang hé thong khong rci vao tinh
trang deadlock bang cach ngan (preventing)
hoac tranh (avoiding) deadlock.
Khac biét:
= Ngan deadlock: khong cho phép (it nhat) mot
trong 4 diéu kién can cho deadlock
=« Tranh deadlock: cac qua trinh can cung cap
théng tin vé tai nguyén nd can dé hé théng cap
phat tai nguyén mot cach thich hgp

Khoa Khoa hoc & Ky thuat Mgy tinh
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i Deadlock: Cach giai quyét (tt.)

2) Cho phép hé thong vao trang thai deadlock,
nhung sau do phat hién deadlock va phuc hoi hé
thong khoi deadlock.

3) BO qua moi van dé, xem nhu deadlock khong
bao giG xay ra trong hé thong.
= Kha nhiéu hé diéu hanh su’ dung phucong phap nay.
= Deadlock khdng dugc phat hién, dan dén viéc giam
hiéu suat ctia hé thdng. Cudi cung, hé thdng co thé
ngung hoat dong va phai dugc khadi dong lai.
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i Ngan deadlock

Ngan deadlock bang cach ngan mot trong 4
diéu kién can cua deadlock
1. Ngan mutual exclusion

= dOi vdi nonsharable resource (vd: printer):
khong lam dugc

= dOi vOi sharable resource (vd: read-only file
va tac vu cho phép lén file chi la doc): khong
can thiét
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i Ngan deadlock (tt.)

2. Ngan Hold and Wait

= Cach 1: moi process yéu cau toan bo tai nguyén can
thiét mot lan. Néu co du tai nguyén thi hé thong sé
cap phat, néu khong du tai nguyén thi process sé bi
blocked.

= Cach 2: khi yéu cau tai nguyén, process khong dang
gitr bat ky tai nguyén nao. Néu dang gil thi phai tra
lai trudc khi yéu cau.

= Khuyét diém clia cac cach trén:
= Hiéu suat su dung tai nguyén (resource utilization)

thap

= Qua trinh co thé bj starvation

BK
TP.HCM
CuuDuongThanCong.com Kh oa Kh oa h -OC & Kj; th u-ét %/ymalieudi entucntt 16



http://cuuduongthancong.com
https://fb.com/tailieudientucntt

i Ngan deadlock (tt.)

3. Ngan No Preemption: cho phép lay lai tai
nguyén da cap phat cho qua trinh =

« Chi thich hgp cho loai tai nguyén dé dang luu va
phuc hoi nhu
« CPU
= Register
= Vung nhd

= Khong thich hgp cho loai tai nguyén nhu printer,

tape drive.
BK
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i Ngan deadlock (tt.)

4. Ngan Circular Wait: tap cac loai tai
nguyén trong hé thong dugc gan mot
thd tu hoan toan.
= Vi du: F(tape drive) = 1, F(disk drive) = 5,

F(printer) = 12

= F la ham dinh nghia th tu trén tap cac loai tai
nguyeén.

Khoa Khoa hoc & Ky thuat Mgy, L c.cewen 18
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Ngan deadlock (tt.)
4. Ngan Circular Wait (tt)

= Cach 1: mdi process yéu cau thuc thé clia tai nguyén theo th( tu tdng dan
(dinh nghia bdi ham F) cua loai tai nguyén. Vi du

= Chudi yéu cau thuc thé hgp I&: tape drive — disk drive — printer
= Chudi yéu cau thuc thé khdéng hgp 1&: disk drive — tape drive

Cach 2: Khi mot process yéu cau mot thuc thé cla loai tai nguyén R; thi no
phai tra lai cac tai nguyén R; vaGi F(R)) > F(R)).

R1
= "Ching minh” cho cach 1: phan ching P, —> © @
= F(R4) < F(Ry)
= F(Ry) < F(R,) 2 e Y
. F(R,) < F(R,) 4 TR

- F(Ry) < F(R,) R,
vVay F(R,) < F(R,), mau thuan!
‘BK ‘a ® « P3
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Tranh (avoidance) Nghén

= Deadlock prevention st dung tai nguyén khéng hi€u qua.

= Deadlock avoidance van dam bao hiéu suét sir dung tai
nguyén toi da dén muc co theé.

= Y&u ciu moi process khai béo s6 lugng tai nguyén t6i da
can dé thuc hién cong viéec
= Gidi thudt deadlock-avoidance sé diéu khién trang thai
cap phat tai nguyén (resource-allocation state) dé bao
dam hé thdng khong roi vao deadlock.
= Trang thai cap phat tai nguyén dudc dinh nghia dua
trén s tai nguyén con lai, so tai nguyén da dudc
cap phat va yéu cau toi da clia cac process.
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& Trang thai safe va unsafe

= MOt trang thai cua hé thong dugc goi la
an toan (safe) néu ton tai mot chuor an
toan (safe sequence).
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i Chuoi an toan

= MOt chubi qua trinh (P, P,,..., P, ) la mot
chudi an toan néu
= VGi moi i = 1,...,n, yéu cau toi da vé tai nguyén
clia P, co thé dugc thda bdi
= tai nguyén ma hé thdng dang cé san sang (available)
= Cung VOi tai nguyén ma tat ca P; , j < i, dang gitr.
= MOt trang thai cua hé thong dudc goi la
khong an toan (unsafe) néu khong ton tai

mot chuoi an toan.
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Chuoi an toan (tt.)

Vi du: Hé thong cd 12 tape drive va 3 qua trinh P, P, P,
= Tai thdi diém t, , gid st hé thdng con 3 tape drive san

>ans: can toi da dang gitr
Po 10 5
P, 4 2
P, 9 2

=« Chuoi (P,, Py, P,) la chudi an toan = hé théng
la an toan
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i Chuoi an toan (tt.)

= Gid sUr tai thoi diém t,, P, yéu cau va dugc
cap phat 1 tape drive
= cON 2 tape drive san sang

can toi da dang gitr
Po 10 5
P 4 2
P, 9 3

ﬂHé thong tré nén khong an toan.

Khoa Khoa hoc & Ky thuat Mgy, tinh.
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i Safe/unsafe va deadlock

= Y tudng cho giai phap trénh deadlock:
Khi mot process yéu cau mot tai nguyen
dang san sang, hé thdng sé klem tra: néu
viéc cip phat nay khong dan dén tinh

trang unsafe thi sé cap phat ngay.

25
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i Safe/unsafe va deadlock (tt.)

= NEu hé thong dang & trang thai safe = khong deadlock.

= Né&u hé thdng dang & trang thai unsafe = c6 thé dan
dén deadlock.

= Tranh deadlock bang cach cdp phat tai nguyén sao cho
hé thong khong di dén trang thai unsafe Néu hé thong
dang G trang thai safe = khong deadlock.

deadloc;l(/unsa.fe
safe
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Giai thuat banker

= Ap dung cho hé théng cdp phat tai nguyén trong dé mdi loai tai
nguyén co thé cd nhiéu instance.

= Diéu kién
= M0i process phai khai bdo s6 lugng thuc thé (instance) t6i da ctia moi
loai tai nguyén ma no can
= Khi process yéu cau tai nguyén thi cd thé phai dgi mdc du tai nguyén
dudc yéu cau dang cd san
= Khi process da c6 dudc day du tai nguyén thi phai hoan tra trong mot
khoang thdgi gian hitru han nao do.

= Giai thuat banker gom

= Gidi thudt kiém tra trang thai an toan
= Giai thuat cap phat tai nguyén
= Giai thuat phat hién deadlock
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Thuc hién Giai thuat

n.: sO process, m. so loai tai nguyén
Cac cau truc dir liéu
Available: vector d6 dai m
Available[ j ] = k < loai tai nguyén R, co k instance san sang
Max: ma tran n x m
Max[ i, j ] = k < qua trinh P, yéu cau tGi da k instance cua loai tai
nguyén R,
Allocation: ma tran n x m
Allocation[i, j ] = k & Pi da dugc cap phat k instance cua Rj
Need: ma tran n x m

Need[i, j] = k < Pi cd thé yéu cau thém k instance cta Rj
Nhan xét: Need[i, j ] = Max([i, j ] — Allocation[i, j ]

Ky hidu Y < X < Y[i] < X[il], vidu (0, 3,2, 1) < (1, 7, 3, 2)
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!L Thu'c hién Giai thuat (tt.)

K

Tim mot chudi an toan
1. Goi Work va Finish la hai vector d6 dai la m va n. Khdi tao

Work := Available
Finish[ i ] := false, i = 1,..., n
2. Tim i thoa

(a) Finish[ i ] = false
(b) Need.  <Work (hang th( i cua Need)
NEu khong ton tai i nhu' vay, dén budc 4.
3. Work := Work + Allocation,
Finish[ i ] := true
quay vé budc 2.
4. Néu Finish[ i ] = true, i = 1,..., n, thi hé thong dang & trang thai
safe

Thdai gian chay cua giai thuat la O(m-n2)
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Thuc hién Giai thuat (tt.)

process £ ,...,
= 3 loai tai nguyén: A, gom 10 instance; B, 5 instance; va G 7

Fy

Instance.
= Trang thai cdp phat tai nguyén ctia hé thdng tai thai diém 7,
Allocation Max Available Need
A B C A B C |ABGC A B C
P, 0 1 0 7|53 |[[3/3]2 7 43 ©
P 200 322 (1220
P, 3 0 2 9 0 2 6 00 @
P, 2( 1 |1 2 2 2 011 @
P, 0 0 2 4 3 3 4 31 @

BK
TP.HCM

CuuDuongThanCong.com

Khoa Khoa hoc & Ky thuat Mgy, tinh.

lieudientucntt

30


http://cuuduongthancong.com
https://fb.com/tailieudientucntt

Thuc hién Giai thuat (tt.)

Duing giai thuat kiém tra trang thai an toan, tim dugc mét chudi an

toan la (P, P, P, P, Py):
Allocation Need

ABC ABC
P, 743
P, (200 122
P, (302 600
P, (211D 011
P, 431

Work
ABC
S - Fop
\
5 3 2
¥
7 4 3
'
7 4 5
)
10 4 7 — 10 5 7
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i Giai thuat cap phat tai nguyén

Goi Request. (d0 dai m) la request vector cua
process P; .
Request, [ j ] = k < P, can k instance cua tai
nguyén R; .

1. Néu Request; < Need; thi dén budc 2. Néu khong,
bao 10i vi process da vuot yéu cau toi da.

2. Neu Request; < Available thi qua budc 3. Néu
khong, P, phai chd vi tai nguyén khéng con du
dé cap phat.

Khoa Khoa h_OC & Ky thu.ét %/ymalieudientucntt 32
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i Giai thuat cap phat tai nguyén (tt.)

3. Gid dinh c&p phat tai nguyén dap (fng yéu cau cua P,
bang cach cap nhat trang thai hé thong nhu sau:
Available := Available — Request;
Allocation, := Allocation; + Request;

] Need, := Need, — Request,
Ap dung giai thudt kiém tra trang thai an toan lén trang thai
trén
= NEu trang thai la safe thi tai nguyén dugc cap thuc su
cho P; .
= NEu trang thai la unsafe thi P, phai dgi, va phuc hoi
trang thai:

Available := Available + Request,
Allocation, := Allocation, - Request,
'TBK Need. := Need. + Request.

P.HCM
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Giai thuat cap phat tai nguyén (tt.)

= (ti€p vidu) Yéu cau (1, 0, 2) cua P, c6 théa dugckhong?
= Kiém tra diéu ki€én Request, < Available:
= (1,0,2) - (3, 3, 2) ladung

- GiéA sir dap U'ng yéu cau, kiém tra trang thai mdi co phai la safe hay
khong: Allocation Need Available
A B C A B C A B C
P, 01 0 7 4 3 2 3 0
P, 3 0 2 0 2 0
P, 3 0 2 6 0 0
P, g |thani odom |1
P, 0 0 2 4 3 1 -

= Trang thai mdi la safe, vGi chudi an toan la (P, P5, P4, Py, P,), vay
co thé cap phat tai nguyén cho P,.
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Giai thuat cap phat tai nguyén (tt.)

Allocation Need Available . P, yéu cau (3, 3, 0) hosc
P, Yéu cau (0, 2, 0) thi cé

A B C ABTCI|ABC thoa man dugc hay khong?
P, 0 1 0 il Bulchd| 2Han| ©
P, 3 0 2 0 2 0
P, 3 0 2 6 0 0
Pl 2/1l1 | 0|11
P, 0 0 2 4 3 1
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i Phat hién deadlock

= Chap nhan xay ra deadlock trong hé théng, kiém
tra trang thai hé thong bang giai thuat phat hién
deadlock. Néu cd deadlock thi ti€n hanh phuc
hoi hé thong

= Cac giai thuat phat hién deadlock thuGng su
dung RAG.

= Giai thuat phat hién deadlock dugc thiét ké cho
moi truong hdp sau
= Moi loai tai nguyén chi cd mét thuc thé
= Moi loai tai nguyén cé thé cd nhiéu thuc thé

CuuDuongThanCong .com Khoa Khoa h_OC & Ky thu-ét %/ymalieudientucntt 36
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Moi loai tai nguyén chi c6 mét thuc thé

= SU dung wait-for graph
= Wait-for graph dugc dan xuét tir RAG béng céch bé cac node biéu dién tai
nguyén va ghép cac canh tuong U'ng:
= Co canh tu P, dén P, - P, dang chd tai nguyén tu P,

R, R; R,

o ol © TP a0 —e

R2R5 @

= Goi dinh ky mdt gidi thudt kiém tra cd ton tai chu trinh trong wait-for
graph hay khong. Giai thuat phat hién chu trinh co thdi gian chay la
A(n?), v@i nla so dinh cua graph.
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i loai tai nguyén c6 nhiéu thuc thé

(@} 1]

M
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Phuong phap dung wait-for graph khong ap dung dugc cho trudng
hdp moi loai tai nguyén co nhiéu instance.
Gia thi€t: sau khi dugc dap ’'ng yéu cau tai nguyén, process s€ hoan
tat va tra lai tat ca tai nguyén — giai thuat optimistic!
Giai thuat phat hién deadlock trudng hdp mdi loai tai nguyén c
nhi€u instance: cac cau truc dir liu
Available: vector do dai m

s6 instance san sang cla moi loai tai nguyén
Allocation: ma tran n x m

s6 instance ctia moi loai tai nguyén da cip phat cho moi process
Reguest: ma tran n x m

yéu cau hién tai cia mdi process.

Request [i, j ] = k & Pi dang yéu cau thém k instance cua Rj
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Giai thuat phat hien deadlock

1. Cac bién Work va Finishla vector kich thuGc m va n. Khdi tao:
Work := Available
i =1, 2,..., n, néu Allocation; = 0 thi Finish[ i ] := false

con khong thi Finish[i] := true
2. Tim i thoa man:

Finish[ i ] := false va
Request, < Work o
Néu khéng ton tai i nhu thé, dén budc 4. thdi gian chay
cua giai thuat
3. . Work := Work + Allocation, O(m-n?)

Finish[ i ] := true
quay Ve budc 2.

. Néu ton tai i v&i Finish[ i ] = false, thi hé thong dang & trang thai
I sk wmdeadlock. Hon thé nira, néu Finish[ i ] = false thi P, bi deadlocked.

Khoa Khoa hoc & Ky thuat Mgy, tinh.
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i Giai thuat phat hién deadlock (tt.)

O Nhén xet:

= Khi giai thuat phat hién deadlock khong thay
hé thdng dang deadlock, chua chdc trong
tuong lai hé thong van khong deadlock.

Khoa Khoa h_OC & Ky thu.é‘t %/ymalieudientucntt
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Giai thuat phat hién deadlock (tt.)

HE thdong co 5 qua trinh A ,..., P,
3 loai tai nguyén: A, gdbm 7 instance; B, 2 instance; G 6 instance.

Allocation Request Available
A B C A B C A B C
P, 0 1 0 0 00 0 0 O
P, 2 0 0 2 0 2
P, 3 0 3 0O 0 O
P, 2 1 1 1 0 O
P, 0 0 2 0 0 2

Chay giai thuat, tim dugc chudi (P, P, P, P,, P,) VGi Finish[ i ] = true,
i =1,..., n, vay hé thong khong bi deadlocked
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Giai thuat phat hién deadlock (tt.)

= P, yéu cau thém mét instance cua C. Ma tran Request nhu sau:

Request
AB C
£/ 0 0O

N
o2 on

o O O O
N © = DN

= Trang thai cia hé thong la gi (safe, unsafe, deadlock)?
= C4 thé thu hdi tai nguyén dang gitt bdi process P, nhung van
khong du dap U'ng yéu cau cla cac process khac.
= Vay ton tai deadlock, bao gébm cac process P,, P,, P;, va P,.
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i Phuc héi khoi deadlock

= Cac giai phap khi phat hién deadlock
= bao ngucdi van hanh (operator), ngudi nay sé
XU ly ti€p
hoac

= hé thong tu dong phuc h6i bang cach pha
deadlock:

= Giai phap cham dut qua trinh
hoac

= Giai phap lay lai tai nguyén
BK
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Phuc hoi khoi deadlock:
Cham dut qua trinh

= Phuc hoi hé thdng khoi deadlock bang cach
= Cham dut tat ca process bi deadlocked, hoac

= Cham dut [an lugt tung process cho dén khi khong con deadlock
= SO dung gidi thudt phat hién deadlock dé€ xac dinh con
deadlock hay khong

= Dua trén yéu td nao dé chon process can dugc chdm dut?
= DO uu tién cua process
= Thdi gian da thuc thi cua process va thdi gian con lai
= Loai tai nguyén ma process da su dung
= Tai nguyén ma process can thém dé hoan tat cong viéc
= SO lugng process can dugc cham dut
= Process la interactive process hay batch process
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Phuc hoi khoi deadlqck:
Lay lai tai nguyén

‘BK phuc hoi khoi deadlock.

s Lan lugt lay lai tai nguyén tu cac process, cap phat chung
cho process khac cho dén khi khong con deadlock nira.
= Cac van dé khi thu hoi tai nguyén:
= Chon “nan nhan”: chon tai nguyén va process nao (co
thé dua trén so tai nguyén so hiru, thoi gian CPU da
tiéu ton,...)?
= Rollback: rollback process bi lay lai tai nguyén trg vé
trang thai safe, roi ti€p tuc process tu trang thai do.
Do do hé thong can luu gilr mot so thong tin vé trang
thai cac process dang thutc thi.
= Starvation: dé tranh starvation, phai bao dam khong
cd process nao ma ludn bi lay lai tai nguyén moi khi
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$ K&t luan

= Dinh nghia
= Diéu kién can dé Deadlock xay ra
= Cac giai phap
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