Chuong 7

Thanh tra, chay thitr & xem xét ma nguon

7.1 Gidi thiéu

Trong cac chuong 3, 4, 5, 6 chuing ta da gi6i thiéu nhiéu ky
thuat kiém th& hop den lan hop trdng. Piém chung cla cac ky
thuat nay la phai chay that phan mém trén may tinh véi méi truong
phu hop dé tim 16i clla phan mém.

Nhung trong nhiing thé hé dau tién ctia may tinh, may tinh con
rat yéu va rat dat, nguoi lap trinh chua c6 co héi lam viéc truc tiép
trén may tinh, ho chi viét chuong trinh trén gidy va dem chéng gidy
miéu ta chuong trinh va d liéu can x& ly dén trung tam may tinh
dé dang ky chay. Khi nhan duoc két qua, néu thay khong vira y, ho
sé phai ty minh doc va xem xét ma nguén trén gidy dé tim 16i va
stra 16i.

Hién nay, khong phai nguoi kiém thr nao ciing doc méa nguén,
nhung y tudng nghién ctu ma ngudn van duoc chép nhan roéng réi
nhu la 1 n6 luc kiém thir hiu hiéu vi nhing Iy do sau :

= kich thuoc va dé phuc tap vé thuat giai clia chuong trinh.
= kich thudc cta déi phat trién phan mém.

= thoi gian qui dinh cho viéc phat trién phan mém.

= nén tang va van héa cla doi nga lap trinh.

Qui trinh kiém th(r thi cong (chi dung stic ngudi, khéng ding
may tinh) duoc goi la kiém th tinh, qui trinh nay c6 1 s6 tinh chéat
chinh :

= Rat hiu hiéu trong viéc tim 16i nén moi project phan mém

nén dung 1 hay nhiéu ky thuat nay trong viéc kiém thir
phan mém.



= Dung cac ky thuat kiém th( tinh trong khoang thoi gian tu
lic phan mém duoc viét dén khi phan mém co thé duoc
kiém thir bang may tinh.

= Khong co6 nhiéu két qua toan hoc danh gia vé cac ky thuat
kiém thir tinh vi chung chi lién quan dén con nguoi.

Kiém th(r thd cong TPPM ciing da dong gép 1 phan cho tinh
tin cay, céng nghiép cta hoat dong kiém th( thanh cong TPPM :

= Céc 16i dugc phat hién cang sém cang gitup giam chi phi
sra 16i va cang giup nang cao xac xudt sia 16i dung dan.

= Lap trinh vién dé dang chuan bi tinh than khi cac ky thuat
kiém thir bAng may tinh bat dau.

C6 nhiéu phuong phap kiém thir thi cong TPPM, trong do 2
phuong phap quan trong nhét la thanh kiém tra ma nguén (Code
Inspections) va chay thi cong ma ngudn (Walkthroughs). Hai
phuong phap nay cé nhiéu diém giéng nhau :

= Can 1 nhom ngudi doc hay thanh kiém tra truc quan
TPPM.

= Cac thanh vién phai c6 chuan bi trudc, khong khi cudc hop
phai 1a "hop cac y kién thdng than, chan thanh".

= Muc tiéu ctia cudc hop la tim cac 16i chi khong phai tim
bién phap giai quyét 16i.

= Chung la sy cai tién, tang cuong cla 1 phuong phap kiém
th(r cd hon la phuong phap "desk-checking" ma chung ta
Sé gidi thiéu sau.

Hai phuong phap thanh kiém tra ma nguén va chay tha cong
méa nguén co thé phat hién duoc tir 30 t6i 70% cac 16i viét ma
ngudn va 16i thiét ké luan ly cta TPPM binh thuong.

Tuy nhién 2 phuong phap nay khéng hiéu qua trong viéc phat
hién cac 16i thiét ké cdp cao nhu 16i do hoat dong phan tich yéu
cau TPPM :



= Cac hoat déong con nguoi thuong chi tim duoc cac 16i dé.
= Do d6 2 phuong phap kiém thir tinh nay chi b6 tro thém
cho céc ky thuat kiém th(x chinh qui bang may tinh.
7.2 Phuong phap thanh kiém tra ma nguén

Bao gém céc thu tuc va cac ky thuat phat hién 16i nhd 1 nhom
ngudi cung doc ma ngudn. Cac van dé ban cai lién quan dén
phuong phap thanh kiém tra la cac thu tuc van hanh, cac form két
qua can tao ra.

= M6t nhom thanh kiém tra ma ngudn thuong gom 4 ngudi :
= nguoi diéu hanh (chd tich hoi déng), thuong la ky su QC
= |ap trinh vién TPPM can kiém th.

= Ky su thiét k€ TPPM (néu khong phai la lap trinh vién
TPPM nay)

=  Chuyén gia kiém thix
1. Ngudi diéu hanh :
= nén la ngudi lap trinh kinh nghiém, uy tin.

= khong nén la tac gia TPPM can kiém th va khéng can
biét chi tiét vé TPPM can kiém th.

2. Cac nhiémvu :

= Phan phéi cac tai liéu cho céac thanh vién khac trudc khi
cudc hop dién ra. Lap lich cho budi hop thanh kiém tra.

= Piéu khién cudc hop thanh kiém tra.
= Ghi nhan céac 16i phat hién duoc bdi cac thanh vién.
Cong viéc chuan bi :

= Thoi gian va dia diém budi hop : lam sao tranh duoc cac
ngat quang tir ngoai.

= Thoi luong t6i uu cho méi budi hop la tir 90 t6i 120 phdt.



= Mbi thanh vién can chudn bi thai do khach quan, nhe
nhang trong budi hop.

Cac tai liéu can cé cho moi thanh vién (da phan phat trudc khi
cudc hop dién ra) :

= Ma gnudn TPPM can kiém thir.
= Danh séach cac 16i qua khu thuong gap (checklist).
Trong su6t cudc hop, 2 hoat déng chinh sé xay ra :

1. Hoat dong 1 :

=  Ngudi lap trinh sé gidi thiéu tuan ty tung hang lénh cung
luan ly cia TPPM cho céac thanh vién khac nghe.

= Trong khi thao luan, cac thanh vién khac dua ra cac cau
hoi va theo ddi phan tra 16i dé xac dinh c6 16i & hang Iénh
nao khoéng ? (T6t nhat la nguoi lap trinh, chi khong phai
thanh vién khac) sé phat hién duoc nhiéu 16i trong phan
gidi thiéu ma nguodn nay).
2. Hoat dong 2 :

= Cac thanh vién cung phan tich TPPM dua trén danh sach
céc 16i lap trinh thuong gép trong qua kht.
Sau cudc hop thanh kiém tra méa nguén :
= Nguoi diéu hanh sé giao cho ngudi lap trinh TPPM 1 danh
sach chua cac 16i ma nhém da tim duoc.
= Né&u s6 16i 1a nhiéu hay néu 16i phat hién doi hoi su hiéu
chinh I6n, nguoi diéu hanh sé sdp x&p 1 budi thanh kiém
tra khac sau khi TPPM da duoc sua 16i.
Chu y : Cac 16i phat hién duogc cling sé duoc phan tich, phan
loai va dugc dung dé tinh chinh lai danh sach cac 16i qua khu dé
cai tién do hiéu qua cho cac lan thanh kiém tra sau nay.

Cac hiéu ung lé tich cuc cho timng thanh vién :



= Nguoi lap trinh thudng nhan duoc céac style 1ap trinh t6t ma
minh chua biét, cach thic chon lua giai thuat t6t dé giai
quyét bai toan, cac ky thuat lap trinh tét,..

= Cac thanh vién khac cling vay.

= Qua trinh thanh kiém tra ma nguén la 1 cach nhan dang
sém nhét cac vung code chua nhiéu 16i, giup ta tap trung
su chu y hon vao cac vung code nay trong suét qua trinh
kiém thir duya trén may tinh sau nay.

7.3 Checklist dugc dung dé thanh tra ma nguén

Checklist liét ké cac 16i ma nguodi lap trinh thuong pham phai.
Day la két qua cua 1 lich st thanh tra ma nguén boi nhiéu nguoi,
va ta co thé bd bét/thém moi cac 16i néu thdy can thiét. Cac 16i ma
nguoi lap trinh thudng pham phai duoc phan loai thanh cac nhém
chinh :

1. Cac |6i truy xudt dix liéu (Data Reference Errors)

2. Cac 16i dinh nghia/khai bao dir liéu (Data-Declaration
Errors)

Cac 16i tinh toan (Computation Errors)

Cac 16i so sanh (Comparison Errors)

3
4
5. Cac 16i ludng diéu khién (Control-Flow Errors)
6. Cac 16i giao tiép (Interface Errors)

7. Cac 16i nhap/xuét (Input/Output Errors)

8

Cac 16i khac (Other Checks)

Cac 16i truy xuat di liéu (Data Reference Errors)

1. Dung bién chua c6 gia tri xac dinh ?
int i, count;
for (i = 0; i < count; i++) {...}

2. Dung chi sé cla bién array nam ngoai pham vi ?



int list[10];
if (list{10] == 0) {...}

Dung chi s6 khong thudc kiéu nguyén cua bién array ?
int list[10];

double idx=3.1416;

if (list[idx] == 0) {...)

Tham khao dén di lieu khong ton tai (dangling
references)?

int *pi;

if (*pi ==10) {...} //pi dang tham khao dén dia chi khong hop Ié - Null
int *pi = new int;

delete (pi);
if (*pi=10){...} //pi dang tham khao dén dia chi
/Ima khong con diing dé chta so nguyén

Truy xuat dit liéu thong qua alias c6 dam bao thudc tinh di
liéu dung ?

int pi[10];

pi[1] = 25;

char* pc = pi;

if (pc[1] == 25) {...} //pc[1] khéac vai pi[1];

Thudc tinh cua field di liéu trong record cé dung véi noi
dung g6c khong ?

struct {int i; double d;} T_Rec;

T_Rec rec;
read(fdin,&rec, sizeof(T_Rec);
if (rec.i==10) {...} /16i néu field d nam trudc i

/ltrong record goc trén file

Céau truc kiéu record cO tuong thich gita client/server
khéng ?
Private Type OSVERSIONINFO

dwOSVersionInfoSize As Long



dwMajorVersion As Long

dwMinorVersion As Long

dwBuildNumber As Long

dwPlatformld As Long

szCSDVersion As String * 128 ' Maintenance string
End Type
Private Declare Function GetVersionEx Lib "kernel32" _
Alias "GetVersionExA" (IpVersioninformation As

OSVERSIONINFO) As Long

8. Dung chi s6 bi léch ?

int i, pi[10];
for (i=1;i<=10; i++) pi [i] = 1i;

9. Class c6 hién thuc du cac tac vu trong interface ma noé

hién thuc khéng ?

10. Class c6 hién thuc du cac tac vu "pure virtual" cua class

cha ma né thua ké khéng ?

Cac 16i khai bao dtt liéu

1.

Tat ca céc bién déu duoc dinh nghia hay khai bao tuong
minh chua?

int i

extern double d;

d=i*10;

Dinh nghia hay khai bao day du cac thudc tinh cla bién di
liéu chua?
static inti=10;

Bién array hay bién chudi dugc khéi dong dung chua ?
int pi[10] = {1, 5,7,9} ;

Kiéu va do dai ting bién da duoc dinh nghia dung theo
yéu cau chua ?

short IPAddress;

byte Port;



Cac loi
1.

Gia tri khdi dong co6 tuong thich véi kiéu bién ?
short IPAddress = inet_addr("203.7.85.98");
byte Port = 65535;

Co dung cac bién y nghia khac nhau nhung tén rat giéng
nhau khéng?
int count, counts;

tinh toan (Computation Errors)

Thuc hién phép toan trén toan hang khong phai la s6?
CString s1, s2;
int ketqua = s1/s2;

Thuc hién phép toan trén cac toan hang co kiéu khong
tuong thich ?

byte b;

int i;

double d;

b=i*d;

Thuc hién phép toan trén cac toan hang co do dai khac
nhau ?

byte b;

int i;

b=i*500;

Gan di liéu vao bién c6 dé dai nhé hon ?
byte b;

int i;

b=i*500;

Két qua trung gian bi tran?

byte i, j, k;

i =100; ] =4,

kK=i*j/5;

Phép chia c6 mau bang 0 ?
byte i, k;



10.

Cac l6i
1.

i =100 /Kk;

Mat do chinh xac khi ma héa/giai ma sé thap phan/sé nhi
phan ?

Gia tri bién nam ngoai pham vi ng nghia ?
int tuoi = 3450;
tuoi = -80;

Thi tu thuc hién cac phép toan trong biéu thiic ma ngudi
lap trinh mong muén cé tuong thich véi thir ty ma may
thuc hién? Nguoi lap trinh hiéu dung vé thu tu uu tién cac
phép toan chua ?

double x1 = (-b-sqrt(delta)) / 2*a;

Két qua phép chia nguyén cé chinh xac theo yéu cau
khong ?

inti=3;

if (i/2*2) ==1) {...}

so sanh (Comparison Errors)

So sanh 2 dit liéu c6 kiéu khong tuong thich ?

int ival;

char sval[20];

if (ival == sval) {...}

So sanh 2 dir liéu co kiéu khéng cung do dai ?

int ival;

char cval;

if (ival == cval) {...}

Toan tlr so sanh dung ngr nghia mong mudén? Dé 16n gila
=va #, <=va >=, and va or...

C6 nham lan gita biéu thuc Bool va biéu thic so sanh ?
if(2<i<10){...}

if(2<i && i<10){...}

Co hiéu r6 thir tu uu tién cac phép toan ?



if(a==2 && b==2 Il c==3) {...}

6. Cach thuc tinh biéu thic Bool cla chuong trinh dich nhu
thé nao ?
if(y==0 Il (x/y > 2))

Cac 16i luéng diéu khién (Control-Flow Errors)

1. Thiéu thuc hién 1 s6 nhanh trong Iénh quyét dinh theo
diéu kién s6 hoc ?
switch (i) {
case 1: ... //can hay khong can Iénh break;
case 2. ...
case 3. ...

}

2. M®éi vong lap thuc hién it nhat 1 lan hay sé két thuc ?
for (i=x ; i<=z; i++) {...} //néu x > z ngay tur dau thi sao ?
for (i=1;i<=10;i--) {...} //c6é dung duoc khdong ?

3. Bién cua vong lap c6 bi léch ?
for (i=0;i<=10; i++){...} //hayi< 10 ?
4. C6 du va dung cap token begin/end, {} ?

Cac 16i giao tiép (Interface Errors)

1. S0 luong tham s6 cu thé duoc truyén cé = s tham sé hinh
thic cua ham duoc goi ?

2. thi tu cac tham s6 c6 dung khong ?

3. thudc tinh cla ting tham sé thuc cé tuong thich véi thuéce
tinh cta tham sé hinh thic tuong ting cia ham duoc goi ?
char* str = "Nguyen Van A"
MessageBox (hWnd, str,"Error", MB_OK); //sé& bi 16i khi
dich & ché do Unicode

4. Don vi do luong clia tham sé thuc gidong voi tham sé hinh
thuc ?
double d = cos (90);



5. Tham s6 read-only cé bi thay doi néi dung bdi ham khong
?

6. Dinh nghia bién toan cuc cé tuong thich gitta cac module
chuc nang khong ?
Cac 16i nhap/xuat (Input/Output Errors)

1. Lénh mo/tao file c6 dung ché do va dinh dang truy xuéat
file?
if ((fdout = open ("tmp0", O_WRONLY| O_CREATI
O_BINARY, S_IREADI S_IWRITE)) < 0)
pr_error_exit("Khong the mo file tmp0 de ghi");
if ((fdtmp = open ("tmp2", O_RDWR | O_CREAT |
O_BINARY, S_IREAD | S_IWRITE)) < 0)

2. Kich thudc cua buffer c6 du chia dit liéu doc vao khong ?
char buffin[100];
sl = read(fd, bufin, MAXBIN); /MAXBIN <= 100 ?

3. Co6 md file trudc khi truy xuat khéng ?

4. Co6 dong file lai sau khi dung khong ? Cé xir ly diéu kién
hét file ?

5. Co xt ly 16i khi truy xuét file khong ?
6. Chudi xuét co bi I6i tir vung va cu phap khong ?
Cac 16i khac (Other Checks)

1. Co6 bién nao khong duoc tham khao trong danh sach tham
khao chéo (cross-reference)?

Cai gi dugc ky vong trong danh sach thudc tinh ?
C6 céac canh bao hay théng bao thong tin ?

Co kiém tra tinh xac thuc cua dir liéu nhap chua ?

o &> b

C6 thiéu ham chuc nang ?



7.4 Phuong phap chay thi cong ma nguén

Giéng nhu phuong phap thanh kiém tra ma ngudn, phuong
phap nay bao gém 1 tap cac thu tuc va ky thuat phat hién 16i danh
cho 1 nhém ngudi doc ma ngudn.

Can 1 cudc hop dai tir 1 t6i 4 gio va khéng duoc ngat quang
gita chung.

Nhom chay thu cong gom 3 téi 5 nguoi :

Lap trinh vién nhiéu kinh nghiém

Chuyén gia vé ngon ngi lap trinh duoc dung dé viét ma
nguon

Lap trinh vién mai
1 nguoi ma sé bao tri phan mém

1 nguoi tu project khac, 1 nguoi cung nhom véi ap trinh
vién ma ngudn can kiém thur.

Cac vai tro trong nhom :

Chu tich diéu hanh
Thu ky (nguoi ghi lai cac 16i phat hién duoc)

Nguoi kiém thix

Tha tuc ban dau cling giéng nhu thi tuc ban dau cua phuong
phap thanh kiém tra ma nguén.

Thu tuc trong cuéc hop :

Thay vi chi doc chuong trinh hay dung danh sach 16i
thuong gap, cac thanh vién phai bién minh lam CPU dé
chay thd c6ng méa nguon.

Ngudi kiém thr duoc cung cép 1 tap cac testcase.

Trong cudc hop, nguoi kiém thir sé thuc thi ting testcase
thd céng. Trang thai chuong trinh (n6i dung cac bién) sé
duoc ghi va theo doi trén gidy hay trén bang.



Luuy :

= Cac testcase thuong & muc don gian dé phuc vu nhu la
phuong tién dé bat dau va goi cau hoi nguoi 1ap trinh vé
logic thuat giai cing nhu nhiing gia dinh cua anh ta.

= Thai d6 cla tung ngudi tham du la quan trong.

= Cac chu thich nén huéng dén chuong trinh thay vi dén
nguoi lap trinh.

= Chay thur tha céng nén cé qui trinh theo sau tuong tu nhu
da dién ta cho phuong phap thanh kiém tra.

=  Phuong phap chay th( cong ma nguodn cling tao duoc cac
héu tng Ié y nhu phuong phap thanh kiém tra.

7.5 Phuong phap kiém tra thi céng (Desk-checking)

Phuong phap kiém tra thi cong c6é thé duoc xem nhu la
phuong phéap thanh kiém tra hay phuong phap chay thi cong ma
chi cé 1 nguoi tham gia thuc hién : ngudi nay sé ty doc ma nguon,
tu kiém tra theo danh sach 16i thuong gap hay chay thi céng va
theo doi n6i dung cac bién di liéu.

D6i voi hau hét moi nguoi, phuong phap nay khong duoc cong
nghiép cho lam :

= Pay la 1 qui trinh hoan toan khéng "undisciplined".

= Ta thuong khong thé kiém th&r hiéu qua chuong trinh do
minh viét vi chd quan, thién vi....= nén duoc thuc hién bdi
nguoi khac, chir khong phai la tac gia cia phan mém.

Kém hiéu qua hon nhiéu so véi 2 phuong phap truéc. Hiéu ung
synergistic cua 2 phuong phap truéc.
7.6 Phuong phap so sanh véi phan mém tuong tu (Peer
Ratings)

Phuong phap nay khéng kiém thir truc ti€p phan mém, muc
tiéu cia no khéng phai dé tim 16i ciia phan mém.



Pay la ky thuat danh gia, so sanh céac tinh chat cua cac
chuong trinh tuong tu nhu chét luong téng thé, dé bao tri, 6 mé
rong, d6 su dung, do6 trong sang...

Muc dich cla phuong phap nay la cung cdp cho ngudi lap
trinh 1 sy tu danh gia.

7.7 Két chuong

Chuong nay da trinh bay ly do vi sao chung ta can kiém thi
TPPM mot cach tinh, nghia la khéng can dung may tinh chay truc
ti€p TPPM ma chi khao sat xem xét TPPM tha cong thong qua
mat nguoi.

Chung ta da trinh bay cac phuong phap kiém thix tinh TPPM
nhu Desk Checking, thanh kiém tra, chay thd cong, peer rating.
Ung véi méi phuong phap, chung ta da trinh bay cac tinh chét co
ban clia phuong phap dé, nguén nhan luc can thiét va qui trinh
thuc hién kiém th.



