


-~ MICROSOFSGLSERVER)
TAM QUAN TRONG CUA BAO MAT

= Muc dich: bao vé dir liéu
»B3o vé tinh toan ven dir liéu
» Khac phuc cac sw cO xay ra véi CSDL
= Chodng lai cac truy cap trai phép

»Vai tro cua ngwi quan tri

»| 4p ké hoach sao Iwu khac phuc sw cb
» Tao lich sao lwu tw dong

= T30 tai khoan & phan quyén nguwoi dung



© MICROSOFTSQLSERVER
CAC KHAI NIEM CO BAN

» Database user: doi twong s dung co s& di liéu
= Mobi ngwdi dung duoc xac dinh béi UserlD.

»Nguwoi dung cé thé dwoc td chirc thanh nhém goi la
User Group.

»Chinh sach bao mat dwoc ap dung cho mét nguoi
hoac cho nhom nguwdi dung
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CAC KHAI NIEM CO BAN

-D,atabase objects: Tap cac doi twong, cac
cau truc lwu trlr dwoc st dung trong co s& div
lieu nhw Table, View, Procedure, Function.

=Privileges: Quyén thuc hién nhiing thao tac
duwoc cap phat cho ngwoi dung trén cac doi
twong co s& dir liéu.
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BAO MAT TRONG SQL SERVER

»B3o mat trong SQL Server gom 3 16p:
= | ogin security: user co thé log vao SQL Server

» Database access security: user co thé truy cap
vao mot DB cu thé trén server

= Permission security: user cé thé thuc hién thao
tac gi trén DB



S MCROSORSGISEVER
BAO MAT TRONG CSDL

Két noi va dang CSDL

nhap

¥ac thuc
Cac ddi
tugng CSDL

Windows -
(Windows Login Quyer_l
(Permission)

Xac thure SQL

Server (SOL Server ' Cac cau lénh

SQL DDL

Login ID)




BAO MAT TRONG CSDL

=»SQL Server s dung Permission va Role dé
bao mat CSDL

= Permission: Quy dinh cac actions ma ngwoi dung
thwe hién trén cac doéi twong CSDL

= Role: tAp cac quyén dwoc gan cho ngwdi dung.
» SQL server dwa vao Permission va Role dé
xac dinh cac doi twgng, hanh dong ma nguoi
dung dwoc phép thwc hién trén CSDL



 MCROSOFTSQLSERVER
MO HINH BAO MAT TRONG SQL SERVER

Network Connection Request / Pre-login Handshake

Connect to the SQL Server Computer

@ Login Authentication request to SOL Server

Establish Login Credentials
@ Switch to a database and Authorize access

Establish a Database Context
Attempt to perform some action

Verify permissions for all actions within a database




LOGIN SECURITY

= Co hai ché dé chirng thuc
»\/\/indows Authentication
» SQL Server Authentication




LOGIN SECURITY

»\Windows Authentication
= Users chi can dwoc cap account trong Windows

= SQL Server dwa vao Windows dé chirng thwc cho
user

Céch két nbi nay goi la két nbi tin twéng, duwa
vao uy nhiém bao mat cua windows




LOGIN SECURITY

»SQL Server Authentication
»Nguwdi quan tri CSDL tao ra tai khoan va
password dang nhap cua SQL Server.
Théng tin dang nhép duwoc Ilwu trong bang
sysxlogins cua CSDL master
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Cach thay ddi ché& dd chirng thu'c

®» Click phai trén server - chon Properties
» Trong khung Select a page = chon Security

E Server authentication

ﬁ e () Windows Authentication mode
4 Database Settings
4 Advanced (® 50L Server and Windows Authentication mode

%3 Permissions

Login auditing
(3 None

(@) Failed logins anfy

() Successful logins only

() Both failed and successful logins




LOGINS

»\Windows logins:

»Tai khoan user hay group lwu trlr trong Aactive
Directory hay local Security Accounts Manager
(SAM) database.

»SQL logins:
»Dung cho cac ddi twong khdéng cé tai khodn
windows
= Dwa vao théng tin lwu trir va quan ly tai khoan cua
SQL Server




LOGIN ID VA USER ID

= |_ogin ID:
= Dung dé truy cap vao hé thdng SQL Server

»Cac Login chi m&i cé quyén truy cap vao Server
chwa co quyén truy cap vao cac Database trén
Server.

= Cac quyén truy cap vao Database dwoc gan lién
V@i cac nguwoi dung
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LOGIN ID VA USER ID

»User ID
= Nhan dang nguw¢i dung trong mot co so di liéu.

= Mo6i user ludn dwoc gan (mapped) véi mot login &
muwc Server




LOGIN ID VA USER ID

= Mot login ID phai ket hop voi 1 user ID trong
moi DB dé truy xuat di¥ liéu trong DB.

»Néu login ID khong dwoc két ho’p twong minh
v&i 1 user ID thi n6 sé két hop vdi user guest.

-Neu DB khéng cé user ID guest thi khéng thé truy
xuat vao DB dwoc

®»sa la 1 login account dwgc anh xa tw dong voi user
ID dbo trong moi DB.



Tao login trong SSMS

»Trong Object Explorer, chon server>Mo thw
muc Security =2 R _Click Logins —->"“New
Login.”
= Néu tao Windows login: nhap tén login mudn tao
mNéu tao SQL Login: chon “SQL Server

authentication”

»(Chon CSDL va ngén nglr mac dinh




Tao login trong SSMS

Khi chon “SQL Server authentication,” ta c6 thé
chon khong kiém tra password policies

Login name: Search..
() Windows authentication
(@ S0L Server authentication

Password:

Enforce password policy
Enforce password expiration
User must change password at next login




Tao login bang T-SQL

» CREATE LOGIN /ogin_name
WITH PASSWORD-="'password' [MUST_CHANGE]

, DEFAULT_DATABASE = database_name ]
, DEFAULT_LANGUAGE = language ]

, CHECK_EXPIRATION = { ON | OFF}]

 CHECK_POLICY = { ON | OFF}




Tao login bang T-SQL
=»\/| du:

create login loginname with
password="P@ssword123' MUST CHANGE,

CHECK EXPIRATION =0ON,
default_database=qlbh




Tao login bang T-SQL

»Quy woéc dat Pass:

»Khong st dung cac tr “Password
“sysadmin”, “

7 13 bh 13 7

. “Admin”, “sa’,

. “Administrator”

»Khong s dung tén may, tén nguwdi dung hién
hanh

»Trén 8 ky tw bao gom Chir cai, sb6 va ky tw dac

biét




Tao login bang T-SQL

»Poi Password:

ALTER LOGIN Login_name WITH PASSWORD =
‘newpassword, CHECK POLICY=0OFF

» Xoa login
»DROP LOGIN login_name




Database user

»M6i CSDL c6 modt danh sach nguwdi dung
dwoc xac thuc dé truy cap CSDL dé

®» Khi tao mot user

= User chi c6 quyén chon ngr canh CSDL, khéng
cc’,> quyen thwe thi cac thao tac trén CSDL va cac
doi twong trong CSDL

=Dé co6 thé thwc hién nhitng thao tac nay nguoi
dung phai dwoc cap quyén



S McROSOMSGISERVEN
Tao user st dung SSMS

®»Chon CSDL - m¢& rdng thw muc Security

» Click phai trén Users - New User > Nhap user
name

» Chon Login va schema cho user

= [J QLDA

(3 Database Diagrams e — .
Ca Tables A Genersl 5 Seript 7y Help
i 4 Owned Sch -
L,j s g Memf:ershipem _U_ser'g'pe: -
3 Synonyms #A Securables ' SQL user with login "
(3 Programmability 4 Exended Properties
(3 Service Broker luserr_:ame: |
(3 Storage o
= [ Security 2 : .
- D m Defauh__gf:hema:
A, dbo - =

A guest
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Tao user su’ dung T-SQL

» CREATE USER <Tén user>
[{FOR| FROM} LOGIN <Tén login dang nhap>]
[WITH DEFAUTL _SCHEMA=<Tén schema>]




© MICROSOMSQSERVER
Tao user su’ dung T-SQL

=»\/| du:

CREATE LOGIN AbolrousHazem WITH
PASSWORD = '340%Uuxwp7Mcxo7Khy"’;

Go

CREATE USER AbolrousHazem FOR LOGIN
AbolrousHazem;

GO



Hiéu chinh va xo6a User

» Hiéu chinh user

ALTER USER <Tén user> WITH
INAME= <Tén user moir>]
[, DEFAUTL _SCHEMA=<Tén schema>]

»Xo0a user
DROP USER < Tén user>
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Cac quyén chuan trong SQL

Cac thao tac du'dc phép Poi tu'dng ap dung
thu'c hién

SELECT Truy xuat dii liéu Bang, View, Ham gia tri bang
UPDATE Cap nhat dir liéu Bang, View, Ham gia tri bang
INSERT Thém dif iéu mdi Bang, View, Ham gia tri bang
DELETE Xoa dif ligu Bang, View, Ham gia tri bang
EXECUTE Thuc thi mat Stored Stored procedure, Ham v
Procedure hay mot ham hudng va ham két haop
REFERENCES Tao cac déi tugng tham chiéu  Bang, View, Ham

tdi ddi tugng nay
Co tat ca cac quyén ddi vai Bang, View, Ham , Stored
doi tugng Procedure

ALL



Roles
»Roles — Vai tré: Tap cac quyén dung dé gan
cho mot nguwol dung hoac nhom ngwoi dung.
»Cac Roles mac dinh cua SQL Server
» Server role (Fixed Server Role)

» Database Role (Fixed Database Role)



Roles

= C4 thé dinh nghia thém cac Role mai
=»Moi Role dwg'c gan mot tap PERMISSION.
»\/i du:

» Role dbcreator co thé thuc thi cac cau lénh:

= CREATE/ALTER/DROP DATABASE
»RESTORE DATABASE




SERVER ROLES

»Server Roles: mac dinh bao gébm nhirng
ngwoi dung quan tri Server

Cé thé thuc hién moi thao tac trén server. Theo mic dinh, tat
sysadmin ca thanh vién trong nhém Windows
BUILTIN\Administrators déu la thanh vién cua role nay.

CA thé quan ly ID va méat khdu dang nhép cho server, dong
securityadmin  thai co thé cap, tu choi va thu hoi quyén trén ca sé dir liéu

dbcreator Cé thé tao, thay doi, xda va khdi phuc cd sé dir liéu.



Db_owner C6 tat ca cac quyén doi véi CSDL

Db_accessadmin Cé6 quyén thém hodc x6a mét LoginID ctia CSDL

C6 thé quan tri quyén dbi twong, quyén CSDL, Vai trd, cac
thanh vién cua Vai tro

C6 thé thém, xda, cap nhat di¥ liéu trén toan bd cac bang
trong CSDL

Cé thé truy xuat dir liéu tor tat cd cac bang trong CSDL

Db_securityadmin

Db _datawriter

Db _datareader

Khoéng thé thém, x6a, cap nhat di¥ liéu trén toan bod cac bang
trong CSDL

Khoéng thé truy xuét dir liéu ttr tit cad cac bang trong CSDL

Db _denydatawriter

Db _denydatareader

C6 thé thuc hién sao lwu CSDL va chay cac kiém tra tinh
Db_backupoperator 4 quan trén CSDL
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Gan Server Role cho mot login ID

»Cach 1: S dung Server Role trong Login
Properties dé chon va gan server Role cho
mot login

»Cach 2: S dung server Role Properties dé
thém login ID vao danh sach thanh vién cua
Server Role




5 Server Roles
5 User Mapping
% Securables

5 Status

Connection

Server:
TOMMY_PHAN

Connection:
s5a

5] View connection properties

Progress

| MCROSOMSGISEREN
Gan Database Role cho mot L

ogin ID

| &5 et ~ U Help

Uzers mapped to this login:

Map Database

O AdventursWorks2012
COMPANY
master
model
msdb
MNarthWind
glbh
QLDA
quanlisach
ReportSenver

noooooOod

Default Schema

Database role membershipfor: COMPANY

nt enabled for: COMPAN'Y

[] db_accessadmin
[T db_backupoperator
[] db_dstareader

[] db_datawriter

[] db_ddladmin

[C] db_denydatareader
[] db_denydatawriter
[] db_owner

[] db_securityadmin
public




Tao mot login vdai fixed server role

= Cu phap:

sp_addsrvrolemember [ @loginame=] ‘/ogir’, [@rolename =] ‘role
=»\/i du:
®»Ta0
CREATE LOGIN Ted WITH PASSWORD = ‘P@sswOrd’;
EXEC sp_addsrvrolemember ‘Ted’, ‘securityadmin’;

» X0Oa

EXEC sp_dropsrvrolemember “Ted’, ‘securityadmin’;



Tao Database Users

= Chon folder Databases, Chon CSDL
» Mo Security.

»R Click Users va chon New User.
»Nhap tén user vao User Name box.

»\/D: Carol
=Nhap tén user (Carol) trong “Login name” box,
hoac chon tén login bang cach click “..." button.

»Nhap tén nhanh CSDL( Sales) trong “Default
schema” box. Click OK.
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Tao méi DB Users bang T-SQL

=»Cu phap
CREATE USER name [{{FOR | FROM} source | WITHOUT

LOGIN]
[WITH DEFAULT_SCHEMA = schema_name]

»Hiéu chinh

ALTER USER <Tén user> WITH

[INAME = <Tén user m¢i>]

[, DEFAULT SCHEMA = <Tén schema>]
»Xoda
DROP USER <Tén user>




Vi du

USE master:;
CREATE LOGIN [AughtEight\Bob] FROM WINDOWS,;
USE AdventureWorks2008;

CREATE USER BillyBob FOR LOGIN [AughtEight\Bob]
WITH DEFAULT_SCHEMA = sales;




Stored Procedure
sp adduser
sp_grantdbaccess
sp_dropuser

sp revokedbaccess

sp_addrole

sp _droprole
sp_addapprole

sp approlepassword

sp_dropapprole

Cac thu tuc thwdng thao tac véi dabase user

Description

Creates a new database user.

Creates a new database user.

Removes a database user.

Removes a database user.

Creates a new user-defined database role.
Removes a user-defined database role.
Creates a new application role.

Changes the password for an application role.

Removes an appii::atiﬂn role from the database.



Quyén (permission)

= C6 3 loai quyéen
* Object Permissions
« Statement Permissions
* Implied Permissions

= Tat ca cac quyén trong SQL server ton tai 1 trong 3
trang thai:

= GRANTED ( cap quyén)

= REVOKED (thu hoi)

= DENIED (tir chéi).
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Quyeén trén cac doi tucong

»SELECT

» |NSERT

= UPDATE
»DELETE
»REFERENCES
»FEXECUTE
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Quyeén trén cac cau lénh

»BACKUP DATABASE
»BACKUP LOG
»CREATE DATABASE
»CREATE DEFAULT
»CREATE FUNCTION
»CREATE PROCEDURE
»CREATE RULE
»CREATE TABLE
»CREATE VIEW




GRANT

= GRANT : gan quyén trén cau lénh

GRANT { ALL | statement[,...n]} TO security_account [,...n]




GRANT

» GRANT : gan quyén trén doi twong

GRANT
{ ALL | permission[,...n]}
{
[(column|[,..n])] ON {table | view}
| ON{table | view}[(column]|,...n])]
| ON { stored_procedure | extended _procedure }
| ON { user_defined_function }
}
TO security_account [,...n] [ WITH GRANT OPTION ]
[ AS { group | role }]




DENY
= Cu phap:

DENY <permissions>[ON <object>] TO <user/role>

»\/i du:
Use pubs
DENY select, insert, update ON titles TO faculty




REVOKE

» REVOKE: thu hdi lai quyén da dugc cap hay tw choi
ttr 1 user cua CSDL hién hanh

» CU phap:
REVOKE [GRANT OPTION FOR]
<permissions> [ON <object>] FROM

; <user/role>
Vi du: /

REVOKE select, insert, update ON titles
FROM faculty




