Quyén NTFS

Trong bat ky mang Windows nao, ban c6 thé dit quyén chia sé cho cac 6 dia va thu myc.
Trén mang d6, moi nguoi dung cé thé chon chia sé toan b 6 dia hoac cac thu muc riéng
1€ v&i1 mang.

Quyén NTFS (Hé thong tép NT) kha dung cho cac 6 dia duoc dinh dang bang NTFS. Uu
diém cta quyén NTFS 1a ching anh huéng dén ngudi ding cuc bo cling nhu ngudi ding
mang va ching dya trén quyén dugc cip cho timg ngudi dung c4 nhan khi ding nhap
Windows, bt ké ngudi dung dang két ndi ¢ dau.

NTFS 1a hé thong tép tiéu chuan ciia Windows NT va tat ca cac hé diéu hanh Windows sau
n6. Windows 2000 tré 1én da gidi thiéu mot sb thay doi sau rong bao gdbm quyén kiém soat
cac quyén duoc ké thira va cach cac quyén dugc cau hinh dé chia sé tép va thu muc. Ban
str dung cac thu muyc chia sé dé cung cap cho ngudi ding mang quyén truy cip vao tai
nguyén tep.

Quan trj vién c6 thé str dung tién ich NTFS dé cung cap quyén kiém soat truy cap cho cac
tép va thu muc, vung chtra va doi tuong trén mang nhu mat kiéu bao mat hé théng. DPuoc
goi 12 "B mo ta bao mat", thong tin nay kiém soat loai quyén truy cap nao duoc phép cho
nguoi dung ¢4 nhan va nhom nguodi dung.

Cung v6i chirc ning bd sung ma NTFS cung cap, tiém ning cho cac cdu hinh phirc tap co
thé dan dén dau dau vé quan tri. Néu ban khong hiéu 16 vé cac quyén khac nhau va méi
quan hé ciia chung, c6 thé khé giai quyét van dé vé quyén khi n6 xay ra.

Pé biét mo ta cap thip hon cia NTFS SECURITY DESCRIPTOR, hiy xem metafile $
Secure trong hudng dan nay.

Metafile $ Secure

Dé gitip kiém soat quyén truy cp vao cac doi tuong NTFS, NTFS phién ban 1.2 da gidi
thiéu § SECURITY DESCRIPTOR duoc nhung vao MFT (Master File Table).

CAu truc ctia $ SECURITY DESCRIPTOR yéu cau thong tin cu thé tir mdi tép va thu muc.
Boi vi nhiéu tép va thu muc c6 théng tin gidng hét nhau, cic ban ghi lip lai trong thudc
tinh nay duoc chimg minh 13 chiém qua nhiéu dung luwong 6 dia c6 gia tri. Ngoai ra, phai
mat nhiéu thoi gian hon dé tim kiém MFT.

Dé cai thién diéu nay, NTFS phién ban 3.0 d3 gi6i thiéu mot trudng méi - ID bao mat trong
thudc tinh $ STANDARD INFORMATION duéi dang lién két dén tép siéu dir liéu méi -
$ Secure - dé hoat dong nhu mot co s¢ dir li€u bao mat cuia hé théng tép trung tam.



File and Folder Basic NTFS Permissions

Fermissions are grouped in arder to make it easier to assign complimentary permissions to users. These groups ane called "basic” pemissions.

The table below shows how pemissions are assipned to basic permissions in sach case.

Basic Full Basic Basic Read & Basic List Folder Bas=ic Basic
Femmissions Control Medify Exmcute Conterts Read Write
Traeers Folder/Execute o o » o
Sibm
List Folders Read Data o o e o »
Smad Attributes v W » v w
R=ad Extended Attribuies o o e o »
Create Files. Wit Data v W o
Crearte Folders/Appe=nd o o o
Diata
Weribe Atiriburbes o o o
Wirit= Exiended Atiributes o o o
Dmlebe Subfolders and v
Fibag
D lmtm W W
Sead Pemissons o o » o » o
Change Pemissions v
Take Cwrership v

Synchranize v W » v w o



File and Folder Advanced Permissions

The permissions that you can set on folders and files depend on how an object is being
accessed.

The reason that these permissions are called "advanced" permissions is because they
appear in the Advanced Security Settings dialog box. To get to them, you must click the
Advanced button in the Properties dialog box, Security tab.

The following is a list of file and folder advanced permissions with a short description for
each:

Traverse Folder/Execute File

o Traverse Folder: Allows or denies moving through a restricted
folder to reach files and folders beneath the restricted folder in the
folder hierarchy. Traverse folder takes effect only when the group
or user is not granted the "Bypass traverse checking user" right in
the Group Policy snap-in. This permission does not automatically
allow running program files.

o Execute File: Allows or denies running program (executable) files.

o List Folder/Read Data
o List Folder: Allows or denies viewing file names and subfolder
names within the folder. List Folder only affects the contents of
that folder and does not affect whether the folder you are setting
the permission on will be listed.
o Read Data: Allows or denies viewing data in files.
o Read Attributes
o Allows or denies viewing the attributes of a file or folder, for
example, "read-only" and "hidden".
o Read Extended Attributes
o Allows or denies viewing the extended attributes of a file or folder.
Extended attributes are defined by programs and may vary by
program.
o Create Files/Write Data
o Create Files: Allows or denies creating files within the folder.
o Write Data: Allows or denies making changes to a file and
overwriting existing content.
o Create Folders/Append Data
o Create Folders: Allows or denies creating subfolders within the
folder.
o Append Data: Allows or denies making changes to the end of the
file but not changing, deleting, or overwriting existing data.
o Write Attributes



o Allows or denies changing the attributes of a file or folder, for
example, "read-only" or "hidden".

o The Write Attributes permission does not imply creating or
deleting files or folders, it only includes the permission to make
changes to the attributes of an existing file or folder.

Write Extended Attributes

o Allows or denies changing the extended attributes of a file or
folder. Extended attributes are defined by programs and may vary
by program.

o The Write Extended Attributes permission does not imply creating
or deleting files or folders, it only includes the permission to make
changes to the extended attributes of an existing file or folder.

Delete Subfolders and Files

o Allows or denies deleting subfolders and files, even if the Delete

permission has not been granted on the subfolder or file.
Delete

o Allows or denies deleting the file or folder. If you don't have Delete
permission on a file or folder, you can still delete it if you have been
granted Delete Subfolders and Files on the parent folder.

Read Permissions

o Allows or denies reading permissions of a file or folder.
Change Permissions

o Allows or denies changing permissions of the file or folder.
Take Ownership

o Allows or denies taking ownership of the file or folder. The owner
of a file or folder can always change permissions on it, regardless
of any existing permissions that protect the file or folder.

Synchronize

o Allows or denies different threads to wait on the handle for the file
or folder and synchronize with another thread that may signal it.
This permission applies only to multithreaded, multiprocessing
programs.



LINUX
Phan quyeén truy cap file bang Iénh chmod

(Theo trang Quantrimang.com)

Ban da tim thay phién ban Linux ma minh yéu thich, nhwng bay gi¢ lai thay béi réi vi cac
lénh terminal va quyén truy cap file trén Linux. Hodc c6 thé ban c6 mét trang web duwoc
host trén may cha Linux va g&p phai mot sd van dé vé quyeén truy cap file, chi cé thé dwoc
giai quyét bang cach st dung dong lénh.

B4t ké ban dang & trong trwérng hop ndo, mét trong nhikng 18nh Linux can thiét nhat dé

hoc, tuy nhé nhung vé cung manh mé dwgc goi la chmod. Nhwng trwde khi giai thich

Iénh nay dung dé lam gi, ta phai tim hieu mgt chdt vé cach Linux xt ly viéc bao mat file.
Tim hiéu vé 1énh chmod va viéc phan quyén file trong Linux

e Khai niém co ban vé quyén dbi vdi file trong Linux
e Chmod la gi?

e Chmod 644 c6 nghia la gi?

e Chmod 755 cé nghia la gi?

e Chmod 555 cé nghia la gi?

e Chmod 777 c6 nghia la gi?
e Cach st dung Chmod trén Linux

Khai niém co ban vé quyén déi vai file trong Linux

Céac hé diéu hanh Linux thwc sy 1a nhitng hé théng gidbng nhw Unix (tham khao bai
viét Unix/Linux 1a gi? @& biét thém chi tiét) va cac hé thdng gidng nhw Unix tiép can quyén
truy cap file nhw sau:

Mbi file déu c6 chd s& hivu (owner), xac dinh “user class” (I6p nguwdi dung) cla file. M6i
file cling c6 mdt nhém (group), xac dinh “group class” (I&p nhém) cuda file. Bat ky nguoi
dung hé théng nao khéng phai 1a chi s& hivu va khéng thudc cing mét nhom déu duoc
xac dinh 1a thudc Iop khac (others).

Tét ca céc file trén nhixng hé théng gibng nhw Unix déu c6 quyén dwoc gan cho ca ba
|&p va chung xac dinh hanh déng nao c6 thé dwoc thwe hién béi cac 16p da noi dbi voi
file da cho.

Ba hanh déng co6 sén trén mot hé thdng gidng nhw Unix la: read (doc - kha ndng mé& va
xem ndi dung cda file), write (ghi - kha nang mé& va sira ddi ndi dung cua file)
va execute (thwc thi - kha nang chay file nhw mét chwong trinh thuwc thi).

N6i cach khac, cac quyén cua file xac dinh xem:

e Chu sé hiru co thé doc, viét va thyec thi file khéng.
« Nhom cd thé doc, viét va thyec thi file.
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o BAét ci ai khac co thé doc, viét va thuec thi file khéng.
Quyén truy cap file Linux c6 thé dwoc hién thi & hai dinh dang.

Dinh dang d4u tién dwoc goi la symbolic notation (Ky hiéu twong trwng), 1a mét chudi gém
10 ky tw: M6t ky tw dai dién cho loai file va 9 ky tw dai dién cho cac quyén doc (r), ghi (w)
va thuc thi (x) cla file theo th&r tw chd s& hiru, nhém, va nhirtng ngudi dung khac. Néu
khéng dwoc phép, biéu twong dau gach ngang (-) sé dwoc st dung.

Vi du:

“IWXr—Xr—-—

# 1s -1 file
~rw-r——r—— 1 root root @ Nov 19 23:49 file

Readable
Writeable
Executable

[Svmer (bw:) Denied

Diéu nay c6 nghia n6 1a mét file théng thuwéng véi quyén doc, ghi va thwe thi cho chd sé
hiru, doc va thyc thi cho nhém va chi doc cho nhirng nguwi khac.

Binh dang th&r hai duoc goi la numeric notation (ky hiéu s6), 1a mét chudi gom ba chi so,
méi chir sb twong &ng v&i user, nhdm va cac quyén khac. Mbi chir sé co thé nam trong
khodng ttr 0 dén 7 va mai gia tri clia chi¥ sbé c6 dwoc bang cach tinh téng cac quyén cla
o7
> e 0 c6 nghia la khédng cé quyén nao dwoc cho phép.

e +1néu ldp cé thé thuc thi file.

o +2 néu l&p cé thé ghi vao file.

o +4néu lop co thé doc file.
N6i cach khac, y nghia cua tirng gia tri chiv sé 1a:

o 0: Khong dwoc phép thwe hién bat ky quyén nao

e 1: Thuwec thi

e 2:Viét

e 3:Viét va thyc thi

e 4:Doc

e 5:DPoc va thuec thi



e 6:Doc va viét

o 7:Doc, viét va thuc thi
Vi vay, & vi du trén, -rwxr-xr-- s& 1a 754 trong ky hiéu sb. D6 la quyén dbi véi file Linux
mét cach ngan gon.

User Group  Other
A A

— i e

S
Symbolic mode X - x
| |
v

A

F—h
Numeric mode 7 5 5

Chmod la gi?

Trén céc hé théng giébng nhw Unix, chmod 1a mét 1énh cAp hé thdng, viét tat cta “change
mode” va cho phép ban thay déi cai dat quyén cua file theo cach th cong.

DPlrng nham 14n v&i chown. D6 1a mét 1énh cap hé théng khac trén nhirng hé thdng giéng
nhw Unix, viét tit cta “change owner” va cho phép ban gan quyén s& hiru mét file cho
ngwdi dung khac, hoac chgrp, viét tat cla “change group” va gan file cho mét nhém khac.
Day la nhirng I&nh quan trong can biét, nhwng khéng dwoc st dung phd bién nhw chmod.

Chmod 644 c6 nghia la gi?

Viéc dat quyén cula file thanh 644 cho phép chi sé& hiru c6 thé truy cap va stra ddi file
theo cach ho mudn, trong khi moi nguw®i dung khac chi cé thé truy cap ma khoéng thé stra
ddi va khong ai cé thé thuc thi file ngay ca chi sé hivu. Day 1a cai dat ly twéng cho nhivng
file c6 thé truy cap coéng khai vi né duy tri can bang gitra sv linh hoat va tinh bao mat.

Chmod 755 c6 nghia la gi?

Bat quyén cta file thanh 755 vé co ban gidng nhw 644, ngoai trir moi ngudi déu cé quyén
thire thi. Quyen nay chu yéu dwoc st dung cho cac thu muc co thé truy cap cong khai,
vi can co6 quyen thyc thi dé thwe hién thay doi doi véi thw muc.

Chmod 555 c6 nghia la gi?

Viéc dat quyén cua file thanh 555 lam cho file khong thé bj stra ddi bdi bat ky ai, ngoai
trir superuser (siéu nguoi dung) cua hé thdng. Quyén nay khong thwong dwoc st dung
nhw 644, nhung viéc biét v& n6 van rat quan trong, vi cai dat quyén chi doc ngan ngtra
cac thay dbi ngau nhién va/hoac gia mao.



Chmod 777 c6 nghia la gi?

Da&t quyén truy cap file thanh 777 cho phép moi ngwdi cé thé 1am bat cir diéu gi ho mubn
véi file. Day 1a mot rdi ro bao mat rat 1&n, dac biét 1a trén cac may chu web! Theo nghia
den, bat c ai cing ¢ thé truy cap file, stra déi theo cach ho muon va thie thi né trén hé
thong Ban c6 thé twéng twong thiét hai tiém tang néu mot ké Itra d&o nhing tay vao file
nay.

Cach s&r dung Chmod trén Linux

Lénh chmod cé dinh dang don gian:

chmod [permissions] [file]

Quyén co thé dugc cung cap trong ky hiéu s6, day 1a dinh dang tét nhat dé st dung khi
ban muén gan quyén cu thé cho tat ca cac I6p:

chmod 644 example.txt

Quyen cung co thé duoc cung cép trong ky hiéu twong trung, rat hivu ich khi ban chi
mudn stra dbi cAc quyén ctia mét I&p cu thé. Vi du:

e chmod u=rwx example.txt
e chmod g=rw example.txt
e chmod o=rw example.txt

Ban c6 thé stra dbi quyén cho nhiéu I&p, chang han nhuw vi du nay cho chi sé hitu quyén
doc/ghi/thwe thi nhwng nhém va cac nguwoi dung khac chi cé quyen doc/thwc thi:

chmod u=rwx,g=rw,o=rw example.txt

Khi gan cung mét quyén cho nhiéu I&p, ban c6 thé két hop chang:

chmod u=rwx,go=rw example.txt

Nhwng loi ich cia viéc str dung ky hiéu twong trung sé duoc thay ré khi ban chi muén
thém hoac xdéa quyen cho mét hanh déng cu thé doi véi mét 1op.

Vi du, I&énh sau thém quyén thuc thi cho chi s& hivu file:

chmod u+x example.txt

Va lénh nay loai bd quyén ghi va thwe thi cho ngwdi dung khac:

chmod o-wx example.txt
Cudi cung, néu ban mudn &p dung mét nhém quyén cu thé cho tat ca céc file va muc
trong mot thuw muc cu thé (nghia la mét chmod dé quy), hay sir dung tiy chon -R va nham

muc tiéu téi mot thw muc:
chmod -R 755 example directory

Méc du 1énh chmod thoat nhin c6 vé hoi ky la, nhwng n6 thye sy kha don gian va hoan
toan hop ly. Néu ban hiéu nhirng diéu trén, vé co ban ban da thanh thao chmod!



Cac lénh nhu chmod, chown va chgrp chi 1a phan ndi cta tdng bang Linux. Néu ban |a
ngwdi hoan toan mai véi hé diéu hanh nay, ban nén kiém tra cac 1énh co ban cho ngudi
m&i st dung Linux cling nhw nhirng I1€nh Linux khdng bao gid nén chay.

Bén canh do6, ban cling nén xem cac meo va thu thuat cho ngwoi dung Ubuntu. Ban sé
nadm dwoc moi thir can biét dé bat diu lam quen va cdm thay thoai mai trén hé diéu hanh
nay.

Chac ban thanh céng!

e Céch gi®i han quyén truy cap vao lénh su trong Linux

e Céch dung Iénh htop theo di cac tién trinh hé théng theo théi gian thwe
e 15 Iénh Tar nén th trong Linux

o Liét ké tén thiét bi, théng tin 6 dia va phan vung trong Linux v&i Isblk

e 14 Iénh Linux thu vi trong Terminal

e Cac lénh Shell co ban trong Linux

Cac lénh chown command trong linux va
cach swr dung chung

Xem théng tin sé& hiru

Chown cho Files — déi quyén sé& hiru cia file
Chown cho thw muc — déi ownership ctia thw muc
Chown cho Links

Str dung chown dé quy (recursive)

Tom lai

Trong hé diéu hanh Linux, méi file dwoc dat trong mét nhom s& hiru — group
ownership va dat b&i mét chd s& hiru. Chown |a chiv viét tit cia “change owner”
— dbi cha s& hiru. Nhw tén goi, chown command dwoc dung dé thay dbi cha s&
hiru va nhom chad s& hiru cda file, thw muc, links néu ban dang cé quyén superuser
cua hé théng Unix. Bai viét nay s& hwéng dan ban cach s dung ching.

Néu mét ngudi dung binh thuwérng mudn chinh stra file, superuser c6 thé ding 1énh
chown command nay dé thay ddi ownership va cho phép ho chinh stra

Xem thong tin sé hiru

DPAau tién, ban can dang nhap VPS bang SSH. Néu ban chwa biét cach dung, hay
xem qua bai hwéng dan nay, noé cé tat ca thong tin can thiét.
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Trwéc khi st dung 1&8nh chown, ban can biét théng tin tin st hiru nhém va user sé&
hiru tridc da. Dé lay cac thdng tin nay, ban c6 thé dung Iénh cd rdi chuyén téi thw
muc can biét.

Vi du, néu dwdng dan cla file 14 /tmp/TestUnix, ban cé thé chuyén téi thw muc
nay bang lénh:

cd /tmp/TestUnix

Tai day liét ké danh sach file trong thw muc bang 1énh sau:

1s -1

Trong bai hwéng dan nay, vi du c6 mét file c6 tén chownSample.txt trong thw
muc nay. Output cua lénh trén sé c6 két qua nhw sau:

-rw-r--r-- 1 root root @ Feb 20 17:35 chownSample.txt

Phan dau tién -rw-r—r—, dai dién cho file permission (quyén s& hiru cla file). Con
lai, théng tin dau tién root la user ownership, root ther 2 la group owener. Vay
chownSample.txt s& hiru b&i user root, va user nay thuéc vé nhém co tén root.

Chown cho Files — déi quyén sé hiru cua file
Dé thay dbi owner cua file (chd s& hiru cla file), 1énh co ban sé nhu sau:

chown user filename(s)

L4y vi du file trén 1& chownSample.txt, ching t6i thay ddi tlr user s& hiru la root
sang mét user khac co tén la whales. Thyc hién Iénh nhu sa:

chown whales chownSample.txt
Dé& kiém tra thay dbi c6 dwoc thye thi, ban c6 thé dung lai Iénh Is -1. Output sé hién

|én nhw sau:

-rw-r--r-- 1 whales root @ Feb 20 17:45 chownSample.txt



Lénh trén c6 thé chinh mét chat dé thay ddi quyén group owner, nhw sau:

chown user[:group] filename(s)

L4y vi du trén néu ban muén dbéi group owner ctia chownSample.txt thanh group
aquatic, vay Iénh sé can duwoc thyce thi nhw sau:

chown whales:aquatic chownSample.txt

Dé kiém tra file da dwoc dbi thanh céng chwa, ban dung lai 1&nh Is -I. Két qua sé
nhw sau:

-rw-r--r-- 1 whales aquatic @ Feb 20 17:50 chownSample.txt

Néu chi c6 group can thay ddi, ma gitr nguyén owner, thi ban g& 1énh sau nhw sau:

chown :aquatic chownSample.txt

Chown co6 chtc nang twong tw nhw 1énh chgrp khi ban khdng dwa ra thong tin
owner.

Tom lai, cAu tric cha lénh chown command véi cac tly chon Ia:

chown [OPTIONS] [USER] [:GROUP] filename(s)

Chown cho thw muc — déi ownership ctaa thw muc

Chown ciing c6 thé &p dung cho thw muc. Thw muc nay chi chira files hodc thw
muc hoéc ca hai.

L&y vi du chung t6i c6 thuw muc TestUnix, v&i cac quyén khi dung 1énh Is -I liét ké
c6 két qua nhw sau:

drwxr-xr-x 2 root root 4096 Feb 20 17:35 TestUnix

Nhw ban thay doan dau drwxr-xr-x, dai dién cla viéc phan quyén thw muc. Con
phan hai cé 2 chi root 1a dai dién cho quyén s& hiru. Root dau tién la théng tin



user s& hiru va root ther hai la thdng tin nhém sé& hiru. TestUnix trong vi du nay vi
vay c6 chd sé hiru la root va thuéc vé nhém s& hiru la root.

Gibng véi files, ban cé thé thay chd s& hiru cho thw muc nay. Ban thuc hién l1énh
nhw sau dé dbi cha s& hiru cha thw muc nay thanh whales:

chown whales /TestUnix

DPé dbi group s& hiru, dung 1énh:

chown :aquatic /TestUnix

Dé thay ddi ca owner va group owner, ban dung Iénh sau:

chown whales:aquatic /TestUnix

Lénh nay ciing dung dwoc cho nhiéu file va thw muc. Ban thao tac nhw cu tric
bén duwdi:

chown [OPTIONS] [USER][:GROUP] filel file2

Vi du cla lénh trén la:

chown whales:aquatic /tmp/TestUnix/chownSample.txt /tmp/TestUnix

Chown cho Links

Chown command c6 thé dwoc dung trén symbolic link va soft link. Symbolic link &
lién két tham chiéu t&i vi tri file gbc vat ly da tdn tai. Lénh In dwoc dung dé tao soft
links. Vi du nhu file chownSample.txt, ching tdi tao symbolic link bang I&nh sau::

In -s chownSample.txt symlink

DPé xac nha chi s& hiru va nhém chd s& hivu, ching tdi lai dung 1énh Is -l. Lénh
nay sé xuat két qua nhw bén duwéi:

-rw-r--r-- 1 root root © Feb 19 22:01 chownSample.txt

lrwxr-xr-x 1 root root 5 Feb 19 7 22:01 symlink -> chownSample.txt



C6 2 két qua. Mot la file vat ly va 2 13 file symbolic link. D& vi du, ching téi s& mudn
ddi ownership cla file symlink nay, Iénh sé nhw sau:

chown whales symlink

Lénh & trén thay dbéi ownership cuta file chownSample.txt. Khi thwc hién l1énh Is -
| ta sé thay két qua nhw sau:

-rw-r--r-- 1 whales root © Feb 19 22:01 chownSample.txt

lrwxr-xr-x 1 root root 5 Feb 19 7 22:01 symlink -> chownSample.txt

Néu ban muén thwc sy dbi ownership ctia symbolic vay ban can dung option -h.
Lénh nay nhw sau:

chown -h whales symlink

Tai day néu ban s&r dung command Is -, vay output s& nhw sau:

-rw-r--r-- 1 whales root © Feb 19 22:01 chownSample.txt

lrwxr-xr-x 1 whales root 5 Feb 19 7 22:01 symlink -> chownSample.txt

St dung chown dé quy (recursive)

Chown command &p dung 1&n thw muc, tuy nhién, néu dung théng thwong thi
khéng &p dung dwoc cho file va thw muc con bén trong thw muc ap dung. Vay dé
thay d6i ownership cho toan bd thw muc con va file bén trong thw muc dé, ching
ta can thwc hién 1@nh mét cach dé quy.

RAt don gian, chang ta chi can thém tuy chon -R khi chay I&énh, két qua sé& nhuw
sau:

chown -R [USER][:GROUP] Directory

Néu an c6 thw muc TestUnix v&i nhiéu thw muc con, 1énh trén sé thay déi user
owner cla toan bd thw muc con dé va thuw muc chinh sang user whales.

chown -R whales /TestUnix



Tom lai

Vay théi, gi&» ban d3 biét co ban vé chown command. Unix system cé trang hwéng
dan chi tiét cho tirng command. N6 c6 thé gitp ban s dung I&énh nay diéu luyén
nh4t va tan dung moi kha nang cda nd. Ban |4y tai liéu hwéng dan nay bang lénh
man chown. Chung téi hy vong bai viét nay hiru ich va gidp ban quan ly tét file
VPS hiéu qua, an toan, va chuyén nghiép nhat. Chuc 1ap trinh vui vé!

Lénh chgrp

Céc file va nguwdi dung thudc vao cac nhom, day la cach truy cap file thuan tién cho nhiéu
ngwdi dung. Khi dang nhap, méac dinh sé 1a thanh vién cta mét nhém dwoc thiét lap khi
ngwdi dung root tao tai khodn ngudi dung. Cho phép mét ngwdi ding thudc nhiéu nhom
khac nhau, nhwng méi 1an dang nhap chi 1a thanh vién cia moét nhom. Bé thay dbi quyén
sé& hiru nhém clia cac tap tin va thw muc. Cau tric 1énh nay Ia:

chgrp [tuy chon] [nhdém] file

Céac tuy chon cua lénh la:

-c : hién thj thdng bao chi v&i cac file ma 1énh lam thay dbi s& hiru

-f : B& qua hau hét cac 16i

-R : Thuc hién thay déi quyén s& hiru dbi véi thw muc va file theo dé quy
--help: Hién thj théng b&o tro gidp.

Thay dbi chii s& hiru clia mét tap tin hodc thw muc:

chgrp group file

Thay dbi dé quy chd s& hivu ctia mét thuw muc va tat ca ndi dung bén trong ctia no:

chgrp -R group folder

Thay dbi cht s& hiru ctia mét lién két twong trung:

chgrp -h user symlink



Vi du: Thay dbi quyén s& hiru nhém tép bang cach st dung lénh chgrp.

[dang@test1]$ touch filel

[dang@test1]$ 1s -1 filel

-rw-r--r-- 1 dang dang 0@ Jan 19 21:45 filel
[dang@testl]$chgrp root filel

1s -1 filel

-rw-r--r-- 1 dang root @ Jan 19 21:45 filel

Débi véi chown va chgrp chiing ta can lwu y:

Lwu y: Khi change qua user hay group nao, thi user dung I&nh phai c6 quyén trén
user/group dé, hoac chay Iénh tw root.



