Hé Théng May Tinh (Computer System)

LAB 8: QUAN LY USER, GROUP VA PHAN QUYEN
TRONG WINDOWS/LINUX

Thoi lweng: 3 tiét
(Tham Khao:
https://drive.qgoogle.com/file/d/10FWwdvgpg VnaYijlY77dzet3W780vUWV/view)

Noi dung:
- User va Group
- Tap Iénh quan ly User va Group
- Nhiing file lién quan dén User va Group
- Quyén han va cac 1énh lién quan dén quyén han

WINDOWS

1. Phan quyén trong NTFS file system
- Doc ownership caa mét file/folder ?

+ Trén hé dléu hélnh WindOWS, dé XeM kT o

quyen s& hiru cua mot tap tin hoac thu EN ERTCRELTTTl | fulicFopie X
. General Sharing Secuity Previous Versions Customize

muc, ban c6 thé md Windows Explorer,

Object name:  C:\Users\Public

Group or user names:
£& CREATOR OWNER A

L 4SYSTEM

£ BATCH

chuét phai vao tap tin hoac thu muc do,

S8 8Amimictratrre 111 TMYN Srministratare) v

< b3

chon "Properties” va chuyén dén tab

To change pemissions, click Edit et

"Security". Trén d6, ban s& thay danh séach | p—ey (o] 0o
Full control o
cac ngudi dung va nhom duoc cap quyén S E
List folder contents
truy cap vao tap tin hoic thu muc do, va e E .
ban c6 thé kiém tra quyén cua ting nguoi SR
ding hodc nhdém bing cach nhap chudt vao o

tén cua ho.
- Khéi niém vé permissions trén file/folder trong Windows ?
+ Trén Windows, quyén truy cap vao tap tin hoic thu muc duge xac dinh boi
permissions. CAc quyén nay duoc phan loai thanh 3 nhém chinh: Read (doc), Write (ghi)
va Execute (thyc thi). M&i nhdm nay lai duoc chia thanh cac quyén chi tiét khac nhau, vi
du nhu quyén doc, quyén ghi, quyén thay doi quyén truy cap, quyén chay chuong trinh,
V.V.

Huéng dan: Tham khao Help and Support, key “permission”

- Xem thdng tin vé permissions cia mdt user account/group trén mat file/folder ?
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+ D& xem thdng tin vé quyén truy cap clia mot user account hodc group trén mét file hodc thw
muc cu thé trén Windows, ban cé thé |am theo cac budc sau:
1. ChU@t phéi vao file hOéC thu muc do B ThsPC » Windowsi0i6 (C) » Users > Pubic

va chon Properties. |t

2. Chuyén dén tab Security. I ; IF‘ubI\c c;m;ents

I Public Doy

3. O déy, ban Sé théy danh Sé-Ch Cé-c Permissions for Public Downloads X
4
user va group, va cac quyen tuong s Ve o
Eat S Object neme:  C:\Users'\Public\Downloads
lzl'ng Cﬁa ho_ Object name:  C:\Users\Public\ Downloads
: Group or user names
e e 4 P Group or user names
4. Néu ban muon xem chi tiét hon vé § ROV ;
A , i AL sysTEn T
A A A A A A & BATCH B8 Adrinistrators (311 1M22\Adinitrators)
Cac quyen do’ ban CO the Chon mot ﬁmmwm‘”wwwme,m\ v 8 INTERACTIVE
. IR z N d v £ SERVICE
user hOaC gI’OLIp Cu the va nhap vao To change pemissions, click Ed. I "
G Ges. | Add. Remove
. . n , 2 0efd (C) |
nUt Edlt. Tal day, ban Cco the xem (x5 For Pemissons e SYSTEM How Dy Pemissions for SYSTEM How  Deny
Ful cortrol A
y A 4 e ) Ful control O
cac quyen chi tiét duoc cap cho user - ey O
) E:tafd ‘iexec::em Read b execute 0
hodc group do trén file hodc thu muc o ot i
selected Wite v =iv

do.

- Thiét lap permissions trén mét folder va mét file (owner la administrator) sao

cho tai khoan sinhvien :

1.Nhén Propertile chon tab security rdi nhan advanced roi chon Change permisions

Advanced Security Settings for CodeBlacks O X
General SharingPrevious Versions  Customize
Name: C\Program Files\CodeBlocks
Object name:  C:'\Program Files'CodeBlocks
Owner: Administrators (8111M22\Administrators) #) Change
Group or user names

[E/ALL APPLICATION PACKAGES & Permissions Auditing Effective Access

[EJALL RESTRICTED APPLICATION PACKAGES

H2.CREATOR OWNER . For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

68 cvatem

< > Permission entries:

To change pemissions. cick Edt. Oedi.. Type  Principal Access Inherited from Applies to "
;ﬁ?ﬁgﬁ;ﬁ% ‘;EEKAGES How Dery S8 Allow  Trustedinstaller Full control None This folder and subfolders

SR Allow  SYSTEM Full control None This folder, subfolders and files

Ful | A

Mu d(;:rrtm S8 Allow  Administrators (B111M22\Ad... Full control None This folder, subfolders and files

RU Y SE Allow  Users (B111M22\Users) Special None This folder, subfolders and files

ead & execute 8

Lt folder canterts S Allow  CREATOR OWNER Full control None Subfolders and files only

Read Allow  ALL APPLICATION PACKAGES  Read & execute None This folder, subfolders and files

ite © Allow  ALL RESTRICTED APPLICATIO... Read & execute None This folder, subfolders and files

i i S8 Allow  Trustedinstaller Full control C\Program Files\ This folder and subfolders
For special pemissions or advanced settings, I Advanced I . X §
g click Advanced S Allow  SYSTEM Full contral C\Program Files, This folder, subfolders and files v

GChange permissions View

0K Cancel Hpply Disable inheritance

- =
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2.Nhin Disable inheritance dé ding viéc chia sé quyén hién tai , roi chon Convert

inhertited ....

m
m
[5]

Mame: C:hProgram Files\CodeBlocks
Owner: Administratars (B111M22VAdministrators) Change
Permissions Block Inheritance past
For additional i | What would you like to do with the current inherited permissions?
Permission entr You are about to block inheritance te this object, which means that permissions
T inherited from a parent cbject will ne longer be applied to this object.
ype P
SR Allow i
B2 Allow S —» Convert inherited permissions into explicit permissions on
S8 Allow A this object.
H2 Allow L
B8 Allow g —>» Remove all inherited permissions from this object.
Allow A
Allow A
S sy R Cancel
Add Remove View

I Disable inheritance !I

[C] Replace all child ocbject permission entries with inheritable permission entries from this chject

3.Nhip chudt vao user muén ddi quyén, & day ta chon user sinhvien ( student)

Sau d6 chon quyén muén phan cho user rdi nhan OK.

m
m
=]

MName: C:\Program Files\CodeBlocks
Cwner: Administraters (B111M22VAdministrators) Change
Permissions Auditing Effective Access

For additienal information, double-click a permission entry, To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
SR Allow  TrustedInstaller Full control Mone This folder and subfolders
B8 Allow  SYSTEM Full control Mone This folder, subfolders and files
il ntrol Mone This folder, subfolders and files
Allow  Users (B111M224Users) Readfwrite & execute Maone This folder, subfolders and files
nhap chudt vao user mudn ddi quyén Permission Entry for CodeBlocks
Allow  ALL RESTRICTED APPLICATIO.. Red
Principal:  Users (B111M22\Users) Select a principal
Add Remove Edit Type: Allow »
Enable inheritance Applies to: | This folder, subfolders and files w
[1Replace all child object permission entries with i
~ 2. .
Basic permissions: chon dé thay doi quyéen cho
[JFull contrel user do.
[ Modify
Read & execute
List folder contents

4.Sau cuing nhat Enable inhertitance rdi nhan apply va OK
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Add Remove Edit

[ e hertonee ] | Nhan Enable Inheritance

[ Replace all child object perrdé cho apph” quy:én ral from this object

nhan oke oK

Cancel Apply

o Pwoc phép doc /ghi

Basic permissions:
[ ]Full control
[ Modify
[ ]Read & execute
[ ] List folder contents
[] Read
[+] Write

Special permissions

[ ] Cnly apply these permissions to ohjects and/«

Puoc phép duoc doc/ ghi nén khdng thé di chuyén duoc

. This PC » Windows10x64 (C:) Program Files » CodeBlocks

Mame Date modified Type

B vinGw 3:12 AN File folder
l chare 021 8:11 AM File folder
o m Addr2Linell 3/15/2020 12:56 AN Application
E cb_conszole_runner : Application
E cb_share_ci
;!- ChlLaunche
H cbpZmake You'll need to provide administrator permission to move this folder
E codeblocks
;r codeblocks
B dbgecore.dl|
B dbghelp.di
E exchndl.dll E;' Continue Skip Cancel
E libgee_s_se

B libstdcr+-¢ More details

E libwinpthre

"4 Folder Access Denied

chare
Date created: 3/26/2021 811 AM
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o Chi dwoc phép doc

Basic permissions:
[ ]Full contral
[] Modify
[ ]Read & execute
[ ] List folder contents

Read
[ ] Write

Special permissions

[]Only apply these permissions to objects and/ol

Chi dugc phép doc nén khdng thé ghi hay thuc thi nhu tao file/floder méi

Destination Folder Access Denied X

f You need to confirm this operation,
CodeBlocks

Date created: 3/26/2021 8:11 AM

! Egontinue Skip Cancel

o Chi dwgc phép ghi

Basic permissions:
[ ]Full control
[ Modify
[ ]Read & execute
[ ] List folder contents
[ ]Read
[+] Write

Special permissions
[ 1Only apply these permissions to ohjects and/c

Chi dugc phép ghi nén khong thé doc dugc file nao hét trong floder da phan quyén
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This PC » ws 1 0he Program Files CodeBlocks

MName . Date modified Type

This folder is empty.

CodeBlocks

You don't currently have permission to
access this folder.

Click Continue to permanently get access to this
folder.

% Continue Cancel

o Full control

Basic permissions:
Full control
Madify
Read & execute
List folder contents

Read
Write

Special permissions

[]Only apply these permissions to objects a

Do duoc phan full control nén ta cd tat ca cac quyén trén folder nay. C6 thé thém sia

x0a, doc, viét, di chuyén, copy,..
is PC Windows10x64 (C:) Program Files Co locks

MName . ~ Date modified

l AppData \ File folder

/ File folder

File folder

File folder
« m Addr2LineUl / Application
K cb_co :_runner /. Application
KB cb_share_config /2020 12: | Application
Z' Cblauncher / Application

KE cbpZmake /A Applicatio

B codeblocks.dil / Application

odeblo /15/2020 12: / Applicatio
B dbgcoredi / Applica
B doghelp.dil / :04 AM Applicatio
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- Thuc hién kiém tra vai mai thiét lap trén

Hudéng dan: Tham khdo http://www.ntfs.com/ntfs-permissions.htm

2. Thiét lap permissions trén mot folder :
- Chia sé folder cho tat ca user trén 1 hé thong
Céch 1:

General ecurity Previous Versions Customize 3% MNetwork access

MNetwork File and Folder Sharing

folder to share Choose people to share with
Shared
Metwork Path Type a name and then click Add, or click the arrow to find somecne.

WWB11TM22Volder to share

Share... N
~ Add
ha

Advanced Sharing

Set custom permissions, create multiple sharss, and set other
advanced sharing options

gﬂdvanced Sharing

Password Protection

People must have a user account and password for this
computer to access shared folders.

To change this setting, use the MNetwork and Sharing Center. I'm having trouble sharing

Close Cancel Apphy ‘ ‘

Hoac cach 2:

General]l Sharing fl Securty Previous Versions  Customize
: = Share this folder
MNetwark File and Folder Sharing

folder ta share

Share name:
Mot Shared
| folder to share |
Network Path:
Mot Shared Add Remove
Share... Limit the number of simultaneous users to: 20 =
Comments:

Advanced Sharing

Set custom permissions, create muttiple shares, and set other
advanced sharing options.

Advanced Sharing...

Password Protection

People must have a user accourt and password for this oK Cancel Apply
computer to access shared folders.
To change this setting, use the Network and Sharing Center. Permissions for folder to share X

Share Permissions

Group or user names;

Close Cancel Aoply

Add... Remove
Ca o e = Tl Thery
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- Quyén Read véi group abc
- Quyeén Write vai group def

- Quyén Read & execute véi group administrators

Advanced Security Settings for folder to share O *
Mame: Cfolder to share
Owner: Student (B111MZ22\5tudent) E; Change

Permissions Auditing Effective Access

For additicnal informaticon, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
SR Allow  abc (B111M22\abc) Read Mone This folder, subfolders and files
SR Allow  def (B111M22vdef) Write Mone This folder, subfolders and files
g Allow  Administrators (B111M22\Ad...  Read & execute Mone This folder, subfolders and files
£2 Allow  Administrators (B111M22VAd...  Full control Parent Object This folder, subfolders and files
8% Allow  SYSTEM Full control Parent Object This folder, subfolders and files
H2 Allow  Authenticated Users Modify Parent Object This folder, subfolders and files
SR Allow  Users (B111M22\Users) Read & execute Parent Object This folder, subfolders and files

Add Eemove Edit

Disable inheritance

[]Replace all child ohject permission entries with inheritable permission entries from this object

Cancel Apply
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LINUX
1. User

- User la ngudi c6 thé truy cap dén hé thong.

- User c6 username va password.

- C0 hai loai user: super user va regular user.

- Mai user con c6 mot dinh danh riéng goi 1a UID.

- Dinh danh cua ngudi dung binh thuong st dung gid tri bat dau tir 500.

2. Group

- Group la tap hep nhiéu user lai.

- Mai user ludn la thanh vién caa mét group.

- Khi tao mgt user thi mic dinh mgt group dwerc tao ra.

- M&i group con ¢ mot dinh danh riéng goi 1a GID.

- Pinh danh cua group thudng st dung gia tri bat dau tir 500.

3. Tap lénh quan ly User va Group

Tao User: | Cl phép: #useradd [option] <username>
-¢ “Thong tin nguoi dung”
-d <Thu muc c& nhan>
-m : Tao thu muc ca nhan néu chua ton tai
-g <nhom cua nguoi dung>
Vi du: #useradd —c “Nguyen Van A — Server Admin” —g serveradmin vana
phuclaméubuntu:-—‘,‘w sudo useradd -c "Ho phuc lam" vananh
Thay ddi | Cu phép: #usermod [option] <username>
thong tin | Nhiing option tuong ty Useradd
ca nhan: Vi du: #usermod —g kinhdoanh vana //chuyén vana tir nhém server admin sang
nhom kinh doanh.
phuclam@ubuntu:~5 sudo usermod -g kinhdoanh tuananh
Xob6a nguoi | Cuphap : #userdel [option] <username> [ R AR T
userdel: vananh mail spool (/var/mail/vananh) not found
dung Vidu : #userdel —r vana userdel: vananh home directory (/home/vananh) not found
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Khéa/M¢ | passwd —I / passwd —u
khoa phuclam@ubuntu:~$ sudo passwd -1 quangminh
passwd: password expiry information changed.
ngudi phuclam@ubuntu:~$ sudo passwd -u quangminh
. passwd: password expiry information changed.
dung
usermod —L / usermod -U
phuclam@ubuntu:~$ sudo usermod -L quangminh
phuclam@ubuntu:~$ sudo usermod -U quangminh
phuclam@ubuntu:~5S
Trong /etc/shadow c6 thé khda tai khoan bang céach thay tir khda x bang tir khoa
*-
-L : la Lock khoa user lai
-U : 1a Unlock dé mé user.
Tao nhom: | Cu phép: #groupadd <groupname>
Vi du: #groupadd serveradmin
:huclam@ubuntu:—s sudo groupadd_ﬁerveradmin
Xba nhom | Ca phap: #groupdel <groupname>
Vi du: #groupdel <serveradmin>
:huclam@ubuntu:—s sudo groupdel serveradmin
Xem théng | Cu phap: #id <option> <username>

tin vé User

va Group

Vi du: #id -g vana //xem GroupID cua user vana
Cu phéap: #groups <username>
Vi du: #groups vana //xem tén nhém cua user vana

phuclam@ubuntu:~$ id -g tuananh
1005

phuclam@ubuntu:~$ groups tuananh
tuananh : kinhdoanh
phuclam@ubuntu:~5% I

4. Nhirng file lién quan dén User va Group

#letc/passwd

MJdi dong trong tap tin gdm co6 7 truong, duoc phan cach boi dau hai cham.

I phuclam@ubunt

u:~5% sudo cat fetc/passwd

phuclam:x:1000:1080:hophuclam,,,: /home/phuclam: /bin/bash
hoangthuan:x:1001:1001:huynhhoangthuan,®1,8,0,0: fhome/hoangthuan: /bin/bash
vantam:x:1002:1002:tm,s,s,s,s: fhome/vantam: /bin/bash
tuananh:x:1004:1085:Nguyen Tuan Anh - Server Admin:/home/tuananh:/bin/sh
quangminh:x:10803:1003:bui quang minh,1,2,3,4:jhomeiquangminh:jbinjbash
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#letc/group

MJdi dong trong tap tin gdm co 4 truong, duoc phan cach boi dau hai cham.

phuclam:x:10008:
sambashare:x:126:phuclam
hoangthuan:x:1001:
vantam:x:1002:

phuclam@ubuntu:~$ sudo cat fetc/fgroup
root:x:0:
daemon:x:1:

bin:x:2:
Sys:x:3:
adm:x:4:syslog,phuclam

serveradmin:x:1004:
kinhdoanh:x:1065:
quangminh:x:1003:
phuclam@ubuntu:~$

#/etc/shadow

Luu mat khau da dugc ma hda va chi co user root méi dugc quyén doc.

phuclam@ubuntu:~$ sudo -i

root@ubuntu:~# cat fetc/shadow

root:1:19458:0:99999:7:::

daemon:*:18295:0:99999:7:::

phuclam:$15Qm1gNdtx$jw60eg66PrhMGO9IyZIoP /:19458:0:99999:7:::
hoangthuan:$6SwyYkreXXS1IRBqLhciGUz8GBDY9rDevCHPoX6 jbF2DeFcYivkajfot3g/W2RkQPPD2DFuU@Tq7FsIjdX5Ufw
LNsSF3I92RSY.:19460:0:99999:7:::

vantam:S$65sLWHLKFa$F265g10I jgxw3QqMZ6Qg04v3igILpIHnvZLUJuajlchlt0ssP5F0s00mMc3P9ZZCwwIIGo45A40Tlex
f/QytaY/:19460:0:99999:7:::

tuananh:!:19468:0:99999:7:::

quangminh: $6SWKFrQWyXsvhex/@b5cONAJATQZ6PU9j23w9ba3uI®BONHB jx8fyvXz7 /jsWdckfwES.DSoafvjPwgTI8ZESR
S5XKcG/dOF/:19468:0:99999:7:::

Quyén han

Trong Linux c6 3 dang d6i tugng :

- Owner (nguoi ¢ hitu).

- Group owner (nhém s¢ hiru).

- Other users (nhitng nguoi khac).

Céc quyén han :

- Read —r—4: cho phép doc ngi dung.

- Write —w — 2 : dung dé tao, thay doi hay x6a.

- Execute — x — 1 : thuc thi chuong trinh.

Vidu : Vi lénh Is - ta thay :
root@ubuntu:~# 1s -1

total 8
-rwWx---r-- 1 root root 15 Apr 12 23:85 hello.txt

6 root root 4096 Apr 11 03:53 snap
root@ubuntu:-~# I

[root@task ~]# 1ls -1

total 32
—rw-——————-— . 1 root root 1416 Jan 10 14:06 anaconda-ks.cfg
-rw-r—--r—--. 1 root root 15522 Jan 10 14:06 install.log
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-rw-r--r--. 1 root root 5337 Jan 10 14:06
install.log.syslog
drwxr-xr-x 6 root root 4096 Feb 9 10:02 softs

root@ubuntu:~# 1s -la
total 36
root root

root root 5
root root : .bash_history
root root .bashrc

root root .cache
-rwx---r-- 1 root root 1 ] hello.txt
drwxr-xr-x root root ] .local
-rw-r--r-- 1 root root : .profile

root root 1: snap
root@ubuntu:~#

Ngoai ra, chiing ta c6 thé dung sé.

- Vidu:quyénr,w, X :4+2+1=7

- Té hop 3 quyén trén c6 gia tri tir 0 dén 7.

6. Cac lénh lién quan dén quyén han

- Lénh Chmod: dung dé cap quyén han.
Cu phép : #chmod
Vi du: #chmod 644 baitap.txt //cap quyén cho owner ¢6 thé ghi cac nhém céc chi cé
quyén doc Véi file taptin.txt

root@ubuntu:~# chmod 644 hello.txt
root@ubuntu:-~# 1s -1la

root root 4096 Apr 12 23:05 .

root root 4096 Apr 20 07:35 .

root root 1040 Apr 12 23:10 .bash_history
root root 3106 Apr 9 2818 .bashrc

ront rant AAas Feh 2 2A2A  rarches

root root 15 Apr 12 23:05 hello.txt

- Lénh Chown: dung thay d6i nguoi so hiu.
Cu phéap : #chown

sudo chown [tén user méi]:[tén group méi] [dwong din dén file/thw muc]

root@ubuntu:~# chown vantam:phuclam f

- Lénh Chgrp: dung thay doi nhém s hitu.
Cu phap : #chgrp
sudo chgrp users file.txt

root@ubuntu:~# chgrp hoangthuan hello.txt

root@ubuntu:-~#
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BAI TAP PE NGHI
Phan quyén trén hé théng tap tin

1. Tao thu muc tmp duéi thuy muc UX va cho né quyén truy nhap rwxr-x---

phuclam@ubuntu:~$ cd UX
phuclamﬁubuntU'~“U?$ 1s -la

trquC 3 phuclam phuclam 4096 Apr 20 18:51 .
9 phuclam phuclam 4096 Apr 20 18:51 ..

drwxrwxr x| 2 phuclam phuclam 4096 Apr 20 18:51 tmp
pnucLamgupuntu:~/UXS$ 'sudo chmod 750 tmp
phuclamﬁubuntU' Juxs s -la

dE;EalJ X 3 phuclam phuclam 4096 Apr 20 18:51
X 19 phuclam phuclam 4096 Apr 20 18:51 .

drwxr X--- 2 phuclam phuclam 4896 Apr 20 18:51 tmp
huclam@dubuntu:~/UX

sudo mkdir JUX/tmp
sudo chmod 750 JUX/tmp

2. Tao mot tép rong co tén wordday dudi tmp (bang lénh touch). Cho n6 quyén truy nhap

rW-r----- va thur doc noi dung cua no.

Vi do tép wordday rdng nén khi doc s& khong hién thi gi trén man hinh.

phuclam@ubuntu:~$ cd UX

phuclam@ubuntu:~/UX$ touch ftmp/wordday
phuclam@ubuntu: XS sudo chmod 640 /tmp/wordday
phuclam@ubuntu: cat /tmp/wordday
phuclam@ubuntu:~/UX

-rW-r----- 1 phuclam phuclam 0 Apr 20 18:58 wordday

sudo touch fUX/tmp/wordday
sudo chmod 640 JUX/tmp/wordda
cat JUX/tmp/wordday

3. Bo quyén doc (r) cua user va thir doc lai wordday
chmod u-r wordday

cat wordday
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sudo chmod 600 JUX/tmp/wordday

cat /UX/tmp/wordday

S& ¢ thong bao 16i "Permission denied".
4. B6 quyén ghi (w) cta user caa thu muc tmp va thir xoé tép wordday

chmod u-w /UX/tmp

rm /UX/tmp/wordday

sudo chmod -w JUX/tmp
rm fUX/tmp/wordday

S& ¢ thong béo 15i "Permission denied".

5. Bo quyén doc (r) ciia user cua thu muc tmp va thir hién thi néi dung cia né

sudo chmod -xr /fUX/tmp
1s JUX/tmp
S& 6 thong béo 15i "Permission denied".

6. Bo quyén chay (x) cta user cia thu muc tmp va thir di vao thu myc nay

sudo chmod -x JUX/tmp

cd JUX/tmp

S& c6 thong béo 15i "Permission denied".

7. Tralai quyén rwx cho user ctia thu myc tmp

sudo chmod TOO JUX/tmp

8. Thu cho ban quyén ghi (w) vao thu muc chi caa mot thanh vién caa nhém cua ban
sudo chown phuclam /UX/tmp

9. Xo04& ndi dung va ban than thu muc tmp

sudo chmod g+w /UX/tmp
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