Bai 2 : Hé théng Web site DHCN

Truong DHCN can thiét ké mot Web site ding ma ngudn déng phuc vy cho viéc quang
b4 thng tin can thiét cua trudng bao gom cac hang muc: tin tic, quang cao, cong tac hd tro,
tuyén sinh va dién dan. Muc tin tic bao gém cac su kién lién quan dén hoat dong cua truong;
muc quang cao bao gom céc thdng tin quang céo vi du nhu thanh tich cta nha trudng dugc
bao dai khen ting; muc cong tac hd trg nhiam gitp d& giang vién, sinh vién cua truong, nhiing
giang vién hay sinh vién c6 thé vao day xem thong tin vé cac khoan muc gitip d& sau d6 lién
hé truc tiép véi phong; cong tac phuc vu tuyén sinh bao gom cac thong tin lién quan dén viéc
tuyén sinh cac khda khac nhau; va cudi cing 1a phan dién dan cho phép moi ngudi c6 thé

dang tin (khi c6 tai khoan) va xem cac muc tin trong dién dan.

Lién quan dén viéc quan Iy cac thong tin khac nhau trén web site dugc phan quyén nhu
sau: viéc quang ba théng tin va quang céao sé do phong PR cua truong dam nhiém chi co6 cac
nhan vién trong phong PR méi ¢ quyén ding bai, nhitng ngudi con lai chi duoc xem ma thi.
Tuong tu cho théng tin hd trg chi cd cac nhan vién trong phong HS trg mai c6 quyén dang
bai, con lai chi dugc xem. Muc thdng tin tuyén sinh ciing dugc phan quyén chi cé nhan vién
phong tuyén sinh méi c6 quyén diang bai con lai chi xem. Phan dién dan duoc quan 1y nhu
sau chi c6 tai khoan admin (quan tri web site) méi c6 quyén tao cac hang muc khéc nhau, cé
quyén x06a bai cua nhitng ngudi khac, cac tai khoan con lai chi cd quyén ding bai khi c6 tai
khoan (tai khoan do nguoi diing tu tao) va chi duoc xda bai cua minh dang. Tét ca tai khoan
s& do admin quan ly. Hé théng c6 kha ning reset mat khau tu dong khi c6 yéu cau tir ngudi

ding. Tat ca thong tin ding trén web site déu c6 thé truy cap bén trong va ngoai trudng.

Hé thdng phai chay nhanh, dap tng 1000 ngwoi truy cap cung lGc va chay 24/24,
7ngay/tuan, dam bao tinh du phong va bao mat. Bé dam bao diéu d6 hé thong phai c6 2
may chu web server, 2 database server chay SQL server/Oracle, va c6 1 tudng la dé kiém
soat. C6 2 dudng truyén toe d6 100 Mbs (trong nude) va 2 Mbs(qudc té) vai hai nha cung cap
khac nhau hoat dong theo co ché stand-by duoc diu ndi vao 2 thiét b router khac nhau. Web
site phai chia thanh cac module dya theo yéu cau. Di liéu trung binh 5TB/nim. Hé théng c6
back-up thudng xuyén theo ngay, tuan va nam. Cac may chi ¢6 thé thuoc cac dong may cua
IBM/HP. Thiét bi mang cd thé thuoc CISCO/Juniper. Riéng tuong lira phai thuéc hang
Checkpoint.
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CAU 1: REQUIREMENT
FUNCTIONAL REQUIREMENT

Stakeholder Discription ideas Priority
1.Admin Quan trj hé théng ok 1
1.1. Login Admin will login as default username ok 1

admin and change password at first

login
1.2. Create Categories name must be less than 50 ok 2
categories words, can contain word and number
1.3. Delete article | The request will display a delete Ok 2

confirmation message to the admin and
will be deleted when the admin
performs the deletion confirmation on

the notice

1.4. List article Can list all posts sort by name or post ok 1
date

1.5. Post article Requires headers, content. Headers ok 2

cannot be blank. Content up to 10000
characters can be attached to the file.
When posting, the name of poster must

be displayed .
1.6. Check User information will be displayed when | ok 2
account info the Admin choose the account he want
to see
1.7. List user Display list of all users on the system, ok 1
can sort by name or create date
1.8. Create new | Admin can create new account upon ok 1
account request
1.9. View article | Can view all categories article. Post will | ok 1

be displayed descending by post date.
Avrticle content will be fully display
when click on

1.10. Reset Can reset password upon request. One ok 2
password account can’t reset password twice a day
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NON-FUNCTIONAL REQUIREMENT

Stakeholder Discription ideas Priority
11T Quan trj hé théng ok 1
1.1. Accessibility | Can access system when connect to ok 1
internet
1.2. Access speed ok 1
must be no more
than 2 seconds
1.3. The system Ok 1
can stable
handling 1000
users at the same
time
1.4. System must | Must be setup backup policy, the system | ok 2
be back-up will be backup at 3am every Monday
regularly every weekS
1.5. System must | System must have 2 webserver, 2 ok 1
run 24/24, 7 day | database server and running standby
a week, 365 day a | mode
year
1.6. System System network must has at least 1 ok 2
network must be | firewall for sercurity
secured
1.7. System There are 2 internet lines of 100 Mbs ok 1
network must be | (local) and 2 Mbs (global) with two
stable different ISP operating on a stand-by
mode connected to two different router
devices.
1.8. Website Website must be written and divide by | ok 2
loading time must | module by request
be fast
1.9 The website | Website must be written in Java and ok 1
must be responsive so that all device can use the
compitable with | website normally
all device
1.10 The website | The website interface must be design ok 2

interface user-
friendly

friendly so that everyone can use all the
function easily
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CAU 2: TEST CASE

FUNCTIONAL TESTING

M& | Kichban | Cacbwéc Dir liéu test Kétqua | Két | Thanh
test | vé test case | test case mong qua | cong/that
case doi dat bai
dugcC
FO1 | Test user - Truy cap | Userid: testl T<ims bung | Pass
authenticate | web Pass: 123456 nhu
time - Nhap mong
userid doi
- Nhap
password
- Click
submit
FO2 | Check if - Truy cap Khoéng c6 | Bung | Pass
documents | website 16i chinh | nhu
on the - Truy cap ta nao mong
website are | trung doi
spelled trang
correctly - Kiém tra
chinh ta
FO3 | Testif user |- Truy cap | Userid: User Khéng | Failed
can enter website <scriprt>testl</script> | can’t nhu
special - Nhap ky | Pass: '@#!$'@ enter mong
character in | tu dac biét special doi
register vao 0 character
form input field
- Nhan
submit
FO4 | Testifthe |- Truy cap File sé bung | Pass
downloaded | website duoc nhu
files are - Tim file download | mong
pointing to | download vé may doi
the correct | duoc
path - An
download
FO5 | Post article |- Truy cap | Userid: test123 Hién mot | Khong | Failed
without website Password: hop thoai | nhu
enter header | - Nhap 123qwe! @# théng bao | mong
userid Thong tin bai dang: bat buoc | doi
- Nhap test test test nhap
password header
- Nhap cho bai
thong tin dang
bai dang
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nhung bo

tréng
header
- Post bai
FO6 | Post - Truy cap | Userid: test123 bang bai | Khéng | Failed
multiple website | Password: viét dinh | nhu
image - Nhap 123qwe! @# kém anh | mong
formats on | userid Anh: test.jpg, thanh doi
the article - Nhap test.jpeg, test.png, cong
password | test.omp, test.webp
- Dang
anh nhiéu
anh [én
bai viét
FO7 | Post - Truy cap | Userid: test123 User van | Nhu Pass
multiple website Password: c6 thé mong
image with | - Nhap 123qwe! @# cap nhat | doi
the same userid Anh 1: test.jpg anh dai
name on the | - Nhap Anh 2: test.jpg dién méi
article password nhu
- Chon thuong
anh dal
dién
- Nhén
submit
- Chon
anh dal
dién khéac
nhung
trang tén
- Nhén
submit
FO8 | Send mail - Truy cap | Mail address: Co6 mot Nhu Pass
using website fakemail@gmail.com | hop thoai | mong
invalid mail | - Nhap Thong tin: test test test | thong béo | doi
address théng tin | test dia chi
vao 6 mail mail
field khong
- Nhan ton tai
submit
FO9 | Send mail - Truy cap | Mail address: Cbé mot Nhu Pass
but without | website test@gmail.com hop thoai | mong
content - Nhap dia | Tiéu dé: test test théng béo | doi
chi email thong tin
- Nhap khong
tiéu dé duoc bo
mail tréng
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mailto:fakemail@gmail.com
mailto:test@gmail.com

- Bo tréng
content
- Nhén
submit

F10

Check web
page title

- Truy cap
website

- Truy cap
trung
trang cua
webiste

Céc trang
web phai
co tiéu dé
rd rang

Nhu
mong
doi

Pass
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SERCURITY TESTING

Ma | Kich Cac Dir liéu test Kétqua | Két | Thanh
test | banvé | bwéc mong | qua | cong/tha
cas | testcase | test case doi dat t bai
e dugcC
S01 | Check - Truy url: www.test.com/?id=2; Bang Dung | Pass
SQL cap web | drop table test; table trén | nhu
injection | - Truy sl mon
cap cac khéng g doi
trang co duoc
truyén drop
bién qua
url
- Chen
doan ma
qua url
do
S02 | Test - Truy Userid: Cacky | buang | Pass
XSS cap <script>alert(“Test”)</script | tu dac nhu
(Cross- | website | > biét nhu | mon
site - Nhap Password: 123gwe! @# <>/ phai | g doi
attack) userid duoc xu
- Nhap ly
passwor
d
- Quay
vé trang
index
S03 | Check if | - Chon Userid: test123 Passwor | bang | Pass
the chtrc Password: test123 d cua nhu
passwor | nang user mon
d being | dang ky duogc g doi
hashed |- Nhap hash
userid bang
- Nhap chuan
passwor sha512
d
- Nhén
dang ky
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http://www.test.com/?id=2

PERFORMANCE TESTING

M4 | Kichban | Cacbudéc Dir liéu test Kétqua | Kétqua | Thanh
test | vé test test case mong dat | cong/that
case case doi dwocC bai
POl | Test - Truy cap Userid: testl T<5ms bung Pass
loading web Pass: 123456 nhu
time - Nhap mong
userid doi
- Nhap
password
- Truy cap
vao cac
trang khac
nhau
P02 | Post article | - Truy cap T<5s Khéng | Failed
in heavy website nhu
load - Post bai mong
condition | dang vai 100 doi
tai khoan
khéc nhau
cung mot ldc
P03 | Test query |- Truy cap - Userid: admin T<5s Nhu Pass
time of website - password: admin mong
database - bang nhap doi
admin
- Vao trang
admin
- Chon chac
nang list
toan bo tai
khoan
P04 | Testload |- Tao mot Hé théng | Khong | Failed
testing in | moi truong c6 thé nhu
system riéng biét chiu mong
cho load duoc doi
testing 1000 user
- Cé&c user Vi thoi
truy cap toi gian dap
web ung
- User gui T<5ms
théng tin
lién tuc
PO5 | Testword |- Truy cap Userid: test S€co Nhu Pass
limit has in | website Password: test hop thoai | mong
asingle - Nhap user | Thong tin: test thong doi
article - Nhap test,.... bao bai
password dang qua
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- Nhap thong 10000 tur
tin bai dang vui long

hon 10000 nhap lai

tur

- Nhén

submit

P06 | Test log - Truy cap S€ ¢o file | Nhu Pass
file in vao hé quan log ghi mong
database tri co s& dir lai toan doi

liéu bo cac
- Thuc hién hanh
update, dong
delete mot update,
s6 ban ghi delete,..

PO7 | Access - Use User can | As Pass
website Google access expected
with Chrome website
different - Access the same
browser website with all

- Use Edge browser
- Access
website
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