. Mon: Kién tric tich hop hé théng
Ho Phuic Lam - Thuwe hanh 09 — 23/10/2024

Bai 8:

Web site phuc vu cho viéc quang bé thong tin can thiét ctia truong bao gdbm cac hang
muc: tin tirc, quang céo, cong tac ho tro, tuyén sinh va dién dan. Hé théng phai chay
nhanh, dap timg 100 nguoi truy cap cung luc va chay 24/24 dam bao tinh du phong
va bao mat. Bé dam bao diéu d6 hé théng phai co6 4 may chu web server, 4 database
server chay SQL server/Oracle, va ¢ 2 tudng lira dé kiém soat. Co 8 duong truyén
tbc d6 100 Mbs (trong nudc) va 10 Mbs(qudc té) v6i hai nha cung cap khac nhau
hoat dong theo co ché stand-by duoc d4u ndi vao 4 thiét bi router khac nhau. Web
site phai chia thanh cac module dya theo yéu cau. Di liéu trung binh 10TB/nam.
Muc tin tirc bao gdm céc sy kién lién quan dén hoat dong cla trudong; muc quang
c40 bao gom cac thong tin quang cdo vi du nhu thanh tich cia nha trudng dugc bao
dai khen tang; muc cong tac hd trg nham giup d& giang vién, sinh vién cua trudng,
nhimg giang vién hay sinh vién c6 thé vao day xem thong tin vé cac khoan muc gitip
dd sau do lién hé truc tlep v&i phong; cong tac phuc vu tuyen sinh bao gom cac thong
tin lién quan dén viéc tuyen sinh cac khoa khac nhau; va cudi cung 13 phan dién dan
cho phép moi ngudi co thé ding tin (khi co tai khoan) va xem cac muc tin trong dién
dan. Lién quan dén viéc quan 1y cac thong tin khac nhau trén web site duoc phin
quyén nhu sau: viéc quang ba thong tin va quang cdo s& do phong PR cua trudng
dam nhiém chi c6 cac nhan vién trong phong PR mdi c6 quyén ding bai, nhiing
ngudi con lai chi duoc xem ma thdi. Tuwong tu cho thong tin hd tro chi c6 cac nhan
vién trong phong HJ trg méi c6 quyén diang bai, con lai chi dugc xem.Tét ca tai
khoan s& do admin quéan 1y. Hé thong c6 kha ning reset mat khau ty dong khi c6 yéu
cau tir ngudi dung. Tt ca thong tin dang trén web site déu co thé truy cap bén trong
va ngoai trudng. Muc thong tin tuyén sinh ciing duoc phan quyén chi ¢6 nhan vién
phong tuyén sinh méi ¢6 quyén dang bai con lai chi xem. Phan dién dan duoc quan
1y nhu sau chi c6 tai khoan admin (quén tri web site) mdi c6 quyén tao cac hang muc
khac nhau, c6 quyén xo6a bai cua nhiing ngudi khéc, cac tai khoan con lai chi co
quyén ding bai khi co tai khoan (tai khoan do nguoi ding ti tao) va chi dugc x6a
bai ciia minh dang.

Yéu cau:

Ciu 1: Viét RFP (request for proposal) cho hé thong Web site trén
Cau 2:

- Functional testing

- Security testing
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THUC HANH

Cau 1: viét RFP (request for proposal) cho hé thdng Web site trén

1.Kiém tra chirc ning

Ciing nhu bat ky mot ang dung nao khac, viéc kiém thir xem ng dung web c¢6 duoc

xay dung dang véi yéu cau (requirements) cua khach hang hay khéng la diéu tién quyét va

quan trong nhat.

Kiém tra néi dung giao di¢n trén trang web: Mdi thanh phan button, textbox,
image, link trén page va bé cuc page can tuan theo chinh xac kich thuéc va vi tri ma
ban thiét ké UI quy dinh. Pa sb cac ban thiét ké déu kém theo mockup/wireframe
dé chi rd kich thudc va vi tri, mau sac, ¢ chir va b cuc tirng trang web. Ban can so
sanh ddi chiéu gitta mockup va noi dung thuc su hién thi trén browser.

Kiém tra cdc link & menu: Kiém tra tat ca link noi bo (internal link) va link ngoai
bo (external link) xem chang cé hoat dong khéng, c6 tro dén dang dia chi mong
mudn khdng. Ban can bao dam cac link email s& mo ra trinh soan email mic dinh
khi user click vao. Ngoai ra, cac link khong duoc tu tro dén vi tri cua chinh né va
khong ton tai cac orphan page.

Kiém tra cdc form nhdp di liéu: Pao dam cac truong (field) dit liéu duoc thiét ké
dang dang, ludn co gia tri mac dinh, ludn co bo loc kiém tra (validation) nhiing
thong tin user nhap vao xem cé hop I€ khong trude khi submit. Ngoai ra, qua trinh
chuyén tai théng tin tir browser dén server ciing can bao dam la théng tin gui di
khép vai nhitng gi user nhap vao, khdng that lac va bi sai léch.

Kiém tra 16i ct phdp html/css: Xac dinh cac tag CSS 404 tra lai hozc 15i tai khac
CSS. Xac dinh trén HTML id, class, va cac thugc tinh tén khéng phi hop véi bat ky
thé CSS nao.

Kiém tra cookie (browser) & session (server) Kiém tra cac ung dung ding nhap
trong phié n bang cach cho phép va vo hiéu hoa cac tap tin cookie. Cookie thir
nghiém ti éu ¢ wc bang cach st dung mot tén mién khong phdi hop. Kiém tra xem
cookie phién thiét 1ap lai gitra cac phién trinh duyét. Kiém tra bao mat ang dung

bang cach x6a cac tap tin cookie ¢ chon loc trong khi ki ém tra hoat dong .
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« Kiém tra ban dich (localization): Néu tng dung caa ban hd tro da ngén ngir, test
ban dich tirng ngdn ngir la can thiét dé bao dam qua trinh dich va gén rap khéng co
su ¢b “rdu 6ng nay cam cam ba kia”, hoic ban dich khong sat nghia, bi tran dong
khi dich, v...v..

« Kiém tra database: Kiém tra dit liéu théng nhét trong cac hinh thirc web co s& di
liéu theo dinh huéng Kiém tra chirc ning tao, chinh stra, x6a, cap nhat céng viéc .
Kiém tra dit liéu cung cap di liéu chinh xac . Xac dinh két néi co sé dit liéu va cac

13i truy van .

2.Kiém tra kha ning sir dung
Viéc thiét ké va trinh bay ciia mot ang dung 6 anh huéng 16n dén thanh cong nguoi
dung cua ban sé cé trong viéc st dung cac tng dung Web.
« Kiém tra ngi dung
o Kiém tra noi dung la hop ly sap xép va dé dang cho nguoi st dung hiéu.
o Kiém tra I8i chinh ta.
o Kiém tra xem trang adhear dén m au s ac va hoa van huéng dan phong cach,
bao gém phéng chit, khung hinh, va bién gidi.
o Kiém tra xem cac h inh anh tai mot cach chinh xac va c6 kich thudéc pht hop.
« Kiém tra cdc logic lién két va hwéng ddn
o Nguoi dung ludn can huéng dan va lién két & moi noi, moi luc va cang sac
tich c6 dong cang tét. Nén bao dam moi thao tac trén trang web déu duoc
huéng dan va goi y thong qua cac tooltip, cac thong bao, sitemap, cac lién
két va hinh anh néu can.
«  Kiém tra vin héa khu vuc va déi twong sir dung
o Diéu nay bt ngudn tir dic diém riéng cua tung linh vuc (vi du y khoa thuong
ding mau sang dé thé hién sy sach sg), hodc van hoa riéng ting khu vic
(ngudi chau 4 thudng chudng tdng mau néng va cau ky hon chau au).
o Thém vao dé, trong qua trinh test, ban hay ludn bao dam rang chuan thiét ké

web app cua ban cé thé duoc tim thay phé bién & nhiéu web app khac. Vd
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nhu button login, logout thudng nam & goc trén bén phai va menu chinh luén
nam & trén cho tat ca trang web con. Néu mét trang web khoa hoc trinh bay
bang font chit cach diéu loe loet, tiéu dé chay ngang doc, hoac mot trang web
danh cho tré em lai chi ding 2 tdng mau den tring budn té thi nén gop y Voi
bo phan thiét ké.

3. Kiém tra sy twong thich

Vé6i dic diém hd tro trén nhiéu thiét bi, nhidu méi trudong va cong nghé thay doi

chong mat, kiém thir do tuong thich véi web app 1a mot thir thach khéng nho vi trai dai va

tén nhiéu cong suc (lai ¢é rai ro cao).

« Kiém thit twong thich theo thiét bj & hé diéu hanh

o Ngay nay, cac browser duoc tng dung rong rai trén may tinh ca nhan, may tinh xach

tay, may tinh bang, smartphone va nhiéu loai thiét bi ngoai vi hd tro hé diéu hanh. .

Khong c6 phan mém nao chay hoan hao trén tat ca méi treong nén hiy dit vu tién

cho nhitng mai truong can hd tro.

o Hai diéu can luu tdm nhat khi kiém tha web véi thiét bi : khung hinh va kha ning

hd tro cua thiét bi vai cac phién ban html. Hay truy cap tat ca noi dung web ban co

thé trén tung loai thiét bi va thay d6i zoom hinh, quay ngang doc dé xem néi dung

web thay doi thé nao. Hay chay thir ting chirc nang trén trang web dé bao dam

chung chay duang.

* Trinh duyét twong thich

o

Thir nghiém tng dung web ctia ban cho chirc ning chinh xac trén mot s trinh
duyét nhu Firefox, IE, Chrome, Opera, va Safari.

Kiém tra chirc niang tng dung voi mot loat cac cai dat cau hinh bao mat trinh
duyét.

Kiém tra chirc niang tng dung véi cac tinh ning trinh duyét bat - tat (JavaScript,
cookies).

Kiém tra dung hinh trinh duyét cua giao dién nguoi ding ¢ng dung caa ban.
Kiém tra cac thiét lap bao mat cua trinh duyét cho tén mién chéo truy cap va
hack.
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O

Kiém tra chic nang ung duyng nhat quan trén nhiéu phién ban caa mét trinh

duyét.

4.Kiém thir hi¢u suat

«  Kiém thir treng tdgi (load test)

o

o

Tuyén tinh kha ning mé rong - noi hiéu suat cuia mét ung dung khong thay ddi
khi s6 lwong nguoi ding tang lén. Kiém tra tai trong xac dinh mot chi s6 Kha
ning mo rong cho hiéu suit eng dung web

Kiém tra phan (tng may chu dé duégi dang trinh duyét gui yéu cau

Xac dinh thay d6i hoat dong trong mot khoang thoi gian .

Thir nghiém cho cac chirc nang ma ngirng lam viéc & cac cap do cao hon cua
nguoi sir dung tai.

Xac dinh cac van dé vé do tré mang vé chie nang ung dung Web

«  Kiém thez sitc chiu duwng (stress test)

o

O

o

o

Xac dinh cach thic tng dung dap trng theo muic do tai .

Xac dinh cac phan cua tng dung web ma khéng theo mirc do tai .

Xac dinh cac chirc ning ung dung sau khi mot vu tai nan hé théng hozc thanh
phan thét bai.

Xac dinh cac hinh th e v a cac lién k ét hoat dong khac nhau theo mac do tai.

5.Kiém thir bio mat

« Bao vé dir liéu tng dung Web va duy tri chirc ning nhu thiét ké.

« Kiém tra cac hoat dong ma khong can loging .

«  Kiém tra xac thuc co ban sir dung tén gia va cac thong tin mat khau

« Kiém tra gidy chung nhan X.509 an ninh an toan trén cac trang web

« Thur nghiém cho cac chie nang irng dung chinh xac dua trén cac gia tri thugc tinh
khong hop I¢ URL.

« Kiém tra cac chitc ning tng dung véi cac linh vuc dau vao khong hop 18, bao gdm

cac linh vuc van ban.

« Kiém tra bao vé may chi web cua cac thu muc web khdng thé truy cap hoic cac tap

tin.
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Kiém tra dé xac dinh @ng dung Web vi pham an ninh, bao gém ca thong bao | 5i va
vi pham an ninh nd luc dang duogc dang nhap.

Kiém tra cac linh vuc CAPTCHA cho cac hinh th tc web va dang nhap.

Kiém tra c4c thiét 1ap bao mat trinh duyét dé di chuyén tir an toan vao céc trang web

khong an toan.

6. Backup hé thong

Sao luu dit liéu (backup) 1 tudn/ 1an hodc 2 ngay/lan dé giup dit liéu web ludn an
toan khi nha cung cp co su cd xay ra.

T4 chtrc, bd cuc lai website sao cho cac danh muyc dugce sip xép hop 1y gitip khach
hang tim kiém thong tin d& dang hon

Xt 1y khi hé théng gip su cd vé website, domain, hosting.
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Cau 2:

FUNCTIONAL TESTING

M4 | Kich ban kiém | Cac buéc kiém | Dir liéu Két qua Két Pat/
kiém | thir thw mong doi | qua khéng
thu thue dat
té
FO1 | Kiém thir chirc 1.Truy cép trang | Tén dang bang nhap | Nhu bat
nang nguoi dung | dang nhap nhap: userl | thanh céng | mong
dang nhap vao 2.Nhap tén dang | Mat khau: va chuyén | doi
tai khoan cua nhap passwordl dén trang
minh 3.Nhap mat khau chinh
4 Nhan niit dang
nhap
FO2 | Kiém thir nguoi | 1.Truy cdp trang | Tén ding Tao tai Nhu Dbat
dung dang ky tai | dang ky nhap: khoan mong
khoan méi 2 Nhap tén tai newuser thanh céng | doi
khoan Mat khau: va théng
3.Nhap mat khau | password123 | béo thanh
4 Nhép thong tin | Ho tén: cong
canhanvao cac | Nguyén Vin
truong dir ligu An
tuong trng
3.Nhén nut “Dang
ky”
FO3 | Kiém thir ngudi | 1.Truy cdp trang | Khong co dit | Hién thi Nhu bat
dung c6 thé xem | tin tic liéu dau vao | danh sach | mong
cac bai viét 2.Kiém tra danh bai viétva | doi

trong muc tin

tirc

sach bai viét
3. Chon mot bai
viét ngau nhién dé

xem chi tiét

thong tin
chi tiét
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FO4 | Kiém thir nhan 1.bang nhdp vao | Noéi dung: Bai dang Nhu bat
vién Phong PR | tai khoan cta “Thanh tich | quang cao | mong
c6 thé dang bai | nhan vién phong | xudt sic cua | dugc dang | doi
quang cao PR Truong nam | thanh cong
2. Truy cap trang | 2024
dang bai.
3.Nhéap thong tin
bai dang quang
céo
4 Nhan “Ding”
FO5 | Kiém thirsinh | 1.Dang nhdp vao | Khong co ditr | Hién thi Nhu | Pat
vién c6 thé xem | tai khoan sinh liéu dau vao | théng tin mong
cac thong tin hd | vién hd trg ddy | doi
tro 2.Truy cap trang da
ho tro
3.Kiém tra danh
sach thong tin hd
tro.
FO6 | Kiém thir Nhan | 1.Pang nhap vao | Noi dung: Baituyén | Nhu bat
vién phong tai khoan nhan “Tuyén sinh | sinh da mong
tuyén sinh c6 thé | vién phong Tuyén | khéa 2024” | duoc dang | doi
dang bai tuyén | sinh. thanh cong.
sinh 2.Truy cap trang Va xuat
dang bai tuyén hién trong
sinh. trang dau
3.Nhap thong tin cuia muc
ndi dung. tuyén sinh

4 Nhan “Dang”
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FO7 | Kiém thir ngudi | 1.Pang nhip vao | Noi dung: Bai dang Nhu bat
ding c6 thé dang | tai khoan nguoi “Cho minh da dugc mong
bai trong dién dung da tao. hoi vé thong | dang thanh | doi
dan 2.Truy cap vao tin va quy cong va

dién dan. trinh xét hoc | xuét hién
3.Nhap bai viét bong cua trong danh
moi truong” sach cua
4.Nhan nut “Dang bai ding
bai” dién dan

FO8 | Kiém thir quan 1.PBang nhap vao | Tai khoan Tai khoan | Nhu bat
trj vién co thé tai khoan quan tri | quén tri vién: | Nguyén mong
quan ly tai Vvién adminl123 Van A da | doi
khoan bao gém, | 2.Truy cdp trang | Mat khau: d6i thanh
x0avasiadoi | quan Iy tai khoan | admin@123 | Nguyén A
thong tin tai 3.Chon tai khoan Van. Tiép
khodn 4 Nhén nat “Stra” | Déiténtai | d6 1a tai

5.Stra thong tin khoan khoan nay

6.Nhan xac nhan | Nguyén Van | da duoc

7.Nhéan nit “Xéa” | A thanh x6a khoi hé

8.Nhan niit xac Nguyén A thong do

nhan x0a Van nguoi quan
tri thuc
hién

FO9 | Kiém thir hé 1.Truy cép trang | Emai: Thong bao | Nhu Dat
thong co chirc dang nhap userl@exma | giri yéu cau | mong
nang reset mat 2.Nhéan “Quén ple.com reset mat doi
khau ty dong khi | mat khau” khau tir hé
c6 yéu cau tir 3.Nhap email da thong dén
nguoi dung dang ki tai khoan email

4 Nhan xac nhan nguoi dung
guri yéu cau. thanh cong.
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SECURITY TESTING

M& | Kich bian | Cac buéc kiém thir Dir liéu Kétqua | Kétqua | Dat
kiém | kiém thir mong doi | thue té | /Khong
thir dat
S01 | Kiém ther | 1. Truy cip trang ding Tén dang Hé thong | Nhu Dat
tan cong | nhap. nhap: 'OR | khéng cho | mong
SQL 2. Nhap chudi SQL tan '1'="1 phép truy | doi
Injection | cong vao truong tén dang cap va
nhap hodc mat khau. théng bao
3. Nhéan "Ding nhap". 16i.
S02 | Kiém thir | 1. Truy cdp trang ding Tén dang Hé théng | Nhu Dat
tan cong | ky. nhap: <script | khdng mong
XSS 2. Nhap ma doc vao >alert(1)</sc | chay ma doi
(Cross- truong nhap liéu. ript> doc va
Site 3. Nhan "Pang ky". thong bao
Scripting) 16i.
S03 | Kiémtra | 1.Pang nhap vao tai Tai khoan Hé théng | Nhu Dat
quyén khoan khong cé quyén khong cd tir chdi mong
truy cdp | quan tri. quyén quan | truy cp doi
2. Thir truy cap trang tri va thdng
quan Iy tai khoan. bao 16i.
S04 | Kiémtra | 1. Truy cap trang ding Mat khau: Hé thong | Nhu Dat
tinh ky. 12345 tir chdi va | mong
manh cta | 2. Nhap mat khau yéu. thong béo | doi
mat khau | 3. Nhan "Ding ky". mat khau
khong du
manh.
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S05 | kidm tra | 1- Truy cép trang dang Email: Hé théng | Nhu Dat
chire nhap. invalid@exa | théng bdo | mong
niing 2. Nhén "Quén mat mple.com 16i khong | doi
reset mét khau". tim thay
Kkhiu 3. Nhap email khong hop email.
1& va giri yéu cau.
S06 Kidm tra 1. Kiém tra xem dit liéu Khoéng can Dit liéu Nhu Pat
bio mat nhay cam c6 dugc ma dir liéu dau nhay cam mong
thong tin hoa khi luu trir khong. vVao duoc ma doi
2. Thuc hién truy van trén hoa va
co s& dir lidu. khong thé
truy cap
dé dang.
S07 Kiém tra | 1. Thuc hién cac cudc tn Khong can Tuong ltra | Nhu Pat
tuong lira | cong gia 1ap nhu DDoS. | dir lidu dau chan tat ca | mong
2. Theo d&i phan hoi cua | vao cac cudc | doi
hé thong. tan cong
khong hop
1€.
---Két thiic Bai Lab08 ---
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