Dia chi IP, chia subnet, VLSM, summary.

Pia chi IP 13 mot chuyén dé quan trong trong chuong trinh dio tao chuyén vién
mang CCNA. Dé c6 thé theo hoc t6t chuwong trinh CCNA, vuot qua duge cac ky thi lay
ching chi qudc té va theo hoc tiép duoc cac chimg chi cao cip hon ciing nhu dé hoan
thanh tot duoc cac cong viée trong linh vuc mang, nguoi hoc vién, ky su, chuyén vién
phai nam viing cac klen thirc va k¥ nang lién quan den dia chi IP. Tai liéu sau sé cung
cap nhitng diém chinh yéu, quan trong cta chuyén dé nén tang nay.

1. Mot vai diém co ban can nho :

- Chuyén d6i nhi phan — thip phan: cin nam viing cach chuyén doi giita s6 nhi phan va
thap phan. VD: 5 <->101; 10 <->1010; 64 <->1000000.

- V6in bit nhj phén, ta ¢6 the thiét 1ap duoc: 2" s6 nhi phan n bit v6i gia tri thap phan
tuong ung chay tir 0 dén 2" — 1. (0 ->9)

VD:
«  Vé&in=2, talap dugc 22 =4 s6 nhi phan 2 bit chay tr 0 &én 3 (=22-1):
00 20
01 =>1
10 22
11 >3
« Véin=3,talap dugc 2® =8 sb nhi phan 3 bit chay tr 0 dén 7 (=23 —1):
000> 0 100 2> 4 001>
1 101 > 5 010> 2

110> 6 011> 3

> 7

111

- C6 gang nhé mot s6 lily thira cua 2, it nhat cho dén 28 :

20=1 24=16
21=2 25=132
22=4 20=64
2°=8 27=128

28 =256 (0->255)

- Sau day 1a cac chudi nhi phan 8 bit ciing cac sb thap phan tuong tmg can phai thudc dé
phuc vu cho viéc tinh nhanh subnet mask:

Chudi nhi phan 8 bit. | Gia tri thap phan twong ng.
00000000 0
10000000 128
11000000 192
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11100000 224
11110000 240
11111000 248
11111100 252
11111110 254
11111111 255

Bang 1.1 — Cac chudi nhi phéan 8 bit can nhd

- Bang budc nhay: Bang nay dugc st dung dé tinh toan trong phép chia subnet

Sdbitmuon |1 |2 3 14 |5 |6 |7 |8
Budc nhay 128164 (3211618 |4 |2 |1

Bang 1.2 — Bang tuong tng s bit muon va budc nhay

2. Dia chi IP:

Dia chi IP 1a dia chi logic dugc st dung trong giao thic IP cua 16p Internet thugc mo
hinh TCP/IP (twong ng voi 16p thtr 3 — 16p network ctiia mo hinh OSI). Muc nay trinh
bay cac diém chinh can ghi nhé vé dia chi IP.

2.1. Cu triic dia chi IP

- Dig chi~IP g@)m 32 bit nhi phan, chia thanh 4 cum 8 bit (g(_)i la cac pctet)'. Cac octet duoc
bi¢u dien dudi dang thap phan va duge ngan cach nhau bang cac dau cham.

- Dia chi IP dugc chia thanh hai phan: phan mang (network ID) va phan host ID.

i1 0 o00011011011000111101011001100

- 32 Bits S
TR s ]

- 32 Bits ot
10000011 01101100 || 01111010 || 11001100

e 8 Bits e affe— 0 Bt — af—F Bils e—m af— it e—

131 : 108 2 122 : 204

=i & Bits - 3 Bitls = -f—F Bils = - Bits =——

Hinh 2.1 — CAu trtc dia chi IP
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- Viéc dit dia chi IP phai tuan theo cdc quy tic sau:
= Céac bit phan mang khong dugc phép dong thoi bang 0.
VD: dia chi 0.0.0.1 v&i phan mang 13 0.0.0 va phan host 1a 1 13 khéng hop 16.
= Néu céc bit phan host dong thoi bang 0, ta c6 mot dja chi mang.
VD: dia chi 192.168.1.1 1a mc}} dia chi co thé gan cho host nhung dia chi 192.168.1.0
la mot dia chi mang, khong thé gan cho host dugc.

= Néu céc bit phan host dong thoi bang 1, ta c6 mot dja chi quang ba (broadcast).
VD: dia chi 192.168.1.255 1a mdt dia chi broadcast cho mang 192.168.1.0

2.2. Cac 1op dia chi IP:
Khong gian dia chi IP dugc chia thanh cac 16p nhu sau:

a) Lop A:
Class A
. 24 Bits >
Seroowe | most | wost | _west ]
# Bits 1 7 24
Class A: O NETWORK# HOST#

Hinh 2.2 — Céu tric dia chi 16p A

- Piachi1p A sir dung mot octet dau 1am phan mang, ba octet sau lam phan host.
- Bit dau cta mot dia chi 16p A ludn duoc giit 1a 0. Do d6, cac dia chi mang 16p A gom:
1.0.0.0 = 127.0.0.0.
Tuy nhién, mang 127.0.0.0 dugc su dung lam mang loopback nén dia chi mang 16p A
str dung dugc gom 1.0.0.0 = 126.0.0.0 (126 mang).

Chu y: dia chi 127.0.0.1 la dia chi loopback trén cac host. bé kjém tra chong giao thirc
TCP/IP ¢6 dugc cai dat ding hay khong, tur ddu nhac hé thong, ta danh 1énh ping
127.0.0.1, néu ket qua ping thanh cdong thi chong giao thire TCP/IP da dugc cai dat dung
dan.

- Phén host c6 24 bit => mdi mang 16p A c6 (22* - 2) host.
- Vidu: 10.0.0.1, 1.1.1.1, 2.3.4.5 1a cac dia chi 16p A.

b) Lép B:
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Class B
s | G BitS, ee—

o | vewor ST

# Bits i 14 16

Class B: 1 0 | NETWORK# HOST#

Hinh 2.3 — Céu trtc dia chi 16p B.

- Pia chi 16p B str dung hai octet dau lam phan mang, hai octet sau 1am phan host.
- H‘ai bit dau ctia mot dia chi 16p B luén dugce gitr 1a 1 0. Do do6 cac dia chi mang 16p B
gom:
128.0.0.0 -> 191.255.0.0  C6 tat ca
2'4 mang trong 16p B.
- Phan host: 16 bit
Mot mang 16p B ¢6 216 — 2 host.
- Vidu:cacdiachi 172.16.1.1, 158.0.2.1 1a céc dia chi 16p B.

¢) Lop C:
Class C
€ 8 Bits =5
NETWORK NETWORK NETWORK _
# Bits TR | 21 8
Class C: 1 | 1| 0 |[NETWORK#| HOST#

Hinh 2.4 — Cau trtc dia chi 16p C.

- bia chi lop C sur dung ba octet dau 1am phﬁn mang, mot octet sau l[am phﬁn host.

- Babit dau cua mot dia chi 16p C ludn duoc gitr1a 11 0. Do d6, cac dia chi mang 16p C
gom:
~192.0.0.0 > 223.255.255.0

Co6 tat ca 22! mang trong 16p C.

- Phan host: 8 bit
Mot mang 16p C ¢6 28 — 2 = 254 host.
- Vidu:cacdiachi 192.168.1.1, 203.162.4.191 1a céc dia chi lop C.
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d) Lép D:
- Diachi:

224.0.0.0 ->239.255.255.255
- Dung lam dia chi multicast.

Vi du: 224.0.0.5 dung cho OSPF
224.0.0.9 dung cho RIPv2

e) Lop E:
- Tu 240.0.0.0 tr¢ di.
- DPuogc dung cho muc dich du phong.

Chuy:

- Cac 16p dia chi IP ¢6 thé sir dung dé dit cho cac host 1a cac 16p A, B, C.

- Pé thuan tié,n cho viéc nhan di¢én mdét dia chi IP thudc 16p nao, ta quan sat octet dau
cua dia chi, néu octet nay cé gia tri:

*kEkx* 1 > 126: dia chi lop A. ****

128 2 191: dia chi 16p B.

*%%% 192 - 223:  diachi 16p C.
*¥%kx 224 - 239:  diachi lop D.
*Ek*Ek 240 - 255  diachilop E.

2.3. Dia chi Private va Public:

- Dia chi IP dugc phan thanh hai loai: private va public.
= Private: chi dugc st dung trong mang ndi bd (mang LAN), khong dugc dinh
tuyén trén moi truong Internet. Co thé duoc su dung 1ap di lap lai trong cac mang
LAN khac nhau.
= Public: 1a dia chi IP st dung cho cac goi tin di trén mdi trudong Internet, duoc
dinh tuyén trén méi truong Internet, khong sir dung trong mang LAN. Dia chi
public phai 12 duy nhat cho mdi host tham gia vao Internet.

- Dai dia chi private (duoc quy dinh trong RFC 1918):
Lop A: 10.x.x.x
Lop B: 172.16.x.x > 172.31.x.x
Lop C: 192.168.x.x

- K¥ thuat NAT (Network Address Translation) dugc sir dung dé chuyén doi giita IP
private va IP public.

- Y nghia cua dia chi private: dugc st dung dé béo ton dia chi IP public dang dan can kiét
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2.4. Dia chi quing ba (broadcast):
GOm hai loai:
- Direct:
VD: 192.168.1.255 - Local:
VD: 255.255.255.255
- Pé phan biét hai loai dia chi broadcast nay, ta xem xét vi du sau:

Xét may co dia chi IP 1a 192.168.2.1 ching han. Khi may nay giri broadcast dén
255.255.255.255, tit ca cac may thudc mang 192.168.2.0 (I3 mang mdy gui goi tin
dung trong d6) s& nhan duoc godi broadcast ndy, con néu nd giri broadcast dén dia chi
192.168.1.255 thi tit ca céc may thuoc mang 192.168.1.0 sé nhan dugc go1 broadcast

(cac may thudc mang 192.168.2.0 s€ khong nhan dugc gbi broadcast nay).
2.5. Bai tap:
Cho biét dia chi nao sau day c6 thé dung cho host:
* 150.100.255.255
* 175.100.255.18
* 195.234.253.0
* 100.0.0.23
+ 188.258.221.176
« 127.34.25.189
e 224.156.217.73
« 0.0.0.0
3. Chia subnet:

3.1. Subnet mask va sé prefix:
- Subnet mask :

Subngt mask la mot dai 32 bit nhi phan di kem voi ngét dia chi IP,‘ dwoc cdac host sw
dung deé xdac dinh dia chi mang cua dia chi IP nay. D¢ lam duogc diéu do, host s¢ dem
di,a chi IP thyc hién phép tinh AND tung bit mot ctua dia chi véi subnet mask cua no,
két qua host sé thu duoc dia chi mang twong ing cua dia chi IP.

Vi du: Xét dia chi 192.168.1.1 vo1 subnet mask tuong ung 1a 255.255.255.0

Dang thap phan | Dang nhi phan

bia chi IP 192.168.1.1 11000000.10101000.00000001.00000001
Subnet mask | 255.255.255.0 [1111111.11111111.11111111.00000000
bia chi mang | 192.168.1.0 11000000.10101000.00000001.00000000

( phép toan AND: 0 AND 0=0

0 AND 1=0

1 AND 0=0

1AND 1=1)

Dbi voi ching ta, quy tic goi nhé subnet mask rat don gian: phan mang chay dén
dau, bit 1 ctia subnet mask chay dén d6 va rng vé1 cac bit phan host, cac bit ctia subnet
mask dugc thiet 1ap gia tri 0. Mgt s subnet mask chuan:

Lop A : 255.0.0.0
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Lép B: 255.255.0.0
Lop C: 255.255.255.0
- S0 prefix:

Nhu da néu ra & trén, subnet mask dugc s dung kém vaéi dia chi IP dé mot host co
thé can ctt vao do xac dinh duoc dia chi mang tuong Ung cua dia chi nay. Vi vay, khi
khai bao mot dia chi IP ta luon phai khai bdo kém theo mot subnet mask. Tuy nhién,
subnet mask du da duoc viét dudi dang s6 thap phan van kha dai dong nén dé mo6 ta mot
dia chi IP mot cach ngin gon hon, nguoi ta dung mét dai lugng duoc goi la s0 prefix.
S6 prefix don gian chi 13 s6 bit mang trong mot dia chi IP, duoc viét ngay sau dia chi
IP, va duoc ngin cach véi dia chi nay bang mot dau “/”. Vi du: 192.168.1.1/24,
172.16.0.0/16 hay 10.0.0.0/8,.v.v...

- Nguyén ly co ban cua ky thuit chia subnet: Pé c6 thé chia nho mot mang lon thanh
nhiéu mang con bang nhau, ngudi ta thuec hién mwon thém mét sé bit bén phan host a"e
lam phan mang(NetID), cac bit muon nay dugc goi la cac bit subnet. Tuy thudc vao sb
bit subnet ma ta c6 dugc cac sb luong cac mang con khac nhau voi céc kich c& khac
nhau:

. Create another section in the IP
SOLUTION: address called the subnet.

NETWORK| SUBNET _

Hinh 2.5 — Muon thém bit dé chia subnet.

4. Cac dang bai tap vé chia subnet:

4.1. Cho mét mang 16n va sé bit mwon. Xéc dinh :
- S6 subnet

- S host/subnet : Bugc nhay

- bia chi mang ctia mdi subnet.

- Dia chi host ddu ciia mdi subnet.
- Dia chi host cudi ciia mdi subnet.
- Dia chi broadcast cia mdi subnet.
- Subnet mask dugc stir dung.

Cach tinh:

- Goi n 1a s6 bit muon va m 1a s6 bit host con lai.
Ta c6: m = 8-n; (32bit — ¢ bit NetID)

+ S6 subnet cé thé chia dwoc:
- 20 néu co hd trg subnet — zero.
-2™—2 néu khong hd trg subnet — zero s host.

Ludt subnet — zero: néu hé diéu hanh trén host khong bat tinh ning subnet — zero, khi
chia subnet ta phai bo di khong dung hai mang con tng véi cac bit subnet bang 0 hét
va cac bit subnet bang 1 hét. Nguoc lai néu hé diéu hanh bat tinh ning subnet — zero
, ta c6 quyén str dung hai mang con nay. Nhin chung, cac hé diéu hanh ngay nay déu
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bét tinh ning subnet — zero mot cach mic dinh, do d6 néu khong thiy néi gi thém
trong yé€u cau, ta st dung cach chia c6 ho trg subnet — zero.
+ S6 host c6 thé c6 trén mdi subnet: 2™ — 2 (host/subnet).

- Vi moi subnet chia duoc:
+ Dia chi mang c6 octet bi chia cit 13 bdi s6 ciia budc nhay (Octet bi chia cit la

octet vira co cac bit thudc phan mang vura co cac bit thudgc phan host). Budc nhay
tuong tng v6i s6 bit muon b thé duoc tra trong bang 1.2 ctia muyc 1.

+ Pia chi host diu = dia chi mang + 1 (can hiéu cong 1 & day 14 lui vé sau mot dia
chi).

+ Pia chi broadcast = dia chi mang ké tiép — 1 (can hiéu trir 1 & day 1a lui vé phia
trudc mot dia chi).

+ Pia chi host cudi = dia chi broadcast — 1 (can hiéu trir 1 & day 1a Iui vé phia trude
mot dia chi).

- Dé tinh ra subnet mask duoc sir dung, ta st dung cach nhd: phﬁn mang cua dia chi chay
dén dau, cac bit 1 ciia subnet mask chay dén dé va bang 1.1 ctia myc 1.

VD1: Xét mang 192.168.1.0/24 , muon 2 bit, con lai 6 bit host, budc nhay 1a 64.
192.168.1.0 11000000 | 10101000 | 00000001 | 00000000
255.255.255.0 | 11111111 | 11111111 | 11111111 | 11000000
255.255.255.192 255 255 255 192

Ta co:
- Budc nhay: 8 — 2bitmugn =6bit -> budc nhay = 26 = 64 host (0 ->63)
- S6 subnet c6 thé c6: 22 =4 subnet. (00, 01, 10, 11)
-S4 host trén mdi subnet = 26 — 2 = 62 host.
- Cac dia chi mang s€ c6 octet bi chia cit (octet thur 4) 1a boi sb cua 64.
- Liét ké cac mang nhu sau:

* Net 1:

192.168.1.0/26  -> dia chi mang NET ID
192.168.1.1/26  ->dia chi host dau.

192.168.1.62/26 ->dia chi host cubi.
192.168.1.63/26 ->dia chi broadcast.  Broadcast ID

192.168.1.64/26 -> dia chi mang Net ID
192.168.1.65/26 ->dia chi host dau

192.168.1.126/26 ->dia chi host cudi
192.168.1.127/26 ->dia chi broadcast.

192.168.1.128/26 ->dia ch"i mang
192.168.1.129/26  ->dia chi host dau.
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192.168.1.190/26 ->dja chi host cudi.
192.168.1.191/26 ->dia chi broadcast.

192.168.1.192/26 -> dia chi mang
192.168.1.193/26  ->dia chi host dau.

192.168.1.254/26 ->dia chi host cubi.
192.168.1.255/26 ->dia chi broadcast.

Vay, mot mang lop C: 192.168.1.0/24 da dugc chia thanh 4 mang :192.168.1.0/26,
192.168.1.64/26, 192.168.1.128/26, 192.168.1.192/26.

Subnet mask duogc st dung trong vi du nay 1a 255.255.255.192

VD2: Xét mang 172.16.0.0/16, muon 2 bit. Octet bi chia cat ( thanh 2 phan 13 net va host )
1a octet thir 3.

172.16.0.0 10101100 00010000 00000000 00000000
255.255.0.0 11111111 11111111 11000000 00000000
255 255 192 0

- S6 bit muon 1a 2 => s6 mang con c6 thé c6 (tinh theo luat subnet zero): 22 = 4 mang. SO
bit mang bay gio la 18 bit.
-S4 bit host con lai: 32 — 18 =14 bit.(16bithost - 2bitmuon = 14host) => sb host/subnet =
24— 2 host.
- Céc dia chi mang s& ¢ octet thir 3 13 boi sd ctia 64(0 -> 63) (octet ndy bj muon 2 bit) -
Ta c6 dai dia chi nhu sau:
Net 1:
172.16.0.0/18-> Dia chi mang
172.16.0.1/18-> Dia chi host dau

172.16.63.254/18  -> Dia chi host cubi.
172.16.63.255/18 -> Dia chi broadcast

172.16.64.0/18 -> Pia chi mang
172.16.64.1.18 -> Dia chi host dau

172.16.127.254/18 -> Dia chi host cudi.
172.16.127.255/18 -> Dia chi broadcast.

172.16.128.0/18 -> Pia chi mang
172.16.128.1/18  -> Dja chi host dau

Dia chi IP



172.16.191.254/18 -> Dia chi host cudi
172.16.191.255/18 -> Dia chi broadcast

172.16.192.0/18
172.16.192.1/18

-> Pia chi mang

-> Pia chi host dau
172.16.255.254/18 > Pia chi host cudi
172.16.255.255/18 -> Dia chi broadcast

Subnet mask trong vi dy 2 1a 255.255.192.0

VD3: Xét mang 172.16.0.0/16, muon 10 bit => octet bi chia cit (thanh hai phﬁn net va
host ) 1a octet thir 4. Ta c6

172.16.0.0/16 10101100 00010000 00000000 00000000
255.255.0.0 11111111 11111111 00000000 00000000
255.255.255.192 | 11111111 11111111 11111111 11000000

- S6 bit muon 14 10 => s6 bit mang 1a 26 bit.
S subnet c6 thé c6: 2'° = 1024 mang.
- S0 bit host con lai: 32 — 26 = 6 bit => budc nhay 2° = 64(0 - 63)
- s host trén mbi subnet: 26 — 2 = 62 host.
- bia chi mang c6 octet thir 4 1a boi sb cua 64 (octet nay bi muon 2 bit) - Ta co6 dai dia
chi nhu sau:
Netl:

172.16.0.0/26
172.16.0.1/26

-> Pia chi mang
-> Dia chi host dau

-> Dia chi host cudi
-> Pia chi broadcast

172.16.0.62/26
172.16.0.63/26

172.16.0.64/26
172.16.0.65/26

-> Pia chi mang
> Pia chi host dau

172.16.0.126/26
172.16.0.127/26

172.16.0.128/26
172.16.0.129/26
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172.16.0.190/26
172.16.0.191/26

172.16.0.192/26
172.16.0.193/26

172.16.0.254/26
172.16.0.255/26

-> Pia chi host cubi
-> Pia chi broadcast

-> Pia chi mang
-> Pia chi host dau

-> Pia chi host cudi
-> Pia chi broadcast

172.16.1.0/26-> Dia chi‘mang
172.16.1.1/26-> Dia chi host dau

172.16.1.62/26
172.16.1.63/26

172.16.1.64/26
172.16.1.65/26

172.16.1.126/26
172.16.1.127/26

172.16.1.128/26

-> Pia chi host cudi
-> Pia chi broadcast

-> Pia chi mang
-> Dia chi host dau

-> Dia chi host cudi
-> Pia chi broadcast

-> Pia chi mang

172.16.1.129/26  -> Pja chi host dau

172.16.1.190/26
172.16.1.191/26

172.16.1.192/26
172.16.1.193/26

172.16.1.254/26
172.16.1.255/26

-> Dia chi host cudi
-> Pia chi broadcast

-> Pia chi mang
-> DPia chi host dau

-> Dia chi host cudi
-> Pia chi broadcast

172.16.2.0/26-> Dia chi mang
172.16.2.1/26-> Dia chi host dau

172.16.2.62/26 -> Dia chi host cudi
172.16.2.63/26 -> Dia chi broadcast
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172.16.2.64/26 -> Pia chi mang .
172.16.2.65/26 -> Pia chi host dau

172.16.2.126/26 -> Dia chi host cudi
172.16.2.127/26 -> Dia chi broadcast

172.16.2.128/26  -> Dia chi mang ‘
172.16.2.129/26 -> Pia chi host dau

172.16.2.190/26 -> Bia chi host cudi

172.16.2.191/26 -> Dia chi broadcast
172.16.2.192/26 -> Pia chi mang
172.16.2.193/26 -> Pia chi host dau

172.16.2.254/26  -> Dia chi host cubi
172.16.2.255/26 -> DPia chi broadcast

oooooooooooooo

172.16.255.0/26 -> Pia chi mang
172.16.255.1/26  -> Dja chi host dau

172.16.255.62/26  -> Dia chi host cubi
172.16.255.63/26  -> Dia chi broadcast
172.16.255.64/26  -> Dia chi mang
172.16.255.65/26  -> Dja chi host dau

172.16.255.126/26 -> Dia chi host cudi
172.16.255.127/26 -> Dia chi broadcast

172.16.255.128/26 -> Dia chi mang
172.16.255.129/26 -> Dia chi host dau

172.16.255.190/26 -> Dia chi host cubi
172.16.255.191/26 -> Dia chi broadcast

Net 1024--- e
172.16.255.192/26 -> Dia chi mang
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172.16.255.193/26 -> Dia chi host dau

172.16.255.254/26 -> Pia chi host cudi
172.16.255.255/26 -> Dia chi broadcast

Ta dé v thiy octet thir 3 (13 octet bi muon nhung khong bi chia cit thanh net va host)
tang dan tir 0 dén 255. Trong khi do, octet thir 4 (13 octet bi chia cit) thay d6i theo budc
nhdy khi dia chi 1a dia chi mang (n6 bi mugn 2 bit nén c6 budc nhady la 64). Subnet
mask trong vi du nay 1a 255.255.255.192

VD4: Xét mang 10.0.0.0/8, muon 2 bit

10.0.0.0/8

00001010

00000000

00000000

0000000

255.0.0.0

11111111

11000000

00000000

0000000

10.0.0.0/10

00001010

00000000

00000000

0000000

255.192.0.0

11111111

11000000

00000000

00000000

Téng sb subnet: 22 = 4 mang con
S6 budce nhay & octet 2: 26 = 64(0 - 63)
Net 1:
10.0.0.0/10 net ID
.............. 10.10.10.10
10.63.255.255/10  brocast ID
Net 2
10.64.0.0/10

10.127.255.255

net ID

brocast ID
Net 3
10.128.0.0/10

10.191.255.255

net ID

brocast ID
Net 4
10.192.0.0/10 net ID
................ 10.240.128.255
10.255.255.255 brocast ID
Subnet mask : 255.192.0.0

e Kitra:

10.10.10.10 | 00001010 00001010 00001010 00001010

255.192.0.0 | 11111111 11000000 00000000 00000000

AND 10.0.0.0 00001010 (10) | 00000000(0) | 00000000(0) | 00000000(0)
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4.2. Cho mot dia chi host. Xac dinh xem host thuéc mang nao:

Ta xem xét cac vi du sau:

VD1: Cho dia chi host 192.168.1.158/28. Hay cho biét, host ndy thudc vé subnet nao? Cho
bi€t dia chi net ID va Broadcast ID ?

Giai:
Cich1:

/28 => ¢6 28 bit mang. Octet bi chia cit 12 octet thtr 4 => sb bit muon cua octet nay la 4
=> budc nhay 1a 16(0- -15)). Lay octet thtr 4 ctia dja chi host 14 158 chia cho 16 duoc 9
va con du. Ta ldy 16 nhan voi 9 dugc 144. Host ndy thudc mang net ID:
192.168.1.144/28 ,

Brocast ID: 192.168.1.159/28
Subnet mask: 255.255.2555.240

Cach 2:

192.168.1.158/28 | 11000000 10101000 00000001 10011110
255.255.255.240 | 11111111 11111111 11111111 11110000
192.168.1.144/28 | 11000000 10101000 00000001 10010000
And 192 168 1 144

VD2: Cho dia chi host 172.16.159.2/18. cho biét dja chi nay thudc subnet nao?

Gidi: /18 => c6 18 bit mang. Octet ’bi chia cét 1a octet thir 3 => s bit muon cta octet
nay la 2 =>budc nhay 1a 64(0-63). Lay octet thir 3 1a 159 chia cho 64 dugc 2 va con du.
Ta lay 64 nhan vo1 2 dugce 128. Host nay thu¢c mang

Net Id: 172.16.128.0/18.
Broadcast ID: 172.16.191.255/18
Subnet mask : 255.255.192.0

Vi du 3: Cho dia chi host 64.32.159.2/10, cho biét dia chi nay thudc subnet nao? dia chi
net ID va Broadcast ID ?

Giai:

Cach 1:

/10 s bit muon =10 -8 = 2, muon tai octet s 2
Budc nhay 8 — 2 =6bit suy ra BN = 26 =64(0 - 63)
32:64 =0 du 32

Vay net ID: 64.0.0.0/10

Broadcast ID 64.63.255.255/10

Subnet mask: 255.192.0.0
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Vi du 4: 10.0.0.0/8 muon 2 bit. Hay xac dinh cac subnet ?
Giii: dé cho /8 subnet mask: 255.0.0.0

1P 10.0.0.0 00001010 00000000 00000000 00000000
Subnet | 255.0.0.0 11111111 11000000 00000000 00000000
mask

Budc nhay: 8-n =8 -2 = 6 -> budc nhay 2° = 64 (IP)

S6 subnet : 2" = 22 =4 subnet

Net 1:

Net ID 10.0.0.0/10

Broadcast 10.63.255.255

Net2 :

Net ID 10.64.0.0/10

Broadcast 10.127.255.255

Net3 :

Net ID 10.128.0.0/10

Broadcast 10.191.255.255

Net4 :

Net ID 10.192.0.0/10

Broadcast 10.255.255.255

Subnet mask: 255.192.0.0

Ktra: 10.128.64.64/10

10.128.64.64 | 00001010 10000000 01000000 | 01000000

255.192.0.0 |[11111111 11000000 00000000 | 00000000

10.128.0.0 00001010 10000000 00000000 | 00000000
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4.3. Cho so' @6 mang, xic dinh s bit mwon phu hop dé chia subnet:

VD:

S B

25 host 20 host 10 host

Chi cho m 0t mang 192.168.1.0/24. Hay dam béo cung ¢ ap di cac dia chi IP
cho so d6 mang trén.

Ta tl}:"iy: Co tit ca 5 mang, mang nhiéq host nhat 1a mang ¢6 26 host (cong thém mdt dia
chi cong router). Goi s bit mugn 1a n, so bit host 1a m. Ta c6 hé sau:
2"> 5 (s6 mang chia ra tdi thiéu phai bang 5).
2™ — 2 > 26 (néu mdi mang con dap ung dugc s6 host ctia mang 26 host,
no s€ dap ung dugc yéu cau ve so host cua tat ca cac mang con lai trén so
do).
m+n=8§

= n=3, m=5 la phu hop. Vay ta co tat ca 2° = 8 mang va mdi mang nay c6 2° —2 =30
host, dap tng dugc yéu ciu cua so do trén.
Dé x4c dinh dugc cac mang cu thé, st dung cac quy tic chia subnet dd duoc trinh bay &
muc 4.1 ¢ trén.

Vidu:

Ta théy : co mang 1,2,3 c6 60host.
Mang 4,5,6 c6 2 host
Tong s6 mang c6 6 mang : 2" > 6 suy ra n=3. Vay muon 3 bit, & octec 4.
S6 host cho mdi mang : 8-3 =5bit suy ra tong s6 host/mang = 2°-2=30 < 60
Vay ko thé chia déu cac mang dc
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4.4, Chia subnet VLSM:

- VLSM (Variable Length Subnet Mask): 1a k¥ thuat chia nhé mot mang thanh cadc mang
c06 do dai khac nhau (s co6 cac subnet mask khac nhau).

Xem xét vi du sau:

3 3 3

100 host 50 host 20 host

- Ciling dung mang 192.168.1.0/24 dé dat dia chi cho tat ca cac mang trén . Tuy

nhién ta khong thé 1am nhu vi du trude, chia mang 192.168.1.0/24 thanh cac mang bang

nhau vi s& khong ¢6 cach chia nao pht hop cho so db trén:
- Néu muon 1 bit thi dap Gmg dugc yéu cau vé sb host cho mang 100 host vi moi
mang dugc chia ra ¢6 126 host nhung lai khong dap ing dugc yéu cau vé sb luong
subnet vi ta chi chia dugc c6 2 subnet néu muon 1 bit trong khi trén so dd co t6i 5
mang. Ngugc lai, dé dap tng nhu cau vé sb lucmg mang trén so do, ta phai muon t6i
thiéu la 3 bit (2° = 8 subnet) nhung khi do6 moi mang lai chi co nhiéu nhat 13 30 host
( 25 = 30) khong dap tng duoc yéu cau vé sd lugng host trén cic mang cia so
do trén

- Céach thtrc tién hanh 1a: s& xét cac mang theo thir tw sé host tir cao xuéng thip.
BI: Pdu tién xét mang nhiéu host nhdt:100 host, ta phai xem muon bao nhiéu bit thi du
cho mang nay. Ta giai hé:
2m—22>101
m + n = § (mugn bit ¢ octet thir 4).
Véi  m: sb bit host,
n: sd bit muon.

Ta dugc m=7,n=1. Vay ta muogn 1 bit, ta chia mang thanh 2 mang con
-192.168.1.0/25 — 192.168.1.127/25 mang thtr nhat.
-192.168.1.128 - 192.168.1.255/25 mang thu hai.

Vay ta chon mang thtr nhét cho mang 100host. Va du mang thtr hai
Chon mang 192.168.1.0/25 dé gan cho mang c6 100 host.
Mbi mang /25 ¢6 27 — 2 = 126 host => dap ung di cho mang 100 host.
Vay dai dia chi 192.168.1.0/24
Con lai mang thtr hai chua dung céac dia chi tir 192.168.1.128 -=> 192.168.1.255.
B2: Tiép d6 ta xét dén mang c6 50 host, tuong tu ta xem xem muon bao nhiéu bit 13 phu
hop:
2m—-22>51
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m + n = 8 (muon bit & octet thir 4). V&i m: s6 bit host, n: s6 bit muon

Ta dugc m = 6 van = 2 1a tdi vu.
Vay ta muogn 2 bit, mang 192.168.1.0/24 dugc chia thanh 4 mang
Mang 1 : 192.168.1.0/26 — 192.168.1.63/26
Mang 2: 192.168.1.64/26 — 192.168.1.127/26
Mang 3: 192.168.1.128/26 -192.168.1.191/26
Mang 4 : 192.168.1.192./26- 192.168.1.255/26 chua su dung

Tuy nhién hai dai dia chi cua hai mang 192.168.1.0/26 va 192.168.1.64/26 da duogc
gianh cho mang 100 host.

Do d6 ta chi co thé 1dy tir mang 3 : 192.168.1.128/26 cép cho mang 50 host.
O day ta ldy mang 192.168.1.128/26 gan cho mang 50 host.

B3: Tiép dé ta xét dén mang cé 20 host, ta xem muon bao nhiéu bit 1a phu hop:
2m—2>21
m + n = 8 (muon bit & octet thir 4). Vi m: sb bit host, n: sd bit muon

Ta dugc m =5 van = 3. Vay ta muogn 3 bit, mang 192.168.1.0/24 dugc chia thanh 8

mang :

192.168.1.0/27,

192.168.32.0/27,

192.168.64.0/27

192.168.96.0/27,

192.168.128.0/27,

192.168.1.160/27,

192.168.1.192/27 -192.168.1.223/27

192.168.1.224/27 — 192.168.1.255/27. Chua su dung
Tuy nhién céac dai dia chi cia cac mang 192.168.1.0/27 ,..., 192.168.1.160/27 da duoc
gianh cho mang 100 va mang 50 host.

Do do ta chi co thé 1ay tir mang 192.168.1.192/27 tro di dé gan cho mang 20 host. O
day ta lay mang 192.168.1.192/27 gén cho mang 20 host.

B4: Tiép doé ta xét dén cdc mang c6 2 host 13 cac lién két diém — diém serial, ta xem thir
muon bao nhi€u bit 1a phu hop:

2m_2>2

m + n = 8 (muon bit & octet thr 4). V&1 m: s6 bit host, n: s6 bit muon

Ta duge m =2 va n = 6 1a tdi wu hon ca, dam bao khong bi du dia chi. Vay ta muon 6
bit, mang 192.168.1.0/24 dugc chia thanh 26= 64 mang 192.168.1.0/30, 192.168.1.4/30,
192.168.1.8/30,..., 192.168.1.248/30, 192.168.1.252/30 . Tuy nhién céac dai dia chi cta
cac mang 192.168.1.0/30 ,..., 192.168.1.222/27 da dugc gianh cho mang 100 host,
mang 50 host va mang 20 host. Do d6 ta chi c6 thé lay tir mang 192.168.224.0/30 d¢
géan cho cac mang 2 host.

O day ta ldy mang 192.168.1.224/30 -192.168.1.227/30
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va 192.168.1.228/30 — 192.168.1.231/30 gan cho hai lién két serial.
Viy ta c6 két qua chia VLSM nhu sau:

192.168.1.224/30 192.168.1.228/25
192.168.1.0/25 192.168.1.128/26 192.168.1.192/27
100 host 50 host 20 host

Chii y: Pé dam bao téj wu sw phén chia dia chia ta thwong dung VLSM dé chia nhé
mang. Pac biét, cac két noi serial thwong sir dung cac mang c6 prefix 1a 30 véi subnet
mask 255.255.255.252.

Vi du:

110 host 192.1668.100.0/24 30 host

-y — ¥

SuwitchD . Rout 5 outer
7

Switch?

— Switch3
e
R r2
d 80 host
Switchl
+ Xét mang c6 111 host:
2m—2>111
m+n=38

suy ram = 7, thi n =1, vay ta 1 bit, s€ chia 192.168.100.0/24 thanh 2 mang con
192.168.100.0/25 — 192.168.100.127/25 mang 1
192.168.100.128/25 — 192.168.100.255/25 mang 2
Vay ta chon mang 1 dé gan cho mang 111 host.
+ Xét mang c6 60 host:
2m—2>61
m+n=38
suy ra m = 6, thi n =2, vay ta 2 bit, s€ chia 192.168.100.0/24 thanh 4 mang con
192.168.100.0/26 - 192.168.100.63/26 MI1
192.168.100.64/26 - 192.168.100.127/26 M2
192.168.100.128/26 - 192.168.100.191/26 M3
192.168.100.192/26 - 192.168.100.255/26 M4
Vay chon M3 gén cho mang c6 61 host.
+ Xét mang c6 31 host:
2m—22>31
m+n=28
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suy ra m = 5, thi n =3, vay ta 3 bit, s€ chia 192.168.100.0/24 thanh 8 mang con
25— 1>30 < 31 router phdi hé trg subnet zero

192.168.100.0/27 - 192.168.100.31/27 M1
192.168.100.32/27 - 192.168.100.63/27 M2
192.168.100.64/27 - 192.168.100.95/27 M3
192.168.100.96/27 - 192.168.100.127/27 M4

192.168.100.128/27 - 192.168.100.159/27 M5
192.168.100.160/27 - 192.168.100.191/27 M6
192.168.100.192/27 - 192.168.100.223/27 M7
192.168.100.224/27 - 192.168.100.255/27 M8
Vay chon M7 gén cho mang c6 30host

+ Xét mang c6 13 host:

2m—-2>13

m+n=38
suy ra m = 4, thi n =4, vay ta 4 bit, s€ chia 192.168.100.0/24 thanh 16 mang con
192.168.100.0/28 - 192.168.100.15/28 M1
192.168.100.224/28 - 192.168.100.239/28 M15
192.168.100.240/28 - 192.168.100.255/28 M16

Vay chon M15 gan mang c6 12 host
+ Xét mang c6 2 host:

2m—2>2

m+n=38
suy ra m = 2, thi n =6, vy ta 6 bit, s€ chia 192.168.100.0/24 thanh 64 mang con
192.168.100.0/30 - 192.168.100.3/30 MI1
192.168.100.240/30 - 192.168.100.243/30 M61
192.168.100.244/30 - 192.168.100.247/30 M62
192.168.100.248/30 - 192.168.100.251/30 M63
192.168.100.252/30 - 192.168.100.255/30 M64 du phong

Vay chon M61,M62,M63 gan 3 mang 2 host.

4.5. Dia chi tém tit (summary):

- Tém tat dia chi nham myc dich 1am gon bang dinh tuyén cila cac router. Cac dia chi
mang s€ dugc tom tat vé mdt dia chi mang 16n hon dai dién bao trum tat cd cac mang
duoc tom tat.
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- Chung ta xem xét vi du sau:
VD: Hiy tom tat cac mang sau ddy thanh mot dia chi mang duy nhét:
192.168.0.0/24
192.168.1.0/24
192.168.2.0/24
192.168.3.0/24
Nguyén tic khi tém tit ld xem xét cdc octet tiy trdi qua phdi va bdit dau phan tich

tir octet c6_sw khdc nhau dau tién. Trong truong hop cia vi du trén, octet thir ba 1a
octet khac nhau dau tién. Ta xé&t chi tiét octet nay:

192.168./000000|00.0
192.168./000000|01.0
192.168./000000{10.0
192.168./000000|11.0

Ta thiy octet tht ba con c6 thém 6 bit gidng nhau. Viy ta c6 mang tom tat la
192.168.0.0/22. Chu y: subnet mask bay giod la 255.255.252.0 véi prefix 1a 22.
Vi du : Hay tom tit cac mang sau ddy thanh mot dia chi mang duy nhat:

192.168.128.0/24 —  192.168.10000000.0/24

192.168.192.0/24 —  192.168.11000000.0/24
192.168.64.0/24 —  192.168.01000000.0/24
192.168.224.0/24 —  192.168.11100000.0/24

192.168.0.0/16 —> subnet 255.255.0.0
Kiém tra :
192.168.192.0/24 —  192.168.11000000.0

AND 255.255.00000000.0
’ 192.168.00000000.0 ,
Vi du : Hay toém tat cac mang sau day thanh mot dia chi mang duy nhat:

192.168.240.0/24 —  192.168.11110000.0
192.168.224.0/24 —  192.168.11100000.0
192.168.160.0/24 —  192.168.10100000.0

’ 192.168.128.0/17 ,
Vi du : Hay tom tat cdc mang sau day thanh mdt dia chi mang duy nhat:

192.168.128.164/24 —  192.168.128.10100100/24
192.168.128.128/24 —  192.168.128.10000000/24
192.168.128.224/24 —  192.168.128.11100000/24

192.168.128.128.0/25
Subnetmask 255.255.255.128
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Vi du : Hay tom tit cac mang sau ddy thanh mot dia chi mang duy nht:

192.168.128.164/24 —
192.168.128.128/24 —
192.168.128.160/24 —

192.168.128.10100100/24
192.168.128.10000000/24
192.168.128.10100000/24

192.168.128.128.0/26
255.255.255.192
192.168.128.10000000/24
255.255.255.11000000
192.168.128.10000000(128)

Vi du : Hay tom tit cac mang sau ddy thanh mot dia chi mang duy nhat:

Ktra :
And

192.168.128.164/24 —  192.168.128.10100100/24
192.168.128.179/24 —  192.168.128.10110011/24
192.168.128.172/24 —  192.168.128.10101100/24

sumary 192.168.128.10100000(160)/27
255.255.255.224
Ktra : 192.168.128.10101100
And 255.255.255.11100000
192.168.128.10100000(160)
4.6. Bai tap:

Pé thong thao cac k¥ thuat tinh toan IP, can phai thyc hanh nhiéu cac k¥ ning di néu ra
O trén. Sau day la mdt s6 bai tap thuc hanh:

4.6.1. Cho mang va s6 bit muon. Gia sir co hd trg subnet zero. Hay xac dinh :

S6 subnet co thé co.

S6 host/subnet.

Vé&i mdi subpet, hﬁy xac dinh: dia chi mang, Qia chi host dau, dia chi h‘ost cudi, dia cl}i
broadcast (néu s6 lugng mang qua nhi€u chi can ghi ra mdt vai mang déu va mang cudi
cung), subnet mask va so prefix.

192.168.2.0/24 mugn 5 bit.
192.168.12.0/24 muon 3 bit.
172.16.2.0/24 muon 2 bit
172.16.0.0/16 muon 3 bit
172.16.0.0/16 muon 12 bit.
10.0.0.0/8 muon 5 bit.
10.0.0.0/8 muon 10 bit.
10.0.0.0/8 muon 18 bit.

a)
b)
©)
d)
e)
f)

g)
h)
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4.6.2. Cho mang 192.168.5.0/24. Hiy chia nho sao cho phu hop véi so d6 sau:

78 host 50 host 20 host

4.6.3. Cho cic dia chi host sau ddy. Hay xac dinh cac dia chi subnet tuong ung va
cho biét dia chi nay c6 thé dung dat cho host dugc khong:

a) 192.168.1.130/29
b) 172.16.34.57/18
c) 203.162.4.191/28
d) 1.1.1.1/30

e) 10.10.10.89/29
f) 70.9.12.35/30
g) 158.16.23.208/29

4.6.4. Hay tom tat cac dia chi mang sau day vé thanh mét dija chi mang dai dién:
172.16.16.0/24
172.16.20.0.24
172.16.24.0/24
172.16.28.0/24

Bai tap tai lop

1. Mot cty A c6 6 phong ban moi phong c6 30 mdy tinh. Cty A thué
mot IP: 203.X.188.0/24. Hiy thiét ké mang cho cty A sao cho mdi
phong c6 1 mang khac nhau.

X. la stt
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