CAU HOl MANG MAY TiNH
CAU 1

So sanh va d6i chiéu(phan biét) mé hinh OSI va Internet (TCP/IP) khi ap dung cho
cAc giao thic truyén thong hién dai, mang thuc té

- V& dugc mo hinh va giai thich duoc sy twong (ing Vé chiic nang giita cac 16p cua 2
mo hinh

- Giai thich dugc mo hinh OSI 1a mé hinh chuan dé phat trién cac md hinh mang
trong do c6 TCP/IP

- So sanh dugc chirc ning cac ting (caa TCP/IP) véi cac chirc ning ctia md hinh
mang thuc té cho truéc

CAU 2:

Xéc dinh duoc bang duong di trén router (CAu hinh dinh tuyén tinh)

CAU 3:

Cho mot mé hinh mang (topo) don gian (2LANSs, 1 routers, 1 service), xac dinh dia
chi IP, dia chi MAC cho cac thanh phén trong mang

-Xac dinh duoc dia chi IP va dc MAC cua cac thanh phan trong mang
CAU 4:

So sanh va phan biét cach thirc truyén tin UDP va TCP (giai thich dwoc su gidng va
khac nhau co ban, Kiéu géi tin, cach thic truyen)

- Giai thich dugc sy gidng nhau va khac nhau vé kiéu goi tin, cac thirc truyen tin,
kiém soat 16i (CRC, hamming) quan Iy ludng, quan 1y tac nghén cua 2 giao thuc
TCP va UDP

- Giai thich dugc qua trinh truyén tin TCP hay UDP 1a dién ra xuyén sudt & tat ca cac
tang.

CAU HOI ON TAP MANG MAY TiNH
PHAN I: OSI va TCP/IP
Cau 0: Néu so sanh mo6 hinh OSI va TCP/IP? Giao thitrc & cac tang

Ciu 1. Trinh bay su hinh thanh, phat trién va kién trac cua ho giao thirc TCP/IP?
Cau 2. Nhiém vy, cau tric goéi tin (Giai thich tirng truong hop caa cau triic) ctua giao thic
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IP va mo6 hinh TCP/IP?

Ciu 3. Nhiém vy, cdu tric goi tin (Giai thich timg trudng hop cua cau tric) cua giao thic
TCP trong md hinh TCP/IP?

Ciu 4. Chuc ning co ban caa ting tang trong mé hinh OSI?

Ciu 5. Tai sa0 can phan tang trong md hinh tham chiéu OSI? Néu chirc ning co ban cua
tirng phan?

Cau 6. Nhiém vy, dich vy, giao thiac caa téng mang trong mé hinh OSI?

Cau 7. Nhiém vy, giao thuc caa tang vat Iy trong mé hinh tham chiéu OSI?

Cau 8. Nhiém vu cua cac giao thirc hoat dong cua dich vu mang trong mé hinh OSI 1a
phuong thire ¢ lién két va khong lién két?

Céu 9. Trinh bay chtic ning hoat d6ng, ting hoat dong (Trong md hinh OSI) cia céc thiét
bi mang Repeater, Bridge, Router?

Céu 10. Néu chirc ning hoat dong, tang hoat dong (trong mé hinh OSI) cua cac thiét bi
mang Hub, Switch, Gateway?

Céu 11. Trinh bay kién trac ho giao thiec TCP/IP? Ddi chiéu vi mé hinh tham chiéu
OSI?

Ciu 12. Néu ciu trac mang Ethernet?

Ciu 13. So sanh kién trac cua Ethernet va OSI?

Ciu 14. Trinh bay van tat vé dich vu tén mién (DNS)? Anh hudng xa hoi cua Internet?
Ciu 15. Thé nao la giao thirc mang (Protocol), Topo mang (Topology)? Ké tén va vé
hinh minh hoa cho cac Topo mang?
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HUONG DAN

Cau 0: Néu‘ so sanh diém giéng nhau va khac nhau ctia mé hinh OSI va TCP/IP? Giao
thirc ¢ cac tang

Application Application i Telnet| | FTP || DNS
Presentation S
Session — UDP
Transport Transport | .
NEtwurk InternEt .............. IP
Datalink Network Packet
LAN i
Physical Access radio
O3l TCP/IP Protocols

Néu so sanh mé hinh OSI va TCP/IP, ban sé& thiy chung c6 nhiing diém gidng va cling 6
nhitng diém khac nhau.

* Cac diém gidng nhau:

- Ca hai déu 1a phan 16p.

- C4 hai déu c6 16p tmg dung, qua do chung co6 nhiéu dich vu khac nhau.

- Ca hai co cac 16p mang va 16p van chuyen c6 thé so sanh duoc.

- K§ thuat chuyén mach goi dugc chap nhan

- Chuyén vién lap mang can phai biét ca hai.

*Cac diém khac nhau:

- TCP/IP tap hop cac 16p trinh bay va 16p phién vao trong 16p tmg dung cua no.

- TCP/IP tap hop 16p vat Iy va 16p lién két dit liéu trong OSI thanh mot 16p.

- Cac giao thirc TCP/IP 13 cac chuan co sé cho Internet phat trién, nhu viy mé hinh
TCP/IP chiém duogc niém tin chi vi cac giao thirc ctia nd. Nguoc lai, cdc mang thong
thuong khong duoc xay dung dya trén nén OSI, ngay ca khi mo hinh OSI dugc dung nhu
mot hudng dan. No6i cach khac né 1a mot vian pham nghéo va cé thiéu sot.

Céu 1. Trinh bay sw hinh thanh, phdt trién va kién tric ciia ho giao thirc TCP/IP?

Sy hinh thanh va phat trién caa TCP/IP:

e TCP/IP (Transmission Control Protocol/Internet Protocol) 1a bg giao thic cung lam
viéc voi nhau dé cung cp phuong tién truyén thong lién mang.

e TCP/IP dugc phat trién tir thoi ky dau cua Internet, dugce dé xuat bai Vinton G. Cerf va
Robert E. Kahn (M¥), 1974.
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® M5 hinh TCP/IP bbn tang duoc thiét ké dya trén ho giao thac TCP/IP.
Kién trc cua ho giao thire TCP/IP la:

Puoc chia lam 4 tang chinh: ( v& hinh tir trén xudng)

- Tang iing dung (Application layer)

- Tang giao vén (Tranpsort layer)

- Tang Internet
- Tang giao tiep mang (Network Interface Layer

1. Tang tng dung(application layer) cac giao thic dinh tuyén nhu BGP va RIP vi 1 s6 ly
do, chay trén TCP, UDP theo thir ty tirng cap: BGP dung TCP, RIP dung UDP-con c6 thé
duogc coi la 1 phan cua tang irng dung hoac tang mang

2. Tang giao van(transport layer) cac giao thirc dinh tuyén nhu OSPF (tuyén ngan nhat
duoc chon dau tién) chay trén IP, ciing ¢ thé dugc coi 1a 1 phan cua tang giao van or tang
mang. ICMP- Internet group control message protocol-tam dich 1a giao thuc diéu khién
thong diép Int va IGMP —giao thirc quan 1y nhom Internet chay trén IP, c¢6 thé duoc coi 1a
1 phan ctia mang

*3. Tang Internet: ARP(Address resolution protocol-giao thirc tim dia chi va RARP
(Reverse address resolution protocol- giao thirc tim dia chi nguoc lai hoat dong ¢ bén dudi
IP nhung & trén giao tiép mang , vay c6 thé ndi né nam ¢ khoang trung gian giita 2 tang

4, Tang giao tiép mang: network interface layer : PP duoc st dung dé chuyén céac goi tin
tir ting mang tGi cac may chu(host)khac nhau —ko han 13 1 phan caa bd giao thic TCP/IP
vi giao thirc IP ¢6 thé chay trén nhiéu tang lién két khac nhau

Ciu 2: Nhiém vu, cu triic géi tin (Giai thich tirng trwdng hop cia ciu triic) cia giao
thirc IP va md hinh TCP/IP

Nhiém vu cua giao thac IP:

e Cung cap kha ning két ndi cac mang con thanh lién két mang dé truyén dix liu

e [P c6 vai trd nhu giao thirc ting mang trong OSI

* Giao thirc IP 14 giao thuc khong lién két

e So d6 dja chi hoa dé dinh danh cac tram (host) trong lién mang duoc goi la dia chi IP
32 bit

* Pijachi IP gom: netid va hostid (dia chi may)

e Pijachi IP la dé dinh danh duy nhat cho mot may tinh bat ky trén lién mang
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Céu triic goi tin caa IP la:

Bit 0 34 78 15 16 31
VER | IHL | Type of service Total Length
Identification Flags Fragment offset
Time to live Protocol Header Checksum
Source Address
Destination Address
Option + Padding
Data

VER: VERsion hi¢n hanh cua giao thuc IP hién duoc cai dat, chi s6 phién ban cho phép ¢
cac trao doi gitra cac hé thong sur dung phién ban cii va hé thong st dung phién ban mdi.
IHL: IHL (4 bits): Internet Header Length cua gdi tin datagram, tinh theo don vi tir (32
bits). Bat budc phai c6 vi phén dau IP c6 the co do dai thay doi tuy y. DB dai toi thicu 1a 5
tir (20 bytes), do dai toi da 1a 15 tir hay la 60 bytes

Type of service: Pic ta cac tham sé vé dich vu nham thong bao cho mang biét dich vu nao
ma go6i tin muon dugc st dung, chang han wu tién, thoi han cham tré, nang suat truyén va
do tin cay .

Total length: Do dai toan bd géi tin & Tinh theo don vi byte véi chiéu dai tdi da 1a 65535
bytes

Idenficitation: D¢ dai: 16 bits & Dung dé dinh danh duy nhét cho mot datagram trong
khoang thoi gian nd van con trén lién mang

Flags: Dai 3 bits & Céc goi tin di trén dudng di c6 thé b phan thanh nhiéu goi tin nho &
Flags duoc dung diéu khién phan doan va tai lap ghép bo di li¢u

Fragment offset: (13bits) cho biét vi tri dit liéu thudc phan doan tuwong g véi doan bat
dau cuaa goi dir liéu goc .

Time to live: (8 bits): qui dinh thoi gian ton tai (tinh bang gidy) cua goi tin trong mang dé
tranh tinh trang maot goi tin bi quan trén mang

Protocol: (8 bits) chi giao thirc tng trén ké tiép s& nhan ving di liéu & tram dich.
VD: TCP ¢6 gia tri truong Protocol 1a 6, UDP c6 gia tri truong Protocol 1a 17
Header Chesksum: M3 kiém soat 1i ciia header goi tin IP

Opotion: (d6 dai thay déi): khai bao cac lya chon do ngudi gui yéu cau (tiy theo tirng
chuong trinh)
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Padding: (do dai thay doi): Ving dém, duoc dung dé dam bao cho phan header luon két
thuc & mot moc 32 bits.

Céu 3: Nhiém vu, cdu triic géi tin (Giai thich tirng trwdng hop ciia cu triic) cia giao
thitc TCP trong mé hinh TCP/IP?

Nhiém vu: 1a giao thirc diéu kién duong truyén

TCP 1a tang trung gian giita tang giao thirc bén dudi va 1 tng dung bén trén trong bd giao
thuc TCP/IP

TCP cung cap céac két ndi dang tin cdy, 1am cho cac tng dung co thé lién lac trong sudt véi
nhau

TCP 1am nhiém vu cia ting giao van trong mé hinh OSI don gian clia cac mang may tinh.
Str dung TCP céc ung dung trén may tinh c6 thé trao d6i DL hoic cac goi tin

TCP hd trg nhiéu giao thirc (tng dung phé bién nhat trén Inernet va cac tng dung két qua,
trong do c6 www, thu dién ta

Céu tric goi tin: Soure ngudn: port ngudn

Destination: port dich

Sequence number: so tuan tu( dé sap xép cac goi tin theo dung trat tu cliia nd
Acknowlegment number(ACK s6) ¢6 thir tu Packet ma bén nhan dang chd doi
Header length: chiéu dai ctia goi tin, Reserved: tra vé 0

Code bit: cac co diéu khién

Windowns: kich thudc toi da ma bén nhan c6 thé nhan duoc

Checksum: may sé& dung 16 bit nay dé kiém tra DL trong géi tin ¢6 chinh xac hay ko

Data: DL trong goi tin

Ciu 4:_Chirc niing co bén ciia tirng ting trong mé hinh OSI?

1.Tang vat 1y: 1a tAng dudi cing ciia md hinh OSI, tuong GtNng Véi cac phan cang mang co
ban c6 chiric nang truyen chuoi cac bit 0,1 trén duong truyén vat ly. Tang vat 1y chi lam
ViécC Vi tin hi€u va moi truong truyen.
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2.Tang lién két dir liéu: dam bao viéc truyén tai dit liéu mot cach tin cay giira hai hé thong
c6 duong truyen vat 1y noi truc tiep voi nhau. Doi vaoi tang Mang viéc truyen dir liéu gitra
hai tang Vat 1y coi nhu khong c6 10i.

3. Tang mang : Két ndi cac mang véi nhau bang cach tim duong (routing) cho cac don vi
dix ligu tr mot mang nay den mot mang khac.

4. Tang giao van: Thiét lap, duy tri va huy bo viéc truyén dix liéu gitra hai nt mang.

e Thuc hién viéc kiém so4t 131 va kiém soat ludng dit liéu dam bao dit liéu truyén
giong hét dir liéu nhan.

o Nhan dit liéu tir tAng phién va phan dogn dit liéu.

5. Tang phién: Thiét lap, duy tri, ddng bo hoa va hiy bo cac phién truyén thong (hdi thoai)
gitra cac ung dung.

6. Tang trinh dién: Cung cap mot dang biéu dién dit liéu chung va chiu trach nhiém
chuyén doi tur biéu dien cuc bo sang bicu dién chung d6 va nguoc lai.

e HO tro viéc sir dung k¥ thuat ma hoa va nén dir liéu.

7. Tang tng dung: Cung cip cac phuong tién dé ngudi sir dung c6 thé truy nhap dugc vao
moi truéng Mang.

Céu 5: Tai sao0 can phén ting trong md hinh tham chiéu OSI? Néu chirc niing co bin
cua tirng phan?

Can phén tang trong mo hinh OSI do: cac tang trong mo hinh tham chiéu OSI 1a dé chia
cac tac vu trao d6i thong tin gitra 2 hé théng may tinh thanh cac tic vu nho hon nham giam
d6 phuc tap cua thiét ké va cai diat mang. Bong thoi tao su dé dang trong quan 1y. Mdi tac
vu nay di kém véi 1 6 giao thirc va duogc goi 1a tang.

1.Tang vat ly: 14 ting dudi cung cua mo hinh OSI, tuong Ung vai cac phan cing mang co
ban c¢6 chirc ning truyén chudi cac bit 0,1 trén dudng truyén vat 1y. Tang vat 1y chi 1am
Vi€C V6i tin hiéu va moi truong truyen.

2.Tang lién két dix lieu: dam bao viéc truyén tai dix liéu mot cach tin cay giira hai hé théng
c6 dudng truyén vat 1y ndi truc tiép voi nhau. Di vai ting Mang viéc truyén di liéu giita
hai tang Vat 1y coi nhu khong c6 15i.

3. Tang mang : Két ndi cac mang véi nhau bang cach tim duong (routing) cho cac don vi
dir liéu tr mot mang nay deén mot mang khac.

4. Tang giao van: Thiét lap, duy tri va huy bo viéc truyén dix liéu gitra hai nt mang.
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e Thuc hién viéc kiém soat 161 va kiém soat ludng dix liéu dam bao dix liéu truyén
giong hét dir liéu nhan.

e Nhan dir liéu tir tAng phién va phan dogn dit liéu.

5. Tang phién: Thiét lap, duy tri, ddng bo hoa va hiy bo cac phién truyén thong (hdi thoai)
gitra cac tng dung.

6. Tang trinh dién: Cung cap mot dang biéu dién dit liéu chung va chiu trach nhiém
chuyén doi tu biéu dien cuc b sang biéu dien chung d6 va nguoc lai.

e Ho tro viéc sir dung ki thuat ma hoa va nén dit lieu.

7. Tang ung dung: Cung cip cac phuong tién dé ngudi sir dung c6 thé truy nhap dugc vao
moi trudng mang.

Ciu 6. Nhiém vu, dich vu, giao thirc ciia tang mang trong mé hinh OSI?
Nhiém vu: Két ndi cac mang véi nhau
e Xac dinh cac dia chi mang dé quyét dinh viéc chuyén géi tin

e Tim dudng (routing) va chuyén tiép (switching) giup cac goi tin di tr Mot mang nay
dén mot mang khac. Router/ Relay hoat dong & tang nay.

e Kiém soat ludng dix liéu va cat hop di liéu khi mot géi tin 16n muén di ngang mot
mang con cé kich thudc goéi tin to1 da qua nho.

Dich vu: ¢6 2 dang dich vu:

e Dich vu khong lién két: Cac goi tin duoc dua vao mang con (subnet) mot cach
riéng 1¢ va dugc vach duong mot cach doc 1ap nhau. Cac goi tin goi la Datagram va mang
con dugc goi la Datagram Subnet.

e Dich vu dinh huéng lién két: Mot duong ndi két gitra bén goi va bén nhan phai
duogc thiét 1ap trudce khi cac gobi tin ¢o theé duoc goi di. Noi két nay dugc goi la mach ao
(Virtual Circuit). Mang con trong truong hop nay duogc goi la Virtual Circuit Subnet.

Giao thire: X25PLP (CCITT va ISO) phat trien tir Khuyén nghi vé ho giao thirc X25
(CCITT) phuc vu cho trrong hgp hudng lién ket.

e P (ISO 8473) phuc vu cho truong hop khong lién két.
O ARP; RARP, ICMP; RIP... IPX DEChnet
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Cau 7. Nhiém vu, giao thirc ciia tang vat Iy trong md hinh tham chiéu OSI?

Nhiém vu: La tang dudi ciing ctia mé hinh OSI, tuong (ng véi phan cing mang co ban, c6

nhiém vu truyén chudi cac bit 0, 1 trén duong truyén vat 1y.
e Tang Vat Iy chi lam viéc véi tin hiéu va moi trudng truyén.
¢ Dinh nghia cac dang day cap, card mang, va cac thiét bi vat 1y khéc.
e Dinh nghia viéc NIC ghép ndi véi phan cing va cap ghép ndi véi NIC.
e Dinh nghia cac ki thuat dé truyén cac tin hiéu (dong bit) trén cép.
Dich vu: Truyén dit liéu giita hai hé thong trong mot duong truyén vat 1y.

Giao thic: Dir lidu dugc truyén di theo dong bit nén giao thic khong co y nghia giéng
nhu cac tang khac.

Tang vat Iy khong c6 PDU cling nhur phan thong tin diéu khién PCI . Giao thuc tﬁpg vat ly
quy dinh vé phuong thirc truyén (dong b9, di bg), toc do truyen...Tang vat 1y dé dong bo
hoa viéc truyén nhan phai gitr sw dong bo gitra cac dong ho cta bén giri va bén nhan.

e Khéng c6 PDU va PCI cho tang Vat Iy
e Quy dinh vé phuong thirc truyén (ddng bo, di bo), toe do truyén ...
e |EEE 802, 1SO 2110,ISDN.

Cau 8. Nhiém vu cia cac giao thirc hoat dong cia dich vu mang trong mé hinh OSI 1a
phuong thirc ¢6 lién két va khong lién két?

Trong mé hinh OSI ¢6 hai phuong thiic hoat dong chinh dugc ap dung l1a phwong thirc co
lién két (connection-oriented) va phuwong thirc khong lién két (connectionless).

v' C6 lién két: Thiét 1ap mot lién két logic gom 3 giai doan

Thiet Iap lién ket (logic): hai thuc thé dong mic & hai hé thong thuong lwong véi nhau vé
tap cac tham so s€ duoc st dung trong giai doan sau

Truyén dit liéu: dix liéu dugc truyén véi cac co ché kiém soat va quan 1y kém theo.
Huy bo lién két (logic): giai phong tai nguyén hé théng da duoc cap

Tang cudng do tin cay va hiéu qua caa viéc truyén di liéu.

Kho cai dat

Thoi gian thyuc hién lau
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v' Khong lién két: Khong can thiét lap mot lién két logic,

e Tontai duy nhat mot giai doan truyén dix liéu
e Mbi gbi tin dugc truyén doc l1ap voi cac goi tin trude hodc sau nd

e Dit lieu truyén khong duoc Kiém soat chit ché. Kho khin trong viéc tap hop dix lidu.

e D¢ cai dat

e Thoi gian thuc hién nhanh

Céu 9. Trinh bay chirc nang hoat dong, ting hoat dong (Trong mé hinh OSI) ciia cac
thiet bi mang Repeater, Bridge, Router?

Reapeater: cap trong mang LAN la gidi han vi tin hi€u bi suy ){éu trén dudng truyeén.
Reapeater ¢6 chure nang khuyech dai tin hiu vat Iy c6 thé truyen di xa hon gidi han. Ko ¢6
qua 4 Reapeater gitta cac host trong 1 mang LAN. Tang hoat dong la tang vat 1y

Bridge: duoc sir dung dé ghép ndi cac phan mang con dé tao thanh 1 mang LAN duy nhét
( m& rong pham vi dia ly, giam luu lugng LAN) khi bridge nhéan 1 frame tir 1 phan mang
con, n6 do dia chi MAC véi bang dé duara 1 quyet dinh lién quan t6i viéc co chuyén hay
ko chuyén frame nay tdi cac phan mang con ké tiép ciia mang

Cung mang con: ko chuyén

Khac mang con: Biét dia chi MAC dich: chuyén frame toi phan mang con chira dia chi
MAC dich. Khong biét dia chi MAC dich: chuyén frame téi tat ca cac phan mang con
khac. Tang hoat dong: tang lién ket dir liéu

Router: gui di cac goi dit lieu dua trén dia chi phan 16p cua mang va cung cap cac dich vu
nhu bao mat, quan 1y luu théng. Router co thé két ndi cac loai mang khac nhau thanh lién
mang. Tang hoat dong: network

Ciu 10: Néu chirc niing hoat dong, tang hoat dong (trong md hinh OSI) ciia céc thiét
bi mang Hub, Switch, Gateway?

Hub Hub dugc coi 1a mot Repeater ¢6 nhiéu cong. Mot Hub c6 tir 4 dén 24 cong va co thé
con nhiéu hon. Trong phan 16n cac truong hop, Hub duoc st dung trong cac mang
10BASE-T hay 100BASE-T. Khi cu hinh mang 13 hinh sao (Star topology), Hub dong vai
tro la trung tm cua mang. Vi mot Hub, khi thong tin vao tir mot cong va s€ duoc dua dén
tat ca cac cong khac.

Hub c6 3loaila :

Pasive hub: dung dé chia sé¢ duong truyén vat 1y, ko khuyéch dai tin hiéu.
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Active Hub 13 loai Hub duoc dung phd bién, can duoc cap ngudn khi hoat dong, duogc str
dung dé khuéch dai tin hi¢u dén va cho tin hi€u ra nhitng cong con lai, dam bao muc tin
hiéu can thiét.

Smart Hub (Intelligent Hub) c¢6 chirc nang tuong tu nhu Active Hub, nhung c6 tich hop
thém chip c6 kha ning tu dong do 15i - rat hiru ich trong trudng hop do tim va phat hién 13
trong mang.

Gateway

Gateway cho phép ndi ghép hai loai giao thirc v4i nhau. Vi du: mang caa ban su
dung giao thire IP va mang cuaa ai do6 stir dung giao thuc IPX, Novell, DECnet, SNA... hoac
mot giao thirc nao d6 thi Gateway s& chuyén doi tir loai giao thic nay sang loai khac.

Qua Gateway, cic may tinh trong cic mang st dung cac giao thirc khac nhau c6 thé
dé dang "ndi chuyén" dugc v4i nhau. Gateway khong chi phan biét cac giao thirc ma con
con c6 thé phan biét tng dung nhu cach ban chuyén thu dién tir tir mang nay sang mang
khac, chuyén d6i mot phién lam viéc tir xa...

Switch d6i khi duwoc mé ta nhu la mot Bridge c6 nhiéu cong.

Trong khi mot Bridge chi c6 2 cong dé lién két dugc 2 segment mang voi nhau, thi
Switch lai co kha nang két n01 dugc nhiéu segment lai v6i nhau tuy thudc vao sé cong
(port) trén Switch. Ciing gidng nhu Bridge, Switch cling "loc" thong tin ctia mang thong
qua cac goi tin (packet) ma né nhan dugc tir cdc mdy trong mang. Switch st dung cac
thong tin ndy dé xay dung l1én bang Switch, bang nay cung cip thong tin giup cac goi
thong tin dén dung dia chi.

Ngay nay, trong cac giao tiép dir liéu, Switch thudng c6 2 chic ning chinh 13
chuyén cac khung dit liéu tir nguon dén dich, va xay dung cac bang Switch. Switch hoat
dong & tdc d6 cao hon nhiéu so voi Repeater va ¢ thé cung cap nhiéu chirc nang hon nhu
kha nang tao mang LAN 4o (VLAN).

Tang hoat dong (trong md hinh OSI) ciia cac thiét bi mang Hub, Switch,
Gateway do6 1a: Hub hoat dong tang 1. Switch hoat dong tang 2, gateway hoat dong tang
3

Cau 11: Trinh bay kién tric ho giao thire TCP/IP? Ddi chiéu véi mé hinh tham chiéu
OSI? Giao thirc & tirng tang

Kién trtc cua ho giao thac TCP/IP 1a:

Puoc chia lam 4 tang chinh: ( v& hinh tir trén xudng)
Tang ng dung (Application layer)

- Tang giao vdn (Tranpsort layer)

Tang Internet
Tang giao tiep mang (Network Interface Layer
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1. Tang &g dung(application layer) cac giao thirc dinh tuyén nhu BGP va RIP vi 1 s6 ly
do, chay trén TQP, UDP theo thr tu tung cap: BGP dung TCP, RIP dung UDP-con c6 thé
duogc coi la 1 phan cua tang ing dung hoac tang mang

2. Tang giao van(transport layer) céc giao thire dinh tuyén nhu OSPF (tuyén ngan nhat
duoc chon dau tién) chay trén IP, ciing ¢ thé dugc coi 1a 1 phan cua tang giao van or tang
mang. ICMP- Internet group control message protocol-tam dich 1a giao thuc diéu khién
thong diép Int va IGMP —giao thirc quan 1y nhom Internet chay trén IP, c6 thé duoc coi 1a
1 phan ctia mang

*3. Tang Internet: ARP(Address resolution protocol-giao thic tim dja chi va RARP
(Reverse address resolution protocol- giao thire tim dia chi ngugc lai hoat dong ¢ bén dudi
IP nhung & trén giao tiép mang , vay c6 thé ndi né nam ¢ khoang trung gian giita 2 tang

4. Tang giao tiép mang: network interface layer : PP duoc st dung dé chuyén cac goi tin
tir tAng mang toi cac may chu(host)khac nhau —ko han 13 1 phan caa b giao thic TCP/IP
vi giao thirc IP ¢6 thé chay trén nhiéu tang lién két khac nhau

Pbi chiéu vdi md hinh tham chiéu OSI: M6 hinh tham chiéu OSI dugc chia thanh 7 16p
v01 cac chure nang sau :

- Application Layer (lop ung dung) : giao di¢n gitra ng dung va mang.

- Presentation Layer (I6p trinh bay) : thoa thuin khudn dang trao dbi dir liéu.

- Session Layer (I6p phién) : cho phép nguoi dung thiét 1ap cac két ndi.

- Transport Layer (I6p vdn chuyén) : ddm bao truyén thong giita hai hé thong.

- Network Layer (16p mang) : dinh huéng dit liéu truyén trong moi truong lién mang.
- Data link Layer (I6p lién két dir liéu) : xac dinh viéc truy xuat dén cac thiét bi.

- Physical Layer (I6p vdt 1y) : chuyén d6i dit lidu thanh céc bit va truyén di.

So sanh mo6 hinh TCP/IP vé1 mo hinh OSI:

Mo hinh OSI Mo hinh TCP/IP

Tang ung dung Tang &ng dung

Tang trinh dir liu Ko c6 trong mo hinh
Tang phién Ko c6 trong mé hinh
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Tang giao van Tang giao van
Tang mang Tang internet
Tang lién két dit liéu Tang host-to-network
Tang vat Iy
Application Application Telnet| | FTP ||DNS
Presentation I
Session
TCP UDP
Transport Transport | ..
Network Internet IP
Datalink Network Packet
LAN i
Physical Access radio
OSl TCP/IP Protocols

Giong nhau: ca 2 déu theo kiéu kién triic phan tang

e Ca2 déu co tang tng dung, qua d6 chiing c6 nhiéu dvu khac nhau

e Ca2 cb cac ting mang &tang van chuyén cé thé so sanh duoc

e Ky thuat chuyén mach géi duoc chap nhan
Khac nhau: TCP/IP tap hop céac tang trinh bay&tang phién vao trong tang tng dung cta nd
TCP/IP tap hop tang vat Iy &tang lién két DL trong OSI vao 1 tang
TCP/IP biéu hién don gian hon vi c6 it tang hon

Cac giao thire TCP/IP la cac chuan co s cho Int phat trién, nhu vay mo hinh TCP/IP
chiem dugc nieém tin chi vi cac giao thirc cua n6. Nguoc lai, cac mang thong thuong ko
duogc xay dung dua trén OSI, ngay ca khi OSI dung nhu 1 hudng dan
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CAu 12: Néu ciu tric mang Ethernet?

A. cac thanh phan:

v/ Nut mang: cac thiét bi mang dau cudi: ngudn, dich caa DL: PC , may tram, may chu tép,
may chu in an

e Céc thiét bi trung chuyén DL : thiét bj trung gian trung chuyén fame:
repeater,hub,router,modem

v’ Céac thiét bj két nbi dung dé két ndi cac mang m.tinh trong mang va gitta cac m.tinh véi cac
thict bi trung chuyén: transceiver, cap mang UTP,STP, cap quang

a. Topology:
Topo mang:

e Mang dang bus tirng pho bién trudc day: trong phan doan mach, cic nit chia sé cling 1
duong truc, cac phan doan mang dugc noi véi nhau qua cac thiét bi Iap va khuyéch dai tin
hiéu

e Mang hinh sao thuong dung ngay nay: 1 bo Chuyen mach trung tdm vé&i nhiéu Cong
ethernet thuong 13 switch. Bd chuyén mach c6 thé tao Ik doc lap cho 2 niit mang bat ky, ko
xung dot, ko giao thue da truy cap

b. Céc tang chinh: Ethernet lam vigc tai 16p thir 2 trong m6 hinh OSI (OSI Layers2) tirc tang
data link. Trong tang data link dugc chia lam 2 tang chinh d6 1a MAC & MAC client

Cac tang trong ethernet: Nhiém vu MAC:

e Pong goi DL, bao gom viéc thiét lap cac frame DL trudc khi truyén va k.tra 15i trong
q,trinh nhan tin.

e Khai dong q.trinh truyén DL va khoi phuc néu viéc truyén bi 13i

Tang MAC client: tiry thudc vao cac ddi tuong tang nay c6 nhitng chirc ning va tén goi
khéac nhau

e DTE: ting nay cung cip giao dién giita cac tang trén véi tang MAC & dudi, né thuong
duoc goi la taag logical link control

e DCE: ting nay cung cip dé cac mang LAN c6 thé trao doi thong tin, cac mang LAN sd
cong nghé truy cap duong truyén khac nhau c6 thé trao doi thong tin voi nhau, nd thuong
duoc goi 1a cac thuc thé cau (bridge entites)

D. céu trac dia chi:
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MGi giao tiép mang ethernet dugc dinh danh duy nhat béi dia chi MAC 48 bit(6octet). Dia
chi nay dwogc 4n dinh khi sx thiét bi

Dia chi MAC dc biéu dién boi cac Chir s6 hé hexa(hé co s6 16)
Vd: 00:16:2F:3A:07:BC. 3 octet dau x4c dinh hing sx, chiu s quan li cua té chirc IEEE

Dia chi MAC duy nhét cho 1 giao dién giao tiép mang Ethernet(E). Dic chi MAC dc sd
lam dia chi nguon & dia chi dich trong frame cua E

Giao thic ARP dung dé xac dinh xem véi 1 IP 1a 1.2.3.4 thi goi tin nén duoc gui ra ngoai
voi dia chi MAC nao

Giao thic RARP dung dé xac dinh IP caa 1 may khi biét dia chi MAC

Mo hinh tham chiéu OSI( sip xép tir trén xubng) => Applicitation, presentation, session,
transport, netword, dat link, physical

Cau 13. So sanh kién tric ciia Ethernet va OSI?

=

20795408-ChuongV-Mang-LAN > | -

c)Ethernet va OSI
e

081 IEEE 802.3

reference model reference model

Application

Presentation

Session Upper-layer

Transport protocols

HNetwork WAC-client [EEE 802-specikic

Data link Media Aecess Control (MACY | [EEE BO2 3-specific

Ehyeical Bhyeical PHT) Media-specific
11/4/2008 Mang LAN 71

Trong tang data link duoc chia 1am 2 tang chinh 1a MAC & MAC client.
Upper-layer, protocol,mac-client, media access control ( MAC), Physical(PHY)

CAu 14. Trinh bay vin tit vé dich vu tén mién (DNS)? Anh huéng xh caa Internet?

~ bia chi IP du dugc bd dudi dang 1 s6 nguyén 32 bits hay dang cham thap phéan deu
rat kho nhé dv nguoi sd, do do6 trén mang Int nguoi ta xay dung 1 dv dung dé doi tén

Trang 15



cua 1 host sang dia chi IP. DV d¢ 1a dv danh tén ving (domain name service DNS)
DNS cho phép nguoi sd Int c6 thé truy nhap téi 1 m.tinh bang té€n cua n6 thay vi bang
dia chi IP.

Viéc danh tén ving ko chi ¢6 1oi 1 ko bat nguoi sd nhd dia chi IP ciia host ma con lam
de dang hon trong viéc to6 chirc mang

anh huéng XH cua internet:

Céu 15: Thé nao 12 giao thirc mang (Protocol), Topo mang (Topology)? Ké tén va vé
hinh minh hoa cho cac Topo mang?

Topology ctua mang 1a cdu trac hinh hoc khong gian ma thuc chat 1a cach b tri phan tu
ciia mang ciing nhu cach ndi gitra ching véi nhau. Thong thudng mang c6 3 dang ciu
tric 1la: Mang dang hinh sao (Star Topology), mang dang vong (Ring Topology) va
mang dang tuyen (Linear Bus Topology). Ngoai 3 dang c4u hinh ké trén con c6 mot s6
dang khac bién tuéng tir 3 dang nay nhu mang phan cap, mang full mesh, mang partial
mesh...

CAC GIAO THUC (Protocol)

Mot tap cac tiéu chuan dé trao do6i thong tin gitra hai hé théng may tinh hoic hai thiét bi
may tinh véi nhau duoc goi 1a giao thirc (Protocol). Cac giao thiric (Protocol) con dugc
goi la nghi thtrc hodc dinh wdc cua mang may tinh.

Pé danh gia kha nang cua mot mang dugc phan chia béi cac tram nhu thé nao. Hé s6
nay duoc quyét dinh chi yéu boi hiéu qua sir dung méi truong truy xuat (medium
access) cua giao thirc, méi trudng nay ¢ dang tuyén tinh hodc vong.... Mot trong cc
giao thirc duoc sir dung nhiéu trong cac LAN la: CSMA/CD, Token passing protocol,

+ K¢ tén va v€ hinh minh hoa cho cac Topo mang:

Cac loai topo mang do 1a: Mang dang hinh sao (Star topology), Mang hinh tuyén (Bus
Topology), Mang dang vong (Ring Topology), Mang dang két hop (Két hop hinh sao
va tuyén (star/Bus Topology), Két hop hinh sao va vong (Star/Ring Topology) Mang
full mesh, Mang phan cap (Hierarchical)
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Physical Topologies

Bus Extended Star
Topology ? ? ? Topology
I |
IR
Ring Topology !I-_Iiene;mhir:.al
opology
Mesh Topology

Star Topology ; % ;
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PHAN 2: BANG DUONG DI

Céu 1: Cho so d6 mang nhu sau:

Router 2 Router 3
Router 1 Router 4
( 211.211.1.0/24 () ( 211.211.6.0/24 ()
211.211.1.1 211.211.6.1

Hay thiét 1ap bang dudng di tai cac router dé may A c6 thé truyén thong tin dén may
B va nguoc lai, ddng thoi cac router ¢6 thé ping thay nhau.

Ciu 2 : Cho so d6 mang nhu sau:

Router 2 192.168.3.0/24

192.168.3.2
Router 1 Router 3
0.2
(  192.168.0.0/24 () ( 192.168.10.0/24 ()
192.168.0.1 192.168.10.1

Hay thiét 1ap bang duong di tai cac router dé may A co thé truyén thong tin dén
may C va nguoc lai, ddng thoi cac router ¢6 thé ping thay nhau.
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Céu 3: Cho so dd mang nhu sau:

192.168.3.2

192.168.3.1

Subnet
28.59.14.8/29
\'\

PC1 PC2 PC3
128.59.14.10 128.59.14.18 128.59.14.26

Hay thiét lap bang dudng di tai cac router dé may PC1 co thé truyén thong tin dén
may PC3 va nguoc lai, ddng thoi cac router ¢ thé ping thay nhau. Luu ¥ 14 cac dia
chi IP thugc 16p C déu c6 subnet mask 13 255.255.255.0.

Ciu 4: Cho so d6 mang nhu sau:

Router 1 Router 2
192.169.1.0:24 1.1 21 192.168.2.0/24 2_2® 1.1 192.168.4.0/24
1 1 | I I I I | |
e 0 e e s e I Y
A
Router 3
192.168.3.0/24 3.2 5.1 192.168.5.0/24
1 | 1 1

Hay thiét lap bang duong di tai cac Router dé may A di dén duoc may B va nguoc lai.

Router 1

Destination Interface  Gateway
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1.0 1.1 1.1
2.0 2.1 2.1
3.0 3.1 3.1
4.0 2.1 2.2
5.0 3.1 3.2
6.0 3.1 3.2

Router 2

Destination Interface  Gateway
1.0 2.2 2.1
2.0 2.2 2.2
3.0 2.2 2.1
4.0 4.1 4.1
5.0 2.2 2.1
6.0 2.2 2.1

Router 3

Destination Interface  Gateway
1.0 3.2 3.1
2.0 3.2 3.1
3.0 3.2 3.2
4.0 3.2 3.1
5.0 5.1 5.1
6.0 6.1 6.1
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Ciu 5. Cho hé théng cac Router va cac dia chi theo hinh dué6i. Hay trinh bay bang dudng

di tai cac Router dé cac may truy cip dugc véi nhau.

192.169.1.0/24

Router 1

1.1

2.1

192.168.2.0/24

Router 2

192.168.4.0/24

A B

2.2@ 1.1
[ [ [ [

D

Router 3 Router 4
192.168.3.024 3.2 5.1 192.168.5.0/24 5.2 ® 7.1 192.168.7.0/24
I I I I I I I I I
6.1 8.1

C

192.168.6.0/24

192.168.8.0/24

Ciu 6. Cho hé théng cac Router va cac dia chi theo hinh dudi. Hay trinh bay bang dudng

di tai cac Router dé cac may truy cap duoc véi nhau.

L[]
[ |
192.168.7.0/24
Router 1 7.1 Router 4
192.169.1.0/24 1.1 2.1 192.168.2.0/24 2_2® 1.1 192.168.4.0/24 4£® 8.1  192.168.8.0/24
| | | | | I I [ [ | | [
e P e ] P
Router 3 192.168.9.0/24
192.168.3.0/24 3.2 3.1 192.168.5.0/24 | |
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Céu 7: Cho so d6 mang nhu sau:

Routcer | Router 2

Routcer 4

Router 3 Router 5

( S J

5 & 5 &

192.168.5.X/24 192.168.6.X/24

Cho h¢ théng cac Router va cac dia chi theo hinh trén. Hay trinh bay bang duong di tai cac
Router d¢ may A di dén dugc may B va nguoc lai. 5 Router ping thay nhau.

Ciu 8: Cho so d6 mang nhu sau:

Router | Router 2

192.168.7.X/24 192.168.8.X/24 192.168.9.X/24

Cho hé théng cac Router va cac dia chi theo hinh trén. Hay trinh bay bang duong di tai cac
Router d€ may A di dén dugc mdy B va nguoc lai. 5 Router ping thay nhau.
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Ciu 9: V& so d6 nguyén ly két ndi va ghi cac gia tri dai dién ciia mot hé thong mang
trén co s& cac thong sé sau: Hay trinh bay bang dwong di tai cic Router
- 03 (ba) network:

1. Net 1: 192.168.1.0 / 24

2. Net 2: 192.168.2.0 / 24

3. Net 3: 192.168.3.0 / 24

- Software router 1 (Windows server 2003) ¢6 2 interface:

1. NIC 1: 192.168.1.254 / 24

2. NIC 2:192.168.2.254 | 24

- Software router 2 (Windows server 2003) c6 2 interface:

1. NIC 1: 192.168.2.253 / 24

2. NIC 2:192.168.3.254 / 24

Huoéng din:

ROUTER1 ROUTER2

192.168.1.0/24 192.168.2.0/24 192.168.3.0/24

S5
192.168.1 .254U192.168.2.254 192.168.2.253&/192.168.3.254

/,3
4

(4

Thiét 1ap bang duong di tu lam:
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PHAN Il: PIA CHI IPv4
Cau 1: Cho dia chi mang 192.168.10.0/24

Huwéng dan:

Xac dinh s6 bit cin muon dé chia mang c6 dia chi trén thanh 8 mang con
Xac dinh mat na mang con (subnet mask) ctia cac mang con nay

Xéc dinh dia chi caa cac mang con va s dia chi may wng véi ting mang
con

Cép phat dia chi thuoc mang con thtr 2 cho 2 may Client! va Client2

Cho dia chi mang 192.168.10.0/24

e Sb bit can muon dé chia mang c6 dia chi 192.168.100.0/24 thanh 8 mang con: 3

bit

e S4 bit danh cho dia chi mang: 27 bit, s6 bit danh cho dia chi may: 5 bit
e  Subnet mask mai:

o 11111111.11111111.11111111.11100000
o 255.255.255.224

Dia chi caa cac mang con va sé dia chi may ung véi tirng mang con

o Subl:
= 11000000.10101000.01100100.00000000
= 192.168.100.0/27

o Sub2:
= 11000000.10101000. 01100100.00100000
= 192.168.100.32/27

o Suba3:
= 11000000.10101000. 01100100.01000000
= 192.168.100.64/27

o Subd4:
= 11000000.10101000. 01100100.01100000
= 192.168.100.96/27

o Subb:
= 11000000.10101000. 01100100.10000000
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192.168.100.128/27

Sub 6:

11000000.10101000. 01100100.10100000
192.168.100.160/27

Sub 7:

11000000.10101000. 01100100.11000000
192.168.100.192/27

Sub 8:

11000000.10101000. 01100100.11100000
192.168.100.224/27

Cép phat dugc dia chi thugc mang con thir 2 cho 2 may Client] va Client2

Cau 2:

Mot cong ty str dung dia chi mang 1a 192.168.5.0 v&i Subnet Mask 1a 255.255.255.0
cho hé théng may tinh trong cong ty. Cong ty c6 5 Phong ban, mdi Phong ban c6 20
may tinh. Ban lanh dao céng ty mubn mdi phong ban 1a 1 mang riéng dua trén dia
chi mang cuda cong ty.

a.

b.
C.
d.

Hay tién hanh chia mang con dua vao dia chi mang ¢ trén va dap mg céac yéu
Cau trén cta cong ty.

Xac dinh Subnet Mask cua cac mang con.

MJdi mang con c6 bao nhiéu IP ¢6 thé sir dung.

Liét ké dia chi dau va dia chi cudi ctua cac mang con.

Muon 3 bit dé chia mang con
Pugc 8 mang con, moi mang con ¢6 30 host

Subnet mask ctia cac mang con la 255.255.255.224 hoac /27

8 mang con:
+192.168.5.0/27

+192.168.5.32/27
+192.168.5.64/27
+192.168.5.96/27
+192.168.5.128/27
+192.168.5.160/27
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+192.168.5.192/27
+192.168.5.224/27

- 8 day dia chi host:
+192.168.5.1 — 192.168.5.30

+192.168.5.33 — 192.168.5.62
+192.168.5.65 — 192.168.5.94
+192.168.5.97 — 192.168.5.126
+192.168.5.129 — 192.168.5.158
+192.168.5.161 — 192.168.5.190
+192.168.5.193 — 192.168.5.222
+192.168.5.225 — 192.168.5.254

Trinh bay cdu tric va sy phan 16p cua dia chi IP v4,

Mot doanh nghiép duoc cap dia chi mang: 172.16.32.0/19 . Doanh nghiép nay can
tao 3 mang con hop 1& ( subnet ) dé tién cho viéc quan 1y. Vi cuong vi 1a nguoi
quan tri mang, hay phan chia dia chi IP sao cho hop 1y va dam bao yéu té tiét kiem
t6i da tai nguyén dia chi IP?

Trinh bay céu tric va sw phan 16p cia dia chi IP v4?

al Cau tric dia chi IP

- Gom 32 bit chia thanh 4 Octet ( mdi Octet co 8 bit, twong duong 1 byte ) cach dém déu
tir trai qua phai bit 1 cho dén bit 32, cac Octet tach biét nhau bang dau cham (.)

- Chia thanh 2 phan: Network ID va HostID

Network ID | HostID
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b/ Su phan 16p dia chi IP

- Lop A
+ Danh mot byte cho phan network_id va ba byte cho phan host_id.

+ Nhitng dia chi IP c6 octe dau tién nam trong khoang tir 0 (00000000) dén 127
(01111111) s& thuoc lop A

- Lop B:
+ Danh hai byte cho mdi phan network_id va host_id.

+ Nhitng dija chi IP c6 octe dau tién nam trong khoang tir 128 (10000000) dén 191
(10111111) s& thuoc vé 16p B.

-Lop C
+ Danh ba byte cho phan network_id va mét byte cho phan host_id.

+ Nhitng dia chi nim trong khoang tir 192 (11000000) dén 223 (11011111) s& thudc
vé lop C

- Ngoai ra con c6 16p D va 16p E. Tuy nhién 2 16p nay it duoc sir dung trong thuc té.
Chi dung dé nghién ctu.

¢/Bai toan vé chia dia chi IP

- Can chia 3 subnet hop 1&, nhu vay can phai muon 3 bit trong phan HostID cua dia chi
mang da cho

( S6 subnet hop 16=2%-2, véi x 1a s6 bit di muon )

- 172.16.32.0/19 duoc viét thanh
10101100.00010000.001HHHHH.HHHHHHHH/19

Ta c6 thé muon 3 bit host dau tién tir bén trai sang

- Mang méi sé¢ la:
10101100.00010000.000NNNHH.HHHHHHHH/21

- Ta cé 3 subnet hop 1€ mai la:
+10101100.00010000.00100100.00000000/21
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< 172.16.36.0/21
+10101100.00010000.00101000.00000000/21
< 172.16.40.0/21
+10101100.00010000.00101100.00000000/21
< 172.16.44.0/21

Cau 4:

Cho hé thong mang gom 228 Host va dia chi IP duoc thiét 1ap ¢ 16p 192.168.1.1/24. Hay
chia hé théng mang nay thanh bon mang con (Net 1: ¢c6 120 Host, Net 2: c6 60 Host, Net
3: ¢6 30 Host va Net 4: c6 18 Host) gébm cac thong tin: Network ID (dia chi 16p mang
con), Subnet Mask(mat na cia mang con), Start I[P Address(dia chi IP bt dau caa mang
con), End IP Address(dia chi IP két thiic mang con), Broadcast IP(dia chi IP quang ba cta
mang con).

Thiét lap dia chi IP cho cic mang con ( Net 1, Net 2, Net 3, Net 4) nhwr sau:

+ Net 1:
Net ID: 192.168.1.0
Subnet mask: 255.255.255.128
Start IP Address: 192.168.1.1
End IP Address: 192.168.1.126
Broadcast IP: 192.168.1.127

+ Net 2:
Net ID: 192.168.1.128
Subnet mask: 255.255.255.192
Start IP Address: 192.168.1.129
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End IP Address:

Broadcast IP:

192.168.1.190
192.168.1.191

+ Net 3:

Net ID:

Subnet mask:
Start IP Address:
End IP Address:

Broadcast IP:

192.168.1.192
255.255.255.224
192.168.1.193
192.168.1.222
192.168.1.223

+ Net 4:

Net ID:

Subnet mask:
Start IP Address:
End IP Address:

Broadcast IP:

192.168.1.224
255.255.255.224
192.168.1.225
192.168.1.254
192.168.1.255

Cau 5:

Nguoi ta ghi nhan dia chi IP cua mot Host nhu sau

Anh (chi) hiy cho biét:

a.

b.
C.

113.160.111.143/19

Host trén thudc mang c6 chia mang con khong? Néu co thi bao nhiéu mang con
va bao nhiéu host trén mdi mang

Hay cho biét dia chi dudng mang chira host
Hay cho biét dia chi Broadcast cua mang d6 va liét ké danh sach host
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Host trén thudc mang c6 chia mang con khong? Néu c6 thi bao nhiéu mang con
va bao nhiéu host trén moi mang

- C6 chia mang con
- S6 bit dung dé chia mang con: 11 => S mang con: 2046

- S4 bit ding cho host: 13 => S6 host hop 18; 8190

Duyét mat na mang con va dia chi IP theo ting byte twong tng => 224
- S6 co 56 32
- BSLN cua 32 <=1111a 96

- bia chi duwong mang chira host: 113.160.96.0

Duyét mat na mang con va dia chi IP theo ting byte twong tng => 224
- S6 co 567 32

-BSNN cua 32> 1111a 128 -1 =127

- bia chi Broadcast ciaa mang: 113.160.127.255

- Danh sach host: 113.160.96.1 -> 113.160.127.254

Ciu 6: Cho dia chi IP 100.200.100.200/19
Hay cho biét:

- Host trén thuéc mang c6 chia mang con khong? Néu c6 thi bao nhiéu mang
con, bao nhiéu host?

- Hay cho biét dia chi dudng mang chira host

- Hay cho biét dia chi Broadcast va liét ké danh sach host hop 18

Host trén thudc mang c6 chia mang con khong? Néu c6 thi bao nhiéu mang con va bao
nhiéu host trén mdi mang

- Subnet mark 1a 19 bit hay 255.255.224.0 => c6 chia mang con
- S6 bit dung dé chia mang con: 11 => S§ mang con: 2046

- S6 bit dung cho host: 13 => S host hop 18; 8190
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Duyét mat na mang con va dia chi IP theo ting byte twong tng => 224
- S6 co 567 32

- BSLN cua 32 <= 100 1a 96

- bia chi duong mang chira host: 113.160.96.0

Duyét mat na mang con va dia chi IP theo tirng byte tuwong tng => 224
-S4 co 567 32

- BSNN cua 32 > 100 1a 128 -1 =127

- bia chi Broadcast cua mang: 113.160.127.255

- Danh sach host: 113.160.96.1 -> 113.160.127.254

Ciau7: Cho dia chi IP cua mot s6 Host nhu sau:

IP1 134.135.30.10/20
IP2 134.135.40.100/20
IP3 134.135.50.20/20
IP4 134.135.60.70/20

Trong nhiing host trén host ndo nam ciing mang con

Hay chi cho biét dia chi mang con chira host d6, dia chi Broadcast cia mang va

liét ké danh sach host hop 1€
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Xét dia chi IP1 134.135.20.10/20

Host thuoc 16p B c6 network mark 255.255.0.0

S6 bit dung dé chia Subnet: 4 bit

S6 bit dung cho host: 16 — 4 =12 bit

S6 mang con: 24 — 2 = 14 mang con

S6 host: 212 — 2 = 4094 host

Duyét mat na mang con va dia chi IP theo ting byte twong tng => 240
- S6 co 50t 16

- BSLN cua 16 <=1201a 16

- bia chi duong mang chra host: 134.135.16.0

Duyét mat na mang con va dia chi IP theo tirng byte twong ttng => 240
- S6 co s0: 16

-BSNN cua 16 >201a 32 -1 =31

- bia chi Broadcast cia mang: 134.135.31.255

Vay ¢6 2 host nam chung mang con 1a host c6 dia chi IP1 va IP2

- Danh sach host: 113.160.96.1 -> 113.160.127.254

Cau 8: Cho 4 dia chi host nhu sau:
A:  192.168.25.30/27
B:  192.168.25.34/27
C: 192.168.25.61/27
D: 192.168.25.66/27
a. Cac dia chi trén thudc 16p dia chi nao? Néu ro cach xac dinh.
b. Trong nhiing dia chi trén, hiy cho biét nhiing dia chi nao ciing mot mang con Vi
nhau (trinh bay cu thé phwong phép xac dinh va két qua).
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Liét ké day dia chi (dia chi mang, day dia chi host, dia chi broadcast) cua nhém dia chi co

cung mang con vira tim dugc ¢ cau b?

Cac dia chi trén thudc lop C
Lép C co octet dau tién thudc pham vi 192 — 223

Pia chi I16p C c6 phan network ID chiém 3 byte (24 bits). Trong cac dia chi IP nay,
tham s 1a /27 tirc 1a dd muon 3 bits dé chia mang con. Do d6 phan host ID con 5
bits va s6 host thuoc mdi mang nay sé& 1a 25=32 hay néi cach khac sb gia 1a 32.
Mang con tht nhat; 192.168.25.0
Mang con thu hai: 192.168.25.32
Mang con thir ba: 192.168.25.64
Mang con tha tu:  192.168.25.96
Cac dia chi A va B déu thudc cuing mang con thir hai nén ciing mang voi
nhau.
Liét ké day dia chi:
bia chi mang: 192.168.25.32
bia chi host: 192.168.25.33 — 192.168.25.62
bia chi broadcast: 192.168.25.63

Cau 9: Cho 3 dija chi IP sau:
A:192.168.1.10/27=>11000000 10101000 00000001 00001010
B:192.168.1.30/27=>11000000 10101000 00000001 00011110
C:192.168.1.40/27=>11000000 10101000 00000001 00101000
a.Tim subnetmask,céc dia chi mang con, hdy cho biét nhirng dia chi nao 13 cing mang con

b.H3y tim dia chi broadcast va liét ké cac dia chi host clia cdc mdy con trén.
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Huwdng dan

a.Ta thay 3 dia chi trén (A,B,C) déu thubc lop C

S6 bit netid =27(bit 1)

Subnetmask:11111111 11111111 11111111 11100000 =>255.255.255.224

S& dia chi cuc dai trong mét mang con 1a:2m{i5=32 — 2 dia chi dac biét = 30 dija chi
Cac dia chi mang con:

$1:192.168.1.0=>192.168.1.31

$2:192.168.1.32 =>192.168.1.63

$3:192.168.1.64 => 192.168.1.95

$4:192.168.1.96 =>192.168.1.127

$5:192.168.1.128 =>192.168.1.159

$6:192.168.1.160 =>192.168.1.191

$7:192.168.1.192 =>192.168.1.223

$8:192.168.1.224 =>192.168.1.255

Trong 3 dia chi A,B,C thi 2 dia chi A va B cing nam trong mang con
$1:192.168.1.0=>192.168.1.31 nén 2 dia chi nay cing mang con

Con dia chi C thudc mang con S2 khéng cing ndm mdot mang con vdi A,B

b. Pia chi broadcast ctia 3 dia chi A,B,C la:

Tl dia chi subnetmask:11111111 11111111 11111111 11100000

=>dja chi broadcast A:11000000 10101000 00000001 00011111=>192.168.1.31
=>dja chi broadcast B:11000000 10101000 00000001 00011111=>192.168.1.31
=>dja chi broadcast C:11000000 10101000 00000001 00111111=>192.168.1.63
Liét ké cac dia chi host(mdy tram) cda cdc may con trén(phan a)

$1:192.168.1.1=>192.168.1.30
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$2:192.168.1.33=>192.168.1.62
$3:192.168.1.65=>192.168.1.94
$4:192.168.1.97=>192.168.1.126
$5:192.168.1.129=>192.168.1.158
$6:192.168.1.161=>192.168.1.190
$7:192.168.1.193=>192.168.1.222

$8:192.168.1.225=>192.168.1.254

Cau 10: Cho khéi dia chi sau:A:16.0.0.0/8 =>dija chi lép A

Ta muén chia thanh 1000 mang con

a.Hay tim mat na mang con

b. Hay tim dia chi dau tién va dia chi cudi cung cia mang con dau tién
c.H3y tim dia chi dau tién va dia chi cudi cung ciia mang con cudi cung
Hudng dan:

a.Tim mat na mang con:

A:16.0.0.0=>1P:00010000 00000000 00000000 00000000

T khéi dja chi A ta xac dinh duoc subnetmask mac dinh:

Subnetmask mac dinh:11111111 00000000 00000000 00000000=>255.0.0.0
Ta c6:nd1=8 bit 1

T s& mang con phai chia(Sr=1000) va goi n |a s8 bit cdn muon tir phan hosted dé dinh danh cho
mang con phai thda man

2mi n-2>=1000=>2mi n>1002=>n=10
Mat na mang con co:

N110=nd1+n=8+10=18 bit 1
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Ns0=32-18=14 bit 0

=>subnetmask:11111111 11111111 11000000 00000000=>255.255.192.0
b. dia chi dau tién va dia chi cudi cing ciia mang con dau tién
$1:16.0.0.0=>16.0.63.255

c. dia chi dau tién va dia chi cudi cung clia mang con cudi cung
$1024:16.255.192.0=>16.255.255.255

Céu 11:

- Hay xét ¢én mot dia chi IP class B, 139.12.0.0, véi subnet mask 1a 255.255.0.0
- Hay chia network thanh 5 mang con.

Cau 12:
Cho IP 172.19.160.0/21

* Chia lam 4 mang con
» Liét ké cac thong so6 gom dia chi mang, day dia chi host, dia chi broadcast cua cac
mang con do

Cau 13:
Cho IP 172.16.192.0/18
* Chia lam 4 mang con

« Liét ké cac thong s6 gom dija chi mang, diy dia chi host, dia chi broadcast cta céc
mang con do
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CHIA PIA CHI IP THEO VLSM (Variable Length Subnet Mask)

Ciu 1. Trinh bay ciu trac va su phan 16p caa dia chi IP v4? Ly do tai sao phai chia mang
con? Gia s ta can chia 1 mang LAN cho Truong PHCN TP.HCM c6 dia chi
192.168.1.0/24. GOom céc khoa sau: Khoa Quan Tri Kinh Doanh c6 14 may; Khoa Kinh Té
Chinh Trj c6 12 may, Khoa K& Toan c6 30 mdy, Khoa Kinh Té Phat Trién c6 60 may,
Khéi Hanh Chinh c6 120 may. Ban hiy phan phdi mot cach hop 1y gdm cac théng tin:
Network ID (dia chi duong mang), Subnet Mask(mat na mang), Start IP Address(dia chi
IP bit dau cua mang con), End IP Address(dia chi IP két thuc mang con), Broadcast IP(dia

chi IP quang ba ctia mang con).

Huwéng dan:

Trinh bay céu tric va si phan 16p cia dia chi IP v4?

a/ Cdu tritc dja chi IP

- Gom 32 bit chia thanh 4 Octet ( mdi Octet co6 8 bit, twong duong 1 byte ) cach dém déu
tir trai qua phai bit 1 cho dén bit 32, cac Octet tach biét nhau bang dau cham (.)

- Chia thanh 2 phan: Network ID va HostID

Network ID | HostID

b/ Sw phan lop dia chi IP

- Lop A
+ Danh mot byte cho phan network_id va ba byte cho phan host_id.

+ Nhitng dia chi IP c6 octe dau tién nam trong khoang tir 0 (00000000) dén 127
(01111111) s& thuoc lop A

- Lép B:
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+ Danh hai byte cho mdi phan network_id va host_id.

+ Nhitng dija chi IP c6 octe dau tién nam trong khoang tir 128 (10000000) dén 191
(10111111) s& thudc vé 16p B.

-Lép C
+ Danh ba byte cho phan network_id va mét byte cho phan host_id.

+ Nhitng dia chi nam trong khoang tir 192 (11000000) dén 223 (11011111) sé& thudc
vé lép C

- Ngoai ra con c6 16p D va 16p E. Tuy nhién 2 16p nay it duoc sir dung trong thuc té.
Chi dung dé nghién ctu.

Hwéng dan cach giai

Bwo&c 1: Tim subnet mask cho cac don vj trong trirong theo trinh ty tr mang
to dén mang nhé

1) 120 host > 27 = 128. S6 ma thuat M = 2Y = 27 = 128. Nhw vay c6 7 bit
danh cho host. Suy ra c6 32 — 7 = 25bit danh cho dia chi mang. Dia chi IP
cla mang nay co6 dang IP/25.

2) 60 host = 2° = 64. Suy ra c6 6 bit danh cho host, 32 — 6 = 26 bit danh cho
dia chi mang. Dia chi IP mang nay cé dang IP/26

3) 30 host & 2°=32 =M. IP/27

4) 14 host - 24 =16 = M. IP/28

5) 12 host > 24 =16 = M. IP/28
Budére 2: Tim dia chi mang cho ttrng mang con ctia méi don vi.
Dia chi mang hién tai = Dja chi mang trwwdc + M cia mang truéce

1)  Khdi hanh chinh: 192.168.1.0/25

2)  Khoa Kinh Té Phat Trién: 192.168.1.128/26 ( = dia chi mang 1 + M cua
mang 1)

3) Khoa Ké Toan: 192.168.1.192/27

4)  Khoa Quan Tri Kinh Doanh: 192.168.1.224/28

5)  Khoa Kinh Té Chinh Tri: 192.168.1.240/28

Sau d6 1ap bang Dai dja chi IP cap cho cac mang nhw sau (tw 1am)
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Ciu 2. Trinh bay cau trac va su phan 16p cua dia chi IP v4? Ly do tai sao phai chia mang
con? Gia str ta can chia 1 mang LAN cho cong ty ABC c6 dia chi 192.168.155.0/24. Gém
cac phong ban sau: Phong A c6 80 may; Phong B c6 60 may, Phong C c6 25 may; Phong
D c6 25 may. Ban hiy phan ph6i mot cach hop 1y gdm cac thong tin: Network ID (dia chi
duong mang), Subnet Mask(mit na mang), Start IP Address(dia chi IP bat dau caa mang
con), End IP Address(dia chi IP két thiic mang con), Broadcast IP(dia chi IP quang ba cta

mang con).

Hudéng dan:

Trinh bay ciu triic va sw phan 16p ciia dia chi IP v4?

a/ Cdu tritc dja chi IP

- Gom 32 bit chia thanh 4 Octet ( mdi Octet co 8 bit, twong duong 1 byte ) cach dém déu
tir trai qua phai bit 1 cho dén bit 32, cac Octet tach biét nhau bang dau cham (.)

- Chia thanh 2 phan: Network ID va HostID

Network ID | HostID

b/ Sw phan lop dia chi IP

- Lop A
+ Danh mot byte cho phan network_id va ba byte cho phan host_id.

+ Nhitng dia chi IP c6 octe dau tién nam trong khoang tir 0 (00000000) dén 127
(01111111) sé& thuoc 16p A

- Lép B:
+ Danh hai byte cho mdi phan network_id va host_id.

+ Nhitng dia chi IP c6 octe dau tién nam trong khoang tir 128 (10000000) dén 191
(10111111) s& thuoc vé 16p B.

Trang 39




-Lop C
+ Danh ba byte cho phan network_id va mét byte cho phan host_id.

+ Nhitng dia chi nim trong khoang tir 192 (11000000) dén 223 (11011111) s& thudc
vé lép C

- Ngoai ra con c6 16p D va 16p E. Tuy nhién 2 16p nay it duoc sir dung trong thuc té.
Chi dung dé nghién ctu.

Cho mang 192.168.155.0/ 24. Chia mang nay thanh cac mang con cho cac phong ban sau:
Phong A: 80 mady, phong B: 60 mdy, 2 phong C, D: méi phong 25 may.

Phuaong phap tinh

Dau tién ta c6 dia chi IP va cac bit phan net-id: 11000000 10101000
70011011 00000000 trir dia chi mang va broadcast ra, thi mang nay c6 t6i da 254
may.

Ta mugn 1 phan host-id chuyén qua lam net-id, dugc 2 mang con nhu sau:

« 11000000 10101000 10011011 000000002 hay 192.168.155.0/25
« 11000000 10101000 10011011 100000002 hay 192.168.155.128/25

Ta thdy, mang 192.168.155.0/25 c6 7 bits phan host-id, biéu dién dugc 127 may,
dd cho phong A, nén ta gan mang nay cho phong A.

V@i dia chi 192.168.155.128/25, ta lai mugn 1 phan host-id chuyén qua lam net-id,
dugc 2 mang con nhu sau:

« 11000000 10101000 10011011 100000002 hay 192.168.155.128/26
« 11000000 10101000 10011011 110000002 hay 192.168.155.192/26

Tiép tuc, mang 192.168.155.128/26 ¢b 6 bits phan host-id, biéu dién dugc 63 may,
nén ta gan cho phong B mang nay.

Lam tudng tu vé8i mang 192.168.155.192/26, dugc 2 mang con:
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« 11000000 10101000 10011011 110000002 hay 192.168.155.192/27
« 11000000 10101000 10011011 111000002 hay 192.168.155.224/27

2 mang con nay c6 5 bits phan host-id, biéu dién dugc 31 may, ta gan lan lugt cho

phong C va D.

Nhu vay ta da chia mang 192.168.155.0/24 thanh cac mang con co kich c¢& khac

nhau, phu hgp véi yéu cau dé bai:

« Phong A: 192.168.155.0/25

« Phong B: 192.168.155.128/26
« Phong C: 192.168.155.192/27
« Phong D: 192.168.155.224/27

Ciu 3. Bai tap: Cho dia chi IP sau 172.16.0.0/16. Hay chia dia chi mang cho

mang con nhw sau:

o Mang 1 c6 4000 may

o Mang 2 c6 2000 may

o Mang 3 c6 600 may

o Mang 4 c6 200 may

o Mang 5 c6 40 may

. Mang 6 c6 30 may

. Mang 7 c6 2 may
Hwéng dan:

1) 4000 - 22 - ¢6 20 bit (= 32 -
12) danh cho dia chi
mang. = IP/20. 212 = 2428 > M =
24 =16.

1) 172.16.0.0/20

2) 2000 - 2 > c6 21 bit (= 32 -
11) danh cho dia chi
mang. - IP/21. 211 = 2328 > M =
23 =8.

2) 172.16.16.0/21 (Lwu y cong thirc NetAdd; =
NetAddi.1 + Mi1, vi tri cdng s M vao la octet dau
tién con khong gian bit cho dia chi host cua
mang con (i — 1))

3) 600 - 2% > co 22 bit (= 32 -
10) danh cho dia chi mang. 2% =
2228 > M =22=4,

3) 172.16.24.0/22

4) 200 > 2% > co 24 bit (= 32 -
8) danh cho dia chi mang. 2° =
122> M=1

4) 172.16.28.0/24
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5) 40 > 2° > ¢6 26 bit (= 32 - 6)
danh cho dia chi mang. 2° = 64 =

M

5) 172.16.29.0/26

6) 30 - 2° - 27 bit danh cho dia

chi mang. M = 2° = 32,

6) 172.16.29.64/27

7) 2 >2? - 30 bit danh cho dia

chimang. M =4

7) 172.16.29.96/30

Dai dia chi IP cap cho cac mang nhw sau

Network
address

Broadcast
address

IP range

172.16.0.0/20

172.16.15.255/20

172.16.0.1/20 — 172.16.15.254/20

172.16.16.0/21

172.16.23.255/21

172.16.16.1/21 — 172.16.23.254/21

172.16.24.0/22

172.16.27.255/22

172.16.24.1/22 — 172.16.27.254/22

172.16.28.255/24

172.12.28.1/24 — 172.16.28.254/24

172.16.29.0/26

172.16.29.63/26

172.16.29.1/26 —172.16.29.62/26

172.16.29.64/27

172.16.29.95/27

172.16.29.65/27 — 172.16.29.94/27

1
2
3
4 172.16.28.0/24
S
6
7

172.16.29.96/30

172.16.29.99/30

172.16.29.97/30 — 172.16.29.98/30

Cau 4; ding mang 192.168.1.0/24

Hay chia cho phu hgp theo hinh duéi

100 host

Cac budc chia ty lam

Két qua sau khi chia:

50 host

20 host

Trang 42




192.168.1.224/30 192.168.1.228/25

225

229

226 230

192.168.1.0/25 192.168.1.128/26 192.168.1.192/27

100 host 50 host 20 host

Cau 5: (tu lam)

Cho mang 172.16.5.0/24. Hiy chia nho sao cho phi hgp véi so d6 sau:

10
5 host }_ﬁ_ﬁzﬁ,Mﬁ 1

78 host 50 host 20 host
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PHAN IV:

- So sanh va phén biét cach thirc truyén tin UDP va TCP
- kiém soat 16i (CRC, hamming)

* MA HAMMING

Thuét toan cho viéc sir dung bit chin 1¢ trong 'md Hamming' théng thurong ciing twong d6i
don gian:

1. Tét ca cac bit ¢ vi tri 1a cac s6 mii ciia 2 (powers of two) dugc dung 1am bit chin 1é.

(cac vi trinhu 1, 2, 4, 8, 16, 32, 64 v.v. hay noi cach khéac 2°, 21, 22, 23, 24, 2°,
2°v.v))

2. TAt ca céc vi tri bit khac duoc dung cho dir li¢u s€ dugc ma hoa. (cac vitri 3, 5, 6, 7,
9,10, 11, 12, 13, 14, 15, 17, ..)

3. Mdi bit chin 1¢ tinh gid tri chin 1 cho mét s bit trong tir ma (code word). Vi tri ctia
bit chin 1¢ quyét dinh chudi cac bit

ma n6 luan phién kiém tra va bo qua (skips).

«  Vitri1 (n=1): bd qua 0 bit(n-1), kiém 1 bit(n), b qua 1 bit(n), kiém 1 bit(n),

bo qua 1 bit(n), Vv.v.
Vi tri 2(n=2): b6 qua 1 bit(n-1), kiém 2 bit(n), bo qua 2 bit(n), kiém 2 bit(n),

bo qua 2 bit(n), v.v.

. Vi tri 4(n=4): b6 qua 3 bit(n-1), kiém 4 bit(n), bo qua 4 bit(n), kiém 4 bit(n),
bo qua 4 bit(n), v.v.

e Vitri 8(n=8): b6 qua 7 bit(n-1), kiém 8 bit(n), bo qua 8 bit(n), kiém 8 bit(n),
bo qua 8 bit(n), v.v.

. Vi tri 16(n=16): bo qua 15 bit(n-1), kiém 16 bit(n), bo qua 16 bit(n), kiém 16
bit(n), bé qua 16 bit(n), v.v.

. Vi tri 32(n=32): bo qua 31 bit(n-1), kiém 32 bit(n), bo qua 32 bit(n), kiém 32
bit(n), bo qua 32 bit(n), v.v.

. va tiép tuc nhu trén.

Noi cach khac, bit chin 1€ tai vi tri 2X kiém céc bit & cac bit & vi tri t ¢o gia tri logic cua
phép toan AND gitra k va t 1a khac 0
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Cau 1:

Lay vi du ching ta c6 mot tir dit liéu dai 7 bit v6i gid tri 1a "0110101". Bé ching minh
phuong phap cic ma Hamming duoc tinh toan va duoc st dung dé kiém tra 13i, xin xem
bang liét ké dudi day. Chit d (data) duoc dung dé biéu thi cac bit dit liéu va chix p (parity)
dé biéu thi cac bit chan 1¢ (parity bits).

Dau tién, céc bit cua dir liéu duogc dit vao vi tri tuong thich ctuia chung, sau do cac bit chan
1é cho mdi trudng hop duge tinh toan dung quy luat bit chin 1& s6 chantl.

Thir tu bit 12 3 4 5 6 7 8 9 1011

Vi tri bit chin 18 va cac bit ditlieu p: p2 di ps d2 d3 ds ps ds ds dr

Nhom dir liéu (khong cé bit chin 16): 0 11 0 1.0 1
o 1 0 1 0 1 1
P2 0 0 10 0 1
p3 0110
P4 0 1 0 1

Nhom dir liéu (véibitchdnlé): 1 0 0 0 1 1 0 0 1 0 1

Cach tinh cac bit chin 1é trong ma Hamming (tir trai sang phai)

Nhom dit liéu méi (new data word) - bao gom céc bit chin 1é - bay gio 1a
"10001100101". Néu ching ta thir cho rang bit cudi cing bi thoai héa (gets corrupted)
va bi 1on nguoc tir 1 sang 0. Nhom dit liéu méi s€ 1a "10001100100"; Duéi day, ching
ta s& phan tich quy luat kién tao ma Hamming bang cach cho bit chin 1¢ gié tri 1 khi
két qua kiém tra dung quy luat sé chéin bi sai.
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Thur tw bit 12 3 4 5 6 7 8 9 10 11

Vi tri bit chin 1é Kiém Bit
vA cde bit dir lign | Pt [P2|d:|Ps|dz|ds|daiPa\ds i ds| 07| 2 1s | ongin 18

Nhém dir liéu

nhén dirge: 100 0 1 1 0 0 1 0 O 1

P1 1 0 1 0 1 0 Sai 1
P2 0 O 1 0 0 0 Sai 1
Ps3 0 1 1 0 bung 0
P4 0 1 0 0 Sai 1

Kiém tra céc bit chiin 1é (bit bi dio 16n c6 nén thim)
Budc cudi cung 1a dinh gia tri ciia cac bit chin 1& (nén nhé bit nam dudi ciing duoc
viét v€ bén phai - viét nguogc lai tir dudi lén trén). Gia tri sO nguyén cua céc bit chan
1¢ 1a 11(10), va nhu vay c6 nghia la bit thir 11 trong nhém dir ligu (data word) bao

gdm ca cac bit chan 16 - 1a bit c6 gia tri khong dung, va bit nay can phai d6i nguoc
lai.

P4 P3| P2 P1

Nhiphan 1 0 1 |1

Thap phan 8 2 1 x=11
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Khi hai bit dit liéu (3,7) c6 cung bit chin 1& kiém tra tai vi tri 2X - vi du (1,2) -
bién doi gia tri (16i trong truyén thong) thi gia tri ctia bit chin 1é van dung
nhu gia tr1 goc (0,1)
Viéc doi nguoc gia tri cua bit thir 11 1am cho nhém
10001100100
trd lai thanh
10001100101.
Bang viéc bo di phan ma Hamming, ching ta 14y duoc phan dit liéu gbc
voi gia tri la
0110101.
Luu ¥, cac bit chan 1é khong kiém tra duoc 1an nhau, néu chi mot bit
chin 1& bi sai thoi, trong khi tat ca cac bit khac 1a ding, thi chi c6 bit
chin 1& noi dén 1a sai ma thoi va khong phai 13 cac bit n6 kiém tra (not
any bit it checks).
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Thuat toin Hamming Code [ Hamming (11, 7)]
1. Bén giri

~ Diing parity chin

— Thong tin can giri: 1011101
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2. Bén nhan

a. Trieong hop nhin diing
~ Thong tin nhdn: 00100110101

Vi trf bit chéin 1é va cdc bit
dit liéu

b Trwong hop nhin sai
~ Thong tin nhén; 00 100110111

Vi trf bit chin 16 va cdc bit
dit ligu




— Vitri bi l3i:
p4 p3 p2 pl
Nhiphin 1 0 1 0
Thip phan 8 2 T=10

— Sura lai thong tin dugc nhan (déni gid tri tai vi tri bit bi 161)

Bandau: 00100110111
Siralai: 00100110101

— Théng tin gbe (loai bo cac Hamming code):

Thir tu bit 1 (2|3 (4|56 |7 8|9 [10]I11

Céu 3: Théong tin giri voi chiéu dai = 00110011001

- Hay tao mda hamming
- Hay tinh truong hop nhan ding, nhan sai
- Xac dinh v1 tri bit nhan sai

Céau 4: Trinh bay thuat toan phat hién 15i va stra sai Hamming. Cho théng diép gom cac bit: 1101
1111 0001 1010 11. Ap dung thuat toan trinh bay cu thé cac budc dé xac dinh chudi bit stra sai?

Cau 5: Dya vao thuét toan Hamming trinh bay cac budc x4c dinh vi tri bit sai trén chudi thong
diép nhan duoc tai may thu. Cho thong diép gom cac bit sau: 111 1010 1101 0000 1100 011. Ap
dung dé chi ra vi tri bit sai? Sir dung k¥ thuat kiém tra Parity bit chan 1é theo quy luat s6 chan.

Huwéng dén
e Céc budc xac dinh vi tri bit sai trén chudi thong diép nhan duoc tai may thu:
> Bude 1: Xdy dung bang theo quy lugt kién tao ma Hamming.
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> Buoc 2: Sir dung quy ludt kiém tra bit chan 1é dé xdc dinh cdc bit kiém tra .
> Buéc 3: Viét nguoc lai cdc bit kiém tra chan lé tir bit Ién nhdt dén bit nhé nhdt, sau
dé doi ra sé thdp phan chinh la vi tri bit sai.

Cau 6:

® GGia s ta co:
* M =1010001101 (10 bit)
eP= 110101 (6 bit)
® FCS can phai tinh toan ( 5 bit)

® Lan lwot thwe hién cac bwdc sau:

® Tinh M*2* = 1010001101

® Thwe hién phép chia modulo M*2° cho P ta dwgc
phan dv F =01110

® Taokhung goidilaT=M*2+F =

101000110101110
1101010110 (1 K&t qua phép chia)
110101 1010001101 0COQOOOD [ hI*2E)
11 0101
111011
110101
n11101
QgoQgoon
111010
110101
011111
poooooDn
111110
110101
ag1o0110
Qo000
1ol 100
110101
110010
110101
001110 Trang 51
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Phép chia 10100011010111001110 cho 110101 két qua

bang 0 vay thong diép nhan duogc khong co 10i

Cau 7:

Cho chudi 10 bit M=1010011110 va bd chiala P=1011. Tim CRC. Kiém tra lai két qua.

Huwoéng dén
Pé tim CRC ta str dung phép chia chili bit 1010011110 cho bo chia 1a 1011:

1010011110:000 |1011

1010
~ 1011 |
00010
-0
101
- 0
1011
-1011
01
- 0
011
- 0
0110
- 0
0110 0
=01 1
1110
=10 11
101
~1 01

Tir d6 ta ¢6 CRC 14 s6 du ciia phép chia trén 1a: 001

Kiém tra CRC:

—l—

|1001000111

Trang 52



1010011110:001

1010
~ 1811 |
00010
—= 0

| =
O

[

0
0

T
o=+

|
O

|l ©
p—
O

[

lo|l ©
— e | | =
Pt et | OO =
——oO=]|=O|CO
OO = ]—=O
— =

o|—r

Viy théng diép khong c6 16i

|1001000111

Ciu 8: don vi dit liéu 1a M=10110011, va bd chia 1a P=1001, cho biét don vi dit liéu co 10i

khong?

Huwoéng dén

Xét phép chia: 10110011111 cho 1001.

10110011111 |1011

1011
—1001
0

| —
o0

— —
oo
o0

—

|
O

| —
—_
O

——

s |
IO =S —
Cleo|——

1
1
01

—1001

0000

1.

|10100111

Ta thay s6 du ctia phép chia 1a 0000. Vay trong qua trinh truyén, dit liéu duoc dam bao, khong bi
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Cau 9: (Tu lam)
Cho chudi 8 bit M=11100101 va bo chiala P=11011. Tim CRC. Kiém tra lai két qua.
Céu 10: Dya vao thuat toan CRC trinh bay cac budc dé xac dinh ban tin nhan duoc tai may thu

c6 16i hay khong? May thu nhan duoc chudi bit sau M=1000 0100 1101 111 0100 va P=11011.
Ap dung dé xac dinh chudi bit nay c6 xuat hién 13i truyén khong?

CAU HOI VE TCP VA UDP

Cau 1:
So sanh 2 giao thuec TCP va UDP

Huéng dan:

UDP (User Datagram Protocol) 1a mét trong nhiing giao thic cbt 161 cua giao thuc
TCP/IP. Dung UDP, chuong trinh trén mang may tinh c6 thé gai nhiing di liéu ngan dugc
goi 1a datagram t&i may khac. UDP khong cung cap Sy tin cay va tha tu truyén nhan ma
TCP lam; cac goi dit lidu co thé dén khong ding thw tu hoic bi mat ma khong c6 thong
béo. Tuy nhién UDP nhanh va hiéu qua hon dbi véi cac muc tiéu nhu kich thudc nho va
yéu cau khat khe vé thoi gian. Do ban chat khong trang thai cia nd nén né hitu dung ddi
Véi Viéc tra 101 cac truy van nho véi sé luong lén nguoi yéu cau.

TCP (Transmission Control Protocol - "Giao thirc dieu khién truyen van™) la
mot trong cac giao thuc cot 181 cua b giao thac TCP/IP. St dung TCP, cac tng dung trén
cac may chu dugc noi mang co6 thé tao cac "két noi™ voi nhau, ma qua d6 chung c6 thé trao
doi dir liéu hodc cac gdi tin. Giao thirc ndy dam bao chuyén giao dix liéu téi noi nhan mot
cach dang tin cdy va dung thu ty. TCP con phén biét gira dir liéu cua nhiu tng dung
(chang han, dich vu Web va dich vu thu dién tir) dong thoi chay trén cuing mét may chu.

So sanh mdt cach don gian :

Giong nhau : déu la cac giao thirc mang TCP/IP, déu c6 chirc ning két ndi cac may lai voi
nhau, va c6 thé gui dir liéu cho nhau....

Khac nhau (co ban):

cac header cua TCP va UDP khac nhau ¢ kich thudc (20 va 8 byte) nguyén nhan chu yéu
1a do TCP phai hg trg nhiu chirc nang hiru ich hon(nhu kha nang khéi phyc 16i). UDP
dung it byte hon cho phéan header va yéu cau xu 1y tur host it hon
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TCP:
- Dung cho mang WAN
- Khong cho phép mat géi tin
- Pam bao viéc truyén dit liéu
- Toc do truyén thap hon UDP
UDP:
- Dung cho mang LAN
- Cho phép mat dix liéu
- Khéng dam bao.
- Tdc do truyén cao, VolP truyén tot qua UDP

TCP va UDP Ia 02 Protocol hoat dong ¢ lop thir 04 (Transport Layer) ciia mo6 hinh OSI va
& 16p thir 02 (Transport Layer) mo hinh TCP/IP

TCP 1a giao thirc truyén tin ciy va phai bat tay ba budc (three-way-hand-shake) nén khi
Server khong nhan duoc bat ky goi tin ACK tir Client gui tra 101 thi Server s& gui lai goi
tin da that lac. Server s& gui cho dén khi nhan dugc ACK cua Client méi théi => Diéu nay
cling 12 mot nhan té 1am cham va ngdn bang théng dudng truyén.

Cau 2:

Hay so sanh chirc nang va co ché hoat dong cua giao thirc TCP va UDP.
—  Chuc nang giao thirc TCP

— Co ché truyén tin khi sir dung giao thirc TCP

—  Churc nang giao thirc UDP

— Co ché truyén tin khi sir dung giao thirc UDP

— Rt diém gidng nhau va khéc nhau giira hai giao thirc nay

— Nhén xét vu, nhuoe diém khi st dung giao thirc nay.
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Cau 3:

Hay trlnh bay chirc ning cuia giao thirc TCP, cu triic goi tin TCP, néu 1& qua trinh két ndi va hay két
néi theo giao thirc nay.

— Chtre nang giao thirc TCP

—  Cau trac géi tin TCP, chi ra mét s6 trudong quan trong trong géi tin

— MBb ta qua trinh bat tay 3 budc

— M5 ta qua trinh huy két nbi 4 budc.

Trinh bay chirc nang va co ché hoat ddng cua dich vu DNS, n6i 10 co ché phan giai tén mién thanh dia
chi IP.

— Giéi thiéu chung vé dich vu DNS

— Hoat dong theo mo hinh Client/Server

— Quanly ten mién nhu thé nao (phan cap)

—  Neéu mot s6 tén mién cua cac to chuc quoc gia

— Trinh bay co ché phan giai tén mién thanh dia chi IP

— Nhan xét chung

Cau 5:

Trinh bay chirc nang va co ché hoat dong cua dich vu DNS, néi rd co ché phan giai dia chi IP thanh tén
mién.

—  Giéi thiéu chung vé dich vu DNS

— Hoat dong theo mo hinh Client/Server

— Quanly ten mién nhu thé nao (phan cap)

— Néu mét sd tén mién ciia cdc t6 chirc, quoc gia

— Trinh bay co ché phan giai dia chi IP thanh tén mién

— Nhan xét chung

Ciu 6: Quy trinh bit tay 3 buéc (three way - handshake) trong tang Transport

O 16p Transport ¢6 2 giao thirc quan trong 1a UDP va TCP.

- TCP 1a giao thtrc thudc dang connection-oriented (hudng két néi). Co nghia 1a né thiét
1ap kénh két ndi1 trude khi truyén data di.

- UDP la giao thirc thudc dang connectionless (nghia 1a khong hudng két ndi). N6 khong
Trang 56


http://kenhdaihoc.com/links.php?url=http://kenhdaihoc.com/links.php?url=http://kenhdaihoc.com/links.php?url=http://kenhdaihoc.com/forum/showthread.php?t=2953
http://kenhdaihoc.com/links.php?url=http://kenhdaihoc.com/links.php?url=http://kenhdaihoc.com/links.php?url=http://kenhdaihoc.com/forum/showthread.php?t=2859

can thiét 1ap kénh truyén trudc khi truyén dit lidu di.
TCP thiét 1ap két ndi bang 3 budc bat tay (3-way handshake)

sender receiver

SYN seq=X ---------- > SYN received (step 1)

SYN received <-------- send ACK X+1 and SYN Y (step 2)
Send ACK Y+1 -------- > (step 3)

Tim hiéu:

C6 18 kién thirc vé TCP/IP 14 nhing gi ban can phai tim hiéu dau tién trén con duong tro
thanh Network Administrator hay Security Advisor. Kién thirc lién quan dén bo giao thic
nay co rat nhiéu, ban nén danh thoi gian dé tim hiéu that k¥ vé no. Trong bai nay ching ta
s& dé cap dén van dé 3 budc bit tay tao két ndi trong TCP.

Mot géi dir liéu TCP chira cac bit co (flag bits) dé mo ta ndi dung va muc dich ctia goi dit
liéu.

Vi du:

* Goi dit lidu voi co SYN (synchronization <=> Sy dong bo) dung dé bat dau mot
connection.

* ACK (acknowledgement <=> X4c nhén).

* FIN (finish <=> hoan thanh) ding dé ngat mot connection.
*

Bay gio chiing ta s& tim hiéu k§ hon mot phién (session) lam viéc duoc bat dau nhu thé
nao:

1. SYN: cic chuong trinh may con (vi du yéu cau tir browser, ftp client) bat dau
connection véi may chii bang cach giri mot packet v6i co "SYN" dén may ch.

SYN packet nay thuong dugc gui tur cac cong cao (1024 - 65535) ctia may con dén nhing
cong trong vung thap (1 - -1023) cuia may chu. Chuong trinh trén may con s€ hoi hé diéu
hanh cung cap cho mét cong dé mo connection v6i may chu. Nhitng cong trong viing nay
dugc goi 1a "cong may con" (client port range). Tuong tu nhu vay, may chu s€ hoit HDH
dé nhan dugc quyén cho tin hiéu trong méy chi, ving cong 1 - 1023. Ving cong nay dugc
goi 1a "ving cong dich vu" (service port).

Vi du (mdc dinh):

- Web Server sé& ludn cho tin hiéu ¢ cong 80 va Web browser s& connect vao cong 80 cua
may chu.
- FTP Server s& lang & port 21.
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Ngoai ra trong géi dit liéu con c6 thém dia chi IP ctia cd may con va may chu.

2. SYN/ACK: khi yéu ciu mé connection dugc may chu nhan duoc tai céng dang md,
server sé guri lai packet chap nhan véi 2 bit co 14 SYN va ACK.

SYN/ACK packet dugc gui nguoc lai bémg cach doi hai IP cua server va client, client IP s&
thanh IP dich va server IP s€ thanh IP bét dau. Tuong tu nhu vay, cong ciing sé& thay 601
server nhan duogc packet & cong nao thi ciing s& dung cong d6 dé gui lai packet vao cong
ma client da gui.

Server gt lai packet ndy dé thong bao 1a server da nhan duoc tin hiéu va chap nhan
connection, trong truong hop server khong chap nhan connection, thay vi SYN/ACK bits
duoc bat, server s€ bat bit RST/ACK (Reset Acknowledgement) va goi nguoc lai
RST/ACK packet.

Server bat budc phai gui thong bao lai béi vi TCP 1a chun tin cdy nén néu client khong
nhan duoc thong bao thi s& nghi rang packet da bi lac va giri lai thong bao moi.

3. ACK: khi client nhan duoc SYN/ACK packet thi sé& tra 161 bang ACK packet. Packet
nay duoc gdi voi muc dich duy bao cho may chu biét rang client ¢a nhan duoc SYN/ACK
packet va luc nay connection da duoc thiét 1ap va dir liéu s& bat dau luu thong ty do.

Pay 12 tién trinh bat budc phai thuc hién khi client muén trao doi dit liéu véi server thong
qua giao thitc TCP. Mt s6 thi thuat dua vao dac diém nay caa TCP dé tan cong may chu

Cau 7:

1. UDP
- Cach thuec,
- Céu trlic ban tin
- Ly do chon
2. TCP
- Céch thuc bt tay
- C4u trac ban tin
- biéu khién nghén
3. Ly do chon giao thiec UDP hay TCP
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Ciu 8: So d6 dwdi md td qua trinh phan gidi iuh.edu.vn trén mang Internet

Gdi truy van dén dia chi?

fit.iuh.edu.vn

“" “
.

...............................

i Hoi server quan ly tén mién .vn Name Server
1
1
! G&i truy van dén dia chi?
Name ‘____i fit. luh.edu.vn
Server { HPT Server quan Iy ten mren .'édJ.\'/r': VN
N | ' Name Server
PR
"’ G&i truy van dén dia chi?
N fit. iuh.edu.vn R
e > .edu.vn
\'\ Hoi server quan ly tén mién Name Server
N . iuh.edu.vn
) . ¢ "E Gai truy van dén dia chi?
[} [} . . .
fit. iuh.edu.vn . .
Reslovler K).( : ,| iuh.edu.vn
@t = Trmmmmommmemomeemsmmmmmemesmosmeed
Query 1€ X Tra lai dia chi IP cda Name Server
aya fit. iuh.edu.vn
v
Resolver
(Client)
Giai thich

Client s& giri yéu cau can phan giai dia chi IP cua may tinh c6 tén
fit.iuh.edu.vn dén name server cuc bo. Khi nhan yéu cau tr Resolver, Name
Server cuc bo s& phan tich tén nay va xét xem tén mién nay c6 do minh quan 1y hay
khong. Néu nhu tén mién do Server cuc bo quan 1y, no sé tra 1i dia chi IP cua tén
may doé ngay cho Resolver.

Nguoc lai, server cuc bd s& truy van dén mot Root Name Server gan nhat ma né
biét dugc. Root Name Server s& tra loi dia chi IP cua Name Server quan ly mién
.vn. May cha name server cuc bo lai hoi tiép name server quan 1y mién .vn va dugc
tham chiéu dén may chu quan Iy mién com.vn. May chu quan 1y edu.vn chi dan
may name server cuc bo tham chiéu dén may chu quan 1y mién iuh.edu.vn. Cubi
ciing may name server cuc bo truy van may chu quan Iy mién iuh.edu.vn. va nhan
duoc cau tra 1oi
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