Céc cau hoi cua bai thu hoach 5 6 7 Mang may tinh
1. Mb ta céc kiéu WPA

2. Mb ta sy tién trién caa céc cong nghé¢ bao mit trong WLAN

Céu 1. M ti cac kiéu WPA: bao gdm?2 kiéu WPA va WPA
7 WPA

Enterprise mode Xac thwc: Xac thwc :

(Kinh doanh, gitsio duc,. | IEEE 8021 X/EAP IEEE 802.1X/EAP

chinh phua) Ma hoa: Ma hoa:
TKIP/MIC AES-CCMP

Personal mode | Xac thwe: | Xac thwc:

(SOHO, str dung tai PSK PSK

nha hay ca nhan) Ma hoéa: Ma hoéa:
TKIP/MIC AES-CCMP

Chuan WPA cung cip kha ning xéac thuc dugc hd tro thong qua chuan 802.1x
va khoa chia sé (Pre-shared Key). WPA cung cap kha ning ma héa dugc hd trg
thong qua chuan TKIP. Chuan TKIP bao gom MIC va PPK (Per-packet Keying) st
dung thong qua “initialization vector hashing” va broadcast key rotation”.

Khi so sanh véi WPA, qua trinh xac thuc cia WPA2 thi van khéng thay ddi
nhung qua trinh ma hoa dugc thyc hién bdi AES voi giao thitc AES-CCMP (AES
Counter with CBC MAC Protocol).

*Enterprise mode

“Enterprise mode” 1a thuat ngir danh cho nhiing san pham di duoc kiém tra vé kha
nang lién van hanh ¢ ca 2 kiéu PSK va 802.1X/ EAP cho chic ning xéc thuc.
Chuan 802.1X yéu cau phai c6 mot AAA server khi duoc sir dung. “Enterprise
mode” dugc dua ra nham dap ng nhu ciu trong mdi truong mang doanh nghiép.
*Personal mode

“Personal mode” 1a thuat ngit duoc sir dung cho nhitng san pham da duogc kiém tra
vé kha ning lién van hanh duy nhét kiéu PSK cho chtc ning xac thuc. Qué trinh
nay yéu cdu cAu hinh PSK bang tay trén ca Access point va client. PSK xac thuc
nguoi dung thong qua mat ma hoac ma dinh danh trén ca client va Access point.
Trong truong hop niy khong can phai str dung dén server xac thuc.

“Personal mode” dugc dua ra nhim dap tng nhu ciu trong mdi truong SOHO

1. WPA (Wi-Fi Protected Access):
« Muc tiéu: WPA dugc phat trién nham thay thé cho WEP (Wired
Equivalent Privacy) do WEP ¢6 nhiéu 16 hong bao mat.
o Phwong phap biao mit chinh:
o Su dung giao thirc bao mat TKIP (Temporal Key Integrity
Protocol) dé thay d6i khoa mat khau theo thoi gian.
« HJ tro ché d6 chia sé khoa (PSK - Pre-Shared Key) va ché do
chung nhan may chu (Enterprise).



« Nhuoc diém:
o TKIP da bi phat hién c6 mdt s6 van dé bao mat, va WPA c6 thé dé
bi tin cong khi sir dung PSK.
2. WPAZ2 (Wi-Fi Protected Access 2):
« Muc tiéu: WPA2 duoc thiét ké dé nang cao bao mat bang cach st dung
giao thitc AES (Advanced Encryption Standard).
o Phuwong phap bdo mat chinh:
« St dung giao thic AES dé thuc hién ma hoa dir liéu truyén qua
mang.
« HO tro ca ché do chia sé khoa (PSK) va ché do chiing nhan may
chu (Enterprise).
e Uu diém:
« AES duoc coi 1a mot trong nhitng phuong phap ma héa manh nhét
va an toan nhat hién nay.
o Tang cuong dang ké do an toan so voi WPA.,
Ngoai ra, WPA3 1a mot phién ban mé&i hon ctia WPA2, duoc thiét ké dé cai thién
bao mat, dac biét la trong viéc bao v¢ trude cac loai tan cong méi. WPA3 sur dung
cam bién password-based authentication, forward secrecy, va cai tién vé kha ning
chéng lai cac cudc tin cong tu dién va brute-force.

Cau 2. M6 ta su tién trién cia cac cong nghé biao mat trong WLAN
1997 2001 2003 2004 hién tai

802.1x EAP 802.11i / WPA2

Hau hét ngay khi cic chuin bao mat méi ra doi, cac hacker s& cd ging
khai thac nhiing diém yéu trén nhitng chuan nay. Dé chong lai qui trinh
d6, cac chuan bao mat lai lién tuc dugc ning cdp dé ting cudng kha
ning bao mat. Chii dé nay s& mo ta qua trinh phat trién cia van dé bao
mat trong mang WLAN.

‘Ban ddu, bio mat trong méi truong WLAN dugc dinh nghia dua trén tir
khéa WEP 64 bit cho ca 2 tién trinh md hoa va xac thuc. T khéa WEP
64bit bao g(‘Sm 40bit cho tir khoéa thuc su va 24 bit cho Vector khéi tao.
Phuong phép xiac thuyc ndy thuc sy khong manh va thdm chi c6 thé bi
dan xép tir khoa giita cac nguoi dung. Boi vi cac tr khoa dugc quan ly
mot cach thi cong do vdy phuong phdp nay khong thé mé rong mot cac



linh dong trén cac hé théng mang 16n dugc. Cac cong ty cb ging khic
phuc yéu diém nay voi mot ) ky thuat SSID va lgc dia chi MAC.

«SSID 1a tén dung dé xac dinh hé théng mang WLAN va 1a thong sb6 co
thé cdu hinh dugc. Ca Client va Access point phai cung st dung giong
nhau gia tri SSID nay dé giao tiép. Néu Access point dugc cdu hinh dé
broadcast gia tri SSID trén toan hé thong mang, Client s& lién két véi
Access point d6 biang gia tri SSID nhin dugc. Access point c6 thé duoc
ciu hinh dé khong broadcast gia tri SSID ra ngoai (SSID cloaking), diéu
nay mang lai cdp do bao mat dau tién trén hé thong mang WLAN badi cac
hacker s& gip khé khin hon dé xac dinh sy ton tai cia Access point nay.
dugc cdu hinh bang tay trén Access point dé cho phép hodc khong cho
phép dua trén dia chi vat ly cua cac client. Tuy nhién dia chi MAC co
th¢ dé dang bi gia, do d6 phuong phap loc dia chi MAC khong con
duoc xem la mot dac tinh bao mat nira.

Trong thoi gian ma Uy ban 802.11 bat dau tién trinh nang cap kha
nang bio mat trén hé théong WLAN, cic hing doc lap da som trién khai
cdc chudn bao mat trén hé théng mang WLAN cia hg. Cisco da som
phat trién chudn mid hoéa WEP trén viéc cai thién thudt toan RC4. Cisco
thuc thi chuan TKIP (Temporal Key Integrity Protocol) dé mi hoa trén
ting go6i dit liéu va Cisco MIC (Message Integrity Check) dé bao vé tir
khéoa WEP. Cisco ciing di dung chuan xac thyc 802.11x tr mdi trudng
day dan sang moi truong khong diy va ty dong hoa cac tor khoa sir
dung bang Cisco LEAP (Lightweight Extensible Authentication Protocol)
nham tap trung héa co s& dir liéu.

*Ngay sau khi Cisco trién khai cac chudn bao mat trén mang WLAN,
Wi-Fi Alliance dd dwa ra chuin WPA (Wi-Fi Protected Access) nhu mot
chuan tam thdi cho mot phr:in cia chuan bao mat 802.11i dang duoc
mong doi dung chuan xac thuc 802.1x va cai thién qua trinh mi hoa
WEP. Chuan TKIP méi ra doi twong ty nhu Cisco TKIP va Cisco MIC
nhung cac chuan nay khong twong thich véi nhau.

Ngiy nay, 802.11i d3 dugc phé chudn va chudn bao mat AES
(Advanced Encryption Standard) d3 thay thé WEP va duoc xem nhu
mot chuan bao mat nhdt d& mi hoa dir liéu. Nhimg hé thdng IDS trén
WLAN ciing dugc trién khai dé xac dinh nhiing cudc tdn cong va bdao
vé hé théng mang. Wi-Fi Alliance chirng nhan céc thiét bi 802.11i duéi

Source ChatGPT: Su tién trién ciia céng nghé bao mat trong mang WLAN
(Wireless Local Area Network) da trai qua nhiéu giai doan dé dap ung voi thach
thirc ngay cang cao vé bao mat thong tin va dir liéu. Dudi dy 14 mot mo ta tong
quan vé sy phat trién ctia cac cong nghé bao mat trong WLAN:

1. WEP (Wired Equivalent Privacy):



« Thoi ky: WEP 1a phuong thitc bao mat dau tién duoc st dung trong
mang WLAN.
 Pic diém:

« Sir dung thuit toan ma hoa RC4 dé bao vé dir liéu truyén qua
mang.

« Tuy nhién, WEP nhanh chéng tr& nén khong an toan do nhing 16
hdng bao mat ndi bat, chang han nhu kha ning d& dang bj tin cong
tir dién.

2. WPA (Wi-Fi Protected Access):
« Thoi ky: WPA di ra doi nhu mot giai phap tam thoi dé thay thé WEP khi
WEP tré nén khong an toan.
 Pic diém:

« Sir dung TKIP (Temporal Key Integrity Protocol) dé thay doi khoa
mat khau theo thoi gian.

« WPA gitlip cai thién ddng ké d6 an toan so véi WEP, nhung vén c6
mot s6 van dé bao mat.

3. WPAZ2 (Wi-Fi Protected Access 2):
« Thoi ky: WPA2 tiép tuc phat trién tir WPA dé cai thién bao mat.
« Dic diém:

o Surdung AES (Advanced Encryption Standard) thay vi TKIP, nang
cao dang ké cuong do bao mat ciia hé thong.

o WPA2 tré thanh mét tiéu chuan bao mat cho nhiéu hé théng
WLAN va duogc coi 12 rat an toan.

4. WPA3 (Wi-Fi Protected Access 3):
« Thoi ky: WPA3 1a mot bude tién mdi nhat trong cong nghé bao mat
WLAN.
« Pic diém:

« Cung cip nhiéu cai tién vé bao mat, bao gdm chdng lai cic cudc
tAn cong tir dién va brute-force.

« Sir dung cam bién password-based authentication va forward
secrecy dé cung cip 16p bao mat manh mé hon.

Sy tién trién cla cac cong nghé bao mat WLAN da lam cho mang khong ddy tro
nén an toan hon va dap ung duogc vdoi nhitng thach thire ngay cang phuc tap ciia moi
truong mang hi¢n dai.



Cau 1. Trinh bay c4c xu huéng phat trién img dung trén nén tang Cloud
computing.

Xu hwéng phit trién érng dung trén nén ting Cloud Computing

Xu hwing 1 - Tiang truwing Dich vu va Giai phap Pam miy (SaaS, Paas, IaaS).

Xu hudng 2 - Cac giai phap dam méy da niang - Cloud to Cloud and Cloud dé két
ndi tai chd

Xu hudng 3 - Luu trir trén dam may va cach sir dung da dién

Xu hudng 4 - Cac 16 héng bao mit trén dam may

Xu hudng 5 - Internet of Things (IoT) va Cloud

Xu hudng 6 - May tinh BTDD khéng ¢é may chii s& mang lai nhidu trudng hop sir
dung va sur dung hon

Xu hudng 7 - Tinh toan cua Edge ngay cang tang
Xu hudmg 8 - Hé thé‘rng Container dua trén dam may s€ trd thanh Doéng chinh

1. Xu hudéng 1 - Tang truédng Dich vu va Giai phap Pam may(SaaS, Paas, [aaS)
>V6i dién toan dam may ngdy cang ting, chi co diéu ty nhién 13 cac dich vu va
giai phap dam may ciing s& phat trién.

>Bain & Company du doan rang phan mém nhu mét dich vu (SaaS), noi phan
mém duoge cip phép trén co sd ding ky va duoc t6 chirc tap trung, sé ting truong &
muc 18% CAGR vao nam 2020. Céac ung dung cua Google Apps, Salesforce va
Citrix GoToMeeting rit co thé tiép tuc dai dién cho thi truong dién todn ddm may
16n nht.

>Nim 2018 s& 13 nim ma su chip thuin cua Enterprise Cloud Services dugc cai
thién; Dich vu Truyén thong xa hdi s€ tang vot, Dich vu Chia sé T¢p trén Dién toan
dam may s€ gia tdng, Cac Dich vu Hop tac s€ trd nén quen thudc hon, Dich vu
Truyén thong xa hoi s€ nhan dugc sy dan cha héa va nhan dugc su chép nhan cao
nhét.

2. Xu hwéng 2 - Céc giai phap dam may da ning -Cloud to Cloud and Cloud dé
két ndi tai chd

> Cloud to Cloud Connectivity - Mot sé doanh nghiép khong dic biét thich gan
két voi nha cung cAp dam may duy nhat, d6 1a 1y do tai sao nhiéu nha cung cip
dam may dang mo API trén nén tang dé két ndi nhidu giai phap. Mo API 1a can
thiét dé dong bo qué trinh va quan 1y dit liéu da chirc ning va da chirc ning ciing
nhu tich hop va két ndi v6i cac hé théng va cong cu.

> Cloud dé két ndi tai chd - Hau hét cac doanh nghiép sé& giit cac giai phap tai chd
va két ndi v6i cac giai phap dua trén dam may véi tiy chinh manh mé pht hgp nhat
véi nhu cau kinh doanh cua ho



3.XU hwéong 3-Luutrir trén dim may va cach st dung da dién

>Luu trir ddm may dang trd nén ré hon. La do kinh té ctia cung va cau - cung cip
cang cao va nhu cau thap hon, gia giam.

>Tuy nhién, voi luu trir ddm may khong chi c6 mét ngudn cung cip dang ké,
nhung ciing ¢6 nhu cdu cao. Do dé, luu trir ddm mAay khong chi 13 gid ré ma con
dugc cung cAp mién phi tir cic nha cung cip dam mAay nhat dinh dé ho c6 thé gianh
duogc thi phan va thu thap dir liéu ngudi ding co gia tri.

3. Xu huwéng 3 - Luu trir trén dam may va cach sir dung da dién

> Crowd Sourced Storage - Thay vi st dung luu trir ddm may truyén théng ton
kém, cham va doi khi khong an toan, viéc luu trit ddm dong s€ tré thanh Iya chon
cho nhitng ngudi muén gitr cho chi phi thap nhung vin mudn tan dung loi ich cua
dam may.

> Cloud Cost Wars - Cudc chién gia ca ddm may giira Google va Amazon dua trén
nd luc ctia mdi to chuc dé cung cép dich vu ré nhét va chiém linh thi truong dién
toan ddm may. Google gigi thi¢u Committed Use Discounts (CUD) hoac theo dinh
nghia ciia Google, "kha ning mua cac hop dong st dung cam két dé do6i lay gia
chiét khau sau cho viéc sir dung may chii a0".

4. Xu hwéng 4 - Cac 16 hdng biao mit trén dam may

> Céc vi pham an ninh dang gia tdng. Theo Trung tdm Tai nguyén T¢1 pham Ca
nhan, s6 vu vi pham dit liéu ctia Hoa Ky duoc theo ddi dén hét ngay 30 thang 6 nim
2017 da dat mic ky luc 791 trong nira nam, ting dang ké 29% so voi cing ky nim
2016. ITRC dy kién rang vao thoi diém ndy, c6 thé cé sy gia ting vi pham hang
nam 37% vao nam 2017 so voi nam 2016.

> Google da thuc hién mot sb bién phap bdo mat voi key fob bdo mat cua ho dé
ding nhap vao cac thiét bi bao gdm quy trinh xac minh 2 budc. Fob chinh nay lién
quan dén mot ma duogc gui dén dién thoai thong minh cua ban ngoai mat khau cb
dinh cua ban dé dam bao sy an toan cua tai khoan cuia ban.
> Gartner du kién chi tiéu an ninh thong tin trén toan thé gidi s& dat 93 ty do la vao
nam 2018 so voi muc 86,4 ty d6 la ndm 2017 va IDC dy kién doanh thu toan cau vé
cong ngh¢ bao mat s€ dat 101,6 ty do6 la vao nam 2020.
> Cac van dé bao mat s& tiép tuc chiém wu thé vao nam 2018, c6 nghia 1a s& thay
nhiéu cong ty an ninh mang hon va s€ c6 cac lya chon bao mat dam may mdi.
> D¢ thanh cong trong dam may, IT va doi bao mat can phai nam ldy mot mo hinh
hoat dong méi. Pay chinh 14 nhiing gi ma cong ty mai bat dau nhu Lacework dang
tap trung vao. B%lng cach dua ty dong hoa, tbc d6 va tich hop vo1 céc dich vu bao
mat dam may, cong ty da xac dinh lai cach tiép can bao mat dam may dé thanh
cong.



5. Xu hwéng 5 - Internet of Things (1oT) va Cloud.

> HAu hét cac thiét bj IoT déu dwa vao dam may dé 1am viéc, dic biét 1a véi cac
thiét bi duoc két ndi lam viéc cung nhau.

> Céc thiét bi két ndi IoT nhu thiét bi gia dung, 6 to va dién tir, c¢6 két cudi dua trén
dam may nhu mot phuong tién dé truyén thong va luu trit théng tin. Pam may hd
tro cac thiét bi nay, va khi ching ta théy nhiéu thiét bj [oT dugc san xuét va ban thi
viéc st dung ddm may sé tiép tuc tang lén.

6. Xu huéng 6 - May tinh PTDD khong c6 may chii sé¢ mang lai nhiéu truong
hop sir dung va sir dung hon.

> Serverless Cloud Computing cho phép cac nha phat trién xdy dung, chay cac ing
dung va dich vu ma khéng phai lo lang vé viéc quan 1y hodc van hanh cac may chi
s€ lam tang viéc st dung dam may va cic truong hop st dung ddm may.
> Serverless Cloud Computing ciing céi thién hiéu qua bang cach cho phép cac nha
phét trién két ndi va md rong cac dich vu dam may dé dé dang giai quyét cac tng
dung va nhiéu trudng hop sir dung cia ho. Cloud Computing Serverless doi hoi thoi
gian va cong suc it hon, va n6 don gidn hoa viéc phat hanh cac ban cap nhat mai.
7.Xu huwdng 7 - Tinh toan cua Edge ngay cang tang.

> Pién toan ranh gidi 1a phuong phép tdi wu hoa hé théng dién todn ddm may bang
cach xur 1y tinh toan dit liéu tai vung ria (bién) cia mang, gan véi ngudn dir lidu
nhit.

> Edge can thiét va s& gia ting vao nam 2018 bai vi nd s& dugc yéu cau dé chay
cac dich vu thoi gian thuc vi no streamlines Iuu lwong truy cap tir cac thiét bi IoT va
cung cip phén tich di liéu dia phuong thoi gian thuc va phan tich.

8. Xu huwéng 8 -H¢ thong Container dua trén dam mAy sé tré thanh dong chinh
>Go6i may 1a mot dich vy s& tré thanh dong chinh vi né c6 thé cung cip mot co so
ha téng an toan tot hon. Ngoai ra, cac hé théng container dya trén ddm may 1a mot
su thay thé cho cac may 4o va cho phép cac ung dung dugc trién khai mot cach
nhanh chéng, tin cdy, nhat quan va dé hiéu cho phép chay nhanh céc tinh ning.

Ciu 2. Trinh bay cac chuin bio mit khong diy.

Céc t6 chirc dinh ra cac chuin cho mang WLAN

e |TU-R: International Telecommunication Union-Radiocommunication
Sector. Chi ra cac tan s séng dwoc st dung trong WLAN

e |EEE: Institute of Electrical and Electronic Engineers
802.11 la tai liéu vé cac chuan ky thuat

e Wi-Fi Alliance: Té chirc phi loi nhuan. Thuc day sy phat trién cia WLAN
qua cac chirng nhan lién van hanh gitra cac hang trén dong san pham
cho WALN




«C6 mdt vai bang tin radio khong can dang ky tan sd khi hoat dong. Chii dé nay mé
ta 3 diy bang tin khong cin diang ky duoc st dung cuc bd trong mang khong day
FCC cua t6 chirc ITU-R

*Co 3 bang tan khong can ding ky tan sé khi sir dung: 900 MHz, 2.4 GHz va 5
GHz. Ddy bing tdn 900 MHz va 2.4 GHz dugc biét dén nhu diy bang tan dung cho
Cong nghiéo, Khoa hoc va Y té, trong khi d6 diy bang tan 5 GHz thi thuong duoc
biét dén nhu day bing tan UNII (Unlicensed National Information Infrastructure)

So sanh nhirng sw khac biét gitra nhirng chuén trong IEEE 802.11

802.11b 802.11a 802.11¢g
Bang 1am 2.4 GHz 5 GHz 2.4 GHz
So luong
kénh 3 Upto 23 3
Orthogonal
Direct Orthogonal Direct Freqc:?ency
Sequence Frequency Sequence Division
Truyen phat Spread Division Spread | \uttiplexing
Spectrum Multiplexing | Spectrum (OFDM)
(DSSS) (OFDM) (DSSS) ‘
£ aa P 6.9,12, 18, 24, 6,9, 12, 18,
Toc do [Mb/s] EREF-ELENR R 26, 48, 54 1,2,68 11 24, 36, 48, 54

«Céc tiéu chuan cua IEEE dinh nghia trén 16p vat 1y va phan 16p MAC cua 16p lién
két dir liéu theo tham chiéu trong mo hinh OSI. Nhitng chuan khong day 802.11
nguyén goc di duoc hoan tat vao nim 1997. Vao nim 1999 cac chuan nay di duoc
diéu chinh lai dé tao ra chuan 802.11a/b va sau d6 mot 1an nita duoc x4c nhan lai &
chuan 802.11g vao nim 2003.

«1 kénh truyén va trai dir liéu qua tat ca cac tan s6 dugc dinh nghia trén kénh truyén
do.

«Chuan IEEE 802.11 chia bang tan ISM 2.4 GHz thanh 14 kénh truyén, tuy nhién
mot sd co quan quan ly nhu FCC s€ chi dinh kénh truyén nao dugc su dung, vi du
nhu viéc st dung kénh truyén tir s6 1 dén 11 tai My. M&i kénh truyén trong diy
bang tan 2.4 GHz c6 bang thong 1a 22 MHz va chi cach nhau 5 MHz trén pho tan
s6, do do phé cua mot kénh truyén s€ bi chéng mot phén voi phé cua cac kénh
truyén lién trudc va sau nd. Vi vy, cac kénh truyén can duoc cach nhau qua 5 kénh
truyén khac dé khong xay ra hién tuong chong phd nay. Vi duy, khi ta sir dung 11
kénh truyén FCC, c6 3 kénh truyén khong tring nhau la: 1, 6 va 11.
*Mang khong day st dung co ché truyén ban song cong (half-duplex), do vay
thong luong truyén dan co ban chi vao khoan mdt nita toc do dir liéu. Do dé, muc
tiéu chinh cua chuin 802.11b 13 nham dat duoc tde do truyén cao hon ¢ bang tan
ISM 2.4 GHz dé tang thi phan khach hang va khuyén khich sy chdo nhan cia
khach hang cua hé thong ching nhan Wi-Fi.

«Chuén 802.11b dinh nghia viéc sir dung DSSS véi thuat toan diéu ché méi CCK
(Complementary Code Keying) cho mot toc do truyén cao hon 1a 5.5 va 11 Mbps



trong khi d6 van gitr kiéu diéu ché cii Barker ¢ toc d6 1 va 2 Mbps. Chuan 802.11b
van dung bing tan ISM 2.4 GHz nhu chuén 802.11 tru6c do, muc tiéu nhim dua
vao chuan 802.11b kha ning twong thich 1ui véi chudn cii 802.11 & toc d6 truyén
lién quan la 1 va 2 Mbps.

[EEE d3 phat trién mot chuan khéac 13 802.11a. Pong co thuc ddy 802.11a 1a st
dung mét kiéu trai phd (OFDM — Ortogonal Frequency Division Multiplexing) va
cong nghé diéu ché tin hiéu khac. 802.11a st dung ddy tan sb rong hon trén diy tan
5 GHz UNII. Chuan 802.11a khong duoc chdp nhan rong rai boi vi cac tai liéu dé
san xuét cac chip hd trg chuan 802.11a it phd bién va diéu nay ciing tao ra tién dé
dan dén gia thanh cao trong viéc phat trién hé thong mang str dung chuan 802.11a.
Nhitng chuin méi day dugc phat trién boi IEEE déu duy tri viéc sir dung chuin
802.11 MAC véi téc do cao hon trén bang tan ISM 2.4 GHz. IEEE 802.1¢g ra doi
voi su cai thién viéc st dung kiéu trai phé OFDM tir chuan 802.11a dé dat dugc toc
d6 cao hon va tuong thich véi chuan 802.11b sir dung kiéu trai phd DSSS. 802.11g
hoat dong trén bing tan ISM 2.4 GHz. Tdc d6 dit liéu DSSS 13 1, 2, 5.5 va 11Mbps
va toc do dir licu OFDM 14 6, 9, 12, 18, 24, 48 va 54Mbps déu duoc hd trg boi
chuan 802.11g. IEEE chi yéu cau trén 3 téc do dir liéu bat budc 1a 6, 12 va 24Mbps
ma s& khong quan tim dén céc thiét bi hd trg chuan 802.11a hay 802.11g OFDM.

Duéi day 1a mot sé chuan bao mat khong ddy quan trong ma ban c6 thé gip trong
linh vuc mang may tinh:
1. WEP (Wired Equivalent Privacy):
« M6 ta: WEP 1a chuan bao mat khong day dau tién duoc str dung nham
bao vé dir liéu truyén qua mang khong day.
« PDic diém:
« St dung ma hoa RC4 dé bao vé thong tin.
« Mic du di dugc thay thé do 16 hong bao mat, nhung van c6 thé
gip trong mot s6 moi truong ci.
2. WPA (Wi-Fi Protected Access):
« Mo ta: WPA dugc phét trién dé thay thé WEP va nang cao déng ké tinh
bao mat cua mang khong day.
« Pic diém:
« Sir dung TKIP (Temporal Key Integrity Protocol) dé thay doi khoa
mat khau theo thoi gian.
« HOb tro ché d6 chia sé khoa (PSK - Pre-Shared Key) va ché do
chirng nhan may chu (Enterprise).
3. WPAZ2 (Wi-Fi Protected Access 2):
e Mb ta: WPA2 1a mot cai tién so voi WPA, st dung ma hoa AES
(Advanced Encryption Standard).
« Pic diém:



e St dung ma héa AES thay vi TKIP, nang cao cuong do bao mat.
« HOJ tro ca ché do chia sé khoéa (PSK) va ché do chimg nhin may
chu (Enterprise).
4. WPA3 (Wi-Fi Protected Access 3):
« Mb ta: WPA3 1a phién ban méi nhat va duoc thiét ké dé cung cip bao
mat cao hon so vdi cac phién ban trude do.
« Dic diém:
« Chdng lai cac cudc tn cong tir dién va brute-force.
« Cung cip chirc ning chimg thuc manh mé& hon véi Simultaneous
Authentication of Equals (SAE).
5. 802.11i:
Mo ta: 802.11i 1a tiéu chuan chinh dang sau WPA va WPA2.
« Dic diém:
« Sir dung ma hoa AES dé cung cip bao mat manh mé& hon.
« Duoc str dung trong ché do WPA3-Personal.
6. 802.1X (WPA3-Enterprise):
e Mo ta: 802.1X 1a mot tiéu chudn ching thuc mang khong diy, thuong
dugc sir dung trong ché do WPA3-Enterprise.
« Dic diém:
e St dung cac phuong thuc ching thyc nhu EAP (Extensible
Authentication Protocol).
« Cung cap mo hinh chimg thuc manh mé va linh hoat.
Ciu héi 1. Giao thirc PPP gdém may thanh phan? Néu ré tén goi va chirc
niing ciia tirng thanh phan?
Trong mang mdy tinh, Point-toPointProtocol (hodc PPP) 1a mét giao thirc lién két
dir liéu. La mot giao thirc dong gbi ban dau dé mang goi IP trén két ndi diém nodi
diém.Thuong dugc dung dé thiét 1ap mot két ndi tryc tiép gita 2 nut mang.

« PPP ciing thiét lap mot chuan dé gan va quan ly IP dia chi, déng
g6i ddéng bO hoic bit dong bd, ghép kénh nhiéu giao thic 16p
mang, cidu hinh dudng lién két, kiém tra chét luong duong lién Kkét,
phat hién 10i, thoa thudn cac tuy chon nhu khd ning thoa thuan dia
chi 16p mang va co ché nén.

PPP c6 hai thanh phan:

« Link Control Protocol (LCP): thiét 1ap, tao c4u hinh, diéu chinh cau hinh, va hiry
bo mot lien két, kiém tra két ndi dit lidu.

Network Control Protocol (NCP): 1am nhiém vu thiét 1ap, diéu chinh cu hinh va
huy bod viéc truyén dir liéu cua cac giao thirc cua 16p network khac nhau.
« Ca LCP va NCP déu hoat dong ¢ 16p 2 Chiing ta c6 thé ciu hinh PPP trong céc
kiéu két néi vat 1y sau:



> Asynchronous serial
>Synchronous serial
>High-Speed Serial Interface (HSSI)

Cau héi 2. Hiy néu cac wu diém va khuyét diém ciia PSTN?
Public Switch Telephone Network (PSTN)
Mang cung cép dich vu dién thoai trén toan cau. Dung modem tuong tu loai truyén

khong ddng bo hay truyén dong bo, dé két nbi thiét bi mang vao mang dién thoai
cong cong. Thinh thoang, can truyén dit liéu v&i dung luong thap thi co
thé str dung cdc modem bat ddng bo va duong day dién thoai.
« PSTN cung cap két ndi theo nhu cau, dung lugng thap, thong qua cac chuyén
mach danh riéng.
« Hé théng nay truyén tai cac cudc goi dién thoai bang tin hiéu analog bang cap
dong xoan tir nha va van phong dén tong dai, thuong duoc goi 1a local loop (vong
lap cuc bo).
» Khi goi tin hi€u trong local loop la tin hi¢u dién lién tuc bién thién dé thé hién am
thoai. Puong day nay khong thich hop dé truyén dit liéu, do d6 mot modem dugc st
dung dé d6i tin hiéu sang dang c6 thé truyén trén local loop.
« Bing thong trén cac két nbi nay 1a gidi han, khoang 33kb/s 1a tdi da. Toc do co thé
1én téi khoang 56kb/s néu két ndi téi mot két ndi digital.
Uu diém:
>Pon gian
> San sang
> Chi phi
Khuyét diém:
>Toc do thap
>Thoi gian thiét 1ap két ndi twong dbi 1au
Ut diém ciia PSTN:

1. Pon gian:

« PSTN c¢6 cau trac don gian, diéu nay lam cho n6 dé trién khai va su
dung cho ngudi ding co ban ma khéng can kién thuc chuyén sau vé
cong nghé.

« Khong yéu cau cai dat phiic tap, nguoi dung chi can cim dién thoai
vao duong day dién thoai va co thé sir dung ngay lap tic.

2. Sén sang:

« PSTN di t6n tai va phat trién tir rat lau, do d6, nd c6 san & hau hét
moi noi trén thé gidi. Nguoi dung co thé truy cép dich vu dién thoai
ma khong gip khé khin vé co s¢ ha tang.



3. Chi phi:

« So v6i mot sb giai phap méi hon nhu VoIP, viée trién khai PSTN c6
thé c6 chi phi thép hon, dac bi¢t la trong cac khu vyc noi ha téng da
duoc xay dyng san.

Khuyét diém ciia PSTN:
1. Téc dd thap:

e Tbc dd truyén dir li¢u trén PSTN gidi han, thuong chi dat tdi da
khoang 33kb/s, va tham chi c6 thé thip hon dbi v6i mot sé két nbi
analog.

« Diéu nay c6 thé tao ra han ché ddi véi cac tng dung doi hoi bing
thong cao nhu video call hogc truyén dir lidu 16n.

2. Thoi gian thiét 1ap két ndi twong ddi lau:

« Qua trinh thiét 1ap két ndi trén PSTN thudng mat mot khoang thoi
gian dang ké. Diéu nay lam cho qua trinh két ndi khong linh hoat va
d6i khi khong hiéu qua ddi véi cac yéu cau két nbi ngay lap tic.

3. Gioi han bang thong:

o Bang thong trén cac két ndi PSTN gi61 han, diéu nay co thé tao ra ric
roi d6i voi cac ung dung doi hoi bang thong cao nhu truyén video chét
lugng cao hay truyén dit lidu 16n qua mang.

Céu 1. Trinh bay co ché mic dinh trén cac may chii DNS
Phén giai twong tac 1a qua trinh giai quyét tén mién thanh dia chi IP thong qua sy

tuong tac gitta mdy tinh client va may chi DNS. Duéi day 1a chi tiét vé co ché mic
dinh cua phan giai twong tac trén cac may chu DNS:
1. Yéu cau Truy van:

« Khi may tinh (client) mudn biét dia chi IP ctia mot tén mién, n6 giri

mot truy van DNS dén méy chi DNS.
2. Recursive DNS Query:

« Truy van thudng duogc thiét 1ap dudi dang truy van dé quy, tirc 13 may
chi DNS sé& thyc hién moi budc dé giai quyét truy van nay. Néu may
chu DNS khong biét cau tra 161, n6 s& tiép tuc thuc hién truy van dé
quy dén khi no c6 thé cung cap cau tra 16i hodc dua ra ma 16i néu
khong thé tim thay thong tin.

3. Cache Kiém Tra:

e Trudc khi thuc hién truy van tuong tac, may chu DNS thuong kiém
tra trong cache xem c6 thong tin vé tén mién duoc yéu cau khong.
Néu c6, nd c6 thé tra 161 truc tiép tir cache ma khong can thuc hién
truy van trén mang.

4. Chuyén Huéng Truy van:



« Néu cache khong c6 thong tin hodc né qua cil, may chu DNS s& thuc
hién cac budc sau:
« Thuc hién truy van dé quy bt dau tir may cha DNS gdc (Root
DNS Server).
« May chu DNS gdc s& chuyén hudng truy vin dén may chu
DNS & cép cao hon, chang han nhu Top-Level Domain (TLD)
DNS Server.
« Qua trinh chuyén huéng tiép tuc cho dén khi may chit DNS
cubi cung c6 thé cung cip cau tra 10i.
5. Phan Hbi Cau Tra Loi:
« Miy chi DNS cudi cliing s& tra 151 mdy tinh client voi dia chi IP twong
g ctia tén mién duoc yéu cau hoic thong bao rang khong thé tim
thay thong tin.
6. Cap Nhat Cache:
« Néu may chi DNS cubi
cung tra 1oi v6i thong tin méi, nd s& cap nhat cache cia minh dé luu trit thong tin
nay dé sir dung cho céc truy van tuong ty trong tuwong lai.
Tém tit quy trinh:
« May chu DNS client glri mot truy van tuong tac dén may cha DNS.
« May chu DNS kiém tra cache dé xem liéu c6 thong tin ndo sin c6 khong.
« Néu khong c6 trong cache hodc cache qua cii, may chit DNS thyc hién mot
truy van dé quy qua nhiéu may cha DNS tir gbc dén cudi.
« May cha DNS cudi ciing cung cip ciu tra 161 cho may cha DNS client.
« May chia DNS client nhan cau tra 15i va co thé sir dung n6 dé thiét 1ap két ndi
v6i dia chi IP tuong tng.
Céu 2. Qui trinh hoat dong ciia két néi HTTP bén virng va khong bén
virn
Két n6i HTTP: C6 hai loai két ndi HTTP 1a két ndi khong bén viing va két n6i bén
viung.
- Két ndi khong bén virng: sau khi, server guri di mot d6i tuong thi
két n6i TCP s& dugc dong. Nhu vay, mdi két ndi TCP chi truyén
dugc duy nhét mot yéu cau tir client va nhan lai mot thong diép tra

101 tur server.

- Két ndi bén virng: server s duy tri két néi TCP cho viéc guri nhiéu dbi twong.
Nhu vay, s& c6 nhiu yéu cau tir client duoc giri dén server trén cing mot két ndi.
Thong thuong két néi TCP nay s& duge dong lai trong mot khoang thoi gian dinh
trudc.



Quy trinh hoat dong ciia két néi HTTP khéng bén virng:
Budc 1: client khoi tao két ndi TCP bang viéc glri yéu cau dén server. Server nhin
dugc yéu cau va chap nhan két ndi bang viéc giri tra 101 vé cho client. Néu sau
khoang thoi gian RTT ma khong nhan dugc tra 101 tir phia server thi client s€ guri
lai yéu cau.
- Buée 2: sau khi két ndi duoc thiét 1ap, client s& giri théng diép yéu cau chira tén
duong dan cua cac d6i twong (vi du: www.hutech.edu.vn/homepage/index.php)
dén server. Server nhin duogc thong diép yéu cau va tién hanh 1ay ra cac ddi tuong
duge yéu cau. Sau do, cac dbi twong duoc dong goi thanh thong diép tra 1oi va giri
dén client
- Buéc 3: server dong két ndi TCP (Luu y: server chi dong két néi TCP khi chéc
chan rang client nhan duoc thong diép tra 15i)
- Buéc 4: client nhan thong diép tra 10i chira tap tin HTML va hién thi cac d6i
tuong.
- Luu y: Trong két ndi HTTP khong bén viing can c6 mot RTT (Round
Trip Time) dé khoi tao két ndi TCP. Ngoai ra, can c6 mot RTT cho thong
diép HTTP yéu cau va mot vai byte dau tién cua thong diép HTTP tra
161 dugc tra vé.
Tong thoi gian truyén tdp tin = 2RTT+ thoi gian truyén.
Thoi glan dap tmg RTT la thoi gian gln mot goi tin co ban tir client dén
server roi quay nguoc lai. RTT bao gém db tré truyén géi tin va hang
doi, d6 tré trong cac bo dinh tuyen trung gian, chuyen mach va xu 1y goi
tin Budc 5: ldp lai cac bude tir 1-4 cho cac ddi tuong khac
Qui trinh hoat ddng ciia két néi HTTP bén ving:
- Két ndi bén vitng khong c6 pipelining: Client phét ra yéu cau méi, chi khi dap tng
trudc d6 da nhan xong. RTT cho mdi dbi twong tham chiéu.
- Két nbi bén viing c6 pipelining: Mic dinh c6 trong HTTP/1.1. Client giri yéu cu
ngay sau khi gap mot doi tugng tham chiéu. it nhat 1 RTT cho tat ca ddi tuong tham
chiéu.
Qui trinh hoat ddng ciia két n6i HTTP bén virng:
1. Két noi bén virng khong c6 pipelining:

o Client Phat Yéu Ciu Méi:

« May khach (client) giri mot yéu cau HTTP dén may chi (server) qua
két ndi TCP d4 thiét lap.
« Poi Pap Ung Trude Pé:
« May khach cho doi dén khi nhan dugc phan hoi tir may chii cho yéu
cau trude d6 trudce khi giri yéu cau méi.
« Round Trip Time (RTT) Cho M§i P6i Twgng Tham Chiéu:



. Viéc doi dap tng tir mdi yéu cau gdy mat thém thoi gian, con duoc

biét dén 12 Round Trip Time (RTT) cho mdi d6i twong tham chiéu.
2. Két n6i bén virng cé pipelining:
« Pipelining C6 sin Trong HTTP/1.1:

« Pipelining la mot tinh ning co san trong phién ban HTTP/1.1, cho
phép may khach guri nhiéu yéu cau dén may chu trude khi nhan duoc
phan hdi tir yéu cau trude do.

« Client Giri Yéu Cau Ngay Khi Gip Péi Twong Tham Chiéu:

« Miy khach khong can phai doi dén khi nhan dugc phan hoi tir yéu cau
trude d6, ma co thé tiép tuc giri yéu cau méi ngay khi gip mot dbi
tugng tham chiéu.

« [t Nhdt 1 RTT Cho Tét Ca P6i Twong Tham Chiéu:

« Mic du pipelining giup giam thoi gian doi, nhung van can it nhat mot
Round Trip Time (RTT) cho tat ca cac dbi twong tham chiéu duoc giri
trong mot "pipeline” (ong dan).

Cau 3. DHCP la gi? Cac budc thuc hién DHCP.

- DHCP 1a giao thic dugc sir dung dé cau hinh dija chi IP cho thiét bi may tinh.

- Khi may tinh 1an dau tién két ndi toi mang ndi bd bang diy cap hoic truy cap
Wifi, diéu dau tién n6 1am chinh 13 tim dia chi IP, netmask, default gateway va DNS
Servers

DHCP server c6 thé c6 3 phuong thirc cap phat dja chi IP:

«Cap phat tinh: DHCP server cdp phat mot dia chi IP dua trén mot
bang véi cip dia chi MAC/ dia chi IP twong ung, duoc dién thu cong
va chi khi c6 yéu cau tir client véi dia chi MAC dugc liét ké bén trong bang méi
dugc cap IP.

«Cap phat dong: ngudi quan tri mang s& gan mot ddy (range) dia chi IP t6i DHCP,
va mdi may tinh client trong mang LAN dugc cau hinh dé request mot dia chi IP tir
DHCP server trong qua trinh khéi tao mang.

«Cip phat tw ddng: DHCP server gan vinh vién dia chi IP t&i request client tir diy
dia chi IP dugc quy dinh boéi ngudi quan tri. Tuong ty nhu cip phat dong, nhung
DHCP server gii lai bang chita cac dia chi IP dugc gan trude d6, dé nd c6 thé gan
cho client cung dia chi IP ma ho da request trude do.

DHCP cung cép ty dong. Mot DHCP server cung cap thong tin nay tGi DHCP client
thong qua 4 budc:

Budc 1: DHCP Discovery May tinh client s& guri thong diép broadcast trén physical
subnet dé tim server DHCP kha dung. M4y tinh client tao ra mot géi tin UDP dich
dén mic dinh 255.255.255.255 hodc dia chi broadcast subnet cu thé néu duoc ciu
hinh.



Budc 2: DHCP offer DHCP server nhan dugc y/c cap IP tir client, bao luu dia chi IP
cho client va m¢é rong dia chi IP s€ guri cho client message DHCPOFFER. Thong
diép nay chua dia chi MAC cua client, dia chi [P ma server s€ cung cép, subnet
mask,

Budc 3: DHCP request Client tra 101 DHCP request, gui tin unicast téi server dia
chi nim trong DHCP offser nhan duoc.

Budéc 4: DHCP acknowledgement Khi DHCP server nhan duogc thong diép
DHCPREQUEST tir client, qua trinh ciu budc vao giai doan cudi cung.

Cau 1. Phwong thirc quén tri tin hiéu truyén trén mang(CSMA/CD)
Tin hiéu Ethernet duoc phat tir mdi may ndi vao mang, ding mot tip cc qui tic dic

biét dé xac dinh tram nao dang phat. Ethernet quan tri tin hiéu trén mang béng
phuong thirc Carrier Sense Multiple Access with Collision Detection (CSMA/CD),
hinh trén minh hoa tién trinh CSMA/CD thyc hién. Trong mang Ethernet, trudc khi
phat tin hiéu, may tinh phai ling nghe trén moéi truong truyén. Néu méi truong
truyén dang & trang thai nghi, may tinh s& giri dir liéu. Sau khi tin hiéu duoc phat di,
tat ca cac may tinh khac trén mang sé canh tranh nhau tim thoi gian nghi ké tiép dé
gt frame khac. Qua trinh canh tranh tim thoi gian nghi c6 nghia la khong c6 tram
nao ¢ uu thé hon céc tram con lai. Céc tram trén mang cuc b CSMA/CD c6 thé
truy cap mang bat ky luc nao. Trude khi giri dir liéu, cac tram CSMA/CD lang nghe
mang dé xac dinh xem mang d3 duogc sir dung hay khong. Néu mang dang dugc sir
dung cac tram s€ phai doi. Néu mang dang ranh roi, cac tram sé& phat dir liéu. Pung
dd (collision) xay ra khi 2 tram cung phat dir li€éu mot luc (xem hinh). Trong trudong
hop do6, ca hai tin hiéu déu bi hong, va cac tram phai gui lai tin hi¢u
sau d6. Tram CSMA/CD phai c6 kha nang phat hién dung d6 dé gui lai tin hiéu khi
can thiét. Khi mot tram phat, tin hiéu dugc xem nhu 1a carrier. Card mang s€ nhan
biét duoc carrier va tu kiém ché viéc phat tin hi¢u 1€n mang. Néu khong c6 carrier,
mot tram dang doi s€ biét rﬁng dd san sang dé phat tin hi€u. Chirc
nang nay dugc goi la nhan dién carrier (“carrier sense”). Toan bd phén mang trén do
xay ra dung do duoc goi la mién dung do6 (collision domain). Kich thudc mién dung
d6 anh huong dén hiéu ning va thong lugng ciia mang Ethernet. Trong tién trinh
CSMA/CD, khong c6 dd wu tién cho cac tram, vi thé tat ca cc tram trén mang déu
c6 quyén truy xuat nhu nhau, vi thé xuét hién kha ning cung truy cap (“multiple
access”). Néu co tir 2 tram trd 1én cb ging phat dir liéu cung lac dung do s& xay ra.
Khi xdy ra dung d0 cac tram s€ thuc hi¢n thuat toan backoff sinh ra thoi gian
cho ngau nhién trude khi phét lai tin hiéu. Cach 1am nay s& gitp ngin chin cac may
tiép tuc cd ging tin hiéu dong thoi d6 1a k¥ thuat giai quyét dung do “collision
detection”

CAu 3. CAu tric Frame Ethernet:




Céc bit nhi phan truyén trén mang Ethernet duoc t6 chirc thanh timg frame. Frame
1a don vi dit liéu trong ethernet bao gom thong tin header, thong tin trailer, va ndi
dung thong tin can truyén tai.

Preamble: truong thong tin gdm 7 bytes chira cac bit 1, 0 lién tiép, n6 co tac dung
déng bo tin hiéu.

*Bit dau frame (Start-of-frame - SOF chi c6 trong 802.3): Truong thong tin gdm
1 byte c6 gia trj 10101011, dung thong bao cho may nhin biét diém bét dau cua
Frame.

*Dia chi dich (Destination address): Truong dia chi dich chira dia chi vat ly cua
card mang may nhan.

Pia chi ngudn (Source address): Trudong dia chi ngudn chtra dia chi vét 1y cua
card mang may gui.

«Loai/chiéu dai (Type/length): Trong chuan Ethernet II, trudng nay chira ma s6
xac dinh giao thic 16p mang. Trong chuan 802.3, trudng nay chira chiéu dai cia
truong dit liéu (data). Thong tin vé giao thirc 16p network chira trong trudng 802.2,
16p LLC chtra 802.2 header va truong dir li¢u.

Dir liéu (Data): Truong nay chira dir liéu nhan duoc tir 16p mang ctia may guri.
Néu dit liéu qua ngan mot chudi bit vo nghia s& dugc thém vao (dugc goi la pad) dé
dam bao chiéu dai t6i thicu cta dit liéu 12 46 bytes.

Frame check sequence (FCS): Truong nay dung dé kiém tra xem ndi dung cta
frame nhan c6 bi 16i hay khong

Cau 4. Pia chi vit Iy MAC duoc ghi trong ROM cua card mang va mot sé nha
cung cap cho phép sira doi lai gia tri nady dé phu hop véi nhu cau cuc bd. Pia chi
MAC 48-bit gdm 2 thanh phan nhu sau

« 24-bit Organizational Unique Identifier (OUI): OUI chi danh nha san xuét
card mang. To chirc IEEE gan cac gia tri OUI cho nha san xuat . Trong OUI,
c0 2 bit chi c6 y nghia trong dia chi dich d6 1a :

Broadcast hay multicast bit — Locally administered address bit

*24-bit vendor-assigned end station address

Lop tha cép MAC xu ly van dé dia chi vat 1y, dia chi nay c6 dinh dang $6 thap

luc phan va dugc ghi trong ROM cua card mang. Biéu dién dia chi MAC c6
dang : 00:00:0c:43:2e:08 hodc 0000:0c43:2e08

MBJi thiét bi trén mang LAN phai c6 mdt dia chi MAC duy nhét khi tham gia vao
mang cuc bd. Pia chi MAC xac dinh ra vi tri cuia mdt may tinh cu thé trén mang
LAN. Khong gidng nhu cic loai dia chi khac dung trén mang, dia chi MAC
khong nén thay doi trir khi diing cho myc dich dic biét nao do.

Cau 2. Mo ta sw khac biét giira viéc thwe thi mang WLAN va LAN




- Moi truong WLAN, séng radio dugc st dung tai 16p vat ly (trong mé hinh OSI).
- WLAN st dung phuong thire truy nhap CSMA/CA thay vi CSMA/CD trong mang LAN
Ethernet. Kha ning phat hién xung dot khong duge trang bi trong hé théng WLAN bai vi
mot may khi goi s& khong ddng thoi nhan tin hiéu vao tai thoi diém dé. Thay vao do, hé
théng WLAN sir dung tin hiéu RTS (Ready to send — sin sang goi) va CTS (Clear to send
— sin sang nhan) dé tranh xung dot trong qua trinh truyén dan.

- Pinh dang khung dir li¢u ma hé théng WLAN str dung khéac dinh dang khung dir li€u
trong hé thong Ethernet LAN. WLANSs ¢ thém mdt s6 yéu cau trén phan dinh dang khung
16p 2. Séng radio sé& tao ra mot sd van dé khong gip nhu trong moi trudng LAN.

- Vén d& két n6i trong mang WLAN xay ra thudng 1a lién quan dén van dé tim phi song,
quéa trinh truyén séng radio, méo dang song va nhiéu tir nhitng dich vu khong diy hay
nhitng hé thong WLANSs khac.

- Van dé dam bao sy riéng tu ciing 13 mot thir thach boi song radio ¢6 thé lot ra ngoai tim
kiém soat vat Iy. Trong mdi truong WLAN, nhiing nguoi dung di dong két ndi véi hé
thong mang thong qua diém truy cép (Access Point ), dugc xem nhu tuong tu véi HUB
trong moi truong Ethernet LAN

- Ngudi diung di dong khong co6 két ndi vat Iy viao moi trudong mang.
Nhitng thiét bi di dong thuong st dung pin lam ngudén ning lugng chinh.
- WLAN phai tudn theo mot s quy dinh vé tin s6 & nudc so tai.
- Muc tiéu cta viéc chuan héa dé dua ra cac tiéu chuan nhim gitp mang WLAN c6

mat rong khép trén toan thé gidi. Béi vi mang WLAN su dung tan so radio, do vay phai
tuan theo quy dinh vé tdn s6 va cong sudt phat & nudc so tai. Yéu cau nay khong xay ra
trong hé théng mang LAN c6 day.



Cau 1: IPv6 bao gé)m bao nhiéu loai? néu cac loai do?

IPv6 gdm 3 loai: Unicast, Multicast va Anycast.

1. Unicast: Dia chi Unicast dugc st dung dé phan biét cac host don 1€ trén
mot mang. Trong mo hinh dinh tuyén,

cac goi tin co dia chi dich la dia chi unicast chi dugc gui té1 mot giao dién
duy nhét. Dia chi unicast dugc str dung trong giao tiép mot — mot.

2. Multicast: DPia chi Multicast lai st dung dé phan bi¢t mot nhom cac giao
dién mang cu tra dién hinh trong cic may tinh phtrc hop. Khi mot géi dit liéu
dugc giri dén dia chi multicast thi gbi d6 duoc guri dén tat ca cac giao dién
mang trong nhom Multicast. Dia chi multicast dugc st dung trong giao tiép
mét — nhiéu.

3. Anycast: Giong nhu cac dia chi Multicast, cic dia chi Anycast ciing phan
biét mot nhom cu thé céac giao dién mang thuong cu tri trong cac may tinh
phtic hop. Dia chi anycast ciing xac dinh tap hop nhiéu giao dién. Tuy nhién,
trong mo hinh dinh tuyén, géi tin c6 dia chi dich anycast chi dugc giri toi mot
giao dién duy nhat trong tap hop. Giao dién do 1a giao dién “gan nhat” theo
khai niém cua tha tuc dinh tuyén.

Cau 2:Trinh bay cac dang dia chi thudc loai unicast?

Dia chi unicast bao gém nam dang sau day: Dia chi dic bi¢t; Dia chi Link-
local; Pia chi Site-local; Dia chi dinh danh toan cau (Global unicast address);
Dia chi tuong thich(Compatibility address).

1. Dinh dang dia chi Global unicast addresses: GUA 1a dia chi IPv6 toan cau
(twong tu nhu dia chi public cia IPv4). Pham vi dinh vi cia GUA 1a toan hé
thong IPv6 trén thé gidi.

- 001: 3 bit dau ludn co gia tri 1a 001 (Prefix=2000::/3)

- Global Routing Prefix: gdm 45 bit. La dia chi duoc cung cip cho cong ty, co
quan, tap doan hay mét to chic nao d6 khi ding ky dia chi IPv6 public.

- Subnet ID: Gom 16bit, 13 dia chi do céc td chuc tu cép.

- Interface ID: Gom 64 bit, 14 dia chi ctia cac interface trong subnet.

2. Link-Local Address (LLA): LLA dugc st dung cho nhitng node trén 1 link
duy nhat. Ty dong cu hinh, tim kiém neighbor. Router khong dugc chuyén
tiép goi tin co dia chi ngudn hodc dich 1a link-local ra khoi pham vi lién két.
Bao gdém céc dia chi dung cho cac host trong cung 1 link va quy trinh xéc
dinh cac node (Neighbor Discovery Process), qua do6 cadc node trong cung link
cling c6 thé lién lac véi nhau. Pham vi sir dung cia LLA 14 trong cung 1 link
(do d6 c6 thé trung nhau & link khac). Khi ding HPH Windows, LLA duoc
cap ty dong nhu sau:



- 64 bit dau co gia tri FE8O 1a gia tri cd dinh (Prefix=FE80::/64)

- Interface ID: gdbm 64 bit két hop cung dia chi MAC.

3. Site Local Addresses (SLA): Mot site ¢6 thé 1a mot to chirc hodc mot phan
cta td chirc. Mot mang duogc cAu hinh véi SLA khong dén duoc céc vi tri bén
ngoai site. Router bién cua site phai gitr luu lugng sitelocal trong ndi b site
va ¢ trach nhiém kiém soat viéc quang ba router. Ngoai site-local FP va
interface ID, SLA con c6 mot trudong goi 1a subnet ID, va trong SLA khong
ton tai TLA hay NLA ID. Nhitng dia chi ndy duoc thiét ké chi trong mét site
duy nhat, khong yéu cau prefix toan cau, va co thé sir dung lip lai & cac site
khac nhau. Pinh dang cua SLA dugc dinh nghia v&i FP 1111 11011 va theo
sau la 38 bit 0, 16 trudong subnet, va 64 bit interface ID.

- 1111 1110 11: 10 bit dau 1a gia tri cd dinh (Prefix=FEC0/10).

- Subnet ID: gom 54 bit dung dé xac dinh cac subnet trong clng site.

- Interface ID: Gom 64 bit 1a dia chi cua céc interface trong subnet.

4. Unique-Local Addresses (ULA): D6i voi cac to chirc ¢6 nhiéu Site, Prefix
ciia SLA c6 thé b trung 1ap. C6 thé thay thé SLA bang ULA (REC 4193),
ULA 1a dija chi duy nhét ctia mot Host trong hé thong c6 nhiu Site voi cdu
trac:

- 1111 110: 7 bit dau la gia tri ¢d dinh FC00/7. L=0: Local. — Prefix =
FCO00/8.

- Global ID: Bia chi site. C thé gan thém tuy ¥.

- Subnet ID: Pia chi subnet trong site

5. bia chi dic biét: IPv6 str dung hai dia chi dic biét sau day trong giao tiép:

- 0:0:0:0:0:0:0:0 hay con dugc viét "::" 1a loai dia chi “khong dinh danh” dugc
IPv6 node sur dung dé thé hién rﬁng hién tai n6 khong co6 dia chi. Pia chi “::”
duogc sir dung 1am dia chi ngudn cho cac géi tin trong quy trinh hoat dong ciia
mot IPv6 node khi tién hanh kiém tra xem c¢6 mot node nao khéc trén cing
duong két ndi da sir dung dia chi IPv6 ma nd dang du dinh dung hay chua.
Dia chi nay khong bao gio duoc g:fm cho mot giao di¢n hodc duogc su

dung lam dia chi dich.

- 0:0:0:0:0:0:0:1 hay "::1" dugc st dung lam dia chi xdc dinh giao dién
loopback, cho phép mdt node guri goi tin cho chinh nd, tuong duong véi dia
chi 127.0.0.1 ctua IPv4. Céc goi tin c6 dia chi dich ::1 khong bao gio dugce guri
trén dudng két ndi hay chuyén tiép di boi router. Pham vi ctia dang dia chi
nay la pham vi node.
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BAI 1: MO TA QUA TRINH PHAN PHOI GOI TIN TU MAY PEN MAY

1.Phén phdi goi tin trong mé hinh OSI

Tang (*'ng dung

Application layer

Tang phién

Session layer

Transport layer Tang giao van

Tang mang Tang mang

Network layer

Tang lién két dir liéu

<::> Tang vat ly

Hé théng cubi Nut mang Hé thdng cubi
trung gian

Data link layer

Physical layer

The 7 Layers of OSI

Transmit Receive
Data Data
Application (Layer 7)

Presentation (Layer 6)
Session (Layer 5)
Transport (Layer 4)
Network (Layer 3)

Data Link (Layer 2)

Physical (Layer 1)

s Physical Link q

So lwgc vé mo hinh OSI. M6 hinh OSI gom 7 ting dugc danh s thir ty tir dudi 1én

trén. Quy trinh truyén (Transmit Data) va nhin (Receive Data) trong hinh thé hién

khi truyén mét goi tin di, goi tin s& di tir ting 7 xudng tang 1 va nguoc lai.
Quy trinh xir ly dir li€u trong mé hinh OSI

Phia may giri:




O tang Application (ting 7), ngudi dung tién hanh dwa thong tin can giri vao may

tinh. Céac thong tin nay thuong c6 dang nhu: hinh anh, van ban, v.v...

Sau d6 thong tin dir liéu nay dugc chuyén xudng ting Presentation (tAng 6) dé

chuyén cac dit liéu thanh mdt dang chung dé ma hoa dir li¢u va nén dir ligu.

Dit liéu tiép tuc dugc chuyén xudng ting Session (Tang 5). Tang ndy la ting phién
¢ chirc ning bo sung cac thong tin can thiét cho phién giao dich (giri- nhan) nay.
Céc ban c6 thé hiéu ném na 13 tAng phién cling giéng nhu cac ¢ nhan vién ngan
hang lam nhiém vy xac nhan, bod sung thong tin giao dich khi ban Chuyén tién tai

ngan hang.

Sau khi téng Session thuc hién xong nhiém vu, nd s€ tiép tuc chuyén dir li¢u nay
xudng tang Transport (Tang 4). Tai ting ndy, dit liéu duoc cit ra thanh nhiéu
Segment va ciing 1am nhiém vy bd sung thém cac thong tin vé phuong thudc van

chuyén dir liéu dé dam bao tinh bao mat, tin cay khi truyén trong mo hinh mang.

Tiép d6, dir liéu sé& duoc chuyén xudng ting Network (Tang 3). O ting nay, cic
segment lai tiép tuc dugc cét ra thanh nhiéu goi Package khac nhau va bo sung thong
tin dinh tuyén. Tang Network nay chirc ning chinh ciia né 1a dinh tuyén duong di
cho goi tin chura dir 1iéu.

Dir liéu tiép tuc dugc chuyén xudng tang Data Link (tang 2). Tai ting nay, mdi
Package s& duoc bam nho ra thanh nhiéu Frame va b sung thém céc thong tin kiém

tra goi tin chira dit liéu dé kiém tra & may nhan.

Cubi cung, cac Frame nay khi chuyén xudng ting Physical (Tang 1) s& duoc chuyén
thanh mot chudi cac bit nhi phan (0 1....) va duoc dua Ién ciing nhu pha tin hiéu trén
cac phuong tién truyén din (day cap dong, cap quang,...) dé truyén dit liéu dén may

nhan.

Moi goi tin dir 1iéu khi dugc dua xudng céc tang thi dugc gan cac header cua tang

do, riéng & tang 2 (Data Link), géi tin dugc gan thém FCS.

Phia may nhén:



Tang Physical (ting 1) phia may nhén s& kiém tra qua trinh déng bd va dua cac
chudi bit nhi phan nhin dugc vao ving dém. Sau d6 giri thong bao cho tang Data

Link (Tang 2) rang dit liéu dd dugc nhan.

Tiép d6 ting Data Link s& tién hanh kiém tra cac 18i trong frame ma bén may gui tao
ra bang cach kiém tra FCS c6 trong goi tin dugc gin bén phia may nhan. Néu c6 15
xay ra thi frame d6 s& bi hiy bo. Sau d6 kiém tra dja chi 16p Data Link (DPija chi
MAC Address) xem c6 tring v6i dia chi ciia may nhan hay khong. Néu dung thi 16p
Data Link s& thuc hién g& bo Header cua tang Data Link d¢ tiép tuc chuyén lén tang

Network.

Tang Network s& tién hanh kiém tra xem dia chi trong g6i tin ndy c6 phai 1a dia chi
cia may nhan hay khong. (Luu ¥: dia chi & ting nay 1a dia chi IP). Néu dung dia chi
may nhan, ting Network s& g& bo Header ctia nd va tiép tuc chuyén dén ting
Transport dé tiép tuc qui trinh.

O tang Transport s& hd trg phuc hdi 16i va xur 1y 16i bang cach giri cac goi tin ACK,
NAK (goi tin diung dé phan hoi xem céac géi tin chta dit liéu da duoc giri dén may
nhan hay chua?). Sau khi phuc héi sira 13, tAng nay tiép tuc sip xép cac thir tur phan

doan va dua dir li¢éu dén tang Session.

Tang Session lam nhiém vu dam bao cac dir li€u trong gobi tin nhan dugc toan ven.

Sau d6 tién hanh g& bo Header ciia ting Session va tiép tuc giri 1én ang Presentation.

Tang Presentation s& xir Iy goi tin bang cach chuyén d6i cac dinh dang dit liéu cho

phtt hop. Sau khi hoan thanh s& tién hanh gui 1én tang Application.

Cubi cung, ting Application tién hanh xtr Iy va g& bo Header cudi cung. Khi d6 &

may nhan s& nhan dugc dir liéu cta goi tin dugc truyén di.

2.Phén phoi géi tin trong mé hinh TCP/IP



user data
i application
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Qua trinh dong goi dir liéu trong mo hinh TCP/IP

Ciing twong tu nhu trong mé hinh OSI, khi truyén dit liéu , qua trinh tién hanh tir
tang trén xudng tang dudi, qua mdi tang dit liéu duoc them vao thong tin didu khién
goi la Header. Khi nhan dit li€u thi qua trinh xdy ra nguoc lai. dir li¢u duogc truyén tur
tang dudi 1én va qua mdi tang thi phan header tuong g s& dugc lay di va khi dén

tang trén cung thi dit 1iéu khong con phan header nira.

Application Layer — T
stream message
Transpart Layer o
segment packet
Internet Layer o
datag ram dalagram
Network Access Layer o o0
frame frame

Cau triic dir liéu trong TCP/IP

Hinh trén cho ta thdy lugc d6 dit liéu qua cac ting. Trong hinh ta thy tai cac ting
khac nhau dit liéu dwgc mang nhirng thut ngit khac nhau o Trong tang Gng dung: dit
lidu 13 cac ludng duge goi 13 stream. o Trong tang giao van: don vi dir liéu ma TCP
gtri xudng goi 14 TCP segment. o Trong ting mang, dir liéu ma IP giri xudng ting

duéi goi 1a IP Datagram o Trong tang lién két, dir liéu duoc truyén di goi 1a frame



3. Vi du vé phén phoi géi tin tir may dén may

VD: Mét eng dung trén may tinh 192.168.3.1 muén giri dir liéu qua may cé dia
chila 192.168.3.2

- L6p van chuyén chon TCP dé thiét I1ap truyén thong (session). TCP khoi tao phién
truyén thdng bang cach chuyén thong tin header TCP vai bit SYN va dia chi IP dich
la192.168.3.2

IP: Layer 2! Send this packet to 192.168.3.2 .

SRC IP TCP
182.168.3.1 SYN

Layer 3 = 192.168.3.1 Layer 3 =192.168.3.2 J
|/ Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

- L6p IP dong goi dir lieu SYN cua TCP vao gai tin bang cach gian thém vao phia

trudc dir liéu TCP dia chi I6p 3 ciia may gui sau d6 giri qua lop 2 dé xir Iy tiép.

Layer 2: ARP, do you have a mapping for 192.168.3.27

ARP: Is 192.168.3.2 in my ARP table? No, |
guess Layer 2 will have to put the packet in
the parking lot until | do an ARP.

/

SRC IP TCP
192.168.3.1 SYN

! Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2 /!

I/ Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111 I

- Lop 2 dong goi dix lieu 16p 3 (IP packet) vao trong Frame Iép 2. Lop 2 gui yéu cau
dén ARP dé anh xa dia chi IP — MAC caa may dich.



- ARP kiém tra cache ctia minh. Néu may nay chua bao gid giao tiép véi may khac

thi 16p 2 s& giit lai goi tin dén khi &nh xa ARP duoc tao ra vi ARP hién tai dang rdng.

ARP: First comes the ARP request. It will say that | am 192.168.3.1

_."ﬁiﬁ.h:?..lf:t... with a MAC of 0800:0222:2222. Are you 192.168.3.27
| Packet |

ARFP: Layer 2! Send this using our MAC as the
SRC MAC and a broadcast as the DST MAC.

SRC MAC ARP
0800:0222:2222 | Request

! Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2

r Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

.........................

- ARP xay dung goi tin ARP Request va chuyén cho 16p 2, yéu cau 16p 2 gui lai
théng tin vai dia chi dich boardcast.

- Lop 2 dong géi ARP Request trong frame 16p 2 dung dia chi MAC dich la
boardcast, va dia chi MAC nguén caa may yéu cau phan giai.

Parking Lot

am =y

e Lﬂyﬂr 2: “ iB “nt.

u o e %’r
[ - I

Layer 3= 192.168.3.1 Layer 3 =192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111




Parking Lot

Packet
Layer 2: | just got a frame with a broadcast

MAC so I'll process it. The protocol ID
indicates that it belongs to ARP. Let me strip
the Layer 2 header and send it to ARP.

ARP SRC MAC DST MAC
Request | 0800:0222:2222 | Broadcast

Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

- Khi may 192.168.3.2 nhan duoc frame, n6 sé luu y dia chi boardcast va thuc hién

dong goi frame 16p 2.

- Thong tin ARP Request dugc chuyén dén cho chuong trinh ARP.

Parking Lot

i [ Packet | i
Layer 2: ARP! Here is something for you.

ARP

Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111



e ey | ARP: 1 just got an ARP request from
i | Packet | i 192.168.3.1. Let me add its IP and
R ———— i MAC to my ARP table. Now | can respond.

ARP
Request

|/ 7’
Layer 3= 192.168.3.1 Layer 3 =192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

- Str dung thong tin ARP Request, chuong trinh ARP cap nhat bang cache cua no.

- Chuong trinh ARP xay dung goi tin ARP Reply va giri cho 16p 2, yéu cau 16p 2 gui
dén dia chi MAC 0800:0222:2222 (IP: 192.168.3.1)

_Parking Lot ARP: The ARP reply will say that | am 192.168.3.2
1 ] with a MAC of 0800:0222:1111.
Packet
ARP: Layer 2, send this using our MAC as the ARP
SRC MAC and 0800:0222:222 as the DST MAC. Reply
\

DST MAC SRC MAC ARP
0800:0222:2222| 0800:0222:1111 |  Reply

Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111



Parking Lot

Layer 2: It is sent.

DST MAC SRC MAC ARP
<= (080002222222 0800:0222-1111 | Reply

Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

- L6p 2 dong goi ARP Reply vao frame 16p 2 véi dia chi MAC dich cung cap boi
bang ARP va dia chi nguon may gtri.

- Khi may 192.168.3.1 nhan dugc frame, n6 luu ¥ dén dia chi MAC dich cua no.

May dich s€ dong goi frame 16p 2.
Parking Lot = — %

Packet

Layer 2: | just got a frame with my MAC so I'll
process it. The protocol ID indicates that it belongs
to ARP. Let me strip the Layer 2 header and send
itto ARP.

SRC MAC ARP
0800:0222:1111 Reply

Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111



Parking Lot

Layer 2: ARP! Here is something for you.

ARP
Reply

Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

- Phan thong tin ARP reply s& dugc chuyén dén cho chuong trinh ARP.

- ARP thuc hién cap nhat bang cache anh xa IP — MAC tuong tng.

Parking Lot

------------------------

RP: I just got an ARP reply from 192.168.3.2.

A

Let me add its IP and MAC to my ARP table.
ARP: Layer 2! | have 192.168.3.2 R;ﬁ::st
mapped to 0800:0222:1111.

Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111



%ayerz I can send out that pending packet.

L TCP DSTIP SRC IP SRC MAC DST MAC I\
SYN 102.168.3.2 192.168.3.1 |0800:0222:2222|0800:0222:1111

[ —> i

Layer 3 =192.168.3.1 Layer 3 =192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

- Lép 2 gior c6 thé gui goi tin treo ldc ndy.

- O may 192.168.3.2, frame dugc chuyén 1én cho céc 16p phia trén (giai dong goi dir
liéu). Phan PDU twong wng con lai duoc chuyén cho TCP.

TCP: | need to send a SYN ACK

to the TCP SYN that | received.
TCP
SYN
SRC IP DSTIP TCP

192.168.3.1 182.168.3.2 SYN

DST MAC SRC MAC SRCIP DSTIP TCP
0800:0222:1111|0800:0222:2222] 192.168.3.1 192.168.3.2 SYN

I

Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111



TCP: Send this.
SYN
ACK

SRC IP DST IP SYN
192.168.3.2 | 192.168.3.1 ACK

DST MAC SRC MAC SRCIP DST IP SYN
0800:0222:222210800:0222:1111]  192.168.3.2 192.168.3.1 ACK

SRC MAC SRC IP DSTIP SYN
0800:0222:1111] 192.168.3.2 192.168.3.1 ACK

—

Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222  Layer 2 = 0800:0222:1111

o

- Pé tra loi cho SYN, TCP chuyén dix liéu SYN ACK xuébng cho cac 16p bén dudi

thuc hién viéc dong goi.

TCP: Got the ACK. TCP: | need to let the other end know | got the
SYN SYN ACK to the session establishment.
El

ACK

| SRCIP | DSTIP | SYN I SRCIP ST TcP
19216832 | 19216831 ACK » | 19216831 I 192.168.32 I ACK |
DSTMAC | SRCMAC | SRCIP DSTIP | S
DSTMAC SRC MAC SRC IP DST IP TCcP
080002222222 nmmoml 19216832 | 19216831 | ACK | |oeoom1m|momm| 162.168.3.1 | 19216832 | ACK |

TcP | DsTIP SRCIP | SRCMAC | DSTMAC
(S5M¥| ack | 19216832 | 19216831 |0800:02222222{0800.0222:1111| %
Layer 3= 192.168.3.1 Layer 3 = 192.168.3.2

Layer 3 =192.168.3.1 Layer 3= 192.168.3.2

Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111 Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

Layer 4. OK, Application, | have your session set up.

%Applicaﬂon: OK, I'll send you some data.

[

Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111



- Khi qué trinh bat tay 3 budc (three — way handshake), TCP c6 thé bao cho tng

dung biét rang phién truyén thong (session) da duoc thiét 1ap.

- Bay gio ung dung c6 thé gui dix liéu thong qua phién truyén thong dua trén TCP dé
sira cac 15i néu co.

- —— Application: Here is the data.
SEQ=3

SRCIP DSTIP TCP
18218831 182.16832 |SEQ=23

DST MAC SRC MAC SRC IP DSTIP TcP -

0800:0222:1111]0800:0222: 192.168.3.1 182 16832 | SEQ =3

)

TCP DSTIP SRCIP SRC MAC DST MAC 5
SEQ=3] 192.168.3.2 192.168.3.1 |0800:0222:2222]|0800:0222:1111

Layer 3 =192.168.3.1 Layer 3 =192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

- Dit liéu tiép tuc duoc trao doi dén khi Gmg dung ding viéc giri dit lidu

ACK=4
SEQ=3

SRCIP
10216832

SRCMAC |  SRCIP
0800:0222:1111( 192.168.3.2

SRCIP
16216832

SRCIP DSTIP
19216831 | 19216832

0800:0222:1111{0800:0222: 19216831 | 192.168.32

|Dsmc sRemac | skep [ st

ey r==peey lajer3= 1216831  Layer3=16216832
Layer 2= 0800:02222222  Layer 2 = 0800:0222:1111 " 1R 100, * 1610044
Layer 3= 192.168.3. Layer 3= 192.168.3.2 Layer2=080002222222  Layer 2= 0800.0222:1111



Cau 2: Néu ciu trac Frame Ethernet

i

Destination Source
Freamble |SFD MAC MAC EtherType Fayload FCS
Address Address

[ !

1. Packet Ethernet — ting vat ly

Preamble va start frame delimiter

Mot packet Ethernet bit ddu boi mot preamble dai 7 octet va mdt start frame

delimiter (SFD) dai mot octet.

Preamble chira mot pattern bit dai 56— bit (bdy— byte) gom cac bit 1 va 0 xen k&
nhau, cho phép cac thiét bi trén mang d& dang dong bd clock receiver cua ching,
cung cap dong bd hoa ¢ muc bit. N6 duge theo sau bai SFD dé cung cap dong bo
hoéa & muc byte va dé danh ddu mot frame méi dang dén. DPbi voi cac phuong an
Ethernet truyén cac bit tuan tu thay vi cac symbol 16n hon, pattern bit trén— duong—
day (khong duoc mi hoa) danh cho preamble cing véi phan SFD cua frame la
10101010 10101010 10101010 10101010 10101010 10101010 10101010
10101011; boi vi cac bit dugc truyén voi the ty tir trai sang phai, biéu dién

hexadecimal twrong tng 1a OxAA OxAA 0xAA 0xAA 0xAA 0xAA 0xAA 0xAB.

SFD 1a gia tri 8— bit (mot byte) danh dau két thiic ciia preamble, trudng dau tién cua
mot packet Ethernet, va chi ra diém bat dau cua mot frame Ethernet. SFD duoc thiét
ké dé pha v pattern bit ctia preamble va danh tin hiéu sy bat dau ciia mot frame thuc
su. Pia chi MAC cua dich theo ngay sau SFD. Pay la truong dau tién ciia mot frame
Ethernet. SFD ¢6 gia tri 171 (10101011 & dang nhj phan), duoc truyén véi least—
significant bit di trudc tién nhu 213 (0xD5 hexadecimal).

Physical layer transceiver circuitry (viét tit: PHY) can phai két nbi Ethernet MAC
v6i medium vat 1y. Két néi gitta mot PHY va MAC doc 1ap v6i medium vat 1y va sir
dung mot bus tur ho giao dién dc 1ap media (MII, GMII, RGMII, SGMII, XGMII).

Céc chip transceiver Fast Ethernet st dung bus MII, mét bus rong 4— bit (mdt



nibble), do d6 preamble dugc biéu dién boi 14 1an 0x5, va SFD 1a 0x5 0xD (nhu cac
nibble). Cac chip transceiver Gigabit Ethernet st dung bus GMII, mdt giao dién rong
8- bit, vi thé chudi preamble theo sau bdi SFD s& 1a 0XAA 0xAA 0xAA O0xAA
0xAA 0xAA 0xAA 0xAB (nhu céc byte).

2. Frame — Tang lién két dir liéu

Header

Header gdbm c6 dia chi MAC ngudn va dich (mdi dia chi dai 6 octet), trudng
EtherType va mdt tag IEEE 802.1Q tuy chon.

Truong EtherType dai hai octet va ¢ thé ding cho nhiéu muyc dich khac nhau. Gia
tri nho hon hodc bang 1500 c6 nghia 1a né dugc ding dé chi kich thudc cia payload
bang octet, con gia tri 16n hon hodc bang 1536 c¢6 nghia 1a n6 duoc dung dé chi kiéu
EtherType, xac dinh procol nao dugc dong goi trong payload cua frame. Khi dugc
dung véi tu cach 1a EtherType, chiéu dai ciia frame duoc xac dinh béi vi tri cia
interpacket gap va frame check sequence (FCS) hop 1€.

Tag IEEE 802.1Q, néu c6, 1a mot trudng dai 4— octet chi thanh vién mang virtual
LAN (VLAN) va quyén uu tién IEEE 802.1p.

Payload
Payload minimum 1a 42 octet khi c6 mot tag 802.1Q va 46 octet khi khong co
tag. Payload maximum la 1500 octet. Cac jumbo frame (frame ngoai cd) phi ti€u

chuan cho phép kich thudc payload 16n hon kich thudc maximum.

Frame check sequence

Frame check sequence (FCS, chudi kiém tra frame) 1a mét cyclic redundancy check
(CRC) dai 4 octet cho phép phat hién dir 1i€u bi hong bén trong toan bd frame khi
nhan & phia receiver. Gid tri FCS dugc tinh nhu mdt ham s6 cla cac truong frame
MAC duoc bao vé: dia chi nguén, dia chi dich, truong do dai/kiéu, dir lidu client

MAC va padding (c6 nghia 13, tit ca cac trudng trir FCS).

Chay thuat toan CRC trén dir liéu frame da nhan dugc bao gdm ma CRC sé& ludn co

két qua 1a mot gia tri 0 néu nhu dit liéu nhan dugc khong c6 16, boi vi CRC 14 sé du



cta dir liéu chia bai da thie. Tuy nhién, ki thut nay c6 thé c6 két qua 1a cac “false
negative” (phu dinh sai), trong d6 dit liéu véi céac trailing zero ciing s& co két qua
trong s6 du cung zero. Dé tranh trudng hop nay, FCS duoc complement (bd sung)
(du trir cho mdi bit) boi sender trude khi nd gin vao dudi cua dit lidu payload. Néu
lam theo cach nay thi thuat toan s& luon ludn c6 két qua 1a mot magic number (sd
huyén bi) hoic CRC32 residue caa 0xC704DD7B khi dit liéu dugc nhin mét cach
chinh x4c. Piéu nay cho phép nhin frame va xac nhan FCS ma khong can biét

truong FCS thuc su bt dau & dau.

3. End of frame — ting vt ly

End of a frame (két thuc frame) thudng dugc biéu thi bang mot symbol (ki hiéu)
end— of— data— stream & tang vat Iy hodc bai sy mat mét cia tin hiéu mang (carrier
signal); mQt vi du la 10BASE-T, trong d6 station nhan phat hién dugc két thic cua
mot frame da giri. Sau d6 tang vat 1y sir dung mot symbol end of data rd rang hodc
mot symbol/chudi end of stream dé tranh sy mo hd vé nghia, dic biét khi carrier
dugc gui lién tuc gitra cac frame; mot vi du la Gigabit Ethernet véi so dd ma
(encoding scheme) 8b/10b, cac so dd nay sir dung cac symbol dic biét duoc truyén

di trudce va sau khi mot frame duoc truyén.

4. Interpacket gap — tang vat ly
Interpacket gap 1a khoang thoi gian nhan rdi giita hai packet. Sau khi mot packet da
dugc giri di, cac transmitter can phai truyén it nhat 96 bit (12 octet) cua idle line state

(trang thai day ranh) trude khi truyén packet tiép theo.



Cau 3:

-So dd mang va IP nhu sau: [P 10.10.10.0/24 thuc hién chia IP cho cac mang 1,2,3.4,5
(2 diém)

S T E p— 4 .
Vige—J /T‘mi 3
Roggeeo Royerl Rowger2
1 Ny .
mmm! mmm/ mmm/
29 host 25host 20host

Ta co tit ca 5 mang, mang nhiéu host nhét 1a mang ¢ 30 host (cong thém dia chi

cé)ng router). Goi s6 bit muong 1a n, s6 bit host 1a m. Ta c6 hé sau:

2" >= 5 (s6 mang chia ra t6i thiéu phai bang 5)

2m -

2 >= 30 (néu mdi mang con dap g dugc vé so host ctia mang 30 host, né s&

dap ung dugc yéu cau ve so host cua tat ca cac mang con con lai trén so do)

m+n=8

=

m = 5,n =3 laphd hop. Vay ta co tat ca 22 = 8 mang va mdi mang nay co

2° — 2 =30 host dap trng nhu cau trén.

M1:
M2:
Ma3:
M4:
Mb:
M6:
MY7:
M8:

10.10.10.0/27 — 10.10.10.31/27
10.10.10.32/27 — 10.10.10.63/27
10.10.10.64/27 — 10.10.10.95/27
10.10.10.96/27 — 10.10.10.127/27
10.10.10.128/27 — 10.10.10.159/27
10.10.10.160/27 — 10.10.10.191/27
10.10.10.192/27—10.10.10.223/27
10.10.10.224/27 — 10.10.10.255/27

Vay ta chon cac mang M1, M2, M3, M4, M5 dé gan cho cac mang 1,2, 3,4, 5
trén so do

Cau4:



+ 4 chire ¢6 so dd mang nhu sau: ¢6 IP : 172.16.100.0/24 (3 diém)

R1 R2 R3

oo iPo— T —Fge—T 5

~i '
5 host
105host l

4 sl

60host 25host 12 host

» xét mang 105 host

2™ - 2>=106

m+n = 8 (v6i m: sb bit host, n: s6 bit muon)

m =7,n=1 vay ta mugn 1 bit s€ chia 172.16.100.0/24 thanh 2 con

//Céc mang m déu thiéu ki hiéu mang 1: 172.16.100.0/25 — 172.16.100.127/25
// cht khong phai dé khong khong v 172.16.100.0/25 — 172.16.100.127/25 nhé
sira & dudi hét ludn ki hiéu & mang 1: 172.16.100.0/25 — 172.16.100.127/25 phai
gidng v6i ki hiéu chd két luan chon mang dé gan => dit tén cho dja chi mang

1: 172.16.100.0/25 — 172.16.100.127/25

2:172.16.100.128/25 — 172.16.100.255/25

» Viy ta chon mang 1 dé gan cho mang 105 host

» xét mang 60 host

2™ -2 >=61

m+n =8 (voi m: s6 bit host, n: o bit muon)

m =6, n=2 vay ta muon 2 bit s€ chia 172.16.100.0/24 thanh 4 con
1: 172.16.100.0/26 — 172.16.100.63/26

2:172.16.100.64/26 — 172.16.100.127/26

3: 172.16.100.128/26 — 172.16.100.191/26

4:172.16.100.192/26 — 172.16.100.255/26

» Viy ta chon mang 3 dé gan cho mang 60 host

» xét mang 25 host

2" —-2>=26



m+n =8 (véi m: sd bit host, n: s6 bit muon)

m =5, n=3 vy ta mugn 3 bit s€ chia 172.16.100.0/24 thanh 8 con
:172.16.100.0/27 — 172.16.100.31/27

:172.16.100.32/27 — 172.16.100.63/27

:172.16.100.64/27 — 172.16.100.95/27

172.16.100.96/27 — 172.16.100.127/27

172.16.100.128/27 — 172.16.100.159/27

172.16.100.160/27 — 172.16.100.191/27

:172.16.100.192/27— 172.16.100.223/27

:172.16.100.224/27 — 172.16.100.255/27

» Viy ta chon mang 7 dé gan cho mang 25 host

» xét mang 12 host

2Mm-2>=13

m+n =8 (véi m: sd bit host, n: s6 bit muon)

M =4, n=4vay ta muon 4 bit s€ chia 172.16.100.0/24 thanh 16 con
1: 1172.16.100.0/28 — 172.16.100.15/28

15: 172.16.100.224/28 — 172.16.100.239/28

16: 172.16.100.240/28 — 172.16.100.255/28

» Viy ta chon mang 15 dé gan cho mang 12 host

» Xét mang c6 5 host

2M-2>=6

m+n =28 (vl m: s6 bit host, n: sd bit muon)

m =3 n =5 vy ta mugn 5 bit s€ chia 172.16.100.0/24 thanh 32 mang con
1: 172.16.100.0/29 — 172.16.100.7/29

31:172.16.100.240/29 — 172.16.100.247/29

32:172.16.100.248/29 — 172.16.100.255/29

» Viy ta chon mang 31 dé gan cho mang 5 host



» Xét mang c6 2 host

2M—-2>=2

m + n =8 (v6i m: sb bit host, n: s bit muon)

m =2 n =6 vay ta muon 6 bit s¢ chia 172.16.100.0/24 thanh 64 mang con
1: 172.16.100.0/30 — 172.16.100.3/30

63:172.16.100.248/30 — 172.16.100.251/30

64:172.16.100.252/30 — 172.16.100.255/30

» Viy ta chon mang 63, mang 64 dé gan cho 2 mang 2 host

Cau 5:

+ Hay tom tit cac dia chi mang sau day vé thanh mét dia chi mang dai dién: (/diém)
172.16.16.0/24

172.16.20.0.24
172.16.30.0/24
172.16.28.0/24

172.16.00010000.0/24
172.16.00010100.0/24
172.16.00011110.0/24
172.16.00011100.0/24

172.16.16.0/24
172.16.20.0/24
172.16.30.0/24
172.16.28.0/24

172.16.00010000.0/20
Ta thay tai octet thir 3 c6 thém 4 bit gidng nhau. Vay ta ¢ mang tom tit 1a
172.16.0.0/20 — subnet 255.255.240.0
Kiém tra:
172.16.16.0/24 - 172.16.00010000.0
AND 172.16.11110000.0

172.16.00010000.0






