M©& hinh mang TCP/IP va OSlI

M©& hinh mang TCP/IP la gi?

M®& hinh TCP/IP (Transmission Control Protocol/Internet Protocol - Giao thirc diéu' khi,én truyén, nhan/Giao thirc
lién mang) la mot b giao thl’xp trao d6i thong tin dwoc sir dung dé truyén tai va ‘két noi cac thiét bi trong mang
Internet. NO dugc phat trién dé Mang dugc tin cdy hon cung véi kha nang phuc hoi tw déng, va ciing c6 thé duoc
sir dung nhu mét giao thirc truyén théng trong mang may tinh riéng (mang noi bo).

M6 hinh TCP/IP dugc chia thanh 4 ting (Layer) chdng 1én nhau, mdi ting dam nhiém chirc ning riéng biét:

1. Tang vat ly (Physical Layer):

e Chju trach nhiém truyén tai dir liéu dang bit qua moéi truong truyén dan nhu cap mang, song vo tuyén,...
e St dung céc giao thire nhu Ethernet, Wi-Fi, cap quang,...

2. TAng mang (Network Layer):

e Dinh vi va dinh tuyén dit liéu gitra cac thiét b trén mang.
e Sir dung giao thirc IP (Internet Protocol) dé gan dia chi cho céc thiét bj va chia nho dit liéu thanh cac goi
tin.

3. Tang giao van (Transport Layer):
e Cung cép dich vu truyén dit liéu tin cdy giita cac tng dung trén mang.
e Sirdung cac giao thirc nhu TCP (Transmission Control Protocol) va UDP (User Datagram Protocol) dé
dam bao dir liéu dugc truyen tai chinh xac va khéng bi mat mat.
4. Tang wng dung (Application Layer):
e Cung cép céc dich vu va tng dung cho ngudi ding mang nhu truy cap web, giri email, chia sé tép,...
e  Sir dung céc giao thuc nhu HTTP (Hypertext Transfer Protocol), FTP (File Transfer Protocol), SMTP

(Simple Mail Transfer Protocol),...

M6 hinh TCP/IP 1a nén tang co ban cho sy hoat dong cua Internet, gip céc thiét bi c6 thé giao tiép va chia sé
thong tin véi nhau mot cach hiéu qua va tin cay.

Ngoai ra, md hinh TCP/IP con c6 cac dic diém sau:
e Tinh mé: Cho phép cac nha phét trién tao ra céc giao thirc va tng dung méi twong thich véi mé hinh.
Tinh linh hoat: C6 thé d& dang trién khai va st dung trong cac mang c6 quy mé khac nhau.

Kha niing twong thich: H tro két ndi giira cac thiét bi tir c4c nha cung cép khac nhau.

M6 hinh TCP/IP déng vai trd quan trong trong viée thuc ddy sy phat trién cua Internet va 1a nén tang cho nhiéu
trng dung va dich vu mang hién dai.

U'u diém cia mo hinh TCP/IP

M5 hinh TCP/IP s& hitu nhiéu wu diém ndi bat, gitip né tré thanh nén tang mang dwoc st dung rong réi nhat hién
nay:

1. Tinh mé:

e M6 hinh TCP/IP la mot tiéu chuan ma, khong thuoc s& hitu cua bét ky t6 chirc nao. Biéu ndy cho phép
cac nha phat trién tu do sang tao va trien khai cac giao thirc, ing dung méi tuong thich véi mo hinh, thic
day sy doi mai va phét trién chung cta cong ddng mang.



e Tinh minh bach: Cac giao thic trong md hinh TCP/IP dugc cong bé rong rai, dé dang tim hiéq va sur
dung. Diéu nay gilp cac nha quan tri mang c6 thé d& dang trién khai, van hanh va khac phuc sy ¢6 mang
hiéu qua hon.

2. Tinh linh hoat:

e M0 hinh TCP/IP dugc thiét ké véi kha ning mé rong cao, 6 thé dé dang &p dung cho cac mang c6 quy
mo khéc nhau, tir mang gia dinh nho dén mang dién rong toan cau.

e M0 hinh TCP/IP hd trg nhiéu loai két ndi mang khac nhau nhu Ethernet, Wi-Fi, c4p quang,... gilp cac
thiét bi c6 thé két ndi va giao tiép vai nhau mét cach hiéu qua.

3. Kha ning twong thich:

e M0 hinh TCP/IP dugc st dung rong réi trén toan thé gisi, duoc hd tro bai hau hét cac hé diéu hanh,
phan mém va thiét bi mang. Nho vay, cac thiet bi tir cac nha cung cap khac nhau co thé dé dang két ndi
va giao tiép véi nhau ma khong gap van dé tuong thich.

4. Tinh tin cay:

e M6 hinh TCP/IP cung cip cac giao thirc dam bao truyén tai di liéu tin cdy, ching han nhu TCP
(Transmission Control Protocol). TCP st dung cac co ché kiém tra 13i, xac nhan va diéu khién luu lugng
dé dam bao dit liéu dwoc truyén tai chinh xac va khéng bi mit mat.

e M0 hinh TCP/IP ciing hd tro céc giao thic du phong va dinh tuyén linh hoat, gitip mang c6 kha ning
phuc hdi cao, c6 thé ty dong chuyén hudng luu lwong khi cé su ¢d xay ra.

5. D& dang quan ly:
e M6 hinh TCP/IP cung cp cac cong cu va giao thirc quan Iy mang gilip cac nha quan tri mang co thé dé
dang theo ddi, gidm sat va quan ly hiéu suat hoat dong ctia mang.
e Cacgiao thuc trong md hinh TCP/IP dugc thiét ké voi tinh don gian va dé sir dung, gidp viéc van hanh
va bao tri mang tr¢ nén dé dang hon.
Nhuoe diém ciia md hinh TCP/IP
Bén canh nhimg uu diém ndi bat, md hinh TCP/IP ciing c6 mét sé nhuge diém sau:

1. An ninh:

e M6 hinh TCP/IP duoc thiét ké vai tinh m, diéu nay c6 thé khién mang dé bi tan cong bai cac hacker.
e Mot sb giao thirc trong mo hinh TCP/IP, ch'f}ng han nhu UDP (User Datagram Protocol), khong cung
cap cac bién phap bao mat, khién dix liéu cd thé bi 16 lot hoac gia mao.

2. Hiéu suit:

o Mot sé giao thirc trong mé hinh TCP/IP, ching han nhu TCP, ¢6 t})é c6 overhead cao do sir dung céc co
ché kiém tra 16i va diéu khién luu lugng phic tap. Biéu nay cd thé anh hudng dén hiéu suat mang, diac
biét 1a trong c&c mang c6 luu luong truy cap cao.

3. Kha nang mé réng:

e Mic du méd hinh TCP/IPﬂdugc thiét ké voi kha niang mé rong cao, nhung viéc quan Iy va van hanh cac
mang cd quy md Ién cé thé tre nén phic tap.

e Viéc trién khai cac dich vu mai trén mang dién rong c6 thé doi hoi sy thay déi va nang cip co sé ha ting

mang, dan dén chi phi cao.

4. Thiéu tinh théng nhét:



e M0 hinh TCP/IP Ia mot tap hop cac giao thic duoc phét trién boi nhiéu té chirc khac nhau, dan dén
viéc thiéu tinh théng nhat trong mét sé khia canh.

e Didu nay co thé gay ra su phirc tap trong viéc trién khai va van hanh mang, dong thoi ciing ¢6 thé dan
dén céc van dé tuong thich giira cAc thiét bi tir cc nha cung cip khéc nhau.

Nhin chung, mé hinh TCP/IP la mot nén tang mang manh mé, linh hoat va dugc sir dung rong réi trén to,an thé
gisi. Tuy nhién, né ciling c6 mdt s6 nhurge diém can dugc quan tam, dic biét 1a vé mat an ninh va hiéu suat. Khi
trién

Vi du thuc té cia md hinh TCP/IP

Mb hinh TCP/IP dugc tng dung rong réi trong nhiéu hoat dong hang ngay ciia chiing ta. Dudi day la mot s6 vi du
cu thé:

1. Duyét web:

Khi ban truy cap mét trang web, trinh duyét web cta ban s& giri mét yéu cdu HTTP dén méy cha web luu trit trang
web d6. Yéu cau nay duoc chia nho thanh cac géi tin IP va dugc truyén qua mang dén may cha web dich. May chu
web s& xir Iy yéu ciu, giri trang web dudi dang dit lisu HTML, CSS va JavaScript tro lai trinh duyét cua ban. Dit
liéu nay ciing dugc chia nhé thanh cac goi tin IP va dwoc truyén qua mang dén may tinh cua ban. Trinh duyét web
cuia ban s& ghép céc géi tin nay lai vai nhau va hién thi trang web cho ban.

2. Giri email:

Khi ban giri mot email, phian mém email cua ban s& két néi véi méay cha email caa ban théng qua giao thirc SMTP
(Simple Mail Transfer Protocol). Méy chii email ctia ban s& giri email caa ban dén méy chii email cia ngudi nhéan
thong qua giao thac SMTP. May chu email ciia ngudi nhan sé luu trit email trong hop thu dén caa ho cho dén khi
ho truy céap né.

3. Chia sé tép:

Khi ban chia sé tép v6i nguoi khac trén mang, phin mém chia sé tép cua ban s& sir dung giao thuc FTP (File
Transfer Protocol) dé truyén tép giira may tinh cua ban va may tinh ciia ho. FTP chia nho tép thanh cac goi tin va
truyén céc géi tin ndy qua mang. May tinh cia ngudi nhan s& ghép cac goi tin nay lai véi nhau va huu trit tép trén &
crng cua ho.

4. Truy cap tir xa:

Khi ban truy cap may tinh tir xa, ban sir dung giao thirce RDP (Remote Desktop Protocol) dé két néi véi may tinh
d6. RDP chia nhé man hinh may tinh tir xa thanh cac hinh anh va truyen cac hinh anh nay den may tinh cua ban.
May tinh ctia ban s& hien thi cac hinh anh nay de ban c6 thé twong tac v6i may tinh tir xa nhw the ban dang sir dung
truc tiep.

5. Choi game truc tuyén:

Khi ban choi game tryc tuyén, may tinh cia ban s& két ndi véi méy chu tro choi théng qua giao thuc TCP hozc
UDP. Giao thirc TCP duoc sir dung cho cac tro choi doi hoi do tin cay cao, ching han nhu trd choi bén siing. Giao
thirc UDP dugc st dung cho cac trd choi khong doi hoi do tin cay cao, ching han nhu tro choi dua xe. May tinh
ctia ban s& giri va nhan dit ligu tro choi dén va tir may chu tro choi théng qua cac goi tin TCP hodc UDP.

Ngoai nhitng vi du trén, md hinh TCP/IP con duogc st dung trong nhiéu tng dung mang khac nhu VoIP (Voice
over Internet Protocol), IPTV (Internet Protocol Television), va streaming video.

Nhin chung, mé hinh TCP/IP 1 nén tang co ban cho sy hoat dong cia Internet va dong vai tro quan trong trong
cudc song hang ngay cua ching ta.



M6 hinh mang OSI (Open Systems Interconnection)

M®5 hinh OSI (Open Systems Interconnection Reference Model) 1a mot mé hinh tham ,chiéu dugc phét trién boi
T6 chirc Tiéu chuan hoa Quoc teé (ISO) d€ md ta cach thic cac h¢ thong mang giao tiep vei nhau. M6 hinh nay
chia qué trinh truyén théng mang thanh bay I6p (layer) logic, moi I6p dam nhiém mot chic ndng cu thé:

1. TAng Vat ly (Physical Layer):

e Chiu trach nhiém truyén tai dir liéu dang bit qua méi truong truyén din nhu cap mang, song vo tuyén,...
e  Sirdung cac giao thirc nhu Ethernet, Wi-Fi, cap quang,...

2. Tang Lién két dir liéu (Data Link Layer):
e Chia nho dit liéu thanh cac khung (frame) va dam bao truyén tai khung dit lidu chinh xac giita cac thiét
bi trén cing mot mang con.
e Sirdung cac giao thirc nhu MAC (Media Access Control) va PPP (Point-to-Point Protocol).
3. Ting Mang (Network Layer):
e Pinh vj va dinh tuyén dit liéu giita cac mang khéc nhau.
e St dung giao thirc IP (Internet Protocol) dé gan dia chi cho céc thiét bi va chia nho dir liéu thanh cac goi
tin (packet).
4. Tang Giao van (Transport Layer):
e Cung cép dich vu truyén dit liéu tin cdy giita cac ing dung trén mang.
e Sirdung cac giao thirc nhu TCP (Transmission Control Protocol) va UDP (User Datagram Protocol) dé
dam bao dir liéu dugc truyen tai chinh xac va khéng bi mat mat.

5. TAng Phién (Session Layer):

e Quan ly két néi gitra cac wng dung trén mang.
e Cung cép céc dich vu nhu ddng b héa dit liéu va kiém soat 13i.

6. TAng Trinh dién (Presentation Layer):

e  Dinh dang dir liéu dé dam bao twong thich giita cc tng dung trén mang.
e  Mahodava giai ma dit liéu, nén va giai nén di liéu.

7. Tang Ung dung (Application Layer):
e Cung cép cac dich vy va ung dung cho ngudi diing mang nhu truy cap web, giri email, chia sé tép,...
e Sir dung cac giao thitc nhu HTTP (Hypertext Transfer Protocol), FTP (File Transfer Protocol), SMTP

(Simple Mail Transfer Protocol),...

M6 hinh OSI Ia mot cong cu hitu ich dé hiéu cach thac hoat dong cua mang méy tinh. N6 gilip cac nha thiét ké
mang, nha quan tri mang va ngudi dung mang hiéu rd vai tro va chirc nang cta cac thanh phan khac nhau trong
mang.

U'u diém ciia mo hinh OSI

M6 hinh OSI s¢ hitu nhiéu vu diém ndi bat, gilip n6 tré thanh mot cong cy hitu ich trong viéc hiéu va thiét ké
mang may tinh:

1. Kha ning chia nhé:



e Viéc chia nho qua trinh truyén théng mang thanh bay 16p logic gitp don gian hoa mé hinh va dé dang
hiéu hon.
e MSJi l6p dam nhiém mét chire nang cu thé, gitp viéc phan tich va xt 1y sy ¢6 mang hiéu qua hon.

2. Tinh chuén héa:

e M0 hinh OSI dugc phat trién bai T chic Tigu chuan hoa Qudc té (1SO), 1a mét tiéu chuan dwoc cong
nhan va sir dung rong réi trén toan cau.

e Diéu nay dam béo tinh twong thich giita céc thiét bi va hé théng mang tir cac nha cung cip khéc nhau,
gilp viéc két ndi va chia s¢ thong tin dé dang hon.

3. Kha ning mé rong:
e M hinh OSI dugc thiét ké vsi tinh mé rong cao, c6 thé dé dang ap dung cho cdc mang c6 quy md khéc
nhau, tir mang gia dinh nhé dén mang dién rong toan cau.
e Viéc thém hoic bot cac 16p trong mé hinh cé thé duoc thuc hién dé dap ung nhu ciu cu thé cua timng
mang.

4. Tinh m6 dun:

e M3i lop trong md hinh OSI hoat dong doc Iap va co thé duoc thay thé hoic nang cdp ma khéng anh
huong dén céc 16p khéc.
e Diéu nay gidp viéc bao tri va quan ly mang tré nén dé dang hon.

5. Kha néng giang day:
e M5 hinh OSI duoc sir dung rong réi trong cac khéa hoc v& mang may tinh vi né don gian, d& hiéu va
tryc quan.
e Viéc sir dung md hinh nay gidp sinh vién d& dang nim bit cac khéi niém co ban vé mang méy tinh va
cach thurc hoat dong cuia no.
Nhuwoe diém cia mé hinh OSI
Bén canh nhimg vu diém ndi bat, md hinh OSI ciing c¢6 mét s6 nhugc diém sau:

1. Tinh triru twgng:

e M©5 hinh OSI 1a mot mé hinh 1y tudng va khéng phan anh hoan toan cch thac hoat dong cuia cac mang
thuc té.
e Mot s giao thirc va cdng nghé mang hién dai khong thé dugc mé ta chinh xac bing mé hinh OSI.

2. Do phirc tap:
e Viéc chia nho qué trinh truyén thong mang thanh bay I16p ¢6 thé khién mo hinh tré nén phic tap déi véi
ngudi maéi bat dau.
e Viéc hiéu rd chirc ning va twong tac giira cac 16p doi hoi kién thire chuyén mén vé mang may tinh.
3. Thiéu tinh thuec té:
e M0 hinh OSI khong bao gdm céc tinh ning va chtrc ning quan trong cia mot s mang thuc té, ching
han nhu bao mat va chat luwong dich vu.
Viéc ap dung md hinh OSI vao cac mang thuc té ¢6 thé doi hoi viée diéu chinh va bo sung thém céc
thanh phan khéc.

4. it dwgrc sir dung trong thuc té:

® MO0 hinh TCP/IP duoc sir dung rong rai hon trong thuc té vi n6 don gian hon va tap trung vao cac chirc
nang truyen tai dir liéu.



Mb hinh OSI thudng dwoc sir dung nhu mét mé hinh tham chiéu dé hiéu cac khai niém co ban vé mang
may tinh.

Nhin chung, md hinh OSI 1a mét cong cu hitu ich dé hidu cach thirc hoat dong cua mang may tinh. Tuy nhién, can
Iuu ¥ ring md hinh OSI 13 mét mé hinh 1y twong va khdng phan 4nh hoan toan céch thie hoat dong cuia cac mang
thuc té. M6 hinh TCP/IP duoc st dung rong rai hon trong thyc t& vi n6 don gian hon va tap trung vao cac chirc
nang truyén tai dit liéu.

Vi du thuc té v& md hinh OSI trong doi séng hang ngay

Dé minh hoa céch thirc hoat dong cua mo hinh OSI trong thuc té, hdy ciing xem xét mét sé vi du don gian sau:

1. Duyét web:

Khi ban truy cép trang web https://example.com/, trinh duyét web cuia ban thyc hién cac budc sau:

M©b hinh OSI:

N oo A~ W NME

Tang Vat ly: St dung cap mang hoic Wi-Fi dé két ndi véi mang internet.

Téng Lién kétrdﬁ' ligu: Chia nho yéu ciu truy cap trang web thanh cac khung dit liéu va dam bao truyén
tai chinh xac dén bo dinh tuyén.

Ting Mang: Gui yéu ciu DNS (Domain Name System) dé liy dia chi IP cua trang web
https://example.com/.

Téng Giao van: St dung giao thirc TCP (Transmission Control Protocol) dé thiét lap két ndi tin cay véi
may chu web.

Tang Phién: Quan ly két ndi giira trinh duyét web cia ban va may chii web.

Tang Trinh dién: Dinh dang dit lieu HTML, CSS va JavaScript dé trinh duyét web cua ban c6 thé hién
thi trang web.

Tang Ung dung: Sir dung giao thire HTTP (Hypertext Transfer Protocol) dé guri yéu cau truy cap trang
web dén may chu web va nhan dit liéu trang web.

M®& hinh TCP/IP:

Eal e

Tang Vat Iy: St dung cap mang hoic Wi-Fi dé két ndi véi mang internet.

Téng Internet: Gui goi tin IP chira yéu ciu truy cap trang web dén may chi DNS.

Téng Truyén tai: St dung giao thirc TCP dé thiét lap két néi tin cay véi may chii web.

Tang Ung dung: St dung giao thirc HTTP dé giri yéu cau truy cap trang web dén méy chu web va nhan
dir liéu trang web.

2. Giwri email:

Khi ban giri email cho [email protected] bing phin mém email, phan mém thuc hién cic budc sau:

M®é hinh OSI:

Nogok w DdME

Tang Vat Iy: St dung cap mang hoic Wi-Fi dé két ndi véi mang internet.

Téng Lién két dir liéu: Chia nho email thanh cac khung dir liéu va dam bao truyén tai chinh xac dén
may cha email.

Tang Mang: Giri email dén may cha email ciia nguoi nhan théng qua giao thirc SMTP (Simple Mail
Transfer Protocol).

Tang Giao véan: Sir dung giao thirc TCP dé thiét lap két ndi tin cay véi may cha email cia nguoi nhan.
Tang Phién: Quan ly két ni gitra phan mém email cuia ban va méy chi email cia ngudi nhan.

Tang Trinh dién: M4 héa email bing dinh dang MIME dé dam bao bao mat va tinh twong thich.

Tang Ung dung: Sir dung giao thirc SMTP dé giri email dén may cha email cia ngudi nhan.


https://example.com/
https://example.com/

M©& hinh TCP/IP:

Tang Vit Iy: Str dung cap mang hoic Wi-Fi dé két ndi véi mang internet.

Tang Internet: Guri gai tin IP chira email dén may chi email cia nguoi nhan.

Tang Truyén tai: Sir dung giao thirc TCP dé thiét 1ap két ndi tin cay véi may chi email cia ngudi nhan.
Tang Ung dung: Sir dung giao thirc SMTP dé giri email dén may cha email cia ngudi nhan.
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3. Chia sé tép:
Khi ban chia sé tép voi nguoi khac trén mang bang phan mém chia sé tép, phin mém thuc hién cac budc sau:
Mb hinh OSI:

Tang Vit Iy: Str dung cap mang hoic Wi-Fi dé két ndi véi mang internet.

Tang Lién két dir ligu: Chia nho tép thanh cac khung dit liéu va dam bao truyén tai chinh xac dén may
tinh cua nguai nhan.

Téing Mang: Gui tép dén may tinh caa ngudi nhan théng qua giao thac FTP (File Transfer Protocol).
Tang Giao véan: Sir dung giao thirc TCP dé thiét lap két ndi tin cay véi may tinh cia ngudi nhan.

Tang Phién: Quan ly két ndi gitra phan mém chia sé tép cuiia ban va may tinh cua ngudi nhan.

Téng Trinh dién: M4 héa tép dé dam bao bao mat va truyén tai dit liéu hiéu qua.

Tang Ung dung: Sir dung giao thitc FTP dé giri tép dén may tinh ciia ngudi nhan

Nookrw NME

So sanh mo hinh TCP/IP va OSI

| Picdiém || M6 hinh OSI I Mb hinh TCP/IP
S6 lop 7 4
Tén lép 1.Vatly, 2. Lién ket di li¢y, 3. Mang, 4. Giao van, 1. Vatly, 2. Internet, 3. Truyén tai, 4. Ung dung

5. Phién, 6. Trinh dién, 7. Ung dung

Chia nhé qua trinh truyén théng mang thanh céc
budc logic, moi budc thyc hién mot chire ning cu
the.

T4p trung vao c4c chire ning truyén tai dir lidu gitra cac

Chikc niing I
thiét bi trén mang.

chinh

Thap hon, tap trung vao cac chure ning cbt 16i cua

Mike d trueu
truyén théng mang.

Cao hon, mo ta chi tiét cac chirc ning ciia mai lop.
twong

It dwoc sir dung trong thuc té, chu yéu dwoc st dung || Pwoc st dung rong réi trong cac mang may tinh hién

Tinh pho bien nhu mot mo hinh tham chiéu. dai.




Uu diém

D2 hiéu, d& chia nho vén dé&, d& dang ap dung cho
cac mang c6 quy md khac nhau.

Nhuoe diém || Phuc tap, triru tuong, it dugc sir dung trong thyc té.

va dinh dang di liéu.

Mb hinh mang Client-Server (May khach - May chii)

M©b hinh
loai chinh

mang Client-Server la mét mé hinh mang may tinh phan tan trong d6 cac tic vu duoc chia thanh hai

May khéach (Client): Chay c4c ting dung yéu ciu tai nguyén hoic dich vy tir may chu.
May chii (Server): Cung c4p tai nguyén hoic dich vu cho cac may khach dwoc iy quyén.

Céach thirc hoat dong:

1. May khach giri yéu cu dén may chii: May khach khai tao mot két néi mang vei may chu va giri yéu
cau cy thé, thuong dudi dang mét goi tin chira thong tin vé dich vu mong muén va di liéu can thiét.
2. May chi xir 1y yéu ciu: May cha nhan yéu cau tir may khach, giai ma thong tin va thuc hién cac hanh
dong can thiét dé dap ung yéu cau.
3. May chii giri phan hdi cho may khach: May chi tao phan hdi chira két qua xir Iy yéu céu hogc dit liéu
duoc yéu cau, sau do gui lai cho may khéach.
4. May khach nhan phan hdi: May khach nhan phan hdi tir may chu va xir Iy thong tin, ¢6 thé cap nhat
giao dién nguoi dung, luu trir dix liéu hodc thyc hién cac hanh dong tiép theo.
Uu diém:
. Dé dang quén ly: May chu tép trung cung cép dich vu, gitp viéc quan ly, bao mat va cap nhat phan
mém dé dang hon.
e Khi niing mé rgng: Hé théng co thé dé dang ma rong bing cach thém may chu mai dé dap éng nhu
cau ting cao veé tai nguyén hoac dich vu.
e Tinh linh hoat: Méy khach c6 thé chay trén nhiéu nén tang phan ciing va phan mém khéac nhau, mién Ia
6 thé két ndi vai may chi.
e  Bio mat: May chu c6 thé dugc bao vé tét hon khoi cac mébi de doa bao mat so véi may khéch vi ching
duoc quan ly tap trung.
Nhuoc diém:
Phu thugc vao may chii: May khach hoan toan phu thugc vao may chu dé cung cép dich vu, néu may
chu gap su co, tat ca cac may khach s& bi anh huong.
*  Chi phi cao: Viéc trién khai va duy tri h¢ thong Client-Server c6 thé tén kém hon so véi cac md hinh
mang khac do can dau tu vao phan cing va phan mém may ch.
e  Tbc dd: Toe do truy cap dich vu cé thé bi anh huwdng béi hiéu suit cua méy chi va mang.
Ung dung:

M© hinh Client-Server dugc sir dung rong réi trong nhiéu linh vuc nhu:

Pon gian, d& trién khai, hiéu qua cho truyén tai dit licu.

Thiéu mot s6 chirc ning quan trong nhur quan 1y két ndi




e Web: My chi web luu trit cac trang web va may khach Ia trinh duyét web truy cép cac trang web do.

e  Email: Méay chu email luu trit hp thu dén va méay khach 1a phan mém email truy cap hop thu dén va
gui/nhan email.

e  Luu trir dim may: May chu luu trit dit liéu va may khéch 1a cAc thiét bi truy cap dir ligu do.
Mang chia sé tép: May chu luu trir tép va may khéach 1a céc thiét bi truy cap va chia sé tép.
Game truc tuyén: May chu diéu khién tro choi va may khach 1a cac thiét bj tham gia choi game.

Vi du thuc té:

e  Khi ban truy cap trang web https://www.google.com/index.html, trinh duyét web cua ban (may khach)
giri yéu cu dén may chii web cua Google, may cha web xur Iy yéu ciu va giri trang web ban mudn xem
vé cho trinh duyét web cua ban.

e Khi ban sir dung dich vu email nhu Gmail hoidc Outlook, phan mém email cua ban (may khach) két néi
v6i may cha email dé giri/nhan email.

o Khi ban luu trir tép trén Google Drive hoac Dropbox, tép cua ban dugc Iuu trir trén may chu luu trit ddm
may va ban c6 thé truy cap tép do tir bat ky thiét bi nao (may khach).

M hinh mang P2P (Peer-to-Peer) - Mang ngang hang

M6 hinh mang P2P (viét tit cua Peer-to-Peer, hay con goi la mang ngang hang) la mé hinh mang méy tinh phan
tan trong d6 cac thiét bi (peer) két noi truc tiép véi nhau dé chia sé tai nguyén va dich vu ma khéng can théng qua
may chu trung gian.

Cach thirc hoat dong:

1. Kham pha: Cac thiét bi P2P st dung cac giao thirc mang dac biét dé tim kiém va két ndi véi nhau, tao
thanh mét mang Iuéi phi tap trung.

2. Chia sé tai nguyén: Mai thiét bj P2P c6 thé dong vai tro vira 1 may khach vira 13 méy chu, chia sé tai
nguyén nhu tép tin, dung lwgng luu trit, sitc manh tinh toan hoac cac dich vu khéc.

3. Truyén dix liéu: Dit lidu dugc truyén tai truc tiép giira cac thiét bi P2P, khong can théng qua may cha
trung gian.

Uu diém:

e Tinh phi tap trung: Khong c6 may chi trung gian kiém soéat, giip mang lugi P2P linh hoat, chéng 13i
va kho bi tan cong hon.

e Higu qua: Tan dung téi da tai nguyén ciia tat ca cac thiét bi trong mang, gitip giam tai cho may chi va
tang toc do truyen dir liéu.

e  Kha ning mé rong: D& dang md rong mang ludi bang cach thém nhiéu thiét bi tham gia.

e Tiét kiém chi phi: Khong cn dau tu vao phan cung va phan mém may chu trung gian.

Nhuge diém:
e Kho quan ly: Viéc quan ly va bao méat mang lugi P2P phuc tap hon do khéng ¢ may chu trung gian.
Nguy co bao mat: Mang ludi P2P d& bj tAn cong hon do tinh phi tap trung va thiéu kiém soat.
Chét lwgng dich vu: Chét luong dich vu c6 thé khong én dinh do phuy thudc vao hiéu sut cua cac thiét
bi tham gia.

Ung dung:

M6 hinh mang P2P duoc sir dung rong réi trong nhiéu ing dung nhur:


https://www.google.com/index.html

Chia sé tép tin: Cac phan mém chia sé tép tin P2P nhu BitTorrent, eMule, Gnutella cho phép nguoi
dang chia sé tép tin tryc tiép voi nhau.

Truyén phat truc tuyén: Céc dich vu truyén phat truc tuyén P2P nhu Twitch, YouTube Gaming cho
phép nguoi ding phét truc tiép noi dung video ma khong can may chii trung gian.

Mang x& hgi: Cac mang x4 hoi P2P nhu Diaspora*, Mastodon cho phép ngudi ding tuwong tac truc tiép
vé6i nhau ma khéng can may chii trung gian.

Tién dién tir: Hé théng tién dién tur nhu Bitcoin, Ethereum sir dung mang lugi P2P dé xac minh giao
dich va luu trir 56 cai.

Vi du thuc té:

Khi ban tai xudng tép tin bing BitTorrent, ban dang két néi vai nhiéu thiét bi P2P khac dé tai tung phan
nho cua tép tin.

Khi ban xem video tryc tiép trén Twitch, ban dang két ndi véi méy chi P2P cia ngudi phat truc tiép dé
nhan video.

Khi ban st dung Diaspora*, ban dang luu trit dit liéu c& nhan ciia minh trén thiét bi cua minh va két ndi
Vi céc thiét bi khac dé chia sé va twong tac véi ban be.

So sanh M hinh mang Client-Server va P2P

Pic diém

M©b hinh Client-Server

M®é hinh P2P

Kién trac

Tap trung

Phi tap trung

Vai tro thiét bi

May khach va may chu

Ngang hang

| Ludng dir ligu

|

May khéch -> May chu -> May khach

Thiét bi P2P -> Thiét bi P2P

Quan ly D& dang, tap trung Phtc tap, phi tap trung
B&o mat Tbt hon Kém hon
Hiéu suat C6 thé bi anh huong béi hiéu sudt may chu Tan dung tai nguyén cua tét ca thiét bi

Kha ning mé réng

D& dang mé rong bang cach thém may chu

D& dang m& rong bang céch thém thiét bi

Chi phi

Cao hon do cin d4u tir vao phén cing va
phan mém may chu

Thip hon

Ung dung

Web, email, luu trix d;im may, game truc
tuyen

Chia s¢ tép tin, truyén phét tryc tuyén, mang xa hoi,
tién dién tur




Két luan:

Ca hai md hinh mang Client-Server va P2P déu co vu va nhuoc diém riéng. Viéc lua chon mé hinh nao phu hop
phu thudc vao nhu cau cu thé cua ung dung.

Mb hinh Client-Server phu hop cho c4c tng dung can quan ly tap trung, bao mat cao va hiéu suét én
dinh.

M6 hinh P2P phii hop cho cac ng dung can chia sé tai nguyén phi tap trung, kha ning mé rong cao va
chi phi thép.

Mét cong ty dwoc cAp mét block 172.16.5.0/26, cho biét:

a) S6 dia chi may tinh téi da ma céng ty cé thé sir dung, vi sao?

b) Néu quy trinh cach chia va chia cu thé 3 nhém dia chi khac nhau. Nhém 1 chiém 50% sé dia chi, hai
nhom con lai cd so dia chi bang nhau.

Giai dap yéu ciu chia subnet cho cong ty

a) Sb dia chi may tinh t6i da ma cong ty c6 thé sir dung:

Dia chi IP dwoc cip cho cong ty 1a 172.16.5.0/26.
Subnet mask: 255.255.254.0 c6 thé duoc suy ra tir /26.
S6 bit cho network 1D: 26 (tir 32 bit cia dia chi IP).
S6 bit cho host 1D: 6 (32 - 26).

S6 dia chi host téi da: 26 - 2 = 62.

Giai thich:

Luuy:

126 trong dia chi IP 172.16.5.0/26 biéu thi sé bit dwoc st dung cho network ID.

Network ID: 1a phan déu tién cua dia chi IP duoc sir dung dé xac dinh mang.

Host ID: 12 phan con lai cua dia dia chi IP dwoc st dung dé x4c dinh mot thiét bi cu thé trong mang.

S6 dja chi host téi da: 1a sb luong thiét bi ti da co thé duoc két ndi trong mang con dugc xac dinh bai
subnet mask.

Dia chi mang (network address) va dia chi broadcast khéng thé su dung lam dia chi host.
Do d6, s6 dia chi host thyc té c6 thé sir dung it hon sé dia chi host t6i da mét chut.

b) Quy trinh cach chia va chia cu thé 3 nhém dia chi khac nhau:

Quy trinh chia subnet:

 wbhpE

Xac dinh nhu ciu: Xéc dinh sb lugng subnet va sé lwong host can thiét cho mdi subnet.
Chon subnet mask: Chon subnet mask phti hop dua trén nhu cau chia subnet.

Tinh tean dia chi mang: Tinh todn dia chi mang cho mdi subnet bang cach két hop network ID tir
subnet mask v¢i gia tri 0 cho phan host ID.

Xac dinh dai dia chi host: Xac dinh dai dia chi host hogp 16 cho mai subnet bing céch trir dia chi mang
va dia chi broadcast khoi subnet mask.



5. Céu hinh thiét bi mang: C4u hinh cac thiét bi mang nhu router, switch dé nhan dién subnet mask va dia
chi mang cho tirng subnet con.

Chia subnet cu thé cho 3 nhém dia chi:
Nhém 1 (chiém 50% sé dia chi):

S6 lwgng dia chi: 62 * 50% = 31

Subnet mask: 255.255.254.0 (gitr nguyén)

Pia chi mang: 172.16.5.0

Dai dia chi host: 172.16.5.1 dén 172.16.5.31

S6 lwgng subnet con: 1 (do tit ca cac dia chi trong nhém 1 thudc cling subnet)

Nhém 2 va Nhém 3 (m8i nhém cé sé dia chi biang nhau):

S6 lwgng dia chi cho méi nhom: 62/2 =31
Subnet mask: Can chia subnet thém dé tao 2 subnet con cho mai nhém.

o Sb bit cAn mwgn: 1 (dé tao 2 subnet con)
o Sobithostconlai:6-1=5
o Subnet mask méi: 255.255.255.128 (muon 1 bit tir octet thir 4)
Pia chi mang cho Nhém 2: 172.16.5.32
Dai dia chi host cho Nhom 2: 172.16.5.33 dén 172.16.5.63
Pia chi mang cho Nhédm 3: 172.16.5.64
Dai dia chi host cho Nhom 3: 172.16.5.65 dén 172.16.5.95

Cho l6p mang 176.16.0.0, biét ring hé théng can 1024 may tinh trén mdi subnet. Hay tinh:
a) Subnet mask
b) S6 dwdng mang tuong wng.

¢) Hay liét ké 10 dwong mang (5 dwdng mang diu tién va 5 duwdng mang cudi ciing), mién dia chi IP va IP

broadcast cho méi dwdng mang

a) Subnet mask:

Dé x4c dinh subnet mask pht hop cho l6p mang 176.16.0.0 v&i nhu ciu 1024 may tinh trén mdi subnet, ta can thuc
hién cac buéc sau:

1. Xac dinh sb bit can thiét cho host:

e S may tinh téi da trén mdi subnet: 1024
e Cong thikc tinh s bit cAn thiét cho host: 2°x = sé méy tinh téi da, trong d6 x 1a sb bit host.
e  Giai phwong trinh: 2"x = 1024 => x = 10 (10 bit cho host)

2. Xac dinh subnet mask:

Lop mang: 176.16.0.0 (24 bit)

S6 bit subnet mask = Sé bit tdng - Sé bit host
Subnet mask: 24 - 10 = 14 bit

Subnet mask dang thap phén: 255.224.0.0



b) S6 dwong mang twong ing:
Vi subnet mask 255.224.0.0 (14 bit), sé dwong mang tuong tng dwoc tinh bing:
e S6 bit subnet mask: 14

[ )
e S6 dwong mang: 2°S4 bit subnet mask = 214 = 16384

c) Liét ké 10 subnet (5 subnet diu tién va 5 subnet cudi ciing), mién dia chi IP va IP broadcast cho mdi
subnet:

1. 5 subnet dau tién:

Subnet Mién dia chi IP Pbia chi mang Pia chi broadcast
176.16.0.0/14 176.16.0-15.0 176.16.0.0 176.16.15.255
176.16.16.0/14 176.16.16-31.0 176.16.16.0 176.16.31.255
176.16.32.0/14 176.16.32-47.0 176.16.32.0 176.16.47.255
176.16.48.0/14 176.16.48-63.0 176.16.48.0 176.16.63.255
176.16.64.0/14 176.16.64-79.0 176.16.64.0 176.16.79.255

2. 5 subnet cudi cung:

Subnet Mién dia chi IP Pia chi mang bia chi broadcast
176.16.176.0/14 176.16.176-191.0 176.16.176.0 176.16.191.255
176.16.192.0/14 176.16.192-207.0 176.16.192.0 176.16.207.255
176.16.208.0/14 176.16.208-223.0 176.16.208.0 176.16.223.255
176.16.224.0/14 176.16.224-239.0 176.16.224.0 176.16.239.255
176.16.240.0/14 176.16.240-255.0 176.16.240.0 176.16.255.255

Cong ty xay dung ABC, sir dung dia chi mang 1a 192.168.10.0 véi subnet mask I 255.255.255.0 cho hé théng
may tinh trong cong ty. Hay chia dia chi trén véi 10 mang con. Chi ra dia chi Broadcast, 3 dia chi host diu

tién va 3 dia chi host cudi cling ciia subnet dau tién.

Chia subnet cho h¢ théng mang cong ty ABC

1. Xac dinh thong tin mang:



e Piachi mang: 192.168.10.0
e Subnet mask: 255.255.255.0
e Sémangcon: 10

2. Tinh toan subnet mask:

e Sb bit subnet: 24 - 8 (bit host) = 16 bit
e  Subnet mask dang nhi phan: 11111111.11111111.11111111.00000000
e Subnet mask dang thap phén: 255.255.255.0

3. Tinh toan kich thwéc subnet:

e S host trén mdi subnet: 216 - 2 (loai trir dia chi mang va dia chi broadcast) = 65534
e  Mién dia chi IP: 192.168.10.1 - 192.168.10.254

4. Pia chi subnet diu tién:

Subnet 1: 192.168.10.0/24

bia chi mang: 192.168.10.0

Pia chi broadcast: 192.168.10.255
3 dia chi host diu tién:

o 192.168.10.1
o 192.168.10.2
o 192.168.10.3

e 3 dia chi host cudi ciing:

o 192.168.10.252
o 192.168.10.253
o 192.168.10.254

Cho cbdng ty xay dung XYZ, sir dung dia chi mang la 192.55.10.0 véi subnet mask & 255.255.255.0 cho hé
théng may tinh cong ty. Cong ty c6 4 phong ban. Phong A c6 120 may, phong B ¢ 60 may, phong C va D
m&i phong 30 may. Ban linh dao muén mdi phong ban la 1 mang riéng dua trén dia chi mang cong ty. Hay
tién hanh chia mang con dwa vao dia chi mang & trén va dap #ng cic yéu ciu trén cia cong ty (Pia chi

dwong mang, Pia chi Broadcast, Khoéang dia chi IP danh cho host).

Chia subnet cho hé théng mang cong ty xay dung XYZ
1. Xac dinh thong tin mang:

Pia chi mang: 192.55.10.0

Subnet mask: 255.255.255.0

S6 phong ban: 4 (Phong A, B, C, D)
Yéu cau: M3i phong ban 1a 1 mang riéng
S6 may tinh:

Phong A: 120 may

o Phong B: 60 may

o Phong C: 30 may

o  Phong D: 30 may

O

2. Tinh toan subnet mask:



e S bit subnet: 24 - 8 (bit host) = 16 bit

e Subnet mask dang nhi phan: 11111111.11111111.11111111.00000000
e Subnet mask dang thap phéan: 255.255.255.0

3. Tinh toan Kich thwéc subnet:

e S6 host tdi da trén mdi subnet: 2716 - 2 (loai trir dia chi mang va dia chi broadcast) = 65534
e Luu y: Do nhu cau sé méy tinh cia mi phong ban khong bang nhau va nho hon 65534, nén ta ¢ thé
chia subnet cho mdi phong ban dya trén nhu cau thuc té cia ting phong.

4. Chia subnet cho cac phong ban:

nggg S(immhéy Subnet Pia chi mang Pia chi broadcast Khoang diarc]:gith danh cho
A 120 192.55.10.0/26 192.55.10.0 192.55.10.63 192.55.10.1 - 192.55.10.62
B 60 192.55.10.64/26 192.55.10.64 192.55.10.127 192.55.10.65 - 192.55.10.126
C 30 192.55.10.128/26 192.55.10.128 192.55.10.191 192.55.10.129 - 192.55.10.190
D 30 192.55.10.192/26 192.55.10.192 192.55.10.255 192.55.10.193 - 192.55.10.254

Céch kiém tra va phat hién 18i CRC, Hamming Code

CRC

lwgng bit 0 thém vao chudi géc

B2 : Chudi duwoc thém 0 chia da thirc sinh, s6 du cudi cung 1a CRC

(V
scltinll

! 1o

e =SS

1 5 L !

B1 : Tim CRC bing cich da thirc sinh trir di 1 bit => s6




*0-0=0*0-1=1

¥1-1=0%*1-0=1

B3 : Thém CRC vao sau chudi goc ta dwoc chudi chuyén di

Xac dinh chudi nhan dung hoic sai

- Lam twong ty nhu trén, nhung ko can tim CRC, 18y chudi cho chia cho da thitc sinh
+NEusd dula000=>True

+ Né&u s6 du khac chudi 000 du chi 1 bit => False



