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1.

2.

So sanh md hinh TCP/IP va OSI:
dugc xdy dung ciing 1 lic va sir dung nhu cong cu dé trién khai hé thong mang tuyén
thong dir liéu.
Ldp truy cap mang ctia TCP/IP twong tmg véi 2 16p vat 1y va lién két dit liéu coa mo
hinh OSI.
Lép Internet cia mo hinh ICP/IP twong ung véi 16p mang ctia mo hinh OSI lién quan
dén dia chi va cach dinh tuyén giita 2 thiét bi mang.
L6p van chuyén ciia mo hinh ICP/IP tuong tw OSI, cung cip phuong tién cho phép
nhiéu g dung trén may tinh truy cap 16p theo phwong thirc best-effert hogc tin cy.
Lép img dung ctia mé hinh ICP/IP bao gdm chirc ning cua 3 16p trén cing ciia mod
hinh OSI.
Piém gibng va khac nhau

Gibng nhau:
duoc xay dung cung 1 lic va sir dung nhu cong cu dé trién khai hé théng mang tuyén
thong dir liéu.
Lé6p van chuyén coa 2 md hinh déu twong ty nhau, déu 13 cung cip phuong tién cho

phép nhidu tmg dung trén may tinh truy cép 16p theo phwong thic best-effert hodc tin

cay.
Khéc nhau:
TCP/IP osl
Ldp dng dung » L&p phién
» Lép trinh bay
» L&p ng dung
L&p internet Lép mang

Ldp truy cdp mang  + Lp vat Iy
» Ldp lién két dir liéu

Phuong phap truyén dir li¢u (phan phdi géi tin) tir may sang may
VD: Mot g dung trén may tinh 192.168.3.1 mudn giri dit liéu qua may c¢6 dia chi la
192.168.3.2 .

about:blank
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B1: L6p van chuyén chon TCP dé thiét 1ap truyén thong (session). TCP khoi tao phién
truyén théng bang cach chuyén thong tin header TCP véi bit SYN va dia chi IP dich 1a
192.168.3.2.

B2: Lép IP dong goi dit lidu SYN ciia TCP vao gdi tin bing cach gén thém vao phia
trudce dit liéu TCP dia chi 16p 3 clia may giri sau do gui qua 16p 2 dé xir 1y tiép.

B3: Lop 2 dong gbi dit ligu 16p 3 (IP packet) vao trong Frame 16p 2. Lop 2 giri yéu cau
dén ARP dé anh xa dia chi IP - MAC cua may dich.

ARP kiém tra cache ctia minh. Néu may nay chua bao gior giao tiép v6i may khac thi
16p 2 s& giit lai goi tin dén khi 4nh xa ARP duoc tao ra vi ARP hién tai dang rdng

B4: ARP xay dung goi tin ARP Request va chuyén cho 16p 2, yéu ciu 16p 2 giri lai
thong tin véi dia chi dich boardcast.

Ldp 2 dong goi ARP Request trong frame 16p 2 dung dia chi MAC dich la boardcast,
va dia chi MAC ngudn ciia may yéu cau phan giai.

B5: Khi may 192.168.3.2 nhan dugc frame, n6 s€ luu y dia chi boardcast va thuc hién
dong goi frame 16p 2.

Théng tin ARP Request dugc chuyén dén cho chuong trinh ARP

B6: Stir dung thong tin ARP Request, chuong trinh ARP cdp nhét bang cache cua no.
Chuong trinh ARP xay dung goi tin ARP Reply va giri cho 16p 2, yéu ciu 16p 2 giri
dén dia chi MAC 0800:0222:2222 (IP: 192.168.3.1)

B7: Lép 2 dong gbi ARP Reply vao frame 16p 2 véi dia chi MAC dich cung cép béi
bang ARP va dia chi ngudn may giri.

Khi may 192.168.3.1 nhan dugc frame, n6 luu y dén dia chi MAC dich cua no. May
dich s& dong goi frame 16p 2.

B8: hin thong tin ARP reply s& dugc chuyén dén cho chuong trinh ARP.

ARP thuc hién cap nhat bang cache anh xa IP — MAC tuong tmg.

B9: Lop 2 gior ¢6 thé giri goi tin treo lic ndy.

O may 192.168.3.2, frame duoc chuyén 1én cho cac 16p phia trén (giai dong goi dir
lidu). Phan PDU tuong tng con lai duge chuyén cho TCP.

B10: D8 tra 16i cho SYN, TCP chuyén dir liéu SYN ACK xuéng cho céc 16p bén dudi

thuc hién viéc dong goi.
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B11: Khi qué trinh bt tay 3 budc (three — way handshake), TCP c6 thé bao cho tmg
dung biét ring phién truyén thong (session) da duogc thiét lap.

Bay gitr img dung c6 thé giri dit liéu théng qua phién truyén thong dua trén TCP dé
sira céc 18i néu co.

B12: Dit lidu tiép tuc dwoc trao déi dén khi img dung dimg viéc guri dit lidu.

. Phuwong phap truyén dir liéu (phan phdi géi tin) théng qua switch

B1: Vi du host 192.168.3.1 ¢6 data mubn chuyén cho host 192.168.3.2. Ung dung
khong cAn mot lién két dang tin cdy. Giao thirc UDP-User Datagram Protocol dugc
dung.

B2: Boi khong cén thiét 1ap phién lam viéc, ing dung c6 thé bit dau giri data. UDP s&
thém phin diu (UDP heacher) va chuyén protocol data unit (PDU) dén IP (Layer 3)
Vv6i cac chi thi dé giri thong tin ndy (PDU) dén 192.168.3.2. IP dong goéi PDU trong
Layer 3 va chuyén n6 dén Layer 2.

B3: Giao thitc Address Resolution Protocol (ARP) khong tham gia thanh mot muc
trong bang.

B4: Host 192.168.3.1 giri ARP request. Tuy thé trong vi du n6 s& nhén théng tin tir
switch trude khi lién lac dugc may tinh ¢ xa.

B5: Khi switch nhan Frame, n6 phai chuyén dén port thich hgp. Tuy nhién, trong vi du
ndy, hodc dia chi ngudn hay dia chi dich dang duoc luu trong bang MAC cua switch.
Switch co thé hoc viéc ddng b dia chi MAC va port trong Frame do d6 switch 6 thé
thém nhu sau: 0800:0222:2222 = port 1). Boi vi dia chi dich 1a dia chi quang ba
(broadcast) nén switch s& lam tran g6i thong tin nhén ra tit ca cic port con lai. Ghi
chii, swith khong thay déi ndi dung cta Frame.

B6: May dich nhan dugc ARP request tir switch

B7: May dich nhan yéu ciu ARP (ARP request) rdi tra 1o

B8: Switch doc duoc dia chi MAC ciia may ngudn tuong Gmg vé6i port trén switch. Vi
thé, switch thém mot ban ghi vao bang MAC 0800:0222:1111 = port 2. B&i vi may
dich da dugc thém dia chi MAC vao bang MA ciia switch do d6 switch s& chuyén tiép
ra port Ghi chi, switch khong thay ddi ndi dung cita Frame

B9: May ngudn nhén dugc ARP reply giri tir méy dich.
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B10: Data dwoc giri va nhan. Moi Frames chuyén qua switch khong thay ddi ndi dung

bén trong.

. Phwong phap truyén dit liéu (phan phdi géi tin) thong qua router

B1: Host s& goi bt ky mot goi dit lidu nao khong ndm trong dia chi mang cuc bo hién
tai ra ngoai default gateway

B2: host 192.168.3.1 ¢6 dit liéu mudn goi dén host 192.168.4.2. Cac img dung khong
cin qua trinh truyén tin cay boi da dung dich vu véi giao thirc UDP

B3: Boi vi khong can thiét phai thiét 1ap cac phién giao dich, cac img dung co thé bt
déu goi dit lidu. UDP chudn bi cac header va dwa PDU xudng IP (16p 3) va huéng dan
cach goi PDU dén 192.168.4.2. IP dong goi PDU & 16p 3 va tiép tuc dura xudng 16p 2.
B4: Bang ARP hién tai khong c6 bit ky mot thong tin nio.

B5: Boi vi cac host khong chay bét ky giao thtc dinh tuyén nao, do vy n6 s& khong
biét cac véi vé doan mang bén kia. Céc host s& goi khung dit liéu dén default gateway,
céc host nay sir dung tién trinh ARP binh thuong dé 1dy MAC nay

B6: User da dugc cdu hinh dia chi 192.168.3.2 nhu mét defualt gateway. Host
192.168.3.1 goi ra yéu céu ARP va thong tin nay dugc nhén boi router.

B7: Router sit Iy tién trinh ARP giéng nhur tit ca cac host khac

B8: Phan hdi duoc géi lai cho théng tin ARP yéu ciu.

B9: Host dich nhin duoc yéu ciu ARP. Théng tin 16p 2 lic nay dwoc phan hdi. Cha y
ring ARP goi vé thong tin 4nh xa giira dia chi IP 192.168.4.2 va dia chi MAC ciia
default gateway thay vi dia chi MAC thyec.

. Phwong thirc quén tri tin hi¢u truyén trén mang (CSMA/CD)

Tin hiéu Ethernet duoc phat tir mdi may ndi vao mang, dung mdt tip cac qui tic dic
biét dé xac dinh tram nao dang phat.

Ethernet quén tri tin hidu trén mang bing phuong thirc Carrier Sense Multiple Access
with Collision Detection (CSMA/CD), hinh trén minh hoa tién trinh CSMA/CD thuc
hién.

Trong mang Ethernet, truéc khi phat tin hiéu, may tinh phai ling nghe trén méi truong
truyén. Néu méi trudng truyén dang & trang thai nghi, may tinh s& giri dit ligu. Sau khi

tin hiéu duoc phat di, tit ca cac méy tinh khac trén mang s& canh tranh nhau tim thoi
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gian nghi ké tiép dé giri frame khéc. Qua trinh canh tranh tim thoi gian nghi ¢6 nghia
la khong ¢ tram nao c6 uu thé hon cac tram con lai.

Cac tram trén mang cuc bd CSMA/CD co thé truy cap mang bét ky lic nao. Trude khi
gui dir ligu, cac tram CSMA/CD léng nghe mang dé xac dinh xem mang da dugc sir
dung hay khong. Néu mang dang dugc sir dung céc tram s& phai doi. Néu mang dang
ranh r6i, cac tram sé& phat dir liu. Pung d¢ (collision) xay ra khi 2 tram cung phat dir
liéu mot luc (xem hinh). Trong truong hop d6, ca hai tin hi¢u déu bj hong, va cac tram
phai gui lai tin hiéu sau d6. Tram CSMA/CD phai c6 kha ning phat hién dung do dé
giri lai tin higu khi cén thiét.

Khi mét tram phat, tin hidu dwoc xem nhu 13 carrier. Card mang s& nhan biét duoc
carrier va tu kiém ché viéc phat tin hi¢u lén mang. Néu khong c6 carrier, mot tram
dang doi s& biét ring da sin sang dé phat tin hidu. Chirc ning nay dugc goi 1a nhéan
dién carrier (“carrier sense”). Toan bd ph?m mang trén do xay ra dung d¢ dugc goi la
mién dung do (collision domain). Kich thudc mién dung d6 anh huong dén hiéu niang
va thong lugng cia mang Ethernet.

Trong tién trinh CSMA/CD, khéng c¢6 dd wu tién cho cac tram, vi thé tit ca cac tram
trén mang déu c6 quyén truy xuit nhu nhau, vi thé xuét hién kha ning cing truy cép
(“multiple access”). Néu c6 tir 2 tram tr& 1én ¢ géng phat dit lidu cung lic dung d6 s&
xay ra. Khi xay ra dung do cac tram sé€ thuc hi¢n thuat toan backoff sinh ra thoi gian
chd ngiu nhién trude khi phét lai tin higu. Cach 1am nay s& giap ngan chin cac may

A

tiép tuc cb ging tin hiéu ddng thoi d6 1a k§ thuat giai quyét dung do “collision

detection”.

. Phwong phap dirng va cho

Pon gidn nht,
Kém hiéu qud, chi c6 mét khung tin dwoc truyén tai mét thoi diém
Truyén mot gbi tin va chd béo nhan

- Bén phat truyén mot khung tin

- Sau khi nhan dugc khung tin, bén nhan gui lai xac nhan

- Bén phat phai doi dén khi nhan dugc xac nhén thi méi truyén khung tin tiép
theo

Khong hi¢u qua

about:blank
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- Bén nhan co6 thé dimg qua trinh truyén bing cach khong giri khung tin xac nhan
- Tai mot thoi diém chi c6 mot khung tin trén duong truyén — cham
- Truong hop do rong cua kénh truyén 16n hon do rong cua khung tin thi né to ra

cuc ky kém hiéu qua.

7. Phwong phép cira s0 trugt

Hiéu qua

Cho phép truyén nhiéu khung tin ciing mét lic trén kénh truyén

Cho phép nhiéu khung tin dugc truyén tai mot thoi diém => Truyén thong hiéu qua
hon.

A va B dugc két nbi tryc tiép song cong (full-duplex).

B ¢6 bo dém cho n khung tin => B ¢6 thé chip nhan n khung tin, A ¢6 thé truyén n
khung tin ma khéng cin doi xac nhan tir bén B

M3bi khung tin dugc gén nhin boi mot sb thir tu.

B xéc nhan khung tin da dugc nhan béng cach gui xac nhan cung voi s6 thtr tu cua

khung tin tiép theo ma n6 mong mudn nhan

8. Bit tay ba buéc

+ Ng&'in

By gio 1a cac bude thye hién viée thiét 1ap két ndi (gia sir A 13 nguoi goi va B 1a
nguoi nhan)
- Budce 1. A gdi cho B mot SYN segment, trong do chira Sequence number ctia A
- Budc 2. Khi B nhan dugc B sé goi lai mot SYN — ACK Segment, trong d6 chira
Sequence number cua B va ving ACK= Sequence number cua B + 1
- Budce 3. Khi A nhan dugc s€ goi lai mot ACK Segment chtta Sequence number A
bang gia tri ving ACK ciia B géi t6i va viing ACK ciia A ¢6 gia tri bing Sequence
number +1
Sau budc 3, két ndi duoc thiét lap va san sang truyén Data. Muc dich 1a dé trao ddi
Sequence Number va ACK Number.

+« Dai
1> SYN: Céc chwong trinh may con ( nhu web browser, ftp, ...) bit diu

connection véi may chii bing cach giri 1 packet véi co "SYN" dén may chii:
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SYN packet ndy thuong dugc giri tir cac cdng cao ( 1024 -65535 ) ctia méay con dén
nhiing cbng trong ving thap ( 1 -1023 ) ctia méay chu . Chuong trinh trén méay con s&
hoi hé didu hanh cho 1 cdng dé m& connection véi méay chi . Nhitng cong trong ving
nay duoc goi 1a "cdng méay con" ( client port range). Twong tw nhu vy, may chu s& hoi
HBH dé nhén dugc quyén chd tin hiéu trong may chu , ving c¢dng 1 - 1023 . Viing
cdng nay duoc goi 1a "ving cdng dich vu" ( service port ) . Vi du Web Server sé& luén

chd tin higu ¢ cong 80 va IE s& connect vao cong 80 ctia méy chu .

Ngoai ra trong goi dit liéu con c6 thém dia chi IP cuia may con va may chu (ca 2 )

2> SYN/ACK : khi yéu cAu mé connection dwge may chii nhan duge tai cong

dang mé, server s€ gii lai packet chép nhin véi 2 bit SYN va ACK :

SYN/ACK packet dugc giti nguoc lai bing cach dbi 2 IP ciia server va client, client IP
s& thanh IP dich va server IP s& thanh IP bét d4u . Tuong tu nhu véy, cdng ciing &
thay ddi , server nhan dugc packet & cong nao thi ciing s& ding céng do dé gui lai
packet vao cong ma client da giri .

Server giri lai packet nay dé thong béo 14 server di nhan dugc tin hiéu va chip nhan
connection, trong trudng hop server khéng chip nhan connection, thay vi SYN/ACK
bits dugc bat, server s€ bat bit RST/ACK ( Reset Acknowledgement ) va gdi nguoc lai
RST/ACK packet . Hodc ICMP céng khOng chip nhén dé théng bao cho client ring
yéu ciu di bj tir chdi .

Server bét budc phai giri thong béo lai bdi vi TCP 1a chuén tin cdy nén néu client
khéng nhan duoc thong bao thi s& nghi ring packet di bi lac va giri lai thOng béo

moi .

3> ACK Khi client nhin dwge SYN/ACK packet thi sé tra 16 bing ACK packet :

packet nay duoc goi voi muc dich duy nhét bao cho may chu biét ring client da nhan
duge SYN/ACK packet va lac nay connection da duoc thiét 1ap va dit lidu s& bit diu

Iuu thong tu do gitra connection.

about:blank
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Ohex = Ogec = Ooet | O
Thex = Tdec = Toct | 0
2hex = 2dec = 20ct | O
3hex = 3dec = 3oct | O
4hex = 4dec = 4oct | O
Shex = Sdec = Yoct | 0
Bhex = 6dec = Boct | 0
Thex = Tdec = Toct | 0

8hex = 8dec = 100ct
9hex = 9dec = Moct
Anex =10gec= 12t

Bhex = 11dec= 130ct

Chex =12dec= 140ct
Dhex =13gec= 150ct
Enex =14dec= 160ct
Fhex =154ec=17oct

o O O O

o O o O
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