An toan thong tin- GVHD: TS Ngo Hiru Diing
No6i dung LO3 - Giai thich duoc cac khai niém co ban vé An toan thong tin, h¢ ma hoa

1. Chir ky dién tir 1a gi? Muc tiéu cia chir ky dién tw? Trinh bay hién trang ap dung chir ky
dién tir & Viét Nam

- Dinh nghfa: Chir ky dién tir hay con goi 1 chir ky s6 1a mot thiét bj dwoc ma hoa tat ca cac dir
li¢u, thong tin cia mot doanh nghiép dung thay cho chir ki trén cac loai van ban va tai liéu so thyuc
hién do1 voi cac giao dich dién tr qua mang internet.

- Muc ti€u cua chir ky dién tir

+Xac thuc (Authentication)

+Chdng phu nhan (Non-repudiation)¢

=>Chir ky s6 khong nhimg gitip x4c thuc thong diép ma con bao vé mdi bén khoi bén kia.

(go1y: Dinh nghia chir ky dién tu: ing dung cua ma hoa khoa cong khai, nguoi dung c6 (PUA,
PRA); Tao chit ky: SAM=E(M,PRA) — giai thich; Tham tra chit ky D(SAM, PUA) a Yes/No (cho
nay em chua ro a) — Giai thich; Muc ti€u cua chir ky s6; Hién trang ap dung chir ky: 4 linh vuc do6

1a co quan Thué, Béo hiém xa hoi, Hai quan va Chimg khoan)

2. Pua ra mdt hé thong thong tin hoic mét trang web thue té & Viét Nam ma c6 sir dung chir
ky dién t&? Nghi€p vu nao trong hé thdng d6 c6 sir dung chir ky s6? Trinh bay cac buoc cu
thé dé ngwoi dung trong hé thong nay thuc hién nghi€p vu c6 st dung chir ky s0. (goiy:
Website ciia co’ quan Thué, Website ciia co quan Hai quan, Website clia co quan Bao hiém xi
hoi, ....)

Website ctiia co quan Hai quan

Dé dang ky su dung chir ky sO trong thu tuc hai quan dién tir, doanh nghiép phai c6 chir ky sO
duogc cung cap bai cac nha cung cap dich vu chir ky s da duoc Bo Thong tin va truyén thong cap

phép.

Sau khi d4 c6 chit ky so, tién hanh ding ky tai dich vu "Diang ky doanh nghiép st dung chit ky s6"
trén Cong TTDT Hai quan véi cac bude nhu sau:

Budc 1: Cam USB Token vao may tinh. Luu y: may tinh sir dung dé dang ky phai duoc cai Java
(n€u chua co6, download tai day).

Budce 2: Pang nhép
- M3 doanh nghiép: nhap ma s thué ctiia doanh nghiép.

-S6 CMT:


https://www.customs.gov.vn/SitePages/DangKyDoanhNghiepSuDungChuKySo.aspx
https://www.customs.gov.vn/UserControls/Downloads/jre-7u3-windows-i586.rar

+ Doanh nghiép trong nudc: s6 chirng minh nhan dan hodc s6 ho chiéu thé hién trén Gidy Ching
nhan DPKKD cua doanh nghiép.

+ Doanh nghiép c6 von dau tu nude ngoai: sé chimg minh nhan dan hodc s6 ho chiéu cua nguoi
dai di¢n phép luat.

- Nhap diy sb xac nhan.

- Bam "Xem thong tin".

Budc 3: Xéc nhan thong tin dang ky.

- Biam "Xem thong tin chimg thu sd".

- Trudng hop xay ra 15i: st dung mot méy tinh khac dé tién hanh lai tir Bude 1.

- Trudng hop khong xay ra 16i: hé thong tu dong 14y thong tin va hién thi 1én man hinh, nhap thong

tin "Ngay hiéu luc ding ky" va "Ngay hét hiéu luc ding ky", bdm "Ding ky thong tin" dé hoan
thanh viéc dang ky.

3. Chirng thw s0 1a gi? Muc tiéu ctia chirng thw s6? Hién nay Viét Nam da c6 cac don vi nao c6
thé cung cap dich vu chirng thw s0?

*Pinh nghia
La mot van ban cung cap khoa cong khai

duogc cung cap va quan 1y bai mot to chire goi 1a nha cung cép chimg chi(certificate authority, hay
viet tat 1a CA).

Chung thu s6 hoat dong nhd vao nguyén 1y bén thir ba tin c@y(trusted third party — TTP), ¢ day bén
thr ba chinh 13 CA. Thong thudng, 2 bén giao tiép véi nhau khong tin nhau, tuy nhién, néu ho cung
tin vao mot bén thir ba (TTP), va bén thir ba da x4c thuc 2 bén nay, thi 2 bén nay sé tin tudng 1an
nhau.

*Muc tiéu

La chung thuc dé gén mot chia khoa cong khai voi mdt thuc thé (ca nhan, may chu, cty,...). Hay noi
cach khac, CTS giup xac dinh chia khoa cong khai thude vé thyc thé nao.

Mot CTS thuong gdm chia khoa cong khai va mot sd thong tin khac vé thuc thé sé hitu chia khoa
do.



Chimg thu sé thudc s hitu ctia nha cc chtng thu sb, viét tit CA (certificate authority).

*09 doanh nghiép dugc Bo TT & TT cap phép trién khai dich vu chit ky s cong cong bao gom:
l.vina-ca

2.viettel-ca

3.bkav-ca

4 .vnpt-ca

5.newtel-ca

6.nacencommsct-ca

7.fpt-ca

8.ck-ca

9.safecert-ca

4. Chirng thwr s6 12 gi? Noi dung c6 trong chirng thu s6 13 gdm nhirng ndi dung gi?
*Pinh nghia

La mot van ban cung cip khoa cong khai

duogc cung cap va quan 1y bai mot to chirc goi 1a nha cung cip chimg chi(certificate authority, hay
viet tat [a CA).

Chimg thu sd hoat dong nho vao nguyén 1y bén thir ba tin c@y(trusted third party — TTP), ¢ day bén
thtr ba chinh 1a CA. Thong thuong, 2 bén giao ti€p véi nhau khdng tin nhau, tuy nhién, néu ho cung
tin vao mdt bén thir ba (TTP), va bén thtr ba da xac thyc 2 bén nay, thi 2 bén nay s¢€ tin tudng lan
nhau.

*No1 dung

1. Tén thué bao

2. S6 hiéu cua chtng thu s6 (Serial)

3. Thoi han hiéu lyc ctia chtng thu sb

4. Tén t6 chirc chimg thuc chit ky s6 (EASYCA, VNPT-CA, CA2, BKAV-CA, VIETTEL-CA...)

5. Chir ky sb cua t6 chtrc chtng thuc chir ky s6

6. Thu han ché muc dich va pham vi sit dung cua chung thu $6



7. Nhitng han ché vé trach nhiém cua td churc cung cép dich vu chung thuc chir ky sb
8. Cac ndi dung can thiét khac theo quy dinh ctia B6 Thong tin& Truyén thong

5. Chirng thue thyc thé 12 gi? Trinh nay 2 phwong phap ma ban biét ma cé thé cai dat dé
chirng thue thue the.

*Pinh nghia

La mét k¥ thuat duoc thiét ké cho phép mot bén (party) chimg minh sy nhan dang (identity) cua
mot bén khac.

Xac thuc thyc thé 1a tao ra lién két gitta dinh danh va doi tugng, thyc thé gom 2 bude: Chi thé cung
cap mot dinh danh trong h¢ thong , chu thé cung cap thong tin xac thyc co thé ching minh sy lién
két gitra dinh danh va chu thé.
*2 phuong phép

- Chung thyc bang Passwords

- Chung thuc bang Challenge — Response

- Chung thuc Zero-Knowledge ZKP

- Chung thyc bang sinh tric hoc Biometrics.

- Ngoai ra con c6 cac phuong phép sir dung két hop cac phuong phap trén.

6. ‘Diéu k_hién truy cap la gi? Trinh bay it nhat 2 phwong phiap ma ban biét ma cé thé cai dat
dieu khien truy cap mot hé thong thong tin.

*Pinh nghia:

Cép phép hoic tir chbi phé duyét st dung cac tai nguyén xac dinh

La co ché cua hé théng thong tin cho phép hoac han ché truy cap dén dit liéu hodc céc thiét bi.
Nhiém vu diéu khién truy cap trong an ninh may tinh bao gom:

+Nhan dién: Ngudi dung trinh ra cac vat chimg dé chtirng minh sy nhan vién

+Chumng thyc: Kiém tra, xac minh cac uy quyén} Uy quyén: Cap cac quyén dé thyuc hién hanh dong
truy cap

+Truy cép: thuc hién truy xuét cac tai nguyén xac dinh

*2 phuong phap



- Chung thyc bang Passwords

- Chung thyc bang Challenge — Response

- Chung thuc Zero-Knowledge ZKP

- Chig thyc bang sinh trac hoc Biometrics.

- Ngoai ra con c6 cac phuong phép sir dung két hop cac phuong phap trén.
7. Mt khau (password) 1a gi? Mat khau co dinh (fixed password) va mat khau dung mjt lan
(one time password) khac nhau nhw thé nao? Trinh bay diém manh va diém yéu ciia 2 loai
mat khau.
*Mat khau

La phuong phap don gian va 1au doi nhat, dugc goi 1a Password-based Authentication, password 13
mot thr ma nguoi dung biét.

Mot Password dugc ding khi mot nguoi ding can truy xuit mot hé thong dé str dung ngudn tai
nguyén cua hé thong.

*Mat khau ¢ dinh va mat khau dung mat 1an khac nhau

Mét khau cd dinh duoc dung Iap di Idp lai cho 1 tai khoan con mat khéu 1 1an chi dung 1 lan cho 1
lan thuc hién.

*Piém manh cta mat khau c¢d dinh

- Mt sb dién thoai thi van c6 thé dang nhap duoc

- Yéu cau khi dat mat khau c6 nhiéu ky ty khac nhau, tang tinh bao mat

*Piém yéu

- Con ngudi phai ghi nhé-> quén thi qua trinh 1dy lai mat khau ton thoi gian

- M6i tai khoan, yéu cau dat mat khau khac nhau 1am cho ngudi dung dé nham lan.
*Piém manh ciia mat khau 1 lan

- Khong phai ghi nhé

- BJ bao mat cao: c6 guri ma xac nhan

*Nhuoc diém

- Bi that thoat ma OTP cho ddi twong x4u s& dé bi danh cap thong tin.



8. Trinh bay céc loai md OTP, néu vu diém va nhwoc diém ciia tirng loai.
- SMS OTP
Uu: +Nhanh chéng va tién loi
+Ph6 bién, duoc dung & cic ngin hang, cac trang dién tir 16n nhu Facebook, Google, Zalo,....
Nhuoc: Dién thoai mat song thi khong nhan dugc ma OTP.
- Token Key (Token Card)
Uu: + Tao ma OTP khong can Internet, mdi phut tao 1 ma méi
+ Nho gon, d& mang theo khi can thiét.

Nhuoc: + Mdi tai khoan phai ding ky riéng mot Tokey key, va thong tin vé Token key dugc thay
do6i sau mot khoan thoi gian quy dinh.

+ Vi dé mang nén ciing dé rét, phai can than khi mang theo.
- Smart OTP

Uu: + duoc stir dung moi lic moi noi vi nd duoc tich hop sdn trén ung dung cua dién thoai. Khi co
phién giao dich tryc tuyén thi Smart OTP s€ dugc gui vé ing dung trén smartphone.

Nhuoc: +Mat mang thi khong truy cap duoc app

9. Puwa ra mot h¢ thong ma ban biét ¢6 sir dung mat khau c6 dinh (fixed password) va mo ta
cac bude thue hién dé ban c6 thé dwoge ching thwe nguoi dung trong hé thong dé6. Néu muc
tiéu cua viéc chirng thuc nay.

La mot password dugc dung lap di lap lai mbi lan truy xuat. Pugc ding trong cac hé thong c6 sb
lugng lap di ldp lai nhu: Facebook, Gmail,....

Budc 1: User ID va Password File
Dé truy xuat tai nguyén, nguoi dung giri ban rd ctia User ID va Password dén hé thong.
Budc 2: Hashing the password

Néu Password tring khép véi Password trong hé thong, thi quyén truy xuat duoc gan nguoc lai tir
chéi.

Budc 3: Salting the password
*Muc ti€u

- Xéc dinh danh tinh nguoi dung



- Bao vé quyén truy cap ctia nguoi dung

10. Pura ra mot h¢ thong ma ban biét ¢é sir dung mat khau diung mét 1an (one time password)
va mo ta tinh huong ma ban c6 sir dung mat khiau dé ching thuc ngwoi dung/giao dich. Néu
muc tiéu cia viéc chirng thue nay.

Ma xac thuc OTP (One Time Password) 1a mat khau chi st dung mdt lan. bay 1a hinh thirc bao mat
da qua quen thuc voi tat ca ching ta, dac biét la nhiing nguoi thudng xuyén thanh toan online,
giao dich ngén hang. Tuy nhién, co didu ma chung ta luon khong dé ¥ rang OTP con 13 “mat khau”,

chi khac v6i mat khau ma ta ty thiét 1ap va ghi nhé 1a mat khau nay chi st dung “mot 1an” dé ting
cuong thém mot 16p bao vé cho nhiing tai khoan quan trong cua chung ta.

Trudce 1 giao dich chuyen tién, cac ngan hang s& giri SMS hoic Voice OTP vao sb dién thoai ma
ban ding ky thé dé xac nhan ban 1a ngudi chuyén chir khong phai 1a ngudi khéc.

Muc tiéu:

Nhiam giip ngan chan, gidm thiéu nhiing rui ro tai khoan cua ban bi tan cong khi mat khau bj 16
hodc hacker xdm nhap. Néu khong c6 OTP xac nhén, tai khoan ctua nguoi ti€u dung s€ nhanh chong
bi cac thanh phan xau xam nhap va nguoi ti€u dung bi mat canh giac

11. Sinh tric hoc (biometric) 1a gi? Néu cac linh virc ma c6 thé ap dung sinh triac hoc?

Chtng thuc thuc thé bang sinh trac hoc ( Biometrics) 14 sir dung cac phép do ludng vé cac dic tinh
sinh Ii hoc hodc hanh vi hoc ma nhan dang mot con nguoi, cac déac thu cua sinh trac hoc khong thé
doan , an cap hay chia sé. vi du nhu van tay, van long ban tay, vong mac, moéng mat, khuén mat,
giong noi. ..

Céc linh vuc ma c6 thé ap dung sinh tric hoc:

- Linh vuc bén co quan nha nudc, chinh phu

- Cham soc suc khoe

- Giao thong van tai

- Quan ly khach san

- Quan ly truong hoc

- Quan ly lyc lugng lao dong

12. Néu wu diém va nhwoe diém ciia viéc ap dung chirng thwe bang sinh tric hoc.

Uu diém:

+ C6 dd chinh xac cao



+ thoi gian chtng thuc rat nhanh ( nhé hon 1s)

+ Su tac dong ctia ngudi dung thap

+ C6 su két hop nhiéu yéu td: van tay, véng mac, giong noi.
Nhuoc diém:

+ Gi4 thanh: trién khai hé thong sinh trac hoc doi héi chi phi cao cho ca phan cimg ( thiét bi
thu/quét, va nhan dang) véi cac phan mém hién dai.

+ ¢6 thé nhan dién sai: do hu hong phéan cing, 15i phan mém lam cho hé thong tir chdi ngudi dung
mac du ding nguoi.

13. Hé thong quan 1y an toan théng tin (ISMS) la gi? Muc tiéu ciia hé thong an toan toan
thong tin?

Khai niém: ISMS 14 cong cu dé cac nha lanh dao quan ly thye hién giam sat, quan Iy he théng
thong tin, tang cuong mirc d6 an toan, bao mat, giam thiéu rii ro cho hé thong thong tin, dap ing
dugc muc ti€u cua doanh nghiép, t6 chuc.

Muc tiéu

+ Pam bao tinh bi mat cua thong tin, tirc 12 thong tin chi duge phép truy cap boi nhirng dbi tuong
duoc cap phép.

+ Pam bao tinh toan ven cta thong tin, tirc 1a thong tin chi dugce phép x6a hodc sira bai nhitng ddi
tuong dugc phép va phai ddm bao rang thong tin van con chinh xéac khi dugc luu trit hay truyén di.

+ DPam bao do sin sang cua thong tin, trc 1a thong tin c6 thé dugc truy xuat boi nhitng nguoi dugc
pheép vao bat ctr khi nio ho mudn. Vi du, néu mot server chi bi ngung hoat dong hay nging cung
cap dich vy trong vong 5 phut trén mot nam thi do san sang ctia n6 13 99,999%.

Noi dung LO4 - M6 ta dugc tong quan co ché/giao thirc dé thiét ldp va ning cao tinh an toan
thong tin cho mot tinh huong cu thé

Tinh hudng 1:

bé phuc vu cho nhu cau hoc tap va tra cru cua can bg, giang vién va sinh vién cia trudng, nha
truong da xay dung mot hé thong thu vién truc tuyén www.thuviendientu.iuh.edu.vn, hé thong gitp
ddc gia (can bo, giang vién va sinh vién cua trudng) cé thé tim kiém cac loai sach, béo, tap chi,.. .
Dbi vai tai liéu dién tir thi doc gia co thé doc truc tuyén hodc tai vé, ddi v6i sach trong thu vién thi
doc gia co thé diang ky muon. Poc gia ciing c6 thé yéu cau mua cac loai tai liéu dién tir va thanh
toan phi mua truc tuyén. Hé thong cling gitp cho cac thil thu c6 thé quan Iy thong tin muon va tra
sach ctia doc gia, hé thdng con co tinh ning thong bio nhic nhd dén han tra sach bang email, tao
béo cdo, thong keé.



Yéu cau: Vi tinh hudng di cho, ban hiy

1. Chi ra it nhat 2 loai thong tin/dit liéu/chirc ning nao can nang cao tinh an toan va néu ly do tai
sao

-Hé théng ding nhap va hé thong thanh toan can nang cao tinh an toan vi

+Hé thdng dang nhap néu khong dugc bao mat, hacker s& xam nhap va danh cip thong tin ngudi
dung

+Hé thong thanh toan vi day 1a nghiép vu lién quan dén tién nén phai can than dé tranh trudng hop
rui ro mat tién, hoac h¢ thong bi 1oi.

2. Dua ra giai phap nao (chir ky 50, xac thuc va diéu khiéu truy cap bang mat khau (fixed password,
OTP), thé tlr, camera, sinh tric hoc (van tay hodc khuén mat, con nguoi,...)) dé cai dat nang cao
tinh an toan cho tung loai thong tin/dir liéu/chirc nang ¢ trén va néu ly do tai sao phuong phap phap
nay la hitu hi¢u nhat.

+Hé thdng dang nhap can dung truy cap bang mat khau vi

Mat s dién thoai thi van c6 thé dang nhap dugc

Yéu cau khi dit mat khau c6 nhiéu ky tu khac nhau, ting tinh bao mat

+Hé thong dang nhap bang mat khau 1 1an dé xac nhan giao dich

Khong phai ghi nho

DJ bao mat cao: c6 giri ma xac nhan

Tinh hudng 2:

Dé phuc vu nhu cau hoc tip va nghién ciru ctia can b, giang vién va sinh vién cua trudng (goi
chung la doc gia), nha truong da trang bi mét phong doc sach cho cac doc gia. Phong nay c6 trang
bi may lanh, ban gh¢, wifi, va 100 chiéc may tinh dé€ ban. Sinh vién c6 thé ty vao ra phong doc sach
trong khoang thoi gian thu vién mo dé ng61 doc sach, hoc tap nghién ctru va dung cac may tinh.
Céc may tinh chi dung d€ hoc tap/nghién ctru chir khong cho phép choi game.

Yéu cau:

1. Theo ban dé c6 thé kiém soat, chimg thue va theo doi su vao ra phong doc sach cua cac doc gia
moét cach tu dong thi chung ta co thé dung phuong phap nao (chir ky s, xac thuc va diéu khiéu truy
cap bang mat khau (fixed password, OTP), sinh tric hoc (van tay hodc khudn mit, con nguoi,...))
dé kiém soat va néu 1y do tai sao phuong phap nay 13 hiru hiéu nhat?

Duing sinh trac hoc 13 hiéu qua nhét vi

+ C6 do6 chinh xac cao



+ thoi gian chirng thwce rat nhanh ( nho hon 1s)
+ Sw tac dong clia ngwoi dung thap
+ C6 su két hop nhiéu yéu t6: van tay, vong mac, giong noi.

2. Theo ban dé c6 thé ching thire, kiém soat va theo doi viéc st dung wifi va thiét bi may moc ¢
phong doc sach thi chung ta ding nhimg phwong phap nao (chit ky sd, xac thuc va diéu khiéu truy
cap bang mat khau (fixed password, OTP), thé tir, camera, sinh tric hoc (van tay hodc khuon mit,
con nguoi,...)) va néu 1y do tai sao phwong phap nay 13 hitu hiéu nhat?

Dung dang nhap béng mét khau vi day la viéc sur dung nhiéu lan, 1ap di 1ap lai. Tao mat khéu cd
dinh dé ghi nh¢, thuan tién trong bao mat cting nhu an toan cho ngudi dung.

Tinh huéng 3:

Gia str khoa Ké toan cta truong IUH trang bi mot ‘Phong mé phong va thuc hanh quy trinh nghiép
vu Ké toan — Tai chinh — Tin dung’ (g6m 30 may tinh) dung dé phuc vu cho viéc hoc tip va nghién
clru ciia cac thanh vién trong cau lac bo K& Tai Ngan Club. Phong may nay gdm mot may chi
(server), nhidu may tram (work station) va mot may in (printer) dugc cai dit cac phan mém vé ké
toan, tai chinh & ngan hang dé cho cac thanh vién trong cau lac bd vao sir dung dé nghién ctru va
hoc tap. Khoa mong mudn phong may duoc cai dit va cau hinh 1am sao ma cac thanh vién c6 thé ra
vao va sir dung cac tai nguyén mdot cach thuan tién nhung van c6 co ché theo ddi mot cach tu dong.

1. Theo ban, phong may nén dung phwong phap nao (chir ky so xéc thuc va diéu khiéu truy cap
bang mat khau (fixed password, OTP), the tr, camera, sinh trac hoc (van tay hoac khu6n mdt, con
ngoi,...)) ma cac thanh vién co thé vao ra mot cach thudn tién nhung van kiém soat dugc khi can
thiét. Ban hay mo ta giai phap mot cach chi tiét nhat va néu 1y do tai sao déy 1a giai phap hop 1y
nhét.

Nén dung mat khéu cd dinh
2. Theo ban, dé c6 thé kiém soat viéc sir dung thiét bi, img dung dugc cai dat trong phong mé
phong ching ta thé dung phuong phap nao (chit ky so xéc thuc va diéu khiéu truy cip bang mat

khau (fixed password, OTP), thé tir, camera, sinh tric hoc (van tay hoic khudn mit, con ngoi,...))
va néu 1y do tai sao day 1a giai phap hop 1y nhat?

Mait khau ¢b dinh (khac nay em ludi qua nén em nghi giai 1 tinh hudng 13 1am dugc roi a)

Da em cam on thay <3



