Nhap moén An Toan thong tin

mmm  Noi dung 6n tap cubi ky

e Sinh vién dugc tham khdo tai liéu ty soan chép tay khong gidi han (khong duoc dung tai liéu
in, photo)

e Thoi gian: 60 phut; Hinh thic: Ty luan

e Céc tinh hudng mang tinh minh hoa.

LO3 - Ap dung dugc mat ) ly thuyét toan trong cac hé¢ mat ma

- Thuc hién dugc viéc ma hoa béng cac thuat toan nhu Caesar hodc Playfair.

- Phat sinh mot cip khoa bang mat ma bat d6i xtimg (RSA)

- Thuyc hién ma hod va giai ma (bao mat)

- Thuc hién ky va tham tra chit ky sé (chimg thuc)
LO4 - Giai thich duoc cac khai niém co ban vé An toan thong tin, hé ma hoa
Giai thich cac khai niém nhu an toan thong tin, tam gidc CIA, mat ma hoc, ma hoa dbi xung va
bat dbi xtng, ham bam, chir ky 30, chung thuc thuc thé, chung thuc thong di¢p, céc loai khoa,
quan ly khoa.

LO5 - Mo ta dugc tong quan co ché / giao thire dé thiét 1ap va ning cao tinh an toan thong tin
cho mot tinh hudng cu thé

Cho mét tinh hudng c6 thé ap dung cac giai phap an toan thong tin. Sinh vién dua ra va mo ta
céc co ché / phuong thirc c¢6 thé thiét 1ap va nang cao an toan thong tin pht hop véi tinh hudng
d6. Céc co ché / phuong thirc c6 thé gdbm Ma hoa khoa bi mat, ma hoa khoa cong khai, chit ky
s0, khoa phién, trao dbi khoa, chimg thuc thuc thé, ching thuc thong diép.

Cau hoi LO3 tham khao:

1. Ap dung mat ma Ceasar ma hoa ban rd sau v6i khoa k = 4
Actions speak louder than works
2. Ap dung mat ma Playfair ma hoa ban 16 sau véi khoa K = tinhoc
Dai hoc cong nghiep
3. Chop=7,q=11,e=17. Hiy thyc hién phat sinh khoa cong khai va khoa riéng theo co ché
RSA.
a. Ma hod va gidi ma bao mat cho thong di€ép M = 9 (ma hda bao mat)
Ma hoa: C = M°®mod n
Giai ma: M = CYmod n
b. Tao va thim tra chir ky RSA (m3 hoa chimg thic) cho thong diép M =9
Tao chit ky: S = MY mod n
Tham tra: M = S°® mod n

Cau héi LO4 tham khao:

1. Khoa phién (Session key) 1a gi? Khoa phién c6 vu diém gi so voi khoa bi mat chia sé (secret
shared key)? Trinh bay va giai thich mét giao thtrc phat sinh khéa phién ma ban biét.

2. Chimng thuc thyc thé bang sinh tric hoc (biometrics) 1a gi? Trinh bay cac thanh phin co ban
can c6 trong mot hé thdng chimg thuc sinh tric hoc (vi du vén tay). Néu vu diém va nhuoc



diém ctia phuong phap nay. O Viét Nam, phuong phap chimg thuc sinh tric hoc hién nay duoc
ap dung ¢ nhing linh vyc nao?

3. Diéu khién truy cap la gi? Trinh bay it nhét 2 phuong phap ma ban biét ma co thé cai dit diéu
khién truy cép mot hé thong thong tin.

4. Mat khau (password) 1a gi? Mat khau cb dinh (fixed password) va mat khau ding mot lan (one
time password) khac nhau nhu thé nao? Trinh bay diém manh va diém yéu ctia 2 loai mat khau.

5. Trinh bay cac loai ma OTP, néu uu diém va nhuoc diém cua tung loai. Pua ra mot hé thong
ma ban biét c6 sir dung mat khau ding mot 1an (one time password) va mo ta tinh huéng ma
ban c6 sir dung mat khéau dé ching thyc nguoi dung/giao dich. Néu muc ti€u cua viéc chung
thuc nay.

6. Chit ky sb (digital signitures) 1a gi? Muc tiéu cta chit ky s6? Trinh bay hién trang 4p dung chit
ky s6 & Viét Nam

7. Goi y: Khéi niém chit ky s6: tng dung ciia ma hoa khoa cong khai, nguoi dung co6 (KUA,
KRA); Tao chit ky: SAM = E(KRA, M) hoic SAM=E(KRA, H(M)) — giai thich; Thdm tra chit
ky D(KUA, SAM) = Yes/No — Giai thich; Muc tiéu cta chir ky s6; Hién trang ap dung chir
ky: 4 linh vyc d6 1a co quan Thué, Béo hiém x4 hoi, Hai quan va Ching khoén.

8. Mo ta chung thu s6 13 gi? Muc tiéu cta chimg thu s6? Noi dung c6 trong chtng thu sé 14 gdm
nhitng ndi dung gi?

9. Hé théng quan 1y an toan thong tin (ISMS) 1a gi? Muc tiéu cua hé théng an toan toan thong
tin?

10. Trinh bay cac dic diém cta ham bam? Trinh bay giai phap xir Iy mat khau trudce khi luu vao
co s& dir liéu va giai thich vi sao?

11. SSL la gi? Tai sao can cai SSL? Dau hi¢u nhan biét mot website c6 cai SSL? Cach thirc hoat
dong cua SSL?

12. Tuong lira 1a gi? C6 may loai va néu tac dung cia tudn loai?

13. Trinh bay phuong phéap phat hién va ngin chan/tiéu diét ma doc ciia phan mém Antivirus? Qua
d6 giai thich vi sao phai thuong xuyén cap nhat phin mém Antivirus?

14. Ransomware la gi? Cach thurc hoat dong va gidi phap bao v¢ dir liéu trudc Ransomware?

Cau héi LOS5 tham khao:

Tinh hubng 1:
Dé phuc vu cho nhu cau hoc tip va tra ctru cta can bo, giang vién va sinh vién cua truong, nha truong
da xay dung mot Hé thong thw vién truwc tuyén www.thuviendientu.iuh.edu.vn, hé thong giip doc
gia (can bo, giang vién va sinh vién cta trudng) c6 thé tim kiém cac loai sach, bao, tap chi,... D6i véi
tai liéu dién tir thi doc gia c6 thé doc truc tuyén hoic tai vé, ddi voi sach trong thu vién thi doc gia co
thé dang ky muon. Poc gia ciing c¢6 thé yéu cau mua céac loai tai liéu dién tir va thanh toan phi mua
tryc tuyén. Hé thdng ciing gitip cho cac thi thu ¢6 thé quan 1y thong tin muon va tra sach cua doc gia,
hé théng con c6 tinh ning thong bao nhic nhd dén han tra sach bang email, tao bao cao, thong keé.
Yéu cau: Véi tinh huéng da cho, ban hay
1. Chi ra it nhat 2 loai thong tin / dir liéu / chirc ning nao can nang cao tinh an toan thong tin va
néu ly do tai sao?
2. Duara giai phap nao dé cai dit nang cao tinh an toan cho timg loai théng tin/dit liéu/chtic ning
O trén va néu ly do tai sao phuong phédp phap nay 1a hitu hi¢u.



Tinh hubng 2:
Mot trang web c6 duong link xem chi tiét san pham nhu sau:

www.trangthuongmaidientu.com/sanpham.php?id_sanpham=2

Yéu cau:

1. Theo ban, cach truyén bién nhu trang web c6 duong link trén dé bi loai tan cong hay 15 hong
gi? Giai thich vi sao?
2. Trinh bay giai phap khac phuc cho loai tan cong hodc 10 hong trén?

Tinh huéng 3: i . . i
Mot h¢ thong thong tin ¢6 hai may chu, mot server dung dé chira phan mém (II), mdt server dung dé
chtra co so dit liéu (I1I) va duong truyén (I) Internet dé két ndi dén cac may khach (clients) nhu hinh:
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1. Hay néura 2 rai ro vé an toan thong tin c6 thé xay ra trén dudng truyén hoic trén cac may chu.
2. Trinh bay cac giai phép giup tdng cudng an toan cho hé thong trong qué trinh truyén tai ¢ (1),
cho phan mém ¢ (II) va dir li¢u luu triv & (II1)? Giai thich vi sao?

Yéu cau:



