PE CUONG MON HOC

51.Nh&p mon an toan thong tin

1. Tén va ma hoc phan: Nhip mon an toan thong tin (2101411)
2. S§ tin chi: 3(3,0,6) ,
Tdng sb tin chi: 3 Ly thuyet: 3 Thuc hanh: 0 Tu hoc: 6

3. Gidng vién phu trach
— TS. Nguyén Thi Hanh
— TS. L& Nhat Duy
— TS. Ngb Hiru Diing
— ThS. Trén Thi Kim Chi
— ThS. V& Ngoc Tan Phudc

4. Tai liéu hoc tap
Sach, gido trinh chinh
[1] S. William, Cryptography and network security: principles and practices.
Pearson Education India, 2017 [100287777]

Tai liéu tham khao

[1] M.E. Whitman and J.M Herbert. Principles of information security. Cengage
Learning, 2011 [100253496]

[2] Efraim Turban, Carol Pollard, Gregory Wood, Information Technology for
Management: Driving Digital Transformation to Increase Local and Global
Performance, Growth and Sustainability, 12th Edition, Wiley, 2021.

5. Théng tin vé hoc phin
a. Muc ti€u hoc phﬁn

Mon hoc ndy cung cp cho sinh vién vé tinh can thiét clia an toan hé théng thong tin
dbi véi to chirc, ca nhan va xa hoi; cac bai toan an toan thong tin co ban, cung cac ky
thuat dé giai quyét chiing nhu ma hoa, chir ky dién tir, ham bam va ma chimg thyc,... Tt
d6 ngudi hoe hiéu duge cac giao thirc bao mat va van dung trong cac hé théng thong tin
an toan.

b. M5 ta vén tit hoc phan

‘Mon hoc nay sé trang bi cho sinh vién cac kién thirc co ban vé an toan thong tin, cac
moi nguy hai dén an toan thong tin, mot s6 phuong phap co ban dé phong chéng tan
cong an toan thong tin cling nhu mot sO co che/glao thirc (ma hda, ham bam, chir ky
dién tir, xac thuc, diéu khién truy cip va hé thong quan 1y an toan thong tin) dé thiét 1ap
va ning cao tinh an toan thong tin ciia mot t6 chirc/ca nhan. Ngoai ra, ciing trang bi cho
sinh vién mot van dé phép 1y lién quan dén an toan thong tin.

c. Hoc phan hoc trudce (A), tién quyét (B), song hanh (C)
Khong

d. Yéu ciu khac
Khong
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6. Chuén dau ra cia hoc phén
Khi hoan thanh hoc phan, nguoi hoc c6 kha nang:

CLOs Chuin diu ra ciia hoc phin PLO

1 Giai thich duoc su can thiét ctia an toan HTTT do1 voi ca
nhan, t0 chirc va xa hoi

2 Nhan qdang duoc cac mdi de doa anh huong dén ATTT cua
mot to chirc/ca nhan

3 Ap dung dugc mot sd 1y thuyét toan trong cac hé mat ma

4 Giai thich dugc cac khai niém co ban vé An toan thong tin, h¢
ma hoa

5 Mo ta duoc co ché/giao thirc dé thiét 1ap va nang cao tinh an

toan thong tin cho mot tinh hudng cuy thé

6 Giai thich mot s6 van dé phap 1y lién quan dén an toan HTTT

Hudng dan:

- Chuan ddu ra cia hoc phan bt dau bang ddng tir chi hanh déng.

- Anh xa CLOs véi cdc PLO theo tirng chwong trinh ddo tao sé khdc nhau, néu
chuong trinh dao tao c6 PI thi anh xa triee tiép vao PI (al,c2) néu khéng cé PI thi
anh xa truc tié}) vao PLO. Theo yéu cau kiém dinh ciia tung nganh, don vi dao tao
can cdp nhdt chinh xdc bang dnh xa nay.

Ma tran tich hop giita chuan diu ra ctia hoc phan va chuan dau ra cuia chuong trinh dao
tao. (Goi y mot trong 3 mau ma trdn tich hop)

CLOs | a b c d e f g h i J k
1
2
3
4
5
6
Hoac
CLOs | a b c d e f g h i J k
1
2
3
4
5
6
I (Introduced)
R (Eeinforced/practiced)
E (Emphasize)
Hoac

CLOs a b c d e f g h i J k

1

2
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SYRSARESEN

I (Introduced)
R (reinforced/practiced)

M (mastery at the senior level or graduate level)

A (evidence collected and analyzed)

17. Noi dung hoc phin va ké hoach giing day

S8 tit Phwong Noi dung va
STT Noi dung gidng day CLOs | phap giang | huwéng dan
day tu hoc
Chuong 8: Tong quan vé an toan Thuyét
thong tin giang
8.1. Thong tin va an toan thong tin Théo luan
1 8.2. Térp quan trong an toan thong tin 6 1.3
doi véi x@ hoi/doanh nghigp/ca ’
nhan
8.3. Cac budc co ban dé dam bao an
toan thong tin
Chuwong 9: Phap luat va quy dinh vé Thuyét Tim va tai
an toan thong tin giang cac bd luat
9.1. Luat CNTT Théo luan cua Viét
2 9.2. Luat s& hitu tri tué 6 2 B4o cdo tiéu | Nam dé tham
9.3. Luat Giao dich dién tir luan khao
9.4. Luat An minh mang
Chuwong 10: Cac mdi nguy hai d&én an Thuyét Tim hiéu cac
toan thong tin giang xu hudng tan
10.1. Céac khai niém co ban Thao luan cong hién
3 |10.2.Cac mdi de doa (Threads) va rii ro 6 1,3 | Bao céo tiéu | nay
(Risks) luan
10.3. Cac phuong phép tin cong
10.4. Mi doc va cac phong chong mé doc
Chuwong 11: Chinh sach an toan thong Thuyét Tham khdo
tin giang mot sO chinh
11.1. Céc khai ném co ban Thao luan sach an toan
4 | 11.2. TAm quan trong ctia chinh sich an toan 6 3.4 | Bao céo tiéu | thong tin cta
thong tin ddi véi doanh nghiép/ca nhan luan cac doanh
11.3. Cac budc trién khai mét chinh sach an nghi¢p
toan thong tin
Chuwong 12: Mat ma hoc Thuyét Lam bai tap
12.1. Khai niém co ban giang ma hoa
5 12.2. Ma hoa khoa bi mat 6 3,4 Thao luan
12.3. M4 hoa khéa cong khai B4o céo tiéu
12.4. Him bim luan
Chwong 13: Chit ky dién tir Thuyét Tim hiéu cac
6 13.1. Céc khéi niém co ban 5 3.4 giang quy trinh
13.2. Quy trinh tao chir ky dién tir ’ Thao luan nghiép vu cé
B4o céo tiéu | st dung chir
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S5 tikt Phwong Noi dung va
STT Noi dung gidng day CLOs | phap giang | huwéng dan
day tu hoc
13.3. Ung dung cua chir ky dién tir trong luén ky sd 6 VN
thuc té
Chuwong 14: Chung thyuc va diéu khién Thuyét Tim I}iéu cac
truy cap giang hé thong
14.1. Céc khai niém co ban Thao luan hodc tng
7 14.2. Cac phuong phap ch}'mg thye 5 3.4 B4o céo tiéu | dung co st
14.3. Cac phuong phap diéu khién truy cap ’ luan dung cac
phuong phéap
chung thuc
va diéu khién
Chuwong 15: Hé théng quan 1y an toan Thuyét Tim hiéu cac
thong tin (ISMS) giang doanh nghiép
15.1. Hé thong quan 1y an toan thong tin la gi? Thao luan da nhan
15.2. Loi ich gi khi 4p dung hé théng quan Iy Béo cdo tiéu | chimg chi an
an toan thong tin 3 luan toan bao mat
8 15.3. Tiéu chudn ISO/IEC 27001:2013 1a gi? 3.4 thong tin
15.4. Céac budc trién khai ISMS dua trén tiéu
chuan ISO/IEC 27001:2013
= Ching chi an toan bao mat thong tin
15.5. Tinh hinh trién khai ISMS ¢ Viét Nam
Tong cong 45
18. Phuwong phap danh gia
a. Phuong phap danh gia cac chuan dau ra ciia hoc phan
CLOs | Bai kiém tra Phwong phap danh gia Ty trong Chi tiéu
U | kiém tra thuong ki Tric nghiém / tu lugn 40% 80%
e 1 Tu luan 60%
Thi gitra ki
2 Kiém tra thuong ki Tric nghi¢m / ty luén 40% 80%
Thi gitra ky Ty ludn 60%
3 Kiém tra thuong ky Trac nghiém / tu luén 30% 80%
Thi gitra ky Trac nghiém / tu ludn 30%
Thi cubi ky Ty luan 40%
4 Kiém tra thuong ky Trac nghiém / tu ludn 40% 80%
Thi cubi ky Ty luan 60%
b. Céc thanh phan danh gia
Phwong phap danh gia Ty trong %
Ly thuyét Panh gia thwong xuyén 20
- Bai kiém tra thuong xuyén / Tric nghiém khach 5
quan
- Bai tap ¢ nha 5
- B4o céo thuyét trinh trén 16p 5
- Hoat dong khac 5
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Kiém tra giira ky 30
Kiém tra cudi ky 50
Thuwe hanh Chuan bi bai 20
K§ nang thuyét trinh 30
K¥ ndng lam viéc nhém 30
Bé4o cdao nhom 20

c. Thang diém danh gia: Theo hoc ché tin chi.

Ngay bién soan/ cap nhat: thang nam 2022
Truéng b mon:

Trwong khoa:
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